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Abst ract

Thi s docunent describes the certificate policy for a Public Key
Infrastructure (PKI) used to support attestations about Internet
Nunber Resource (INR) holdings. Each organization that distributes
| P addresses or Autononpbus System (AS) nunbers to an organi zation
will, in parallel, issue a (public key) certificate reflecting this
distribution. These certificates will enable verification that the
resources indicated in the certificate have been distributed to the
hol der of the associated private key and that this organization is
the current, unique hol der of these resources.

Status of This Menp
This nenmo docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6484.

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

Thi s docunent describes the certificate policy for a Public Key
Infrastructure (PKI) used to attest to Internet Nunber Resource (INR)
hol di ngs (I P addresses or Autonompous System (AS) nunbers). An

organi zation that distributes INRs to another organization MAY, in
paral l el , issue a (public key) certificate reflecting this

di stribution. These certificates will enable verification that the
resources indicated in the certificate have been distributed to the
hol der of the associated private key and that this organization is
the current hol der of these resources.

The nost inportant and di stingui shing aspect of the PKI for which
this policy was created is that it does not purport to identify an

I NR hol der via the subject nane contained in the certificate issued
to that entity. Rather, each certificate issued under this policy is
intended to enable an entity to assert, in a verifiable fashion, that
it is the current holder of an INR based on the current records of
the entity responsible for the resources in question. Verification
of the assertion is based on two criteria: the ability of the entity
to digitally sign data that is verifiable using the public key
contained in the corresponding certificate, and validation of that
certificate in the context of this PKI

This PKI is designed exclusively for use in support of validation of
clains related to current INR holdings. This includes any
certificates issued in support of operation of this infrastructure,
e.g., for integrity or access control of the repository system
described in Section 2.4. Such transitive uses of certificates also
are pernmitted under this policy. Use of the certificates and
Certificate Revocation Lists (CRLs) managed under this PKlI for any
ot her purpose is a violation of this CP, and relying parties (RPs)
SHOULD reject certificates presented for such uses.

Not e: This docunent is based on the tenplate specified in RFC 3647

[ RFC3647], a product of the Internet Engi neering Task Force (I|ETF)
stream In the interest of keeping the docunent as short as
reasonabl e, a nunber of sections contained in the tenplate have been
onmitted fromthis policy because they do not apply to this PKI
However, we have retained the section nunmbering schene enployed in
RFC 3647 to facilitate conparison with the outline in Section 6 of
RFC 3647. Each of these onmitted sections should be read as "No
stipulation" in Certificate Policy (CP) / Certification Practice

St atement (CPS) parl ance.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1

1

1.3.

Overvi ew

This PKlI is designed to support validation of clainms by current

hol ders of INRs, in accordance with the records of the organizations
that act as Certification Authorities (CAs) in this PKI. The ability
to verify such clains is essential to ensuring the unambi guous

di stribution of these resources [ RFC6480].

The structure of the RPKI is congruent with the nunber resource

all ocation framework of the Internet. The | ANA all ocates nunber
resources to Regional Internet Registries (RIRs), to others, and for
speci al purposes [ RFC5736]. The RIRs, in turn, nanage the allocation
of nunber resources to end users, Internet Service Providers, and

ot hers.

This PKI enconpasses several types of certificates (see [ RFC6487] for
nore details):

o CA certificates for each organization distributing INRs and for
I NR hol ders

o End-entity (EE) certificates for organizations to validate digita
signatures on RPKI signed objects

Docunment Name and ldentification

The nane of this document is "Certificate Policy (CP) for the
Resource PKI (RPKI)".

This policy has been assigned the follow ng OD:
i d- cp-i pAddr-asNunmber OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zati on(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) cp(14) 2}
PKI Participants

Note that in a PKI, the term "subscriber" refers to an individual or
organi zation that is a subject of a certificate issued by a CA. The
termis used in this fashion throughout this docunent, without
qualification, and should not be confused with the networking use of
the termto refer to an individual or organization that receives
service froman I SP. In such cases, the term"network subscriber”
will be used. Also note that, for brevity, this docunent always
refers to PKI participants as organi zations or entities, even though
sone of them are individuals.
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1.3.1. Certification Authorities

The organi zations that distribute |IP addresses and AS nunbers (| ANA,
RIRs, NIRs, ISPs) act as CAs in this PKI.

Organi zations that do not distribute INRs but hold such resources
al so act as CAs when they create EE certificates.

1.3.2. Registration Authorities

This PKI does not require establishnent or use of a registration
authority (RA) function separate fromthe one provided i nherently in
conjunction with the CA function. The RA function MJUST be provided
by the same entity operating as a CA, e.g., entities listed in
Section 1.3.1. An entity acting as a CAin this PKI already has a
formal relationship with each organi zation to which it distributes
INRs. These entities (the CAs) already performthe RA function
implicitly since they already assune responsibility for distributing
I NRs.

1.3.3. Subscribers

These are the organizations receiving distributions of INRs: RIRs,
NI Rs, |SPs, and other organizations.

Note that any of these organi zati ons may have received distributions
fromnore than one source over tine. This is true even for R Rs,
which participate in inter-registry exchanges of address space. This
PKI accommodat es such rel ati onshi ps.

1.3.4. Relying Parties

Entities or individuals that act in reliance on certificates or RPK
si gned objects issued under this PKI are relying parties. Relying
parties may or may not be subscribers within this PKI. (See Section
1.6 for the definition of an RPKI signed object.)

1.3.5. Oher Participants

Every organi zation that undertakes a role as a CAin this PKl is
responsi bl e for populating the RPKI distributed repository system
with the certificates, CRLs, and RPKI signed objects that it issues.
The organi zati on MAY operate its own publication point, or it MAY
outsource this function (see Sections 2.1 and 2.2).
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1.4. Certificate Usage
1.4.1. Appropriate Certificate Uses

The certificates issued under this hierarchy are for authorization in
support of validation of claims of current hol dings of |INRs.

Addi tional uses of the certificates, consistent with the basic goa
cited above, also are permtted under this policy. For exanple,
certificates may be issued in support of integrity and access contro

for the repository systemdescribed in Section 2.4. Such transitive
uses are permtted under this policy.

1.4.2. Prohibited Certificate Uses

Any uses other than those described in Section 1.4.1 are prohibited
under this policy.

1.5. Policy Adm nistration
1.5.1. Organi zati on Adninistering the Docunent
This CP is admnistered by
I nternet Engi neering Steering G oup
c/o Internet Society
1775 Wehl e Avenue, Suite 201
Reston, VA 20190-5108
U S A
1.5.2. Contact Person

The contact information is

EMail: iesg@etf.org
Phone: +1-703-439-2120 (Internet Society)

1.5.4. CP Approval Procedures
If a replacement BCP is needed that updates or obsol etes the current
BCP, then the replacenent BCP MJUST be approved by the I ESG foll ow ng

the procedures of the IETF Standards Process as defined in RFC 2026
[ RFC2026] .
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1.6. Definitions and Acronyns

CPS -

Certification Practice Statement. A CPS is a document that
specifies the practices that a Certification Authority (CA)
enploys in issuing certificates in this PKl

Distribution of INRs - A process of distribution of the INRs al ong

| ANA -

INRs -

| SP -

LIR -

NIR -

RIR -

the respective nunber hierarchy. |ANA distributes bl ocks of

| P addresses and AS nunmbers to the five Regional I|nternet
Registries (RIRs). RIRs distribute smaller address bl ocks and
AS nunbers to organizations within their service regions, who
inturn distribute | P addresses to their custoners.

Internet Assigned Nunmbers Authority. |1ANA is responsible for
gl obal coordination of the |P addressing system and AS nunbers
used for routing Internet traffic. I|ANA distributes INRs to
Regi onal Internet Registries (R Rs).

I nternet Nunber Resources. |NRs are nunber values for three
protocol paraneter sets, nanely:

o |P version 4 addresses,
o |IP version 6 addresses, and

o ldentifiers used in Internet inter-domain routing,
currently Border Gateway Protocol-4 AS nunbers.

Internet Service Provider. This is an organization managi ng
and providing Internet services to other organizations.

Local Internet Registry. |In sone regions, this termis used
to refer to what is called an I SP in other regions.

Nati onal Internet Registry. This is an organization that
manages the distribution of INRs for a portion of the
geopolitical area covered by a Regional Registry. NRs form
an optional second tier in the tree scheme used to nanage

I NRs.

Regi onal Internet Registry. This is an organization that
manages the distribution of INRs for a geopolitical area.
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RPKI signed object - An RPKI signed object is a digitally signed data
object (other than a certificate or CRL) that is declared to
be such by a Standards Track RFC, and that can be validated
using certificates issued under this PKI. The content and
format of these data constructs depend on the context in which
validation of clainms of current holdings of INRs takes pl ace.
Exampl es of these objects are repository nanifests [ RFC6486]
and Route Origin Authorizations (ROAs) [ RFC6482].

2. Publication and Repository Responsibilities
2.1. Repositories

Certificates, CRLs, and RPKI signed objects (intended for public
consunpti on) MJST be nade avail able for downl oading by all relying
parties, to enable themto validate this data. This nmotivates use of
a robust, distributed repository system Each CA MJST nmaintain a
publicly accessible online repository and publish all RPKI-signed

obj ects (intended for public consunption) via this repository in a
manner that conforms with "A Profile for Resource Certificate
Repository Structure" [RFC6481]. (This function MAY be outsourced,
as noted in Section 2.2 below. ) The collection of repositories forns
the RPKI distributed repository system

2.2. Publication of Certification Information

Each CA MJST publish the certificates (intended for public
consunption) that it issues via the repository system

Each CA MUST publish the CRLs (intended for public consunption) that
it issues via the repository system

Each CA MJST publish its RPKI signed objects (intended for public
consunption) via the repository system

Each CA that issues certificates to entities outside of its

adm ni strative domain SHOULD create and publish a CPS that neets the
requirenents set forth in this CP. Publication neans that the
entities to which the CA issues certificates MIJST be able to acquire
a copy of the CPS, and MJST be able to ascertain when the CPS
changes. (An organization that does not allocate or assign |INRs does
not need to create or publish a CPS.)

An organi zati on MAY choose to outsource publication of RPKI data --
certificates, CRLs, and other RPKI signed objects.

The CP will be published as an | ETF-stream RFC and wi || be avail abl e
fromthe RFC repository.
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2.3. Tinme or Frequency of Publication
The CPS for each CA MJST specify the follow ng information:

The period of time within which a certificate will be published after
the CA issues the certificate.

The period of time within which a CAwill publish a CRL with an entry
for a revoked certificate after it revokes that certificate.

Expi red and revoked certificates SHOULD be renmoved fromthe RPK
repository system upon expiration or revocation, respectively.

Al so, please note that each CA MJUST publish its CRL prior to the
next Update val ue in the scheduled CRL previously issued by the CA

2.4. Access Controls on Repositories

Each CA or repository operator MJST inplenment access controls to
prevent unauthorized persons from addi ng, nodifying, or deleting
repository entries. A CA or repository operator MJST NOT
intentionally use technical neans of linmting read access to its CPS,
certificates, CRLs, or RPKI signed objects. This data is intended to
be accessible to the public.

3. ldentification and Aut hentication
3.1. Namng
3.1.1. Types of Nanes

The di stingui shed name for every CA and end-entity consists of a
singl e ConmonNanme (CN) attribute with a value generated by the issuer
of the certificate. Optionally, the serial Nunber attribute MAY be

i ncl uded along with the conmon name (to forma ternminal relative

di stingui shed nanme set), to distinguish anbng successive instances of
certificates associated with the sanme entity.

3.1.2. Need for Nanes to Be Meani ngfu

The subject nane in each certificate SHOULD NOT be "rmeaningful ",
i.e., the name is not intended to convey the identity of the subject
torelying parties. The rationale here is that certificates issued
under this PKI are used for authorization in support of applications
that make use of attestations of INR holdings. They are not used to
identify subjects.
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3.1.3. Anonymty or Pseudonymity of Subscribers

Al t hough subj ect (and issuer) nanes need not be neani ngful, and may
appear "random" anonymity is not a function of this PKI; thus, no
explicit support for this feature is provided.

3.1.4. Rules for Interpreting Vari ous Nane Forns
None.
3.1.5. Uniqueness of Nanes

There is no guarantee that subject nanes are globally unique in this
PKI. Each CA certifies subject nanes that MJST be uni que anong the
certificates it issues. Although it is desirable that these subject
nanes be uni que throughout the PKI, name uni queness within the RPK
cannot be guarant eed.

However, subject names in certificates SHOULD be constructed in a way
that m nim zes the chances that two entities in the RPKI will be
assigned the sane name. The RPKI Certificate Profile [ RFC6487]

provi des an exanple of how to generate (meaningless) subject nanes in
a way that mnimzes the |ikelihood of collisions.

3.2. Initial Identity Validation
3.2.1. Method to Prove Possession of the Private Key

Each CA operating within the context of this PKI MJST require each
subj ect to denonstrate proof of possession (PoP) of the private key
corresponding to the public key in the certificate, prior to issuing
the certificate. The nmeans by which PoP is achieved is determ ned by
each CA and MJST be declared in the CPS of that CA

3.2.2. Authentication of Oganization ldentity

Each CA operating within the context of this PKI MJST enpl oy
procedures to ensure that each certificate it issues accurately
reflects its records with regard to the organi zation to which the CA
has distributed the INRs identified in the certificate. The specific
procedures enpl oyed for this purpose MJIST be described by the CPS for
each CA. Relying parties can expect each CA to enpl oy procedures
conmensurate with those it already enploys as a registry or ISP in
the managenent of the INRs. This authentication is solely for use by
each CA in dealing with the organizations to which it distributes
INRs, and thus should not be relied upon outside of this

CA- subscri ber rel ationship.
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3.2.3. Authentication of Individual ldentity

Each CA operating within the context of this PKI MJST enpl oy
procedures to identify at |east one individual as a representative of
each organi zation that is an INR holder. The specific means by which
each CA authenticates individuals as representatives for an

organi zati on MJST be described by the CPS for each CA. Relying
parties can expect each CA to enpl oy procedures commensurate with
those it already enploys as a registry or ISP in authenticating

i ndi vidual s as representatives for |INR hol ders.

3.2.4. Non-Verified Subscriber Information

A CA MUST NOT include any non-verified subscriber data in
certificates issued under this certificate policy except for Subject
I nformati on Access (SIA) extensions.

3.2.5. Validation of Authority

Each CA operating within the context of this PKI MJST enpl oy
procedures to verify that an individual claimng to represent an
organi zation to which a certificate is issued is authorized to
represent that organization in this context. The procedures MJST be
described by the CPS for the CA. Relying parties can expect each CA
to enpl oy procedures comensurate with those it already enploys as a
registry or ISP, in authenticating individuals as representatives for
I NR hol ders.

3.2.6. Criteria for Interoperation

This PKlI is neither intended nor designed to interoperate with any
ot her PKI.

3.3. ldentification and Authentication for Re-Key Requests
3.3.1. ldentification and Authentication for Routine Re-Key

Each CA operating within the context of this PKI MJST enpl oy
procedures to ensure that an organi zation requesting a re-key is the
legitimate holder of the certificate to be re-keyed and the

associ ated I NRs, and MJST require PoP of the private key
corresponding to the new public key. The procedures enpl oyed for
these purposes MJUST be described in the CPS for the CA. Wth respect
to authentication of the holder of the INRs, relying parties can
expect each CA to enpl oy procedures comensurate with those it

al ready enploys as a registry or ISP, in the managenent of I NRs.
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Note: An issuer MAY choose to require periodic re-keying consistent
with contractual agreements with the recipient. If so, this MJST be
descri bed by the CPS for the CA

3.3.2. ldentification and Authentication for Re-Key after Revocation

Each CA operating within the context of this PKI MJST enpl oy
procedures to ensure that an organi zation requesting a re-key after
revocation is the same entity to which the revoked certificate was
issued and is the legitimte holder of the associated INR  The CA
MJST require PoP of the private key corresponding to the new public
key. The specific procedures enployed for these purposes MJIST be
described by the CPS for the CA. Wth respect to authentication of
the holder of the INRs, relying parties can expect each CA to enpl oy
procedures conmensurate with those it already enploys as a registry
or ISP, in the management of INRs. Note that there MAY be different
procedures for the case where the legitimte subject still possesses
the original private key as opposed to the case when it no | onger has
access to that key.

3.4. ldentification and Authentication for Revocation Request

Each CA operating within the context of this PKI MJST enpl oy
procedures to ensure that:

O an organization requesting revocation is the |legitinate hol der of
the certificate to be revoked.

o each certificate it revokes accurately reflects its records with
regard to the organi zation to which the CA has distributed the
INRs identified in the certificate.

o an individual claimng to represent an organi zation for which a
certificate is to be revoked is authorized to represent that
organi zation in this context.

The specific procedures enpl oyed for these purposes MJST be descri bed
by the CPS for the CA. Relying parties can expect each CA to enpl oy
procedures conmensurate with those it already enploys as a registry
or ISP, in the managenent of | NRs.
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4. Certificate Life-Cycle Operational Requirenents
4.1. Certificate Application
4.1.1. VWho Can Submt a Certificate Application

Any entity that distributes INRs SHOULD acquire a certificate. This
includes Internet Registries and | SPs. Additionally, entities that
hold INRs froman Internet Registry, or that are nulti-honed, MY
acquire a certificate under this PKI. The (CA) certificates issued
to these entities MJIST include one or both of the extensions defined
by RFC 3779 [RFC3779], "X. 509 Extensions for | P Addresses and AS
Identifiers", as appropriate.

The application procedure MJST be described in the CPS for each CA
4.1.2. Enrollnment Process and Responsibilities

The enrol | nent process and procedures MJST be described by the CPS
for each CA. An entity that desires one or nore certificates should
contact the organization fromwhich it receives its INRs.

4.2. Certificate Application Processing

CAs SHOULD make use of existing standards for certificate application
processing. Section 6 of the Resource Certificate Profile [ RFC6487]
defines the standard certificate request formats that MJST be

support ed.

Each CA MJST define via its CPS, the certificate request/response
standards that it enploys.

4.2.1. Performng ldentification and Authentication Functions

Exi sting practices enployed by registries and ISPs to identify and
aut henti cate organi zations that receive INRs formthe basis for

i ssuance of certificates to these subscribers. It is inportant to
note that the Resource PKI SHOULD NOT be used to authenticate the
identity of an organization, but rather to bind subscribers to the
INRs they hold. Because identity is not being vouched for by this
PKI, certificate application procedures need not verify |ega
organi zati on nanes, etc.

4.2.2. Approval or Rejection of Certificate Applications
Certificate applications MIST be approved based on the norma

busi ness practices of the entity operating the CA, based on the CA' s
records of INR holders. Each CA MJUST follow the procedures specified
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in Section 3.2.1 to verify that the requester holds the private key
corresponding to the public key that will be bound to the certificate
the CA issues to the requester. The details of how certificate
applications are approved MJST be described in the CPS for the CAin
guesti on.

4.2.3. Time to Process Certificate Applications
No stipulation. As part of its CPS, each CA MJST declare its
expected time frane to process (approve, issue, and publish) a
certificate application.

4.3. Certificate |Issuance

4.3.1. CA Actions during Certificate |Issuance
If a CA determines that the request is acceptable, it MJST issue the
corresponding certificate and publish it in the RPKI distributed

repository systemvia publication of the certificate at the CA's
repository publication point.

4.3.2. Notification to Subscriber by the CA of Issuance of Certificate
The CA MJST notify the subscriber when the certificate is published.
The nmeans by which a subscriber is notified MJST be defined by each
CAinits CPS.

4.4. Certificate Acceptance

4.4.1. Conduct Constituting Certificate Acceptance
Wthin the tineframe specified in its CPS, the CA MIUST pl ace the
certificate in the repository and notify the subscriber. This MAY be
done wit hout subscriber review and acceptance. Each CA MJST state in
its CPS the procedures it follows for publishing of the certificate
and notification to the subscri ber

4.4.2. Publication of the Certificate by the CA
Certificates MJUST be published in the RPKI distributed repository
systemvia publication of the certificate at the CA's repository
publication point as per the conduct described in Section 4.4.1. The
procedures for publication MJST be defined by each CAin its CPS.

4.4.3. Notification of Certificate Issuance by the CAto Qther Entities

The CPS of each CA MUST indicate whether any other entities will be
notified when a certificate is issued.
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4.5. Key Pair and Certificate Usage
A summary of the use nodel for the RPKI is provided bel ow
4.5.1. Subscriber Private Key and Certificate Usage

Each holder of an INRis eligible to request an X. 509 [ X 509] CA
certificate containing appropriate RFC 3779 extensions. Holders of
CA resource certificates al so MAY i ssue EE certificates to thenselves
to enable verification of RPKI signed objects that they generate.

4.5.2. Relying Party Public Key and Certificate Usage

Reliance on a certificate nmust be reasonabl e under the circunstances.
If the circunstances indicate a need for additional assurances, the
relying party rnmust obtain such assurances in order for such reliance
to be deemed reasonabl e.

Bef ore any act of reliance, relying parties MJST independently (1)
verify that the certificate will be used for an appropriate purpose
that is not prohibited or otherwise restricted by this CP (see
Section 1.4), and (2) assess the status of the certificate and al
the certificates in the chain (termnating at a trust anchor (TA)
accepted by the RP) that issued the certificates relevant to the
certificate in question. |If any of the certificates in the
certificate chain have been revoked or have expired, the relying
party is solely responsible for determ ning whether reliance on a
digital signature to be verified by the certificate in question is
acceptable. Any such reliance is made solely at the risk of the

relying party.

If a relying party determines that use of the certificate is
appropriate, the relying party must utilize appropriate software

and/ or hardware to performdigital signature verification as a
condition of relying on the certificate. Moreover, the relying party
MJUST val idate the certificate in a manner consistent with the RPK
Certificate Profile [ RFC6487], which specifies the extended
validation algorithmfor RPKI certificates.

4.6. Certificate Renewa

Thi s section describes the procedures for certificate renewal .
Certificate renewal is the issuance of a new certificate to replace
an old one prior to its expiration. Only the validity dates and the
serial nunber (the field in the certificate, not the DN attribute)
are changed. The public key and all other information remain the
sane.
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4.6.1. Circunstance for Certificate Renewal

A certificate MIST be processed for renewal based on its expiration
date or a renewal request fromthe subscriber. Prior to the
expiration of an existing subscriber’s certificate, it is the
responsibility of the subscriber to renew the certificate to nmamintain
continuity of certificate usage. |If the issuing CAinitiates the
renewal process based on the certificate expiration date, then that
CA MUST notify the holder in advance of the renewal process. The
validity interval of the new (renewed) certificate SHOULD overl ap
that of the previous certificate to ensure continuity of certificate
usage. It is RECOVMENDED that the renewed certificate be issued and
published at least 1 week prior to the expiration of the certificate
it replaces.

Certificate renewal SHOULD incorporate the same public key as the
previous certificate, unless the private key has been reported as
conpromised. |If a new key pair is being used, the stipulations of
Section 4.7 apply.

4.6.2. Wi May Request Renewa

Only the certificate holder or the issuing CAnmay initiate the
renewal process. The certificate hol der MAY request an early
renewal , for example, if it expects to be unavailable to support the
renewal process during the normal expiration period. An issuing CA
MAY initiate the renewal process based on the certificate expiration
dat e.

4.6.3. Processing Certificate Renewal Requests
Renewal procedures MJST ensure that the person or organization
seeking to renew a certificate is in fact the subscriber (or
aut hori zed by the subscriber) of the certificate and the legitimte
hol der of the INR associated with the renewed certificate. Renewa
processing MJST verify that the certificate in question has not been
revoked.

4.6.4. Notification of New Certificate |ssuance to Subscri ber
No additional stipul ations beyond those of Section 4.3.2.

4.6.5. Conduct Constituting Acceptance of a Renewal Certificate

No additional stipulations beyond those of Section 4.4.1
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4.6.6. Publication of the Renewal Certificate by the CA
No additional stipulations beyond those of Section 4.4.2.

4.6.7. Notification of Certificate Issuance by the CAto OQther Entities
No additional stipulations beyond those of Section 4.4.3.

4.7. Certificate Re-Key

This section describes the procedures for certificate re-key.
Certificate re-key is the issuance of a new certificate to replace an
ol d one because the key needs to be replaced. Unlike with
certificate renewal, the public key is changed.

4.7.1. Circunstance for Certificate Re-Key

Re-key of a certificate SHOULD be perfornmed only when required, based
on:

1. know edge or suspicion of conpronise or |oss of the associated
private key, or

2. the expiration of the cryptographic lifetime of the associated key
pair

A CA re-key operation has dranmatic consequences, requiring the

rei ssuance of all certificates issued by the re-keyed entity. So it
shoul d be perfornmed only when necessary and in a way that preserves
the ability of relying parties to validate certificates whose
validation path includes the re-keyed entity. CA key rollover MJST
foll ow the procedures defined in "CA Key Rollover in the RPKI"

[ RFC6489] .

Note that if a certificate is revoked to replace the RFC 3779

ext ensions, the replacenent certificate MJST incorporate the sane
public key rather than a new key. This applies when one is adding
INRs (revocation not required) and when one is renoving |INRs
(revocation required (see Section 4.8.1)).

If the re-key is based on a suspected conprom se, then the previous
certificate MJUST be revoked.

4.7.2. Wio May Request Certification of a New Public Key
The hol der of the certificate may request a re-key. In addition, the

CA that issued the certificate MAY choose to initiate a re-key based
on a verified conprom se report.
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4.17.

4.17.

4.7.

4. 8.

4. 8.

Ken

3. Processing Certificate Re-Keying Requests

The re-key process follows the general procedures of certificate
generation as defined in Section 4. 3.

4. Notification of New Certificate |ssuance to Subscri ber
No additional stipulations beyond those of Section 4.3.2.
5. Conduct Constituting Acceptance of a Re-Keyed Certificate
No additional stipulations beyond those of Section 4.4.1
.6. Publication of the Re-Keyed Certificate by the CA
No additional stipulations beyond those of Section 4.4.2.
.7. Notification of Certificate |Issuance by the CAto Qher Entities
No additional stipulations beyond those of Section 4.4.3.

Certificate Mdification
1. Circunmstance for Certificate Mdification
Modi fication of a certificate occurs to inplenment changes to sel ected
attribute values in a certificate. |In the context of the RPKI, the
only changes that are accomodated by certificate nodification are
changes to the I NR hol di ngs described by the RFC 3779 extension(s)
and changes to the SI A extension.
When a certificate nodification is approved, a new certificate is
issued. |If no INR holdings are renoved fromthe certificate, the new
certificate MJUST contain the same public key and the same expiration
date as the original certificate, but with the SI A extension and/or
the INR set expanded. |In this case, revocation of the previous
certificate is not required.
When previously distributed INRs are renoved froma certificate, then
the old certificate MIST be revoked and a new certificate MIST be
i ssued, reflecting the changed I NR holdings. (The SIA extension in
the new certificate will be unchanged, unless the affected I NR hol der
supplies a new SI A val ue.)
2. Who May Request Certificate Mdification

Either the certificate holder or the issuer may initiate the
certificate nodification process.
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4.8.3. Processing Certificate Mdification Requests
The CA MJST deternine that the requested nodification is appropriate
and that the procedures for the issuance of a new certificate are
foll owed (see Section 4.3).

4.8.4. Notification of New Certificate |ssuance to Subscri ber
No additional stipulations beyond those of Section 4.3.2.

4.8.5. Conduct Constituting Acceptance of Mdified Certificate
No additional stipulations beyond those of Section 4.4.1

4.8.6. Publication of the Modified Certificate by the CA
No additional stipul ations beyond those of Section 4.4.2.

4.8.7. Notification of Certificate Issuance by the CAto Qher Entities
No additional stipulations beyond those of Section 4.4.3.

4.9. Certificate Revocation and Suspension

4.9.1. Circunstances for Revocation
A certificate MIST be revoked (and published on a CRL) if there is
reason to believe that there has been a conprom se of a subscriber’s
private key. A certificate also MAY be revoked to invalidate a data
obj ect signed by the private key associated with that certificate.
Q her circunmstances that justify revocation of a certificate MAY be
specified in a CA's CPS.
Note: |If new INRs are being added to an organi zation’s existing
distribution, the old certificate need not be revoked. Instead, a
new certificate MAY be issued with both the old and the new resources
and the old key. If INRs are being renoved or if there has been a
key conpromnise, then the old certificate MUST be revoked (and a
re-key MJUST be performed in the event of key conpronise).

4.9.2. \Who Can Request Revocation

This MJST be defined in the CPS of the organization that issued the
certificate.
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4.9.3. Procedure for Revocati on Request

A subscriber MAY subnmit a request to the certificate issuer for a
revocation. This request MJST identify the certificate to be revoked
and MUST be authenticated. The procedures for making the request
MUST be described in the CPS for each CA. The RPKI provisioning
docunent [ RFC6492] describes a protocol that MAY be used to nmake
revocation requests.

A certificate issuer MIST notify the subscriber when revoking a
certificate. The notification requirenent is satisfied by CRL
publication. The CPS for a CA MJST indicate the neans by which the
CAwill informa subscriber of certificate revocation.

4.9.4. Revocation Request G ace Period
A subscriber SHOULD request revocation as soon as possible after the
need for revocation has been identified. There is no specified grace
period for the subscriber in this process.

4.9.5. Time within which CA Must Process the Revocation Request

No stipulation. Each CA SHOULD specify its expected revocation
processing tine in its CPS.

4.9.6. Revocation Checking Requirenent for Relying Parties
A relying party MJST acquire and check the nmpost recent, scheduled CRL
fromthe issuer of the certificate, whenever the relying party
validates a certificate

4.9.7. CRL Issuance Frequency
The CRL issuance frequency MJST be determ ned by each CA and stated
inits CPS. Each CRL carries a nextSchedul edUpdate val ue, and a new
CRL MUST be published at or before that tinme. A CA MJST set the
next Updat e val ue when it issues a CRL to signal when the next
scheduled CRL will be issued.

4.9.8. Maxi mum Latency for CRLs

The CPS for each CA MJST specify the maxi num | atency associated with
posting its CRL to the repository system
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4.10. Certificate Status Services

This PKI does not nake provision for use of the Online Certificate
Status Protocol (OCSP) [ RFC2560] or Server-Based Certificate
Val i dation Protocol (SCVP) [RFC5055]. This is because it is
anticipated that the primary RPs (1SPs) will acquire and validate
certificates for all participating resource holders. These protocols
are not designed for such |arge-scale, bulk certificate status
checking. RPs MUST check for new CRLs at |east daily. It is
RECOMVENDED t hat RPs performthis check several times per day, but no
nore than 8-12 times per day (to avoid excessive repository
accesses).

5. Facility, Mnagenent, and Operational Controls

5.1. Physical Controls
Each CA MJUST nmintain physical security controls for its operation
that are conmensurate with those enployed by the organization in the
managenment of INR distribution. The physical controls enployed for
CA operation MJST be specified in its CPS. Possible topics to be
covered in the CPS are shown bel ow. (These sections are taken from
[ RFC3647] .)

5.1.1. Site Location and Construction

5.1.2. Physical Access

5.1.3. Power and Air Conditioning

5.1.4. Water Exposures

5.1.5. Fire Prevention and Protection

5.1.6. Media Storage

5.1.7. Waste Disposa

5.1.8. Of-Site Backup

5.2. Procedural Controls
Each CA MJUST nmintain procedural security controls that are
conmensurate with those enployed by the organization in the
managenment of INR distribution. The procedural security controls
enpl oyed for CA operation MJST be specified in its CPS. Possible

topics to be covered in the CPS are shown bel ow. (These sections are
taken from [ RFC3647].)
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5.2.1. Trusted Rol es

5.2.2. Nunber of Persons Required per Task

5.2.3. ldentification and Authentication for Each Role

5.2.4. Roles Requiring Separation of Duties

5.3. Personnel Controls
Each CA MJUST mai ntai n personnel security controls that are
conmensurate with those enployed by the organization in the
managenent of INR distribution. The details for each CA MUST be
specified in its CPS.

5.4. Audit Loggi ng Procedures

Details of howa CA inplenments the audit |ogging described in
Sections 5.4.1 to 5.4.8 MJST be addressed in its CPS.

5.4.1. Types of Events Recorded

Audit records MJST be generated for the basic operations of the

certification authority conputing equi pment. Audit records MJST

i nclude the date, tine, responsible user or process, and summary

content data relating to the event. Auditable events include:

o Access to CA conputing equi pnent (e.g., |ogon, |ogout)

o Messages received requesting CA actions (e.g., certificate
requests, certificate revocation requests, conprom se
notifications)

o Certificate creation, nodification, revocation, or renewal actions

o Posting of any material to a repository

0 Any attenpts to change or delete audit data

o Key generation

o Software and/or configuration updates to the CA

0o O ock adjustnents

5.4.2. Frequency of Processing Log

Each CA MJUST establish its own procedures for review of audit | ogs.
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5.4.3. Retention Period for Audit Log
Each CA MUST establish its own polices for retention of audit |ogs.
5.4.4. Protection of Audit Log

The audit | og SHOULD be protected based on current industry
st andar ds.

5.4.5. Audit Log Backup Procedures

The audit | og SHOULD be backed up based on current industry
st andar ds.

5.4.8. Mulnerability Assessnents

The RPKI subsystens of a registry or ISP SHOULD participate in any
vul nerability assessnments that these organizations run as part of
their normal business practi ce.

5.6. Key Changeover

VWen a CA wishes to change keys, it MJST acquire a new certificate
containing its new public key. See [RFC6489] for a description of
how key changeover is effected in the RPKI

5.7. CA or RA Term nation

In the RPKI, each subscriber acts as a CA for the specified I NRs that
were distributed to that entity. Procedures associated with the
term nation of a CA MIST be described in the CPS for that CA. These
procedures MJST include a provision to notify each entity that issued
a certificate to the organization that is operating the CAthat is
term nating.

Since the RA function MJST be provided by the sane entity operating
as the CA (see Section 1.3.2), there are no separate stipulations for
RAs.

6. Technical Security Controls

The organi zations that distribute INRs to network subscribers are
authoritative for these distributions. This PKI is designed to
enabl e |1 SPs and network subscribers to denponstrate that they are the
hol ders of the INRs that have been distributed to them Accordingly,
the security controls used by CAs and subscribers for this PKI need
only to be as secure as those that apply to the procedures for

adm nistering the distribution of INR data by the extant
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organi zations. Details of each CA's security controls MJST be
described in the CPS issued by the CA

6.1. Key Pair Generation and Installation
6.1.1. Key Pair Generation

In nost instances, public key pairs will be generated by the subject,
i.e., the organization receiving the distribution of INRs. However,
some CAs MAY offer to generate key pairs on behalf of their subjects
at the request of the subjects, e.g., to accommpdate subscribers who
do not have the ability to performkey generation in a secure
fashion. (The CA has to check the quality of the keys only if it
generates them see Section 6.1.6.) Since the keys used in this PK
are not for non-repudi ati on purposes, generation of key pairs by CAs
does not inherently underm ne the security of the PKI. Each CA MJUST
describe its key pair generation procedures in its CPS.

6.1.2. Private Key Delivery to Subscriber

If a CA provides key pair generation services for subscribers, its
CPS MUST descri be the means by which private keys are delivered to
subscribers in a secure fashion

6.1.3. Public Key Delivery to Certificate Issuer

When a public key is transferred to the issuing CAto be certified,

it MJUST be delivered through a nechani smensuring that the public key
has not been altered during transit and that the subscriber possesses
the private key corresponding to the transferred public key.

6.1.4. CA Public Key Delivery to Relying Parties

CA public keys for all entities (other than trust anchors) are
contained in certificates issued by other CAs. These certificates
MUST be published in the RPKI distributed repository system Relying
parties downl oad these certificates fromthe repositories. Public
key val ues and associ ated data for (putative) trust anchors are

di stributed out of band and accepted by relying parties on the basis
of locally defined criteria.

6.1.5. Key Sizes
The al gorithnms and key sizes used in the RPKI are specified in "A

Profile for Algorithms and Key Sizes for Use in the Resource Public
Key Infrastructure" [RFC6485].
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6.1.6. Public Key Paraneters Generation and Quality Checking
The public key paraneters used in the RPKI are specified in
[ RFC6485]. Each subscriber is responsible for perform ng checks on
the quality of its key pair. A CAis not responsible for performng
such checks for subscribers except in the case where the CA generates
the key pair on behal f of the subscriber

6.1.7. Key Usage Purposes (as per X 509 v3 Key Usage Field)

The Key usage extension bit values used in the RPKI are specified in
RPKI Certificate Profile [RFC6487].

6.2. Private Key Protection and Cryptographi c Modul e Engi neering
Control s

6.2.1. Cryptographic Mddul e Standards and Control s

The cryptographi ¢ nodul e standards and control s enpl oyed by each CA
MUST be described in the CPS i ssued by that CA

6.2.2. Private Key (N out of M Milti-Person Contro
CAs MAY enploy nulti-person controls to constrain access to their
private keys, but this is not a requirenent for all CAs in the PKI
The CPS for each CA MJST describe which, if any, multi-person
controls it enploys.

6.2.3. Private Key Escrow
No private key escrow procedures are required for the RPKI.

6.2.4. Private Key Backup
Because of the adverse operational inplications associated with the
| oss of use of a CA private key in the PKI, each CA MUST enploy a
secure nmeans to back up its private keys. The details of the
procedures for backing up a CA's private key MJST be described in the
CPS issued by the CA

6.2.5. Private Key Archival

The details of the process and procedures used to archive the CA' s
private key MUST be described in the CPS issued by the CA
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6.2.6. Private Key Transfer into or froma Cryptographi c Mdul e
The details of the process and procedures used to transfer the CA' s
private key into or froma cryptographi c nodul e MJST be described in
the CPS issued by the CA
6.2.7. Private Key Storage on Cryptographi c Mdul e
The details of the process and procedures used to store the CA's
private key on a cryptographic nodule and protect it from
unaut hori zed use MJST be described in the CPS issued by the CA
6.2.8. Method of Activating a Private Key

The details of the process and procedures used to activate the CA' s
private key MJIST be described in the CPS issued by the CA

6.2.9. Method of Deactivating a Private Key

The details of the process and procedures used to deactivate the CA' s
private key MJST be described in the CPS issued by the CA

6.2.10. Method of Destroying a Private Key

The details of the process and procedures used to destroy the CA's
private key MUST be described in the CPS issued by the CA

6.2.11. Cryptographic Mdul e Rating

The security rating of the cryptographic nodul e MUST be described in
the CPS issued by the CA

6.3. Oher Aspects of Key Pair Managenent
6.3.1. Public Key Archival

Because this PKI does not support non-repudi ation, there is no need
to archive public keys.

6.3.2. Certificate Operational Periods and Key Pair Usage Peri ods
The INRs held by a CA nay periodically change when it receives new
distributions. To minimze disruption, the CA key pair MJST NOT
change when INRs are added to its certificate.
If ISP and network-subscriber certificates are tied to the duration

of service agreenments, these certificates should have validity
peri ods comensurate with the duration of these agreenents. |n any
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case, the validity period for certificates MJIST be chosen by the
i ssuing CA and described in its CPS.

6.4. Activation Data

Each CA MJUST docunent inits CPS howit will generate, install, and
protect its activation data.

6.5. Conmputer Security Controls

Each CA MJUST docunent the technical security requirenents it enploys
for CA conputer operation in its CPS.

6.6. Life-Cycle Technical Controls
6.6.1. System Devel opment Control s

The CPS for each CA MJST docurent any system devel opnent controls
required by that CA, if applicable.

6.6.2. Security Managenent Controls

The CPS for each CA MJST docurent the security controls applied to
the software and equi prent used for this PKI. These controls MJST be
conmensurate with those used for the systens used by the CAs for
managi ng the | NRs.

6.6.3. Life-Cycle Security Controls
The CPS for each CA MJST docurent how t he equi prent (hardware and
software) used for this PKI will be procured, installed, maintained,
and updated. This MJST be done in a fashion comrensurate with the
way in which equi pment for the managenent and distribution of INRs is
handl ed.

6.7. Network Security Controls
The CPS for each CA MJST docunent the network security controls
enpl oyed for CA operation. These MJST be comrensurate with the
protection it enploys for the computers used for managi ng
di stribution of |INRs.

6.8. Tinmestanping

The RPKI does not nmke use of tinestanping.
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7.

9.

9.

9.

Certificate and CRL Profiles
Pl ease refer to the RPKI Certificate and CRL Profile [ RFC6487].
Conpl i ance Audit and Ot her Assessnents

The certificate policy for a typical PKI defines the criteria against
whi ch prospective CAs are evaluated and establishes requirenments that
they nust meet. In this PKI, the CAs are already authoritative for
the managerment of INRs, and the PKI sinmply supports verification of
the distribution of these resources to network subscribers.

Accordi ngly, whatever audit and other assessments are already used to
ensure the security of the managenent of INRs is sufficient for this
PKI. The CPS for each CA MJST describe what audits and other
assessnents are used.

O her Business and Legal Matters

As noted throughout this certificate policy, the organizations
managi ng the distribution of INRs are authoritative in their roles as
managers of this data. They MJST operate this PKI to allowthe

hol ders of INRs to generate digitally signed data that attest to
these distributions. Therefore, the manner in which the

organi zations in question nmanage their business and | egal matters for
this PKI MJST be commensurate with the way in which they already
nmanage business and legal natters in their existing roles. Since
there is no single set of responses to this section that would apply
to all organizations, the topics listed in Sections 4.9.1 to 4.9.11
and 4.9.13 to 4.9.17 of RFC 3647 SHOULD be covered in the CPS issued
by each CA, although not every CA may choose to address all of these
topics. Please note that the topics in the above sections of RFC
3647 beconme sections 9.1 to 9.11 and 9.13 to 9.17 in the CPS.

12. Amendnents
12.1. Procedure for Amendnent

The procedure for anending this CPis via witten notice fromthe
IESG in the formof a new (BCP) RFC that updates or obsoletes this
docurent .

12.2. Notification Mechani smand Peri od

Successive versions of the CP will be published with the foll ow ng
st at enment :

This CP takes effect on MM DD YYYY
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MM DY YYYY MUST be a mninumof 6 nonths fromthe date of
publicati on.

9.12.3. G rcunstances under Wiich O D Miust Be Changed

10.

If the I ESG judges that changes to the CP do not materially reduce
the acceptability of certificates issued for RPKI purposes, there
will be no change to the CP OD. |If the |ESG judges that changes to
the CP do materially change the acceptability of certificates for
RPKI purposes, then there MJUST be a new CP O D.

Security Considerations

According to X. 509, a certificate policy (CP) is "a named set of
rules that indicates the applicability of a certificate to a
particul ar conmunity and/or class of applications with conmon
security requirenments.” A CP may be used by a relying party to help
i n deciding whether a certificate and the binding therein are
sufficiently trustworthy and ot herwi se appropriate for a particular
application. This docunent describes the CP for the Resource Public
Key Infrastructure (RPKI). There are separate docunments (CPSs) that
cover the factors that deternmine the degree to which a relying party
can trust the binding enbodied in a certificate. The degree to which
such a binding can be trusted depends on several factors, e.g., the
practices followed by the CAin authenticating the subject; the CA' s
operating policy, procedures, and technical security controls,

i ncluding the scope of the subscriber’'s responsibilities (for
exanple, in protecting the private key), and the stated
responsibilities and liability terns and conditions of the CA (for
exanpl e, warranties, disclainers of warranties, and limtations of
liability).

Si nce name uni queness within the RPKI cannot be guaranteed, there is
arisk that two or nore CAs in the RPKI will issue certificates and
CRLs under the sane issuer nanme. Path validation inplenentations
that conformto the resource certification path validation algorithm
(see [RFC6487]) verify that the same key was used to sign both the
target (the resource certificate) and the corresponding CRL. So, a
nane collision will not change the result. Use of the basic X 509
path validation algorithm which assunes nanme uni queness, could
result in a revoked certificate being accepted as valid or a valid
certificate being rejected as revoked. Relying parties nust ensure
that the software they use to validate certificates issued under this
policy verifies that the same key was used to sign both the
certificate and the corresponding CRL, as specified in [ RFC6487].
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11.

12.

12.

12.

Acknowl edgnent s

The authors would like to thank Geoff Huston, Randy Bush, Andre
Robachevsky, and ot her nembers of the RPKI community for review ng
this document and Matt Lepinski for his help with the formatting.

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC2026] Bradner, S., "The Internet Standards Process -- Revision
3", BCP 9, RFC 2026, Cctober 1996.

[ RFC3779] Lynn, C., Kent, S., and K Seo, "X 509 Extensions for IP
Addr esses and AS ldentifiers", RFC 3779, June 2004.

[ RFC6481] Huston, G, Loonmans, R, and G Mchael son, "A Profile
for Resource Certificate Repository Structure", RFC 6481
February 2012

[ RFC6485] Huston, G, "The Profile for Algorithns and Key Sizes for
Use in the Resource Public Key Infrastructure (RPKI)",
RFC 6485, February 2012.

[ RFC6487] Huston, G, Mchaelson, G, and R Loomans, "A Profile
for X. 509 PKI X Resource Certificates", RFC 6487, February
2012.

[ RFC6489] Huston, G, Mchaelson, G, and S. Kent, "CA Key Rol |l over
in the RPKI", BCP 174, RFC 6489, February 2012.

2. I nformati ve References

[ RFC2560] MWers, M, Ankney, R, Milpani, A, Glperin, S., and C
Adans, "X. 509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP', RFC 2560, June 1999.

[ RFC3647] Chokhani, S., Ford, W, Sabett, R, Merrill, C, and S
Wi, "Internet X 509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework", RFC 3647,
Novenber 2003.

[ RFC5055] Freeman, T., Housley, R, Milpani, A, Cooper, D, and W
Pol k, "Server-Based Certificate Validation Protoco
(SCvP)", RFC 5055, Decenber 2007.

Kent, et al. Best Current Practice [ Page 33]



RFC 6484

[ RFC5736]

[ RFC6480]

[ RFC6482]

[ RFC6486]

[ RFC6492]

[ X. 509]

Kent ,

et al.

Certificate Policy for the RPKI February 2012

Huston, G, Cotton, M, and L. Vegoda, "I|ANA | Pv4 Specia
Pur pose Address Registry", RFC 5736, January 2010.

Lepinski, M and S. Kent, "An Infrastructure to Support
Secure Internet Routing", RFC 6480, February 2012.

Lepinski, M, Kent, S., and D. Kong, "A Profile for Route
Oigin Authorizations (ROAs)", RFC 6482, February 2012.

Austein, R, Huston, G, Kent, S., and M Lepinski
"Mani fests for the Resource Public Key Infrastructure
(RPKI)", RFC 6486, February 2012.

Huston, G, Loonmans, R, Ellacott, B., and R Austein, "A
Protocol for Provisioning Resource Certificates", RFC
6492, February 2012.

| T T Recommrendation X. 509 | 1SQ|EC 9594-8, "Information
technol ogy -- Open systens interconnection -- The
Directory: Public-key and attribute certificate

framewor ks", Novenber 2008.

Best Current Practice [ Page 34]



RFC 6484 Certificate Policy for the RPKI February 2012

Aut hors’ Addr esses

St ephen Kent

BBN Technol ogi es
10 Moulton Street
Canbri dge MA 02138
USA

Phone: +1 617 873 3988
EMai | : skent @bn. com

Derrick Kong

BBN Technol ogi es
Moul ton Street
Canbri dge MA 02138
USA

Phone: +1 617 873 1951
EMai | : dkong@hbn. com

Karen Seo

BBN Technol ogi es
10 Moulton Street
Canbri dge MA 02138
USA

Phone: +1 617 873 3152
EMui | : kseo@bn. com

Ronal d Watro

BBN Technol ogi es
10 Moulton Street
Canbri dge MA 02138
USA

Phone: +1 617 873 2551
EMai |l : rwatro@bn. com

Kent, et al. Best Current Practice [ Page 35]






