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Abstract

In Low Power and Lossy Networks (LLNs), menory constraints on routers
may limt themto naintaining, at nost, a fewroutes. 1In sone
configurations, it is necessary to use these nmenory-constrained
routers to deliver datagrans to nodes within the LLN. The Routing
Prot ocol for Low Power and Lossy Networks (RPL) can be used in sone
depl oyments to store nost, if not all, routes on one (e.g., the
Directed Acyclic Graph (DAG root) or a fewrouters and forward the

| Pv6 datagram using a source routing technique to avoid |large routing
tabl es on menory-constrained routers. This docunent specifies a new
| Pv6 Routing header type for delivering datagrans within a RPL
routing donain.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6554.
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1. Introduction

The Routing Protocol for Low Power and Lossy Networks (RPL) is a

di stance vector |Pv6 routing protocol designed for Low Power and
Lossy Networks (LLNs) [RFC6550]. Such networks are typically
constrained in resources (limted comruni cati on data rate, processing
power, energy capacity, menory). In particular, some LLN
configurations may utilize LLN routers where nmenory constraints limt
nodes to maintaining only a small nunber of default routes and no

ot her destinations. However, it nay be necessary to utilize such
menory-constrai ned routers to forward datagrans and nai ntain
reachability to destinations within the LLN
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To utilize paths that include nenory-constrained routers, RPL relies
on source routing. In one deploynent nodel of RPL, nore-capable
routers collect routing information and formpaths to arbitrary
destinations within a RPL routing domain. However, a source routing
mechani sm supported by I Pv6 is needed to deliver datagrans.

Thi s docunent specifies the Source Routing Header (SRH) for use
strictly between RPL routers in the sane RPL routing domain. A RPL
routing domain is a collection of RPL routers under the control of a
single adnministration. The boundaries of routing domai ns are defined
by networ k managenent by setting some links to be exterior, or inter-
domai n, |inks.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Overview

The format of the SRH draws fromthat of the Type O Routing header
(RHO) [RFC2460]. However, the SRH i ntroduces nechani sns to conpact
the source route entries when all entries share the sane prefix with
the 1 Pv6 Destinati on Address of a packet carrying an SRH, a typica
scenario in LLNs using source routing. The conpaction mechani sm
reduces consunption of scarce resources such as channel capacity.

The SRH al so differs fromRHO in the processing rules to alleviate
security concerns that led to the deprecation of RHO [ RFC5095].

First, RPL routers inplenment a strict source route policy where each
and every | Pv6 hop between the source and destination of the source
route is specified within the SRH Note that the source route may be
a subset of the path between the actual source and destination and is
di scussed further below Second, an SRH is only used between RPL
routers within a RPL routing domain. RPL Border Routers, responsible
for connecting other RPL routing domains and | P donains that use

ot her routing protocols, do not allow datagrans already carrying an
SRH header to enter or exit a RPL routing domain. Third, a RPL
router drops datagrans that include nultiple addresses assigned to
any interfaces on that router to avoid forwarding | oops.

There are two cases that determ ne how to include an SRH when a RPL

router requires the use of an SRH to deliver a datagramto its
desti nati on.
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1. If the SRH specifies the conplete path fromsource to
destination, the router places the SRH directly in the datagram
itself.

2. If the SRH only specifies a subset of the path from source to
destination, the router uses |IPv6-in-1Pv6 tunneling [ RFC2473] and
pl aces the SRH in the outer |IPv6 header. Use of tunneling
ensures that the datagramis delivered unnodified and that | CW
errors return to the source of the SRH rather than the source of
the original datagram

In a RPL network, Case 1 occurs when both source and destination are
within a RPL routing domain and a single SRH is used to specify the
entire path fromsource to destination, as shown in the follow ng
figure:

RPL Routi ng Domai n

In the above scenario, datagrans traveling fromsource, S, to
destination, D, have the foll owi ng packet structure:

B R B R S /] -+
| 1Pv6 | Source | IPv6 |
| Header | Routing | Payl oad |
| | Header | |
S - B - /] -+

S's address is carried in the | Pv6 header’s Source Address field.

D's address is carried in the last entry of the SRH for all but the
| ast hop, when D's address is carried in the | Pv6 header’s
Destination Address field of the packet carrying the SRH

In a RPL network, Case 2 occurs for all datagrans that have a source

and/ or destination outside the RPL routing domain, as shown in the
fol |l owi ng di agram
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RPL Routing Dormai n

In the scenarios above, R may indicate a RPL Border Router (when
connecting to other routing domains) or a RPL Router (when connecting
to hosts). The datagrans have the follow ng structure when traveling
within the RPL routing domain:

E R - E R B - /] -+

| Quter | Source | Inner | 1Pv6

| 1Pv6 | Routing | IPv6 | Payl oad |

| Header | Header | Header | |

S S S B /]-+
<--- Oiginal Packet --->

<--- Tunnel ed Packet --->

Note that the outer header (including the SRH) is added and renoved
by the RPL router.

Case 2 al so occurs whenever a RPL router needs to insert a source
route when forwarding a datagram One such use case with RPL is to
have all RPL traffic flow through a Border Router and have the Border
Rout er use source routes to deliver datagrans to their fina
destination. Wen including the SRH using tunnel ed node, the Border
Rout er woul d encapsul ate the recei ved datagram unnodi fi ed using | Pv6-
in-1Pv6 and include an SRH in the outer |Pv6 header
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................. +

RPL Routi ng Domai n

In the above scenario, datagrans travel fromS to D through the Low
Power and Lossy Network Border Router (LBR). Between S and the LBR
the datagrans are routed using the DAG built by the RPL and do not

contain an SRH. The LBR encapsul ates received datagrans unnodified
using IPv6-in-1Pv6 and the SRH is included in the outer |Pv6 header

3. Format of the RPL Routing Header
The Source Routing Header has the follow ng format:

0 1 2 3
01234567890123456789012345678901

R it e i T e S R el ot (I I S R S R R S R
| Next Header | Hdr Ext Len | Routing Type | Segnents Left |
s i T e S s it ST T e e S e S e o o o I T
| Chprl | ChprE | Pad | Reserved

B T i T i S T T S i i S S S
|

|
Addr esses[ 1..n]
| |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
Next Header 8-bit selector. Identifies the type of header
i medi ately followi ng the Routing header. Uses

the sane values as the | Pv6 Next Header field
[ RFC2460] .

Hdr Ext Len 8-bit unsigned integer. Length of the Routing
header in 8-octet units, not including the first
8 octets. Note that when Addresses[1l..n] are
conpressed (i.e., value of Cmprl or CmprE is not
0), Hdr Ext Len does not equal tw ce the nunber
of Addresses.
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Routing Type

Segnments Left

Cmpr E

Pad

Reserved

Address[ 1..n]

RPL Source Route Header March 2012

8-bit selector. |Identifies the particular
Routi ng header variant. An SRH should set the
Routing Type to 3.

8-bit unsigned integer. Nunmber of route segnents
remai ning, i.e., nunber of explicitly listed

i ntermedi ate nodes still to be visited before
reaching the final destination. The originator
of an SRH sets this field to n, the nunber of
addresses contained in Addresses[1l..n].

4-bit unsigned integer. Nunber of prefix octets
fromeach segnent, except than the | ast segnent,
(i.e., segnents 1 through n-1) that are elided.
For exanple, an SRH carrying full 1Pv6 addresses
in Addresses[1l..n-1] sets Cmprl to O.

4-bit unsigned integer. Nunber of prefix octets

fromthe | ast segnent (i.e., segnent n) that are

elided. For exanple, an SRH carrying a full |Pv6
address in Addresses[n] sets CnprE to O.

4-bit unsigned integer. Nunber of octets that
are used for padding after Address[n] at the end
of the SRH.

This field is unused. It MJUST be initialized to
zero by the sender and MJST be ignored by the
receiver.

Vector of addresses, nunbered 1 to n. Each
vector element in [1..n-1] has size (16 - Cmprl)
and el enent [n] has size (16-CnprE). The
originator of an SRH places the next (first)
hop’s 1 Pv6 address in the | Pv6 header’s |Pv6
Destination Address and the second hop’'s | Pv6
address as the first address in Address[1..n]
(i.e., Address[1]).

The SRH shares the same basic format as the Type O Routing header

[ RFC2460]. \When carrying full |1Pv6 addresses, the Cnprl, CmprE, and
Pad fields are set to 0 and the only difference between the SRH and
Type 0 encodings is the value of the Routing Type field.

A comon network configuration for a RPL routing domain is that al
routers within a RPL routing domain share a common prefix. The SRH
i ntroduces the Cmprl, CnprE, and Pad fields to allow conmpaction of
the Address[1..n] vector when all entries share the sane prefix as

Hui, et al
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4.

4.

the 1 Pv6 Destination Address field of the packet carrying the SRH
The Cnprl and CrprE fields indicate the nunber of prefix octets that
are shared with the I Pv6 Destination Address of the packet carrying
the SRH. The shared prefix octets are not carried within the Routing
header and each entry in Address[1l..n-1] has size (16 - Cnprl) octets
and Address[n] has size (16 - CmprE) octets. Wwen Cmprl or CmprE is
non-zero, there may exi st unused octets between the |ast entry,
Address[n], and the end of the Routing header. The Pad field

i ndi cates the nunmber of unused octets that are used for padding.

Note that when Cprl and CnprE are both 0, Pad MJST carry a val ue of
0.

The SRH MUST NOT specify a path that visits a node nore than once.
When generating an SRH, the source may not know t he nmappi ng between
| Pv6 addresses and nodes. Mnimally, the source MJST ensure that

| Pv6 addresses do not appear nore than once and the |Pv6 Source and
Destinati on addresses of the encapsul ating datagram do not appear in
t he SRH.

Mul ticast addresses MJST NOT appear in an SRH or in the |Pv6
Destination Address field of a datagram carrying an SRH.

RPL Rout er Behavi or
1. Cenerating Source Routing Headers

To deliver an I Pv6 datagramto its destination, a router may need to
generate a new SRH and specify a strict source route. Wen the
router is the source of the original packet and the destination is
known to be within the same RPL routing domain, the router SHOULD
include the SRH directly within the original packet. O herw se, the
router MJUST use | Pv6-in-1Pv6 tunneling [RFC2473] and place the SRH in
the tunnel header. Using IPv6-in-1Pv6 tunneling ensures that the
del i vered datagram remai ns unnodi fi ed and that |1 CVMPv6 errors
generated by an SRH are sent back to the router that generated the
SRH.

When using | Pv6-in-1Pv6 tunneling, in order to respect the | Pv6 Hop
Limt value of the original datagram a RPL router generating an SRH
MJST set the Segnments Left to less than the original datagranmis |Pv6
Hop Limt value upon forwarding. 1In the case that the source route
is longer than the original datagrams IPv6 Hop Limt, only the
initial hops (determined by the original datagramis |IPv6 Hop Limt)
shoul d be included in the SRH. If the RPL router is not the source
of the original datagram the original datagranis |Pv6 Hop Limt
field is decrenmented before generating the SRH. After generating the
SRH, the RPL router decrenents the original datagramis |IPv6 Hop Limt
val ue by the SRH Segnents Left value. Processing the SRH Segnents
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Left and original datagramis IPv6 Hop Linmt fields in this way
ensures that | CvPv6 Ti ne Exceeded errors occur as woul d be expected
on nore traditional |Pv6 networks that forward datagrans w thout
tunnel i ng.

To avoid fragnmentation, it is desirable to enploy MIU sizes that
all ow for the header expansion (i.e., at |least 1280 + 40 (outer IP
header) + SRH MAX SI ZE), where SRH MAX SI ZE is the maxi num path
length for a given RPL network. To take advantage of this, however,
the conmmuni cati ng endpoi nts need to be aware of the MIU al ong t he
path (i.e., through Path MIU Di scovery). Unfortunately, the |arger
MIU size may not be available on all links (e.g., 1280 octets on |Pv6
Low Power Wrel ess Personal Area Network (6LoWPAN) |inks). However,
it is expected that nmuch of the traffic on these types of networks
consi sts of much smaller nessages than the MIU, so perfornmance
degradati on through fragnmentation would be |imted.

4.2. Processing Source Routing Headers

As specified in [ RFC2460], a routing header is not exami ned or
processed until it reaches the node identified in the Destination
Address field of the I Pv6 header. |In that node, dispatching on the
Next Header field of the inmediately precedi ng header causes the
Routi ng header nodul e to be invoked.

The function of the SRHis intended to be very simlar to the Type O
Routi ng header defined in [ RFC2460]. After the routing header has
been processed and the | Pv6 datagramresubnmitted to the | Pv6 nodul e
for processing, the I Pv6 Destination Address contains the next hop’s
address. Wen forwarding an | Pv6 datagramthat contains an SRH with
a non-zero Segnents Left value, if the IPv6 Destination Address is
not on-link, a router MJST drop the datagram and SHOULD send an | CMP
Destination Unreachable (ICMPv6 Type 1) nmessage with | CVPv6 Code set
to 7 to the packet’s Source Address. This |ICVMPv6 Code indicates that
the 1 Pv6 Destination Address is not on-link and the router cannot
satisfy the strict source route requirenent. Wen generating | CVPv6
error nmessages, the rules in Section 2.4 of [RFC4443] MJST be
observed

To detect loops in the SRH, a router MIST determine if the SRH

i ncludes multiple addresses assigned to any interface on that router.
I f such addresses appear nore than once and are separated by at |east
one address not assigned to that router, the router MJST drop the
packet and SHOULD send an | CMP Paraneter Problem Code 0, to the
Source Address. While this |oop check does add significant per-
packet processing overhead, it is required to mtigate bandw dth
exhaustion attacks that led to the deprecation of RHO [ RFC5095].
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The foll owi ng describes the al gorithm perfornmed when processi ng an
SRH:

if Segments Left = 0 {
proceed to process the next header in the packet, whose type is
identified by the Next Header field in the Routing header

el se {
conpute n, the nunber of addresses in the Routing header, by
n = (((Hdr Ext Len * 8) - Pad - (16 - CnprE)) / (16 - Cnprl)) + 1

if Segnents Left is greater than n {
send an | CMP Paraneter Problem Code 0, nessage to the Source
Address, pointing to the Segnents Left field, and discard the

packet
}
el se {
decrenment Segnents Left by 1
conpute i, the index of the next address to be visited in
the address vector, by subtracting Segments Left fromn
if Address[i] or the I Pv6 Destination Address is nulticast {
di scard the packet
else if 2 or nore entries in Address[1..n] are assigned to
| ocal interface and are separated by at |east one
address not assigned to local interface {
send an | CMP Paraneter Problem (Code 0) and discard the
packet
}
el se {
swap the IPv6 Destination Address and Address[i]
if the IPv6 Hop Limt is less than or equal to 1 {
send an |CMP Tinme Exceeded -- Hop Limt Exceeded in
Transit nmessage to the Source Address and discard the
packet
el se {
decrement the Hop Limt by 1
resubmt the packet to the I Pv6 nodule for transnmi ssion
to the new destination
}
}
}
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RPL routers are responsible for ensuring that an SRH is only used
bet ween RPL routers:

1. For datagrans destined to a RPL router, the router processes the
packet in the usual way. For instance, if the SRH was incl uded
using tunnel ed node and the RPL router serves as the tunne
endpoint, the router renoves the outer |IPv6 header, at the sane
time removing the SRH as wel | .

2. Datagrans destined el sewhere within the sane RPL routing domain
are forwarded to the correct interface.

3. Datagrans destined to nodes outside the RPL routing donmain are
dropped if the outernopst |Pv6 header contains an SRH not
generated by the RPL router forwardi ng the datagram

5. Security Considerations
5.1. Source Routing Attacks

The RPL nessage security mechani sms defined in [ RFC6550] do not apply
to the RPL Source Route Header. This specification does not provide
any confidentiality, integrity, or authenticity mechanisnms to protect
t he SRH.

[ RFC5095] deprecates the Type 0 Routing header due to a number of
significant attacks that are referenced in that docunment. Such
attacks include bypassing filtering devices, reaching otherw se
unreachabl e I nternet systens, network topol ogy di scovery, bandw dth
exhaustion, and defeating anycast.

Because this document specifies that the SRHis only for use within a
RPL routing domain, such attacks cannot be mounted from outside a RPL
routing domain. As specified in this docunent, RPL routers MJST drop
dat agrans entering or exiting a RPL routing domain that contain an
SRH in the | Pv6 Extension headers.

Such attacks, however, can be mounted fromw thin a RPL routing
domain. To mitigate bandw dth exhaustion attacks, this specification
requires RPL routers to check for Ioops in the SRH and drop datagrans
that contain such |oops. Attacks that include bypassing filtering
devi ces and reaching otherw se unreachable Internet systens are not
as relevant in nesh networks since the topologies are, by their very
nature, highly dynamic. The RPL routing protocol is designed to
provide reachability to all devices within a RPL routing domain and
may utilize routes that traverse any nunber of devices in any order
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Even so, these attacks and others (e.g., defeating anycast and
routing topol ogy discovery) can occur within a RPL routing domain
when using this specification

5.2. |1 CWv6 Attacks

The generation of |CMPv6 error nessages nay be used to attenpt

deni al - of -servi ce attacks by sending an error-causing SRH i n back-to-
back datagrams. An inplenmentation that correctly follows Section 2.4
of [RFC4443] would be protected by the 1CVWPv6 rate-limting
mechani sm

6. | ANA Consi derations

Thi s docunent defines a new | Pv6 Routing Type, the "RPL Source Route
Header", and has been assigned number 3 by | ANA

Thi s docunent defines a new | CMPv6 Destination Unreachabl e Code
"Error in Source Routing Header", and has been assigned number 7 by
I ANA.
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