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1. Introduction

Thi s docunent contains recomendati ons on how Internet Service

Provi ders can use various renedi ation techni ques to nanage the
effects of malicious bot infestations on conputers used by their
subscribers. Internet users with infected conputers are exposed to
ri sks such as | oss of personal data and increased susceptibility to
online fraud. Such conputers can al so becone inadvertent
participants in or conponents of an online crime network, spam

net wor k, and/or phishing network as well as be used as a part of a
di stributed denial -of-service attack. Mtigating the effects of and
renmediating the installations of malicious bots will make it nore
difficult for botnets to operate and could reduce the | evel of online
crime on the Internet in general and/or on a particular Internet
Servi ce Provider’'s network.

1.1. Key Term nol ogy
This section defines the key terns used in this docunent.
1.1.1. Malicious Bots, or Bots

A malicious or potentially malicious bot (derived fromthe word
"robot", hereafter sinply referred to as a "bot") refers to a program
that is installed on a systemin order to enable that systemto
automatically (or sem -automatically) performa task or set of tasks
typically under the command and control of a renote administrator, or
"bot master". Bots are also known as "zonbies". Such bots may have
been installed surreptitiously, wthout the user’s full understanding
of what the bot will do once installed, unknowi ngly as part of

anot her software installation, under fal se pretenses, and/or in a
vari ety of other possible ways.

It is inportant to note that there are "good" bots. Such good bots
are often found interacting with a conmputing resource in environnents
such as gaming and Internet Relay Chat (I RC) [RFCl459], where a
continual, interactive presence can be a requirenent for
participating in the ganes. Since such good bots are perform ng
useful, lawful, and non-disruptive functions, there is no reason for
a provider to nonitor for their presence and/or alert users to their
pr esence.

Wil e there may be good, or harm ess bots, for the purposes of this
document, all mention of bots shall assume that the bots involved are
mal i cious or potentially malicious in nature. Such nmalicious bots
shal | generally be assumed to have been depl oyed wi t hout the

perm ssi on or consci ous understanding of a particular Internet user.
Thus, without a user’s know edge, bots may transformthe user’s
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conputing device into a platformfromwhich malicious activities can
be conducted. In addition, included explicitly in this category are
potentially malicious bots, which may initially appear neutral but
may sinmply be waiting for renote instructions to transform and/ or

ot herwi se begin engaging in malicious behavior. 1n general
installation of a nalicious bot w thout user know edge and consent is
considered in nost regions to be unlawful, and the activities of
mal i ci ous bots typically involve unlawful or other naliciously

di sruptive activities.

1.1.2. Bot Networks, or Botnets

A "bot network", or "botnet", is defined as a concerted network of
bots capabl e of acting on instructions generated renotely. The
malicious activities are either focused on the information on the

| ocal machine or acting to provide services for renote nachines.
Bots are highly custom zable so they can be programred to do many
things. The major nalicious activities include but are not limted
to identity theft, spam spim (spamover |Instant Messaging (IM),
spit (spam over Internet tel ephony), email address harvesting,

di stributed denial -of -service (DDoS) attacks, key-logging, fraudul ent
DNS pharming (redirection), hosting proxy services, fast flux (see
Section 1.1.5) hosting, hosting of illegal content, use in man-in-
the-m ddl e attacks, and click fraud.

Infection vectors (infection pathways) include un-patched operating
systens, software vulnerabilities (which include so-called zero-day
vul nerabilities where no patch yet exists), weak/non-existent
passwords, malicious web sites, un-patched browsers, malware,

vul nerabl e hel per applications, inherently insecure protocols,
protocol s i npl enented without security features swi tched on, and
soci al engi neering techniques to gain access to the user’s conputer.
The detection and destruction of bots is an ongoing issue and al so a
constant battle between the Internet security community and network
security engineers on the one hand and bot devel opers on the other

Initially, sone bots used IRC to communi cate but were easy to shut
down if the commmand and control server was identified and
deactivated. Newer command and control methods have evol ved, such
that those currently enpl oyed by bot nmasters make them nuch nore
resistant to deactivation. Wth the introduction of peer-to-peer
(P2P) architectures and associ ated protocols, the use of HITP and
other resilient comruni cati on protocols, and the w despread adoption
of encryption, bots are considerably nore difficult to identify and
isolate fromtypical network usage. As a result, increased reliance
is being placed on anomaly detection and behavi oral analysis, both
locally and renotely, to identify bots.
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1.3. Host

As used in the context of this document, the host or computer of an
end user is intended to refer to a conmputing device that connects to
the Internet. This enconpasses devices used by Internet users such
as personal conputers (including | aptops, desktops, and netbooks),
nobi | e phones, smart phones, hone gateway devi ces, and other end user
conputing devices that are connected or can connect to the public
Internet and/or private |IP networks.

I ncreasi ngly, other household systens and devi ces contain enbedded
hosts that are connected to or can connect to the public Internet
and/ or private |IP networks. However, these devices nmay not be under
interactive control of the Internet user, such as nay be the case
with various smart hone and snmart grid devices.

1.4. Ml ware

Mal ware is short for "malicious software". In this case, malicious
bots are considered a subset of malware. Qher forns of nalware
could include viruses and other sinmilar types of software. |Internet
users can sonetinmes cause their hosts to be infected with mal ware,
whi ch may include a bot or cause a bot to install itself, via

i nadvertently accessing a specific web site, downloading a file, or
other activities.

In other cases, Internet-connected hosts may beconme infected with

mal war e t hrough externally initiated malicious activities such as the
exploitation of vulnerabilities or the brute force guessing of access
credenti al s.

1.5. Fast Flux

Domai n Name System (DNS) fast fluxing occurs when a domain is bound
in DNS using A records to nultiple I P addresses, each of which has a
very short Tine-to-Live (TTL) value associated with it. This neans
that the donain resolves to varying | P addresses over a short period
of tinme.

DNS fast flux is typically used in conjunction with proxies that are
normal Iy run on conprom sed user hosts. These proxies route the web
requests to the real host, which serves the data being sought. The
effect of this is to make the detection of the real host nuch nore
difficult and to ensure that the backend or hidden site renains up
for as long as possible.
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2.

Pr obl em St at enent

Hosts used by Internet users, which in this case are custonmers of an
Internet Service Provider (1SP), can be infected with mal ware that
may contain and/or install one or nmore bots on a host. They can
present a nmajor problemfor an ISP for a nunmber of reasons (not to
nention, of course, the problens created for users). First, these
bots can be used to send spam in sone cases very |arge vol unes of
spam [ Spanal ytics]. This spamcan result in extra cost for the |ISPs
in terms of wasted network, server, and/or personnel resources, anong
many ot her potential costs and side effects. Such spam can al so
negatively affect the reputation of the ISP, their custoners, and the
emai| reputation of the | P address space used by the | SP (often
referred to sinply as "IP reputation"). A further potentia
conplication is that I P space conproni sed by bad reputation may
continue to carry this bad reputati on even when used for entirely

i nnocent purposes follow ng reassignnent of that IP space.

In addition, these bots can act as platforns for directing,
participating in, or otherwi se conducting attacks on critica

Internet infrastructure [Threat-Report]. Bots are frequently used as
part of coordinated DDoS attacks for crimnal, political, or other
notivations [GhOst][Dragon][DDoS]. For exanple, bots have been used
to attack Internet resources and infrastructure ranging from web
sites to email servers and DNS servers, as well as the critica
Internet infrastructure of entire countries [Estonia][Conbat-Zone].
Moti vations for such coordi nated DDoS attacks can range fromcrim na
extortion attenpts through to online protesting and nationalistic
fervor [Whiz-Kid]. DDoS attacks may al so be notivated by sinple
personal vendettas or by persons sinply seeking a cheap thrill at the
expense of others.

There is good evidence to suggest that bots are being used in the
corporate environnent for purposes of corporate espionage including
the exfiltration of corporate financial data and intellectua
property. This also extends to the possibility of bots being used
for state-sponsored purposes such as espi onage.

Whi | e any conputing device can be infected with bots, the majority of
bot infections affect the personal computers used by Internet end
users. As aresult of the role of I1SPs in providing |IP connectivity,
anong many ot her services, to Internet users, these ISPs are in a

uni que position to be able to attenpt to detect and observe botnets
operating in their networks. Furthernore, ISPs may al so be in a

uni que position to be able to notify their custoners of actual
potential, or likely infection by bots or other infection.
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Fromthe perspective of end users, being notified that they nay have
an infected conputer on their network is inmportant information. Once
they know this, they can take steps to renove the bots, resolve any
problems that may stemfromthe bot infection, and protect thenselves
against future threats. It is inmportant to notify users that they
may be infected with a bot because bots can consune vast anpunts of

| ocal conmputing and network resources, enable theft of persona
information (including personal financial information), enable the
host to be used for criminal activities (that may result in the
Internet user being legally cul pable), and destroy or |eave the host
in an unrecoverable state via "kill switch" bot technol ogies.

As a result, the intent of this docunment is to provide guidance to

| SPs and ot her organizations for the renedi ati on of hosts infected
with bots, so as to reduce the size of botnets and mininize the
potential harmthat bots can inflict upon Internet infrastructure in
general as well as on individual Internet users. Efforts by ISPs and
ot her organi zations can, over tinme, reduce the pool of hosts infected
with bots on the Internet, which in turn could result in smaller
botnets with | ess capability for disruption

The potential mitigation of bots is acconplished through a process of
detection, notification to Internet users, and renedi ati on of bot
infections with a variety of tools, as described later in this
document .

3. Inportant Notice of Limitations and Scope

The techni ques described in this docunent in no way guarantee the
renmedi ation of all bots. Bot renpval is potentially a task requiring
speci al i zed know edge, skills, and tools; it nay be beyond the
ability of average users. Attenpts at bot renoval nmay frequently be

unsuccessful, or only partially successful, |eaving the user’s system
in an unstable and unsatisfactory state or even in a state where it
is still infected. Attenpts at bot renoval can result in side

effects ranging froma loss of data to partial or conplete |oss of
systemusability.

In general, the only way a user can be sure they have renpved sone of
today’s increasingly sophisticated malware i s by "nuking-and-pavi ng"
the system reformatting the drive, reinstalling the operating system
and applications (including all patches) fromscratch, and then
restoring user files froma known clean backup. However, the

i ntroduction of persistent nenory-based nmalware may nean that, in
some cases, this may not be enough and may prove to be nore than any
end user can be reasonably expected to resolve [BIOS]. Experienced
users would have to re-flash or re-inmage persistent nenory sections
or conponents of their hosts in order to renove persistent nenory-
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based nal ware. However, in some cases, not even nuki ng-and-pavi ng
the systemwi ||l solve the problem which calls for hard drive
repl acenent and/or conpl ete replacement of the host.

Devi ces with enbedded operating systemnms, such as video gam ng
consol es and smart hone appliances, will nost |ikely be beyond a
user’s capability to renediate by thensel ves and could therefore
require the aid of vendor-specific advice, updates, and tools.
However, in sonme cases, such devices will have a function or swtch
to enable the user to reset that device to a factory default
configuration, which may sonetimes enable the user to renediate the
infection. Care should be taken when inparting renmedi ation advice to
Internet users given the increasingly wide array of computing devices
that can be, or could be, infected by bots in the future.

Thi s docunent is not intended to address the issues relating to the
prevention of bots on an end user device. This is out of the scope
of this docunent.

4., Detection of Bots

An ISP nmust first identify that an Internet user is infected or
likely to have been infected with a bot (a user is assuned to be
their custoner or otherw se connected to the ISP's network). The ISP
shoul d attenpt to detect the presence of bots using nethods,
processes, and tools that maintain the privacy of the personally
identifiable information (PIl) of their customers. The ISP should
not block legitimate traffic in the course of bot detection and
shoul d i nstead enpl oy detection nethods, tools, and processes that
seek to be non-disruptive and transparent to Internet users and end
user applications.

Det ecti on nethods, tools, and processes may include anal ysis of
specific network and/or application traffic flows (such as traffic to
an emai|l server), analysis of aggregate network and/or application
traffic data, data feeds received fromother |SPs and organi zati ons
(such as lists of the ISP"s |IP addresses that have been reported to
have sent spam), feedback fromthe ISP s custonmers or other Internet
users, as well as a wide variety of other possibilities. In
practice, it has proven effective to confirma bot infection through
the use of a conmbination of multiple bot detection data points. This
can help to corroborate information of varying dependability or

consi stency, as well as to avoid or mnimze the possibility of false
positive identification of hosts. Detection should al so, where
possi bl e and feasible, attenpt to classify the specific bot infection
type in order to confirmthat it is malicious in nature, estimate the
variety and severity of threats it may pose (such as spam bot, key-

l ogging bot, file distribution bot, etc.), and determ ne potentia
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net hods for eventual renediation. However, given the dynam c nature
of botnet management and the criminal incentives to seek quick
financial rewards, botnets frequently update or change their core
capabilities. As a consequence, botnets that are initially detected
and classified by the ISP as made up of one particular type of bot
need to be continuously nonitored and tracked in order to correctly
identify the threat the botnet poses at any particular point in tine.

Detection is also tine sensitive. |f conplex analysis is required
and nultiple confirmations are needed to verify a bot is indeed
present, then it is possible that the bot may cause sone damage (to
either the infected host or a renptely targeted system before it can
be stopped. This neans that an | SP needs to bal ance the desire or
need to definitively classify and/or confirmthe presence of a bot,
whi ch may take an extended period of time, with the ability to
predict the likelihood of a bot in a very short period of tine. Such
determ nati ons nust have a relatively |low fal se positive rate in
order to maintain the trust of users. This "definitive-versus-
likely" challenge is difficult and, when in doubt, |SPs should err on
the side of caution by communicating that a bot infection has taken
pl ace. This also neans that Internet users nmay benefit fromthe
installation of client-based security software on their host. This
can enable rapid heuristically based detection of bot activity, such
as the detection of a bot as it starts to comruni cate with other

bot nets and execute comuands. Any bot detection system should al so
be capabl e of adapting, either via manual intervention or
automatically, in order to cope with a rapidly evolving threat.

As noted above, detection nethods, tools, and processes should ensure
that privacy of custoners’ personally identifiable information (Pll)
is maintained. This protection afforded to PIl should also extend to
third parties processing data on behalf of |SPs. Wile bot detection
nmet hods, tools, and processes are simlar to spam and virus defenses
depl oyed by the ISP for the benefit of their customers (and may be
directly related to those defenses), attenpts to detect bots should
take into account the need of an ISP to take care to ensure any Pl
collected or incidentally detected is properly protected. This is

i mportant because just as spam defenses may invol ve scanning the
content of enmil nessages, which nay contain PlIl, then so too nay bot
defenses simlarly come into incidental contact with PIl. The
definition of PIl varies fromone jurisdiction to the next so proper
care should be taken to ensure that any actions taken conply with

| egi sl ati on and good practice in the jurisdiction in which the PIl is
gat hered. Finally, dependi ng upon the geographic region wthin which
an | SP operates, certain nethods relating to bot detection nay need
to be included in relevant terms of service docunents or other
docunents that are available to the custoners of a particular ISP
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There are several bot detection nethods, tools, and processes that an
| SP may choose to utilize, as noted in the list below It is
important to note that the technical solutions available are
relatively immture and are likely to change over tine, evolving
rapidly in the coming years. While these itens are described in
relation to | SPs, they may al so be applicable to organizations
operating other networks, such as canpus networks and enterprise

net wor ks.

a. Were it is not legally proscribed and an accepted i ndustry
practice in a particular market region, an ISP nay in some manner
"scan" its | P space in order to detect un-patched or otherw se
vul nerabl e hosts or to detect the signs of infection. This nmay
provide the ISP with the opportunity to easily identify Internet
users who appear already to be infected or are at great risk of
being infected with a bot. [|SPs should note that sone types of
port scanning may | eave network services in a hung state or
render them unusable due to comon frailties and that nmany nodern
firewal | and host-based intrusion detection inplenentations nmay
alert the Internet user to the scan. As a result, the scan may
be interpreted as a malicious attack agai nst the host.

Vul nerability scanning has a hi gher probability of |eaving
accessi bl e network services and applications in a damaged state
and will often result in a higher probability of detection by the
Internet user and subsequent interpretation as a targeted attack
Dependi ng upon the vulnerability for which an | SP may be
scanni ng, sone autonmated net hods of vul nerability checki ng may
result in data being altered or created afresh on the Internet
user’s host, which can be a problemin many | egal environnents.
It should also be noted that due to the preval ence of Network
Address Transl ation devices, Port Address Translation devices,
and/or firewall devices in user networks, network-based

vul nerability scanning may be of linited value. Thus, while we
note that this is one technique that may be utilized, it is
unlikely to be particularly effective and has probl ematic side
ef fects, which | eads the authors to recomend agai nst the use of
this particul ar nethod.

b. An ISP may al so communi cate and share selected data, via feedback
| oops or other nechanisns, with various third parties. Feedback
| oops are consistently fornmatted feeds of real-tine (or nearly
real -tinme) abuse reports offered by threat data cl eari nghouses,
security alert organizations, other |SPs, and ot her
organi zations. The formats for feedback | oops include those
defined in both the Abuse Reporting Format (ARF) [RFC5965] and
the I ncident Object Description Exchange Format (| ODEF)

[ RFC5070]. The data may include, but is not limted to, IP
addresses of hosts that appear to be either definitely or
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probably infected, | P addresses, domain nanmes or fully qualified
donmai n nanes (FQ@Ns) known to host malware and/or be involved in
the command and control of botnets, recently tested or discovered
techni ques for detecting or remedi ati ng bot infections, new
threat vectors, and other relevant information. A few good
exanpl es of data sharing are noted in Appendi x A

c. An ISP may use Netflow [ RFC3954] or other similar passive network
nonitoring to identify network anonalies that nmay be indicative
of botnet attacks or bot comunications. For exanple, an | SP nay
be able to identify conprom sed hosts by identifying traffic
destined to | P addresses associated with the conmand and contro
of botnets or destined to the conmbination of an |IP address and
control port associated with a command and control network
(sonetines command and control traffic conmes froma host that has

legitimate traffic). |In addition, bots may be identified when a
renote host is under a DDoS attack, because hosts participating
inthe attack will likely be infected by a bot. This can often

be observed at network borders although | SPs shoul d beware of
source | P address spoofing techniques that nay be enpl oyed to
avoid or confuse detection.

d. An ISP may use DNS-based techniques to performdetection. For
exanpl e, a given classified bot may be known to query a specific
list of domain names at specific tinmes or on specific dates (in
the exanpl e of the so-called "Conficker" bot (see [Conficker]),
often by matching DNS queries to a well-known |ist of domains
associated with malware. |In many cases, such lists are
di stributed by or shared using third parties, such as threat data
cl eari nghouses.

e. Because hosts infected by bots are frequently used to send spam
or participate in DDoS attacks, the ISP servicing those hosts
will normally receive conplaints about the malicious network
traffic. Those conplaints may be sent to role accounts specified
in RFC 2142 [ RFC2142], such as abuse@ or to other rel evant
addresses such as to abuse or security addresses specified by the
site as part of its WHO S (or other) contact data.

f. 1SPs may al so discover likely bot-infected hosts | ocated on ot her
networks. Thus, when legally perm ssible in a particul ar market
region, it may be worthwhile for ISPs to share information
relating to those conpromni sed hosts with the relevant renote
network operator, security researchers, and bl ocklist operators.
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5.

g. |SPs may operate or subscribe to services that provide
"si nkholing" or "honeynet" capabilities. This nay enable the ISP
to obtain near-real-time lists of bot-infected hosts as they
attenpt to join a |larger botnet or propagate to other hosts on a
net wor k.

h. ISP industry associations should exam ne the possibility of
collating statistics from|SP nenbers in order to provide good
statistics about bot infections based on real |SP data.

i. An Intrusion Detection System (I1DS) can be a useful tool to
actually help identify the malware. An IDS tool such as Snort
(open source IDS platform see [Snhort]) can be placed in a walled
garden and used to anal yze end user traffic to confirm nal ware
type. This will help with renediation of the infected device.

Notification to Internet Users

Once an | SP has detected a bot, or the strong |ikelihood of a bot,
steps should be undertaken to informthe Internet user that they may
have a bot-related problem An | SP should deci de the nopst
appropriate nethod or nmethods for providing notification to one or
nore of their customers or Internet users, depending upon a range of
factors including the technical capabilities of the ISP, the
technical attributes of its network, financial considerations,
avai | abl e server resources, avail able organizational resources, the
nunber of likely infected hosts detected at any given time, and the
severity of any possible threats. Such notification nethods nay

i ncl ude one or nore of the methods described in the follow ng
subsections, as well as other possible nmethods not described bel ow.

It is inmportant to note that none of these nmethods are guaranteed to
be one hundred percent successful and that each has its own set of
[imtations. |In addition, in some cases, an ISP nay determne that a
conbi nati on of two or nore nethods is nost appropriate and effective
and reduces the chance that nmalware may block a notification. As
such, the authors reconmend the use of multiple notification nethods.
Finally, notification is also considered tine sensitive; if the user
does not receive or viewthe notification in a tinmely fashion, then a
particul ar bot could launch an attack, exploit the user, or cause
other harm If possible, an ISP should establish a preferred neans
of communi cati on when the subscriber first signs up for service. As
a part of the notification process, |ISPs should maintain a record of
the allocation of | P addresses to subscribers for a period |ong
enough to all ow any comonly used bot detection technology to be able
to accurately link an infected |P address to a subscriber. This
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record should only be nmaintained for a period of tinme that is
necessary to support bot detection, but no longer, in order to
protect the privacy of the individual subscriber

One inmportant factor to bear in mnd is that notification to end
users needs to be resistant to potential spoofing. This should be
done to protect, as reasonably as possible, against the potential of
legitimate notifications being spoofed and/or used by parties with
intent to performadditional malicious attacks agai nst victins of
mal ware or even to deliver additional malware.

It should be possible for the end user to indicate the preferred
neans of notification on an opt-in basis for that notification
nmethod. It is recommended that the end user should not be allowed to
opt out of notification entirely.

VWhen users are notified, an ISP shoul d endeavor to give as mnuch
informati on as possible to the end user regardi ng which bot detection
net hods are enployed at the | SP, consonant with not providing
information to those creating or deploying the bots so that they
woul d be able to avoid detection.

5.1. Emmil Notification

This is a common formof notification used by |SPs. One drawback of

using email is that it is not guaranteed to be viewed within a
reasonable time frame, if at all. The user nmay be using a different
primary email address than the one they provided to the ISP. In

addition, sone |ISPs do not provide an email account at all as part of
a bundl e of Internet services and/or do not have a need for or nethod
by which to request or retain the primary enail addresses of |nternet
users of their networks. Another possibility is that the user, their
email client, and/or their email servers could determine or classify
such a notification as spam which could delete the nmessage or
otherwise file it in an email folder that the user may not check on a
regul ar and/or tinmely basis. Bot nasters have al so been known to

i npersonate the ISP or trusted sender and send fraudulent emails to
the users. This technique of social engineering often | eads to new
bot infestations. Finally, if the user’s email credentials are
conprom sed, then a hacker and/or a bot could sinply access the
user’s email account and delete the emnil before it is read by the
user.

5.2. Tel ephone Call Notification
A tel ephone call may be an effective neans of communication in

particularly high-risk situations. However, telephone calls may not
be feasible due to the cost of naking a |arge nunber of calls, as

Li vi ngood, et al. I nf or mati onal [ Page 13]



RFC 6561 Renedi ati on of Bots in | SP Networks March 2012

neasured in either tine, noney, organizational resources, server
resources, or sonme other nmeans. |In addition, there is no guarantee
that the user will answer their phone. To the extent that the

t el ephone nunber called by the | SP can be answered by the infected
conputing device, the bot on that host may be able to di sconnect,

divert, or otherwise interfere with an incomng call. Users may al so
interpret such a tel ephone notification as a telenmarketing call and
therefore not welconme it or not accept the call at all. Finally,

even if a representative of the ISP is able to connect with and speak
to a user, that user is very likely to lack the necessary technica
expertise to understand or be able to effectively deal with the

t hreat.

5.3. Postal Mail Notification

This formof notification is probably the | east popul ar and effective
means of communication, due to preparation time, delivery tinme, the
cost of printing and paper, and the cost of postage.

5.4. Walled Garden Notification

Placing a user in a walled garden is another approach that |SPs may
take to notify users. A "walled garden” refers to an environnent
that controls the information and services that a subscriber is
allowed to utilize and what network access pernissions are granted.

A wal | ed garden inplenentation can range fromstrict to leaky. 1In a
strict walled garden environment, access to nost |nternet resources
is typically limted by the ISP. 1In contrast, a | eaky wall ed garden
environnent permits access to all Internet resources, except those

deemed mmlicious, and ensures access to those that can be used to
notify users of infections.

Wal | ed gardens are effective because it is possible to notify the
user and simultaneously bl ock all conmmunication between the bot and
the command and control channel. VWhile in many cases the user is

al nost guaranteed to view the notification nessage and take any
appropriate renedi ation actions, this approach can pose ot her
chal | enges. For exanple, it is not always the case that a user is
actively utilizing a host that inplenents a web browser, has a web
browser actively running on it, or operates another application that

uses ports that are redirected to the walled garden. In one exanple,
a user could be playing a gane online, via the use of a dedicated,
I nt ernet-connected gane console. In another exanple, the user nay

not be using a host with a web browser when they are placed in the
wal | ed garden and may instead be in the course of a tel ephone
conversation or may be expecting to receive a call using a Voice over
I P (Vol P) device of some type. As a result, the ISP may feel the
need to maintain a potentially lengthy white |ist of domains that are
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not subject to the typical restrictions of a walled garden, which
could well prove to be an onerous task from an operationa
per specti ve.

For these reasons, the inplenentation of a |eaky wall ed garden nakes
nore sense, but a |eaky walled garden has a different set of
drawbacks. The ISP has to assune that the user will eventually use a
web browser to acknow edge the notification; otherw se, the user wll
remain in the walled garden and not knowit. |If the intent of the

| eaky wal l ed garden is solely to notify the user about the bot
infection, then the | eaky wall ed garden is not ideal because
notification is tine sensitive, and the user may not receive the
notification until the user invokes a request for the targeted
service and/or resource. This nmeans the bot can potentially do nore
damage. Additionally, the ISP has to identify which services and/or
resources to restrict for the purposes of notification. This does
not have to be resource specific and can be tinme based and/or policy
based. An exanple of how notification could be made on a timed basis
could involve notification for all HTTP requests every 10 m nutes, or
show the notification for one in five HITP requests.

The |1 SP has several options to determine when to let the user out of
the wall ed garden. One approach may be to let the user determ ne
when to exit. This option is suggested when the primary purpose of
the wall ed garden is to notify users and provide information on
renmedi ation only, particularly since notification is not a guarantee
of successful remediation. It could also be the case that, for

what ever reason, the user makes the judgnent that they cannot then
take the tine to renediate their host and that other online
activities that they would like to resune are nore inportant. Exit
fromthe wall ed garden may al so involve a process to verify that it
is indeed the user who is requesting exit fromthe wall ed garden and
not the bot.

Once the user acknow edges the notification, they may decide either
to renediate and exit the walled garden or to exit the walled garden
wi t hout renediating the issue. Another approach may be to enforce a
stricter policy and require the user to clean the host prior to
permtting the user to exit the walled garden, though this may not be
technically feasible dependi ng upon the type of bot, obfuscation
techni ques enpl oyed by a bot, and/or a range of other factors. Thus,
the ISP may al so need to support tools to scan the infected host (in
the style of a virus scan, rather than a port scan) and determ ne
whether it is still infected or rely on user judgnment that the bot
has been di sabled or renpved. One challenge with this approach is
that the user might have multiple hosts sharing a single |IP address,
such as via a compn home gateway device that performs Network
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Address Translation (NAT). |In such a case, the ISP may need to
determ ne from user feedback, or other neans, that all affected hosts
have been renedi ated, which may or may not be technically feasible.

Finally, when a walled garden is used, a list of well-known addresses
for both operating systemvendors and security vendors should be
created and naintained in a white list that pernits access to these
sites. This can be inmportant for all owi ng access fromthe wall ed
garden by end users in search of operating systemand application
patches. It is recomended that wall ed gardens be seriously

consi dered as a nmethod of notification as they are easy to inpl enent
and proven to be effective as a nmeans of getting end user attention

5.5. Instant Message Notification

I M provides the ISP with a sinple neans to conmunicate with the user
There are several advantages to using IMthat make it an attractive
option. If the ISP provides | Mservice and the user subscribes to
it, then the user can be notified easily. |Mbased notification can
be a cost-effective neans to conmunicate with users automatically
froman IMalert systemor by a manual process, involving the ISP s

support staff. Ideally, the ISP should allow the user to register
their IMidentity in an ISP account managenent system and grant
perm ssion to be contacted via this neans. |If the | Mservice

provi der supports off-line nessaging, then the user can be notified
regardl ess of whether they are currently logged into the | M system

There are several drawbacks with this comunications nmethod. There
is a high probability that a subscriber may interpret the

conmuni cation to be spimand thus ignore it. Al so, not every user
uses I Mand/or the user may not provide their IMidentity to the ISP
so sone alternative nmeans have to be used. Even in those cases where
a user does have an | M address, they may not be signed onto that | M
system when the notification is attenpted. There may be a privacy
concern on the part of users when such an IMnotification nust be
transmtted over a third-party network and/or | Mservice. As such
shoul d this nmethod be used, the notification should be discreet and
not include any PIl in the notification itself.

5.6. Short Message Service (SM5) Notification

SMB allows the ISP to send a brief description of the problemto
notify the user of the issue, typically to a nobile device such as a
nobi | e phone or smart phone. ldeally, the ISP should allow the user
to register their nobile nunber and/or SMS address in an | SP account
management system and grant pernission to be contacted via this
means. The primary advantage of SM5S is that users are famliar with
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receiving text nessages and are likely to read them However, users
may not act on the notification imediately if they are not in front
of their host at the tine of the SMS notification

One di sadvantage is that |ISPs may have to follow up with an alternate
nmeans of notification if not all of the necessary informati on may be
conveyed in one nessage, given constraints on the nunber of
characters in an individual message (typically 140 characters).

Anot her di sadvantage with SM5 is the cost associated with it. The
ISP has to either build its own SMS gateway to interface with the
various wireless network service providers or use a third-party SM5
cl eari nghouse (relay) to notify users. |In both cases, an | SP nmay
incur fees related to SMs notifications, depending upon the nethod
used to send the notifications. An additional downside is that SMS
nmessages sent to a user may result in a charge to the user by their
wi rel ess provider, depending upon the plan to which they subscribe
and the country in which the user resides. Another m nor

di sadvantage is that it is possible to notify the wong user if the
i ntended user changes their nobile nunber but forgets to update it
with the ISP

There are several other drawbacks with this comuni cati ons mnet hod.
There is a high probability that subscriber may interpret the

conmuni cation to be spamand thus ignore it. Al so, not every user
uses SMS, and/or the user nay not provide their SM5 address or nobile
nunber to the ISP. Even in those cases where a user does have an SM5
address or nobile nunber, their device may not be powered on or

ot herwi se available on a wireless network when the notification is
attenpted. There may al so be a privacy concern on the part of users
when such an SMS notification nmust be transmtted over a third-party
networ k and/ or SMS cl eari nghouse. As such, should this nethod be
used, the notification should be discreet and not include any PIl in
the notification itself.

5.7. Wb Browser Notification

Near-real -tine notification to the user’s web browser is another
technique that may be utilized for notifying the user [ RFC6108],

t hough how such a system might operate is outside the scope of this
docunent. Such a notification could have a conparative advant age
over a walled garden notification, in that it does not restrict
traffic to a specified list of destinations in the sane way that a
wal | ed garden woul d, by definition. However, as with a walled garden
notification, there is no guarantee that a user is making use of a
web browser at any given tine, though such a systemcould certainly
provide a notification when such a browser is eventually used.
Conpared to a wall ed garden, a web browser notification is probably
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preferred fromthe perspective of Internet users, as it does not have
the risk of disrupting non-web sessions, such as online ganes, VolP
calls, etc. (as noted in Section 5.4).

There are alternative nethods of web browser notification offered
commercially by a nunber of vendors. Many of the techni ques used are
proprietary, and it is not within the scope of this docunent to
descri be how they are inplenmented. These techni ques have been
successfully inplemented at several | SPs.

It should be noted that web notification is only intended to notify
devi ces running a web browser.

5.8. Considerations for Notification to Public Network Locations

Delivering a notification to a location that provides a shared public
networ k, such as a train station, public square, coffee shop, or
simlar location nmay be of |ow val ue since the users connecting to
such networks are typically highly transient and generally not known
to site or network adm nistrators. For exanple, a system may detect
that a host on such a network has a bot, but by the tine a
notification is generated, that user has departed fromthe network
and noved el sewhere.

5.9. Considerations for Notification to Network Locations Using a
Shared | P Address

Delivering a notification to a |ocation that accesses the Internet
routed through one or nore shared public I P addresses may be of |ow
value since it may be quite difficult to differentiate between users
when providing a notification. For exanple, on a business network of
500 users, all sharing one public IP address, it may be sub-optim
to provide a notification to all 500 users if you only need one
specific user to be notified and take action. As a result, such
networks may find value in establishing a |ocalized bot detection and
notification system just as they are likely to also establish other

| ocal i zed systens for security, file sharing, enail, and so on

However, should an ISP inplenent some formof notification to such
networks, it may be better to sinmply send notifications to a

desi gnated network administrator at the site. |In such a case, the

| ocal network admnistrator may like to receive additiona

information in such a notification, such as a date and tinestanp, the
source port of the infected system and nalicious sites and ports
that may have been visited.
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5.10. Notification and End User Expertise

The ultimate effectiveness of any of the aforenmenti oned forns of
notification is heavily dependent upon both the expertise of the end
user and the wordi ng of any such notification. For exanple, while a
user nay receive and acknowl edge a notification, that user may | ack
the necessary technical expertise to understand or be able to dea
effectively with the threat. As a result, it is inportant that such
notifications use clear and easily understood | anguage, so that the
majority of users (who are non-technical) may understand the
notification. |In addition, a notification should provide easily
under st ood gui dance on how to renediate a threat as described in
Section 6, potentially with one path for technical users to take and
anot her for non-technical users.

6. Renedi ation of Hosts Infected with a Bot

This section covers the different options available to renediate a
host, which neans to renove, disable, or otherw se render a bot

harm ess. Prior to this step, an ISP has detected the bot, notified
the user that one of their hosts is infected with a bot, and now nay
provi de sone recomended nmeans to clean the host. The generally
recommended approach is to provide the necessary tools and education
to the user so that they may perform bot renedi ati on thensel ves,
particularly given the risks and difficulties inherent in attenpting
to renove a bot.

For exanple, this may include the creation of a special web site with
security-oriented content that is dedicated for this purpose. This
shoul d be a well-publicized security web site to which a user with a
bot infection can be directed to for renediation. This security web
site should clearly explain why the user was notified and may incl ude
an expl anation of what bots are and the threats that they pose.

There should be a clear explanation of the steps that the user shoul d
take in order to attenpt to clean their host and information on how
users can keep the host free of future infections. The security web
site should al so have a gui ded process that takes non-technical users
through the renmedi ati on process, on an easily understood, step-by-
step basis.

In ternms of the text used to explain what bots are and the threats
that they pose, sonething sinple such as this may suffice:

What is a bot? A bot is a piece of software, generally installed
on your machine w thout your know edge, which either sends spam or
tries to steal your personal information. They can be very
difficult to spot, though you may have noticed that your conputer
is running nmuch nore slowy than usual or you may notice regul ar
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di sk activity even when you are not doing anything. |Ignoring this
problemis risky to you and your personal infornmation. Thus, bots
need to be renoved to protect your data and your persona

i nformati on.

Many bots are designed to work in a very stealthy manner, and as
such, there may be a need to make sure that the Internet user
under stands the magnitude of the threat faced despite the stealthy
nature of the bot.

It is also inmportant to note that it nmay not be i medi ately apparent
to the Internet user precisely which devices have been infected with
a particular bot. This may be due to the user’s hone network
configuration, which may enconpass several hosts, where a hone
gateway that performs Network Address Translation (NAT) to share a
single public |IP address has been used. Therefore, any of these
devices can be infected with a bot. The consequence of this for an
ISP is that remedi ation advice may not ultimately be i mediately
actionable by the Internet user, as that user nay need to perform
additional investigation within their own home network.

An added conplication is that the user may have a bot infection on a
devi ce such as a video console, multinmedia system appliance, or

ot her end user conputing device that does not have a typical desktop
conputing interface. As a result, diligence needs to be taken by the
| SP where possible such that it can identify and conmunicate the
specific nature of the device that has been infected with a bot and
provide further appropriate remedi ation advice. |If the ISP cannot
pin down the device or identify its type, then it should nake it
clear to the user that any initial advice given is generic and
further advice can be given (or is available) once the type of

i nfected device is known.

There are a nunber of forunms that exist online to provide security-
rel ated support to end users. These foruns are staffed by vol unteers
and often are focused around the use of a common tool set to help end
users to renedi ate hosts infected with nalware. It nmay be
advantageous to ISPs to foster a relationship with one or nore
forums, perhaps by offering free hosting or other forns of
sponsor shi p.

It is also inportant to keep in nmnd that not all users will be
technically adept, as noted in Section 5.10. As a result, it may be
nore effective to provide a range of suggestion options for

renmedi ation. This may include, for exanple, a very detailed "do it
yoursel f" approach for experts, a sinpler guided process for the
average user, and even assisted renedi ati on as described in

Section 6. 2.
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6.1. Cuided Renedi ati on Process

M nimally, the CGuided Renedi ati on Process should include the
foll owi ng goals, with options and/or recomendati ons for achi eving
t hem

1. Back up personal files. For exanple:

Bef ore you start, nake sure to back up all of your inportant
data. (You should do this on a regul ar basis anyway.) You
can back up your files manually or using a system backup
software utility, which may be part of your Qperating System
(0S). You can back up your files to a USB Thunb Drive (aka
USB Key), a witable COYDVD-ROM an external hard drive, a
network file server, or an Internet-based backup service.

It may be advi sable to suggest that the user backup is performnmed
ont o separate backup nedia or devices if they suspect bot
i nfection.

2. Downl oad OS patches and Anti-Virus (A'V) software updates. For
exanpl e, links could be provided to Mcrosoft Wndows updates,
Appl e Mac OS updates, or other major operating systenms that are
rel evant to users and their devices.

3. Configure the host to autonmatically install updates for the CS,
AV, and ot her common web browsers such as Mcrosoft |nternet
Expl orer, Mzilla Firefox, Apple Safari, Opera, and Googl e
Chr one.

4. Get professional assistance if they are unable to renbve the bots
thenselves. |If purchasi ng professional assistance, then the user
shoul d be encouraged to predeterm ne how much they are willing to
pay for that help. For exanple, if the host that is being
renediated is old and can easily be replaced with a new, faster,
larger, and nore reliable systemfor a certain cost, then it
nakes no sense to spend nore than that cost to fix the old host.
On the other hand, if the custoner has a brand-new host, it mght
make perfect sense to spend the nmoney to attenpt to renediate it.

5. To continue, regardless of whether the user or a know edgeabl e
technical assistant is working on renediating the host, the first
task should be to determ ne which of nultiple potentially
i nfected machi nes nay be the one that needs attention (in the
conmon case of nultiple hosts in a home network). Sonetines, as
in cases where there is only a single directly attached host, or
the user has been noticing problenms with one of their hosts, this
can be easy. Qher tines, it may be nore difficult, especially
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if there are no clues as to which host is infected. |f the user
is behind a hone gateway/router, then the first task may be to
ascertain which of the machines is infected. |In some cases, the

user may have to check all machines to identify the infected one.

6. ISPs may al so | ook at offering a CO/DVD with renediation
processes and software in the event that a host is so badly
infected as to be unable to comuni cate over the Internet.

7. User surveys to solicit feedback on whether the notification and
renmedi ati on process is effective and what recommended changes
could be nade in order to inprove the ease, understandability,
and effectiveness the renedi ati on process.

8. If the user is interested in reporting the host’'s bot infection
to an applicable | aw enforcenment authority, then the host
ef fectively beconmes a cyber "crime scene", and the infection
shoul d not be mitigated unless or until |aw enforcenent has
coll ected the necessary evidence. For individuals in this
situation, the ISP may wish to provide links to local, state,
federal, or other relevant conputer crinme offices. (Note: Sone
"mnor" incidents, even if highly traumatic to the user, nmay not
be sufficiently serious for |aw enforcenent to conmt sone of
their Iimted resources to an investigation.) |In addition
i ndi vidual regions may have other, specialized conputer crine
organi zations to which these incidents can be reported. For
exanple, in the United States, that organization is the Internet
Crime Complaint Center, at http://ww.ic3.gov.

9. Users may also be interested in links to security expert foruns,
where ot her users can assist them

6.2. Professionally Assisted Renmedi ati on Process

It should be acknow edged that, based on the current state of

renmedi ation tools and the technical abilities of end users, that nany
users nmay be unable to renediate on their own. As a result, it is
recommended that users have the option for professional assistance.
This may entail online or tel ephone assistance for renediation, as
well as working face to face with a professional who has training and
expertise in the renmoval of malware. It should be nade clear at the
time of offering this service that this service is intended for those
that do not have the skills or confidence to attenpt renediation and
is not intended as an up-sell by the ISP
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7.

Fai lure or Refusal to Renediate

| SP systens should track the bot infection history of hosts in order
to detect when users consistently fail to remediate or refuse to take
any steps to renediate. In such cases, |SPs may need to consider
taking additional steps to protect their network, other users and
hosts on that network, and other networks. Such steps nay include a
progression of actions up to and including account term nation
Refusal to remediate can be viewed as a business issue, and as such
no techni cal recomendati on is possible.

Sharing of Data fromthe User to the ISP

As an additional consideration, it may be useful to create a process
by which users could choose, at their option and with their express
consent, to share data regarding their bot infections with their ISP
and/ or anot her authorized third party. Such third parties nmay

i ncl ude governnental entities that aggregate threat data, such as the
Internet Crinme Conplaint Center referred to earlier in this docunent,
acadenic institutions, and/or security researchers. Wile in many
cases the informati on shared with the user’s ISP or designated third
parties will only be used for aggregated statistical analysis, it is
al so possible that certain research needs nmay be best net with nore
detail ed data. Thus, any such data sharing froma user to the ISP or
aut horized third party nay contain sone type of personally
identifiable information, either by design or inadvertently. As a
result, any such data sharing should be enabled on an opt-in basis,
where users review and approve of the data being shared and the
parties with which it is to be shared, unless the ISP is already
required to share such data in order to comply with local |aws and
appl i cabl e regul ati ons.

Security Considerations

Thi s docunent describes in detail the nunerous security risks and
concerns relating to botnets. As such, it has been appropriate to
i nclude specific informati on about security in each section above.
Thi s docunent describes the security risks related to malicious bot
i nfections thensel ves, such as enabling identity theft, theft of
aut hentication credentials, and the use of a host to unwittingly
participate in a DDoS attack, anobng many other risks. Finally, the
docunent al so describes security risks that may relate to the
particul ar nmet hods of communicating a notification to Internet users.
Bot networks and bot infections pose extrenely serious security

ri sks, so readers should review this docunent carefully.
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10.

11.

In addition, regarding notifications as described in Section 5, care
shoul d be taken to assure users that notifications have been provided
by a trustworthy site and/or party, so that the notification is nore
difficult for phishers and/or nmalicious parties using socia

engi neering tactics to mmc. Oherw se, care should be taken to
ensure that the user has sone |level of trust that the notification is
valid and/or that the user has sone way to verify via sone ot her
mechani smor step that the notification is valid.

Privacy Consi derations

Thi s docunent describes at a high level the activities to which |ISPs
shoul d be sensitive, i.e., where the collection or comunication of
PIl may be possible. |In addition, when perfornming notifications to
end users (see Section 5), those notifications should not include
PlIl.

As noted in Section 8, any sharing of data fromthe user to the ISP
and/ or authorized third parties should be done on an opt-in basis.
Additionally the ISP and or authorized third parties should clearly
state what data will be shared and with whomthe data will be shared.
Lastly, as noted in other sections, there may be | egal requirenents
in particular legal jurisdictions concerning how |long any subscri ber-
related or other data is retained. An ISP operating in such a
jurisdiction should be aware of these requirements and should conply
with them
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Appendi x A.  Exanples of Third-Party Mal ware Lists
As noted in Section 4, there are many potential third parties that
may be willing to share lists of infected hosts. This list is for
exanpl e purposes only, is not intended to be either exclusive or
exhaustive, and is subject to change over tine.
o Arbor - Atlas, see http://atlas.arbor.net/

o0 Internet Systens Consortium- Secure |Information Exchange (SIE),
see https://sie.isc.org/

0 Mcrosoft - Smart Network Data Services (SNDS), see
https://postnmaster.|live.conl snds/

0 SANS Institute / Internet Storm Center - DShield Distributed
Intrusion Detection System see http://ww.dshiel d. org/about. htn

o ShadowServer Foundation, see http://ww. shadowserver. org/

o Spamhaus - Policy Block List (PBL), see
htt p: // ww. spamhaus. or g/ pbl /

o Sparmhaus - Exploits Block List (XBL), see
htt p: // ww. spanmhaus. or g/ xbl /

o Team Cynru - Community Services, see http://ww.team cynru. org/
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