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1. | nt roducti on

[ AUTHRES] defined a new header field for electronic nail nessages
that presents the results of a nessage authentication effort in a
machi ne-readabl e format. That Request for Comrents created a
registry of results for a few nmessage aut henticati on mechani sns, one
of which was the Sender Policy Framework [SPF]. The registry
contains one entry that is inconsistent with the latter
specification, which was noted in an erratum [ ERR2617] filed with the
RFC Editor. This neno updates the | ANA registries accordingly.

2.  Keywords
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. New 'fail’ Definition
The new "fail" result, replacing the existing "hardfail" result for
[SPF] (and thus also for [SENDER-1D]) has the sane definition for
"hardfail" that was used in Section 2.4.2 of [AUTHRES], nanely:

This client is explicitly not authorized to inject or relay mai
usi ng the sender’s DNS domai n.

4. | ANA Consi derations

Thi s section enunerates requested actions of | ANA, per [|ANA].
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4.1. Addition of ’Status’ Columms
| ANA has amended the Email Authentication Methods and Emmi
Aut hentication Result Nanes registries, both in the Emai
Aut henti cation Paraneters group, by adding to each a colum call ed
"Status" that will indicate for each entry its current status. Lega
val ues for these colums are as foll ows:
active: The entry is in current use.
deprecated: The entry is no longer in current use.
New regi strations to either table MJST specify one of these val ues.

Al existing entries, except as specified below, are to be noted as
"active" as of publication of this neno.

4.2. Update to Result Nanmes

[AUTHRES] listed "hardfail" as the result to be used when a nessage
fails an [ SPF] evaluation. However, this latter specification used

the string "fail" to denote such failures.

Therefore, 1 ANA has marked "hardfail" in the Email Authentication
Result Names registry as "deprecated" and anmended the "fail" entry as
fol | ows:

Code: fai

Defined: [ AUTHRES]
Aut h Method: spf, sender-id
Meani ng: [this nmenp] Section 3
Status: active
5. Security Considerations
This menmp corrects a registry error. It is possible that ol der
i mpl enentations will not recognize or use the corrected entry. Thus,
i npl enenters are advised to support both result strings for sone

period of time. However, it is known that sone inplenentations are
al ready using the SPF-defined result string.
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Appendi x A.  Exanples in RFC 5451

It should be noted that this update also applies to the exanples in
[ AUTHRES], specifically the one in Appendix B.5. The error there

[ ERR2818] is not corrected by this update, which only deals with the
normative portions of that specification and the related | ANA

regi strations. However, it is assumed one could easily see what
needs to be corrected there.

Corrected exanmples will be included in a full update to [ AUTHRES] at
sone future tine.
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