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1

| ntroducti on

Bef ore a nobil e node can engage in Mbile IPv6 signaling with a hone
agent, it should either know the | P address of the home agent via
pre-configuration or dynamcally discover it. The Mbile |IPv6
specification [ RFC6275] descri bes how hone agents can be dynanically
di scovered by nobil e nodes that know the hone network prefix. This
schenme does not work when prefix information is not already avail abl e
to the nobile node. This docunment specifies extensions to DHCPv6

[ RFC3736] [ RFC3315] to deliver the home agent information to the
nobil e node in the formof the |IP address of the home agent or the
Fully Qualified Domain Name (FQDN) [ RFCL035] of the hone agent. The
i nfornati on delivered to the nobile node nmay al so i nclude the hone
prefix for the nobile node. The solution involves defining new DHCP
options to carry home network prefixes, honme agent |P addresses, and
FQDN i nformati on. The nobile node MAY al so use the hone prefix to
di scover the list of hone agents serving the home prefix using the
Dynam ¢ Hone Agent Address Di scovery mechani smspecified in

[ RFC6275] .

As part of configuring the initial TCP/IP paraneters, a nobile node
can find itself a suitable home agent. Such a hone agent mi ght
reside in the access network to which the nobile node connects or in
a home network with which the nobile node is associated. A nobile
node can indicate its home network identity when roaming to a visited
network in order to obtain the MPv6 bootstrap paraneters fromthe
home network. As an exanple, the visited network nmay determne the
hone network of the nobile node based on the real mportion of the NA
(Network Access ldentifier) [RFC4282] used in access authentication

[ RFC5447] .

The nobile node may or may not be connected to the "home" network
when it attenpts to learn Mbile | Pv6 honme network information. This
all ows operators to centrally deploy home agents while being able to
boot strap nobil e nodes that are already roamng. This scenario also
occurs when Hierarchical Mbile IPv6 (HM Pv6) [ RFC5380] is used,
where the nobile node is required to di scover the MAP (a special hone
agent) that is located multiple hops away fromthe nobile node’'s
attachnent point.

Ter m nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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3.

General nobility term nology can be found in [RFC3753]. The

following additional terns, as defined in [ RFC4640], are used in this

docunent :

Access Service Provider (ASP): A network operator that provides

1

direct | P packet forwarding to and fromthe nobil e node.

Mobility Service Provider (MSP): A service provider that provides

Mobile | Pv6 service. |In order to obtain such service, the nobile
node nust be authenticated and authorized to use the Mobile | Pv6
servi ce.

Mobility Service Authorizer (MSA): A service provider that
aut hori zes Mobile I Pv6 service.

DHCP Options for Home Networ k/ Agent Dynami c Di scovery

This section introduces new DHCP options that are used for dynamc

di scovery of the hone agent’s | Pv6 address, |Pv6 hone network prefix,
or FQDN information in Mbile IPv6. Transport to a hone agent over
IPv4d is al so supported by specifying an | Pv4-Enbedded | Pv6 address.

The detail ed procedures are described in Section 2.3.2 of "Mdbile

| Pv6 Support for Dual Stack Hosts and Routers" [ RFC5555].

The nanes of options listed in this section all start with MPv6, in

order to differentiate them from other DHCP options that might have
simlar names. However, throughout the rest of this document, the
options are referred to by name without the MPv6 prefix, for
brevity.

M Pv6 Honme Network | D FQDN Option

This option is used by nobil e nodes to comunicate to the DHCP server
an FQDN that identifies the target home network for which the client
is requesting configuration information. Wen the nobile node
requests configuration for nore than one target home network, this
option is also used by the server to identify the target hone network
for each ldentified Home Network | nformation option returned.

VWhen a nobil e node sends this option to request information about a
specific hone network, the option is sinply included in the DHCP
nessage fromthe nobile node. Wen a server responds with an
Identified Hone Network Information option, this option MJST be
encapsul ated in the Identified Home Network Information option that
it identifies.
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Opti on-code: OPTION_M P6_HNI DF (49)
Option-len: Length of option, per RFC 3315

Honme Network ldentifier FQDN. A Fully Qualified Domain Name (FQDN)
that identifies a nobile I P home network for which the client is
seeking configuration information. This is encoded in accordance
with RFC 3315, Section 8, "Representation and Use of Donain
Names" .

3.2. Home Network Information Options

There are three different options that specify honme network

i nformation. Wich of these options is used depends on what kind of
hone network information the client needs. Each of these options is
used to encapsul ate options containing prefix and home agent

i nformati on about the home network for which configuration

i nformati on was requested.

3.2.1. MPv6 Visited Homre Network Information Option

This option is used by relay agents and DHCP servers to provide
i nformati on about the |ocal hone network.

0 1 2 3
01234567890123456789012345678901
T o I i S S I T i e T T S S S
| OPTI ON_M P6_VDI NF | Option-1en |
I S s =T oI S o e T s s S e T S
| |
| Opt i ons |

A S S S e i S R T S S i SR S
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Option-code: OPTION_M P6_VDI NF (50)
Option-len: Length of option, per RFC 3315

Options: One or nore options, specifying information about the |oca
ASP (visited dommin).

3.2.2. MPv6 Identified Hone Network Information Option

This option is used by relay agents and DHCP servers to provide
i nformati on about the home network identified by a Home Network
Identifier FQDN option
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| |
| Opti ons |
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Option-code: OPTION. M P6_I DI NF (69)
Option-len: Length of option, per RFC 3315

Options: One or nore options, specifying information about the hone
network identified by a Hone Network ldentifier FQDN option
sent by a nobil e node.

3.2.3. MPv6 Unrestricted Home Network |Information Option

This option is used by relay agents and DHCP servers to provide
i nformati on about the a hone network specified by the DHCP server
admi ni strator.
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01234567890123456789012345678901
Fo e e e e e e e e e e e e e e e be e e e e e e e e e e e e e e -
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Option-code: OPTION. M P6_UDI NF (70)
Option-len: Length of option, per RFC 3315

Options: One or nore options, specifying information about sone hone
network as specified by the DHCP server adm nistrator.

3.3. MPv6 Hone Network Prefix Option

This option is used by DHCP servers and relay agents to define the
prefix for a hone network. This option should only appear in one of
the Home Network I nformation options.

0 1 2 3

01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| OPTI ON_M P6_HNP | Option-len |
B T s i I S e i S i i S S e S
Prefix-len |
R ok T R R

| |
+- +
| _ |
| Prefix |
| |
| R ks ok It S
|
e T o e o S S e e T E R
Option-code: OPTION._ M P6_HNP (71)
Option-len: Length of option, per RFC 3315
Prefix-len: Length of prefix
Prefix: Home Network Prefix
3.4. MPv6 Honme Agent Address Option
This option is used by DHCP servers and relay agents to specify the
home agent | P address. 1In cases where the home agent must be
contacted over an IPv4-only infrastructure, the IPv4 address is
specified as an | Pv4- Enbedded | Pv6 address using the "Well-Known

Prefix" [RFC6052]. This option should only appear in one of the Hone
Net wor k | nfornati on options.
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0 1 2 3
01234567890123456789012345678901
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| OPTI ON_M P6_HAA | Option-1en |
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| |
| |
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| |
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Option-code: OPTION M P6_HAA (72)
Option-len: Length of option, per RFC 3315
Address: | P Address of honme agent
3.5. MPv6 Hone Agent FQDN Option
This option is used by DHCP servers and relay agents to specify the
hone agent FQDN. This FQN is used to | ook up one or nmore A or AAAA
records containing I Pv4 or | Pv6 addresses for the hone agent, as

needed. This option should only appear in one of the Home Network
I nformati on options.

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

OPTI ON_M P6_HAF | Opti on-1en |
S S I S

|

+-

| |

| |

I FQDN I

| |
s S S o T i i S S i (i
Option-code: OPTION_M P6_HAF (73)

Option-len: Length of option, per RFC 3315

Address: FQN resolving to one or nore |Pv4 and/or |Pv6 addresses

for the home agent. This is encoded in accordance with RFC
3315, Section 8, "Representation and Use of Donain Names".
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4. Option Usage

The requesting and sendi ng of the proposed DHCP options follow the
rul es for DHCPv6 options in [ RFC3315].

4.1. Nbbile Node Behavi or

Mobi | e nodes MAY obtain M Pv6 configuration information during either
a stateful configuration exchange [ RFC3315] or a statel ess
configuration exchange [ RFC3736].

Mobi | e nodes that obtain M Pv6 configuration information using a
stateful configuration exchange SHOULD i ncl ude the sane options in
every nmessage they send to the DHCP server.

Mobi | e nodes that obtain M Pv6 configuration using a statel ess
exchange MAY omit M Pv6 configuration from sonme exchanges, but SHOULD
reconfi gure whenever a change in the attached network is detected.

If the DHCP server responds to a M Pv6-rel ated statel ess
configuration request with an Information Request Timer option, the
nobi | e node SHOULD attenpt to reconfigure when the | RT expires.

A nobi |l e node using statel ess configuration may try to perform hone
network i nfornmation discovery when it |acks home network information
for MPv6 or needs to change the honme agent for sone reason. For
exanpl e, this may be necessary to recover fromthe failure of an

exi sting hone agent or to use the |ocal home agent |ocated in the
network where the nobile node is currently attached. Note that
despite the honme information discovery procedure, the nobile node may
continue to use the old honme agent, in order to avoid |osing current
sessi ons.

4.1.1. Requesting MPv6 Configuration

Mobi | e nodes signal that they are interested in being configured with
M Pv6 home agent information by requesting one or nore of the three
Hone Network Infornation options: the Visited Home Network

I nformation option, the Identified Hone Network Infornmation option

or the Unrestricted Home Network Information option. To request
these options, the client lists themin the Option Request Option
(ORO). Aclient that requests any of these three options in the ORO
MUST al so request the Home Network ldentifier FQDN option, the Hone
Net work Prefix option, the Home Agent Address option, and the Hone
Agent FCDN opti on.

If the nobile node requests the Visited Hone Network |nformation
option, this indicates that it is interested in |learning the home
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network infornmation that pertains to the currently visited network.
This type can be used to discover |ocal hone agents in the |ocal ASP.

If the nobile node requests the Identified Hone Network I|nformation
option, this indicates that it is interested in |learning the home
network information that pertains to a specified realm This type
can be used to discover honme agents that are hosted by a user’s hone
donmain or by any target dommin. A nobile node requesting the
Identified Honme Network Information option MJST include a Cient Home
Network 1D FQDN option identifying the MSP being identified. The
target MSP can be a nobile node’s home MSP or any MSP that has a
trusted roanming relationship with the nobile node’'s NMSA.

If the nobile node has no preference as to the home network with
which it should be configured, it SHOULD request the Unrestricted
Honme Network I nformation option, and SHOULD NOT request either the
Visited Home Network Information option or the Identified Honme

Net wor k | nformati on option.

A client that wishes to be configured with both the Visited Hone

Net work I nformation option and the Identified Home Network

I nformati on option may request both options in the Option Request
Option. A client may request information about nore than one
identified domain by requesting the Identified Hone Network
Information option in the ORO and including nore than one Hone
Network 1D FQDN option. A client that sends nore than one Hone
Network I D FQDN opti on MUST request the Hone Network |ID option in the
ORO.

4.1.2. Processing MPv6 Configuration Information

DHCP Cients on nobile nodes should be prepared to receive any M Pv6
Hone Network Information options they request. |f nore than one Hone
Network 1D FQDN option was sent, the client should be prepared to
handl e zero or nore Identified Home Network Information options in
response; the DHCP server nay not have configuration information for
all targeted donmains, or, indeed, for any. |If a msconfigured server
returns an Identified Hone Network Information option that does not
contain a Hone Network I D FQDN option corresponding to one that the
client requested, the client MJST silently discard that Identified
Hone Network | nformation option.

If any of the three Home Network Information options is returned,
configuration information will be included within it. The client
nmust be prepared to handl e honme agent addresses in the form of either
the Hone Agent Address option or the Hone Agent FCQDN opti on.
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If the client finds an | Pv4- Enbedded | Pv6 address in a Home Agent
Address option, it nay only use this address to comruni cate over

IPv4. |If a Home Network Information option does not contain conplete
configuration information, the client MIUST silently discard that Hone
Net wor k | nformati on option

If the client receives any Hone Network I D FQDN options, Home Network
Prefix options, Hone Agent Address options, or Hone Agent FQDN
options that are not encapsul ated in one of the three types of Hone
Networ k I nformation options, it MJST silently discard these options.

The DHCP client nust pass whatever configuration information it
receives to the appropriate nobile IP inplenmentation on the nobile
node. How this is done, and what the nmobile IP inplenmentation on the
nobi | e node does with this information, is outside the scope of this
docunent .

As described later in this section, servers may provide nore than one
Honme Network Infornmation option or multiple Hone Agent Prefix, Hone
Agent Address, or Home Agent FQDN options. Wen provided with
multiple Visited Honme Network Information options or Unrestricted
Honme Network Information options of the same type, or with multiple
sub-options within such an option, the nobile node SHOULD choose the
first one that it can enpl oy.

If the DHCP client on a nobile node receives any Home Network Prefix
options, Home Agent Address option, or Hone Agent FQDN option that
are not contained within Home Network Information options, the DHCP
client MIUST silently discard these options.

4.2. Relay Agent Behavi or

In sonme cases, DHCP relay agents may have access to configuration
information for the nobile node. In such cases, relay agents MAY
send Visited Home Network Information options, Identified Hone

Net wor k I nfornation options, and/or Unrestricted Home Network
Information options to the DHCP server. To do so, the relay agent
MUST encapsul ate these options in a Relay-Supplied Options option
[ RFC6422]. If the DHCP relay agent includes any ldentified Home
Net wor k | nformati on options, these options MJST correspond to hone
networks identified in Home Network I D FQDN options in the client
request. In addition, each Identified Home Network Information
option nust contain a Home Network | D FQDN option identical to the
one sent by the client, to identify the network to the client.

No special handling is required when processing relay-reply nessages.
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4.3. DHCP Server Behavi or

CGeneral |y, DHCP servers can sinply be configured with Visited Hone
Net wor k I nformati on options, ldentified Home Network | nformation
options, and Unrestricted Hone Network Information options. In the
case of Visited Home Network Information options and Unrestricted
Honme Network I nfornation options, which clients get what options
depends on operator configuration

A DHCP server MAY maintain a table of Hone Network |ID FQDNs. For
each such FQDN, a server that nmintains such a table SHOULD incl ude
an ldentified Home Network Information option. Such a server would
| ook up the FQDN from any Hone Network | D FQDN options provided by
the client inits table, and for each match, include the Identified
Honme Network Information option configured in the table entry for

that FCQDN.

If a DHCP server does not inplenment the Hone Network I D FQDN tabl e,
or some simlar functionality, it is an error for the operator to

configure it with any Identified Home Network Information options.

These options could be erroneously forwarded to the client, which

woul d have no use for them and is required to discard them

DHCP servers that inplenent the Hone Network I D FQDN table rmust, when
sending an Identified Home Network Information option to the client,
include a Home Network ID option within the Identified Hone Network

I nformation option that identifies the hone network for which
configuration information is being sent.

Aside fromthe Home Network I D FQDN table, the actual behavior of the
DHCP server with respect to MPv6 configuration is sinply in
accordance with the DHCPv6 protocol specification [ RFC3315] and
depends on operator configuration. No special processing is required
for Visited Home Network I nformation options or Unrestricted Hone

Net wor k | nformati on opti ons.

4.4. Honme Agent Discovery Using a Network Access Server

[ RFC5447] describes the conplete procedure for hone agent assi gnment
among the nobil e node, NAS (Network Access Server), DHCP, and

Aut henti cation, Authorization, and Accounting (AAA) entities for the
boot st rappi ng procedure in the integrated scenario.

A NAS is assuned to be co-located with a DHCP rel ay agent or a DHCP
server in this solution. 1In a network where the NAS is not
co-located with a DHCP relay or a server, the server may not be
provided with the home network information fromthe NAS; therefore,
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it may either fail to provide information or provide hone infornmation
that has been pre-configured by the administrator or that is acquired
t hrough a mechanismthat is not described in this document.

5. Security Considerations

Secure delivery of honme agent and home network information froma
DHCP server to the nobile node (DHCP client) relies on the sane
security as DHCP. The particular option defined in this docunent
does not have additional inmpact on DHCP security.

Aside fromthe DHCP client-to-server interaction, an operator nust
al so ensure secure delivery of nmobile IP information to the DHCP
server. This is outside the scope of DHCP and the newly defined
options.

The nmechanisns in this specification could be used by attackers to
| earn the addresses of honme agents in the hone network or to feed
incorrect information to nobil e nodes.

The ability to | earn addresses of nodes nay be useful to attackers
because brute-force scanning of the address space is not practica
with IPv6. Thus, they could benefit from any nmeans that make mappi ng
the networks easier. For exanple, if a security threat targeted at
routers or even hone agents is discovered, having a sinple nmechani sm
to easily find out possible targets may prove to be an additiona
security risk.

Apart from di scovering the address(es) of honme agents, attackers will
not be able to learn much fromthis information, and nobil e nodes
cannot be tricked into using wong hone agents, as the actua

conmuni cation with the hone agents enpl oys nutual authentication

The nmechani snms fromthis specification may al so | eak interesting

i nformati on about network topol ogy and prefixes to attackers, and
where there is no security to protect DHCP, even nodify this
information. Again, the nobile nodes and hone agents enpl oy end-to-
end security when they conmmunicate with each other. The authentic
source of all information is that comunication, not the information
f r om DHCP

However, attacks against the information carried in DHCP nay lead to

deni al of service if nobile nodes are unable to connect to any hone
agent, or choose a honme agent that is not the nost preferred one.
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6. | ANA Consi derations

| ANA has assigned the foll owing new DHCPv6 Opti on Codes in the
registry maintained in

http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet ers:
49: OPTION. M P6 HNI DF for the Hone Network I D FQDN option

50: OPTION.MP6_VDINF for the Visited Home Network | nformation
option

69: OPTION M P6 ID NF for the Identified Home Network Information
option

70: OPTION. M P6_UDINF for the Unrestricted Hone Network
I nformati on option

71: OPTION M P6 HNP for the Hone Network Prefix option
72: OPTION_M P6_HAA for the Hone Agent Address option
73: OPTION_M P6_HAF for the Hone Agent FCQDN option
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