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Deprecation of |ICMP Source Quench Messages
Abst r act

Thi s docunent fornmally deprecates the use of | CMP Source Quench
nmessages by transport protocols, formally updating RFC 792, RFC 1122,
and RFC 1812.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6633.

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The | CVP specification [ RFC0792] defined the | CMP Source Quench
nmessage (type 4, code 0), which was neant as a nechani sm for
congestion control. |CWP Source Quench has been known to be an

i neffective (and unfair) antidote for congestion, and generation of
| CMP Source Quench nessages by routers has been formally deprecated
by [ RFC1812] since 1995. However, reaction to | CVP Source Quench
nmessages in transport protocols has never been formally deprecated.

Thi s docunent formally deprecates reaction to | CVP Source Quench
nmessages by transport protocols such as TCP [ RFC0793], formally
updating [ RFC0792], [RFCl1122], and [RFC1812]. Additionally, it
provi des a recomrendati on agai nst the inplenmentation of [RFCL016].
The rationale for these specification updates is as follows:

o Processing of ICMP Source Quench nessages by routers has been
deprecated for nearly 17 years [RFC1812].

o Virtually all popular host inplenentations have renoved support
for 1 CVMP Source Quench nessages since (at |east) 2005 [ RFC5927].

o Wdespread depl oynent of ICMP filtering makes it inpossible to
rely on I CVMP Source Quench nessages for congestion control

0o The | ETF has nmoved away from | CMP Source Quench nessages for
congestion control (e.g., note the devel opment of Explicit
Congestion Notification (ECN) [ RFC3168] and the fact that | CMPv6
[ RFC4443] does not even specify a Source Quench message).
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| CMP Source Quench nessages are not normally seen in the
depl oyed Internet and were considered rare at |east as far back
as 1994 [Fl oyd1994].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. |1 QWP Source Quench Messages

The |1 CVP specification [ RFC0792] defined the | CVMP Source Quench
nessage (type 4, code 0), which was neant to provide a nmechani sm for
congestion control. The Host Requirements RFC [ RFC1122] stated in
Section 4.2.3.9 that hosts MJST react to | CMP Source Quench nessages
by sl owi ng transmi ssion on the connection, and further added that the
RECOMVENDED procedure was to put the correspondi ng connection in the
sl owstart phase of TCP's congestion control algorithm[RFC5681].

[ RFC1812] noted that research suggested that | CVP Source Quench was
an ineffective (and unfair) antidote for congestion, and formally
deprecated the generation of | CMP Source Quench nessages by routers,
stating that routers SHOULD NOT send | CMP Source Quench nmessages in
response to congestion.

[ RFC5927] discussed the use of | CMP Source Quench nessages for
perform ng "blind throughput-reduction" attacks, and noted that nost
TCP i npl enentations silently ignore | CMP Source Quench nmessages.

We note that TCP inplements its own congestion control nechanisns

[ RFC5681] [ RFC3168], which do not depend on | CVMP Source Quench
nmessages.

It is interesting to note that | CMPv6 [ RFC4443] does not specify a
Source Quench nessage.

3. Updating RFC 1122
Thi s document hereby updates Section 3.2.2.3 of [RFC1122] as foll ows:
A host MJST NOT send | CMP Source Quench nessages.

If a Source Quench nessage is received, the IP layer MAY silently
discard it.

Section 4.2.3.9 of [RFCL122] is updated as follows:

TCP MJST silently discard any received | CMP Source Quench
nmessages.
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The consensus of the TSV WG was that there are no valid reasons for a
host to generate or react to an | CVP Source Quench nessage in the
current Internet. The recomendation that a sender "MJST NOT" send
an | CMP Source Quench nessage i s because there is no known valid
reason for a host to generate this nmessage. The only known i nmpact of
a sender ignoring this requirenent is that it nay necessarily consune
networ k and endpoi nt resources. Discarding | CMP Source Quench
nessages at the Internet layer (rather than at the transport |ayer)
is a performance optinization that is permtted by this update.

4. Updating RFC 1812
Thi s docunent hereby updates Section 4.3.3.3 of [RFC1812] as foll ows:
A router MJST ignore any | CMP Source Quench nessages it receives.

The consensus of the TSV Wc was that there are no valid reasons for a
router to react to | CVP Source Quench nmessages in the current
I nt ernet.

5. Cdarification for UDP, SCTP, and DCCP

UDP [ RFC0768] did not explicitly specify support for |CWP Source
Quench nessages. Hereby, we clarify that UDP endpoints MJST silently
di scard received | CMP Source Quench nessages.

It is understood that SCTP [ RFC4960] and DCCP [ RFC4340] did not
speci fy support for processing received | CMP Source Quench nessages.
Hereby, we clarify that DCCP and SCTP endpoints MJST silently discard
recei ved | CMP Source Quench nessages.

6. GCeneral Advice to Transport Protocols

If a Source Quench nessage is received by any other transport-
protocol instance, it MJST be silently ignored.

The TSV WG i s not aware of any nmechani smthat requires processing of
these nessages and therefore expects other transports to follow the
reconmendations in Section 3. Note that since generation of |CW
Source Quench nessages has been deprecated for many years, and since
this document additionally deprecates reaction to | CMP Source Quench
nessages by | ETF-specified transports, future applications cannot
expect to receive these nessages.
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7.

10.

Recomendat i on Regardi ng RFC 1016

[ RFC1016] describes an experinmental approach to the handling of |CW
Source Quench nessages in hosts that was considered in 1987. Even
though RFC 1016 has never been on the | ETF Standards Track, for
clarity and avoi dance of doubt we note that the approach described in
[ RFC1016] MUST NOT be inpl enent ed.

Security Consi derations

| CMP Source Quench nessages could be | everaged for performng blind

t hroughput -reducti on attacks against TCP and simlar protocols. This
attack vector, along with possible counterneasures, has been

di scussed in great detail in [RFC5927] and [CPNI-TCP]. Silently

i gnoring | CMP Source Quench nessages, as specified in this docunent,
elimnates the aforenentioned attack vector.

For current TCP inplenmentations, receipt of an | CVMP Source Quench
nessage should not result in security issues because, as noted in

[ RFC5927] and [CPNI-TCP], virtually all current versions of popul ar
TCP i npl enentati ons already silently ignore | CMP Source Quench
messages. This is also the case for SCTP and DCCP i npl emrent ati ons.

Hosts, security gateways, and firewalls MJST silently discard

recei ved | CMP Source Quench packets and SHOULD | og such drops as a
security fault with at least mnimal details (IP Source Address, |IP
Destinati on Address, |CWMP nessage type, and date/tinme the packet was
seen).

We note that security devices such as the Snort Network I|ntrusion
Det ecti on System (NI DS) have | ogged | CMP Source Quench nessages as
such for nore than ten years [ Anderson2002].

| ANA Consi der ati ons

| ANA has marked | CVMP type 4 (Source Quench) as "Deprecated" in the
| CMP Paraneters registry [ CMPPARREG with a reference to this
document .
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Appendi x A, Survey of Support of | CVMP Source Quench in Sone Popul ar
TCP/ 1 P | nmpl enent ati ons

A |l arge number of inplenmentations conpletely ignore | CMP Source
Quench nessages neant for TCP connections. This behavior has been
i npl enented in, at |east, Linux [Linux] since 2004, and in FreeBSD
[ FreeBSD], NetBSD [ Net BSD], OpenBSD [ QpenBSD], and Solaris 10 since
2005. Additionally, OpenSolaris [QpenSol aris] has al ways shi pped
with support for |ICMP Source Quench nessages di sabl ed.
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