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Rebi nd Capability in DHCPv6 Reconfigure Messages
Abst r act

Thi s docunent updates RFC 3315 (DHCPv6) to allow the Rebind nessage
type to appear in the Reconfigure Message option of a Reconfigure
nessage. It extends the Reconfigure nessage to all ow a DHCPv6 server
to cause a DHCPv6 client to send a Rebind nessage. The docunent also
clarifies how a DHCPv6 client responds to a received Reconfigure
nessage.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further
information on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this document, any

errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6644.
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to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Tabl e of Contents

1. I NtroduCti ON .. e 3
2. Termnol OgY ... 3
3. The Reconfigure Message Option of the DHCPv6 Reconfigure

MBS S A . . o 3
4. Server Behavi Or .. ... .. e 4
5. Aient Behavi Or . ... . ... e 7
6. Clarification of Section 19.4.2, RFC 3315 .......... ... .. ..., 8
7. Security Considerati oOns . ........ ... e 8
8. ACKNOW edgemENt S . . ... 9
9. Ref erenCes . ... . . 9

9.1. Normative References ......... ... i 9

9.2. Informative References. . ..... ... ... 9

Evans, et al. St andards Track [ Page 2]



RFC 6644 DHCPv6 Reconfigure wth Rebind July 2012

1

| ntroducti on

DHCPv6 [ RFC3315] allows a server to send an unsolicited Reconfigure
nmessage to a client. The client’s response to a Reconfigure message,
according to Section 19 of RFC 3315, is either a Renew or an

I nformati on-request nessage, depending on the contents of the
nsg-type field in the Reconfigure Message option of the Reconfigure
nessage. |If the client sends a Renew nessage, it includes a Server
Identifier option in the Renew nmessage to specify the server that
shoul d respond to the Renew message. The specification defined in
RFC 3315 is suitable only for scenarios in which the client would
comuni cate with the sanme DHCPv6 servers.

There are al so scenarios where the client nust comunicate with a

di fferent server; for exanple, a network adm nistrator may choose to
shut down a DHCPv6 server and nove the clients who nost recently
conmmuni cated with it to a different server. Hence, this docunent
expands the allowed val ues of the nessage type field within the
reconfiguration nmessage to allow the server to indicate to the client
to send a Rebind nmessage, which does not include a Server ldentifier
option, and allows any server to respond to the client.

RFC 3315 does not specify that a Reconfigure nmessage nmust be sent
fromthe server with which the client nost recently comunicated, and
it does not specify which server the client should identify with a
Server ldentifier option when the client responds to the Reconfigure
nmessage. This docunment clarifies that the client should send a Renew
nmessage in response to a Reconfigure nmessage with a Server ldentifier
option identifying the sane server that the client would have
identified if the client had sent the Renew nessage after expiration
of the timer TI1.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunment uses | Pv6 and DHCPv6 terns as defined in Section 4 of
[ RFC3315] .

The Reconfigure Message Option of the DHCPv6 Reconfigure Message

This section nodifies Section 22.19 of RFC 3315 to allow the
specification of the Rebind nessage in a Reconfigure nmessage.
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A server includes a Reconfigure Message option in a Reconfigure
nmessage to indicate to the client whether the client responds with a
Renew, an Information-request, or a Rebind nmessage.

The format of this option is:

0 1 2 3
012345678901234567890123456789¢01

T T R i e e e e o S e SRR R
| OPTI ON_RECONF_MBG | option-len |
B T I T R e e e it coT T S T e e e T R i st sT S T O I SR g
| nmsg-type |
R Rk

opti on- code OPTI ON_RECONF_MBG (119) .

option-1len 1.

nsg-type 5 for Renew nessage, 6 for Rebind, 11 for

I nf or mati on-request nessage.
4. Server Behavi or

This section updates specific text in Sections 19.1 and 19.2 of RFC
3315.

Section 19.1.1:
OLD:

The server MUST include a Reconfigure Message option (defined in
section 22.19) to select whether the client responds with a Renew
nmessage or an | nformati on- Request nessage.

The server MUST NOT include any other options in the Reconfigure
except as specifically allowed in the definition of individua
options.

A server sends each Reconfigure nessage to a single DHCP client,
using an | Pv6 uni cast address of sufficient scope belonging to the
DHCP client. |If the server does not have an address to which it can
send the Reconfigure message directly to the client, the server uses
a Rel ay-reply nmessage (as described in section 20.3) to send the
Reconfigure nmessage to a relay agent that will relay the nessage to
the client. The server nay obtain the address of the client (and the
appropriate relay agent, if required) through the information the
server has about clients that have been in contact with the server,

or through some external agent.
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To reconfigure nore than one client, the server unicasts a separate
nessage to each client. The server may initiate the reconfiguration
of multiple clients concurrently; for exanple, a server may send a
Reconfigure message to additional clients while previous
reconfiguration message exchanges are still in progress.

The Reconfigure nessage causes the client to initiate a Renew Reply
or Information-request/Reply nessage exchange with the server. The
server interprets the receipt of a Renew or |nformation-request
nmessage (whi chever was specified in the original Reconfigure nmessage)
fromthe client as satisfying the Reconfigure message request.

NEW

The server MUST include a Reconfigure Message option (as defined in
Section 3 of RFC 6644) to select whether the client responds with a
Renew message, a Rebi nd message, or an Information-request nessage.
The server MJUST NOT include any other options in the Reconfigure,
except as specifically allowed in the definition of individua
options.

A server sends each Reconfigure nessage to a single DHCP client,
using an | Pv6 uni cast address of sufficient scope belonging to the
DHCP client. |If the server does not have an address to which it can
send the Reconfigure nmessage directly to the client, the server uses
a Relay-reply nessage (as described in Section 20.3) to send the
Reconfigure message to a relay agent that will relay the nessage to
the client. The server nay obtain the address of the client (and the
appropriate relay agent, if required) through the information the
server has about clients that have been in contact with the server,

or through sonme external agent.

To reconfigure nmore than one client, the server unicasts a separate
nmessage to each client. The server may initiate the reconfiguration
of multiple clients concurrently; for exanple, a server may send a
Reconfi gure nessage to additional clients while previous
reconfiguration message exchanges are still in progress.

The Reconfigure nessage causes the client to initiate a Renew Reply,
a Rebi nd/ Reply nessage exchange, or an Information-request/Reply
nmessage exchange. The server interprets the receipt of a Renew, a
Rebi nd, or an Information-request nessage (whi chever was specified in
the original Reconfigure nessage) fromthe client as satisfying the
Reconfi gure nessage request.
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Section 19.1.2:
OLD:

If the server does not receive a Renew or Information-request nessage
fromthe client in REC TIMEQUT mlliseconds, the server retransnts
the Reconfigure nessage, doubles the REC TI MEQUT val ue and waits
again. The server continues this process until REC MAX RC
unsuccessful attenmpts have been nade, at which point the server
SHOULD abort the reconfigure process for that client.

NEW

If the server does not receive a Renew, Rebind, or Information-
request nessage fromthe client in REC TIMEQUT nilliseconds, the
server retransmts the Reconfigure nessage, doubles the REC TI MEQUT
val ue, and waits again. The server continues this process unti

REC MAX RC unsuccessful attenpts have been made, at which point the
server SHOULD abort the reconfigure process for that client.

Section 19. 2:

CLD:

19.2. Receipt of Renew or Rebi nd Messages

The server generates and sends a Reply nessage to the client as
described in sections 18.2.3 and 18.2.8, including options for
configuration paraneters.

The server MAY include options containing the I As and new val ues for
ot her configuration paraneters in the Reply nessage, even if those
| As and paraneters were not requested in the Renew nessage fromthe
client.

NEW

19.2. Receipt of Renew Messages

In response to a Renew nessage, the server generates and sends a
Reply message to the client as described in Sections 18.2.3 and

18. 2.8, including options for configuration paraneters.

In response to a Rebind nessage, the server generates and sends a

Reply nmessage to the client as described in Sections 18.2.4 and
18. 2.8, including options for configuration paraneters.

Evans, et al. St andards Track [ Page 6]



RFC 6644 DHCPv6 Reconfigure wth Rebind July 2012

The server MAY include options containing the identity associations

(I'As) and new val ues for other configuration paraneters in the Reply
nmessage, even if those | As and paraneters were not requested in the

Renew or Rebi nd nmessage fromthe client.

5. dient Behavior
This section updates specific text in Section 19.4 of RFC 3315.
Section 19.4.1:
CLD:

Upon receipt of a valid Reconfigure nessage, the client responds with
ei ther a Renew nessage or an |Information-request nessage as indicated
by the Reconfigure Message option (as defined in section 22.19). The
client ignores the transaction-id field in the received Reconfigure
nessage. Wiile the transaction is in progress, the client silently
di scards any Reconfigure nessages it receives.

NEW

Upon recei pt of a valid Reconfigure nessage, the client responds with
a Renew nessage, a Rebind nessage, or an Infornation-request nessage
as indicated by the Reconfigure Message option (as defined in Section
3 of RFC 6644). The client ignores the transaction-id field in the
recei ved Reconfigure nessage. Wile the transaction is in progress,
the client silently discards any Reconfigure nessages it receives.

Section 19.4.2:
ADD new second and third paragraphs:

VWhen responding to a Reconfigure, the client creates and sends the
Rebi nd nessage in exactly the same manner as outlined in Section

18. 1.4 of RFC 3315, with the exception that the client copies the
Option Request option and any | A options fromthe Reconfigure nessage
into the Rebi nd nessage.

If aclient is currently sending Rebi nd nessages, as described in

Section 18.1.4 of RFC 3315, the client ignores any received
Reconfi gure nessages.
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Section 19.4.4:
OLD:

The client uses the sane variables and retransm ssion algorithmas it
does with Renew or Information-request nessages generated as part of
aclient-initiated configuration exchange. See sections 18.1.3 and
18.1.5 for details. |If the client does not receive a response from
the server by the end of the retransm ssion process, the client

i gnores and discards the Reconfigure message.

NEW

The client uses the sane variables and retransnission algorithmas it
does with Renew, Rebind, or Infornmation-request nmessages generated as
part of a client-initiated configurati on exchange. See Sections
18.1.3, 18.1.4, and 18.1.5 of RFC 3315 for details. |If the client
does not receive a response fromthe server by the end of the
retransm ssi on process, the client ignores and discards the

Reconfi gure nessage.

6. Carification of Section 19.4.2, RFC 3315

When sendi ng a Renew nessage in response to the receipt of a
Reconfi gure nmessage, the client MJST include a Server ldentifier
option, identifying the server with which the client nost recently
comuni cat ed

7. Security Considerations

Thi s docunent allows the Rebind nessage type to appear in the

Reconfi gure Message option of a Reconfigure nessage so that the
client rebinds to a different DHCPv6 server. A malicious attacker
may use a faked Reconfigure nessage to force the client to di sconnect
fromthe current server and relink to a faked server by quickly
responding to the client’s Rebind nmessage. A simlar attack is
avai l abl e in DHCPv6 by an attacker spoofing itself as a valid DHCPv6
server in response to a Solicit or Request nessage. These attacks
can be prevented by using the AUTH option [RFC3315]. DHCPv6 clients
that support Reconfi gure-Rebind MJST inpl enent the Reconfigure Key
aut hentication protocol as described in [ RFC3315], Section 21.5.

QO her authentication nmechani sns may optionally be inplenmented. For
exanpl e, the Secure DHCPv6 [ SEC- DHCPv6], based on Cryptographically
CGener at ed Addresses (CGA) [RFC3972], can provide source address (for
the DHCP server/relay) ownership validation, nessage origin

aut hentication, and nessage integrity without requiring symetric key
pairs or support froma key managenent system
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