I nt ernet Engi neering Task Force (1 ETF) J. Falk

Request for Comments: 6650 Return Path
Updat es: 5965 M Kucher awy, Ed.
Cat egory: Standards Track Cl oudmar k
| SSN: 2070-1721 June 2012

Creation and Use of Emmil Feedback Reports:
An Applicability Statement for the Abuse Reporting Format (ARF)

Abst ract

RFC 5965 defines an extensible, machine-readable format intended for
mai | operators to report feedback about received email to other
parties. This applicability statenment describes comobn mnethods for
utilizing this format for reporting both abuse and authentication
failure events. Mailbox Providers of any size, mail-sending
entities, and end users can use these nethods as a basis to create
procedures that best suit them Sone related optional nechanisns are
al so di scussed.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6650.
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1. Introduction

The Abuse Reporting Format (ARF) was initially devel oped for two very
specific use cases. Initially, it was intended to be used for
reporting feedback between | arge email operators, or fromlarge enai
operators to end user network access operators, any of whom could be
presuned to have aut onated abuse-handling systens. Secondarily, it
is used by those sane large nail operators to send those sane reports
to other entities, including those involved in sending bulk email for
conmer ci al purposes. In either case, the reports would be triggered
by direct end user action such as clicking on a "report spam button
in their email client.

Though ot her uses for ARF as defined in [ RFC5965] have been di scussed
(and may be documented sinmilarly in the future), abuse reporting
remains the primary application, with a small anount of adoption of
ext ensions that enable authentication failure reporting.

This applicability statenent provides direction for using ARF in both
contexts. It also includes sone statenents about the use of ARF in
conjunction with other email technol ogies.

The purpose for reporting abusive nmessages is to stop recurrences.
The net hods described in this docunment focus on automating abuse
reporting as nuch as practical, so as to mninize the work of a
site's abuse team There are further reasons why abuse feedback
generation is worthwhile, such as instruction of mail filters or
reputation trackers, or initiation of investigations of particularly
egregi ous abuses. These other applications are not discussed in
thi s neno.

Further introduction to this topic may be found in [ RFC6449], which
has nore informati on about the general topic of abuse reporting.

Many of the specific ARF guidelines in this document were taken from
the principles presented in [ RFC6449].

At the tinme of publication of this docunent, five feedback types are
regi stered. This docunment only discusses two of them ("abuse"

[ RFC5965] and "auth-failure" [RFC6591]), as they are seeing
sufficient use in practice that applicability statenents can be nade
about them The others, i.e., "fraud" [RFC5965], "other" [RFC5965],
and "not-spani [RFC6430], are either too new or too sel domused to be
i ncl uded here.
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2.

4.

4.

Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and are

i ntended to replace the Requirenent Levels described in Section 3.3
of [ RFC2026] .

Sone of the terminology used in this docunent is taken from
[ RFC5598] .

“"Mai | box Provider" refers to an organi zation that accepts, stores,
and offers access to [ RFC5322] nessages ("enmmil nessages") for end
users. Such an organi zation has typically inplenented SMIP [ RFC5321]
and m ght provide access to nessages through | MAP [ RFC3501], the Post
Ofice Protocol (POP) [RFC1939], a proprietary interface designed for
HTTP [ RFC2616], or a proprietary protocol

Solicited and Unsolicited Reports

The original, and still by far the nmost conmon, application of
[ RFC5965] is when two mail systems nmake a private agreenent to
exchange abuse reports -- usually reports due to recipients manually

reporting nessages as spam W refer to these as solicited reports.

Q her uses for ARF involve such reports sent between parties that
don’t know each other. These unsolicited reports are sent wi thout
prior arrangenent between the parties as to the context and neani ng
of the reports. Therefore, the constraints on how these unsolicited
reports need to be structured such that they are likely to be usefu

to the recipient -- e.g., to what address(es) they can usefully be
sent, what issues they can be used to report, and how they can be
handl ed by the receiver of the report -- are very different.

The two cases are covered separately in the sections that foll ow
CGenerating and Handling Solicited Abuse Reports
1. GCeneral Considerations for Feedback Providers

A Mai | box Provider receives reports of abusive or unwanted mail from
its users, nost often by providing a "report spam button (or simlar
nonencl ature) in the MJA (Mail User Agent). The nethod of
transferring this nessage and any associ ated netadata fromthe MJA to
the Mail box Provider’s ARF processing systemis not defined by any

st andards docunent but is discussed further in Section 3.2 of

[ RFC6449]. Policy concerns related to the collection of this data
are discussed in Section 3.4 of [RFC6449].
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To i npl ement the recomendati ons of this nmenpb, the reports are
formatted per [RFC5965] and transmitted as an enail nessage
[ RFC5322], typically using SMIP [ RFC5321].

Ongoi ng mai nt enance of an ARF processing systemis discussed in
Section 3.6 of [RFC6449].

4.2. \Were to Send Reports

The Mail box Provider SHOULD NOT send reports to addresses that have
not explicitly requested them A valid deviation mght be the result
of local policy instructions. The process whereby such parties nmay
request the reports is discussed in Section 3.5 of [RFC6449].

4.3. What to Put in Reports

The reports SHOULD use "Feedback- Type: abuse"” for the report type.
Al t hough a Mail box Provider generating the reports can use ot her
types appropriate to the nature of the abuse being reported, the
operator receiving the reports night not treat different feedback
types differently.

The following fields are optional in [ RFC5965] but SHOULD be used in
this context when their corresponding val ues are avail abl e:
Oiginal-Mail -From Arrival -Date, Source-I1P, and Original - Rept-To.

Q her optional fields can be included as deened appropriate by the

i mpl ement er.

User-identifiable data MAY be obscured as described in [ RFC6590].
4.4. Ceneral Considerations for Feedback Consuners

ARF report streans are established proactively between Feedback
Provi ders and Feedback Consuners. Reconmendations for preparing to
request feedback are discussed in Section 4.1 of [RFC6449].

Qperators MJST be able to accept ARF [ RFC5965] reports as enail
nessages [ RFC5322] over SMIP [ RFC5321]. These nessages, and ot her
types of emnil messages that can be received, are discussed in
Section 4.2 of [RFC6449].

Reci pi ents of feedback reports that are part of formal feedback
arrangenents have to be capable of handling | arge vol unes of reports.
This could require automati on of report processing as discussed in
Section 4.4 of [RFC6449].
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4.5. What to Expect

The list of valid Feedback-Types is defined in [ RFC5965], which
created an | ANA registry for valid values to all ow for extensions.
However, to allow for handling of new types that are not yet
supported, an automated report processing system MJST NOT reject (in
the SMIP sense) a report based solely on an unknown Feedback- Type.
The automated system can sinply set reports of unknown types aside
for manual handling. However, Milbox Providers mght only make use
of the "abuse" Feedback-Type. Therefore, report receivers night be
required to do additional analysis to separate different types of
abuse reports after receipt if they do not have prior specific

know edge of the sender of the report.

Report receivers MJST accept reports that have obscured their user-
identifiable data as described in [RFC6590]. That docunent al so

di scusses the handling of such reports. This technique is also

di scussed in Section 4.4 of [RFC6449].

4.6. What to Do with Reports

Section 4.3 of [RFC6449] discusses actions that mail operators m ght
take upon receiving a report (or multiple reports).

5. Generating and Handling Unsolicited Abuse Reports
5.1. Ceneral Considerations

It is essential for report recipients to be capable of throttling
reports being sent to avoid damage to their own installations.
Ther ef ore, Feedback Providers MJST provide a way for report

reci pients to request that no further reports be sent.

Unfortunately, no standardi zed nechani smfor such requests exists to
date, and all existing nechanisns for neeting this requirement are
out - of - band.

Message authentication is generally a good idea, but it is especially
i mportant to encourage credibility of, and thus response to,
unsolicited reports. Therefore, as with any ot her nmessage, Feedback
Provi ders sending unsolicited reports SHOULD send reports that they
expect will pass the Sender Policy Franmework (SPF) [RFC4408] and/or
Domai nKeys ldentified Mail (DKIM [RFC6376] checks.
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5.2. \When to Cenerate Reports

Handl i ng of unsolicited reports has a significant cost to the report
receiver. Senders of unsolicited reports, especially those sending
| arge vol unes of them automatically, SHOULD NOT send reports that
cannot be used as a basis for action by the recipient, whether this
is due to the report being sent about an incident that is not abuse-
rel ated, the report being sent to an ermail address that won't result
in action, or the content or format of the report being hard for the
reci pient to read or use.

Feedback Providers SHOULD NOT report all mail sent froma particular
sender nerely because sone of it is determ ned to be abusive.

Mechani cal reports of mail that "l ooks |ike" spam based solely on
the results of inline content analysis tools, SHOULD NOT be sent
since, because of their subjective nature, they are unlikely to
provide a basis for the recipient to take action. Conplaints
generated by end users about nmmil that is determ ned by themto be
abusive, or nmail delivered to "spamtrap" or "honeypot" addresses,
are far nore likely to be accurate and MAY be sent.

I f a Feedback Provider applies SPF [ RFC4408] to arriving nessages, a
report SHOULD NOT be generated to the RFC5321. Mail From domain if the
SPF eval uation produced a "Fail", "SoftFail", "TenpError", or
"PernError" report, as no reliable assertion or assunption can be
made that use of the domain was authorized. A valid exception would
be specific know edge that the SPF result is not definitive for that
domai n under those circunstances (for exanple, a nessage that is also
signed using DKIM[RFC6376] by the sane domain, and that signature
val i dat es).

5.3. \Where to Send Reports

Rat her than generating feedback reports thensel ves, MJAs SHOULD
create abuse reports and send these reports back to their Mail box
Providers so that they can generate and send ARF nessages on behal f
of end users (see Section 3.2 of [RFC6449]). This allows centralized
processi ng and tracking of reports, and provides training input to
filtering systems. There is, however, no standard mechanismfor this
signaling between MJAs and Mail box Providers to trigger abuse
reports.

Feedback Providers SHOULD NOT send reports to recipients that are
uni nvol ved or only peripherally involved. For exanple, they SHOULD
NOT send reports to the operator of every Autononmous Systemin the
pat h between t he apparent originating systemand the operator
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generating the report. Instead, they need to send reports to
reci pients that are both responsible for the nmessages and able to do
somet hi ng about them

Deci ding where to send an unsolicited report will typically rely on
heuristics. Abuse addresses in WHO S [ RFC3912] records of the IP
address relaying the subject nessage and/ or of the domai n nanme found
inthe results of a PTR ("reverse | ookup") query on that address are
l'i kel y reasonabl e candi dates, as is the abuse@lonain rol e address
(see [RFC2142]) of related domains. Unsolicited reports SHOULD NOT
be sent to email addresses that are not clearly intended to handl e
abuse reports. Legitimte candidates include those found in WHO S
records or on a web site that either are explicitly described as an
abuse contact or are of the form "abuse@onain".

VWere an abusive message i s authenticated using a domain-I|eve

aut hentication technol ogy such as DKIM [ RFC6376] or SPF [ RFC4408],
the domain that has been verified by the authentication nechanismis
often a reasonabl e candidate for receiving feedback about the
nessage. For DKIM though, while the authenticated donmai n has sone
responsibility for the nail sent, it can be a poor contact point for
abuse issues (for example, it could represent the message’s author
but not its sender, it could identify the bad actor responsible for
the nessage, or it could refer to a dommin that cannot receive nai

at all).
Oten, unsolicited reports will have no nmeaning if sent to abuse
reporting addresses belonging to the abusive parties thenselves. In

fact, it is possible that such reports m ght reveal information about
conpl ai nants. Reports SHOULD NOT be sent to such addresses if they
can be identified beforehand, except where the abusive party is known
to be responsive to such reports.

5.4. VWhat to Put in Reports

Reports SHOULD use "Feedback- Type: abuse" but can use other types as
appropriate. However, the Ml box Provider generating the reports
cannot assune that the operator receiving the reports will treat

di fferent Feedback-Types differently.

Reports SHOULD i nclude the follow ng optional fields whenever their
correspondi ng val ues are avail able and applicable to the report:
Oiginal-Mail -From Arrival -Date, Source-I1P, and Original - RRept-To.
Q her optional fields can be included as deened appropriate by the
i mpl ementer.
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Experi ence suggests that the use of ARF is advisable in nost

contexts. Autonated recipient systens can handl e abuse reports sent
in ARF at |east as well as any other format such as plain text, with
or without a copy of the nessage attached. That hol ds even for
systens that did not request ARF reports, assumi ng such reports are
generated considering the possibility of recipients that don't use
aut omat ed ARF parsing. Anyone sending unsolicited reports in ARF can
legitimately presunme that sone recipients will only be able to access
the human-readable (first, text/plain) part of it and SHOULD i ncl ude
all information needed also in this part. Further, they SHOULD
ensure that the report is readable when viewed as plain text, to give
| ow-end ticketing systens as nmuch assistance as possible. In extrene
cases, failure to take these steps may result in the report being

di scarded or ignored.

5.5. VWhat to Do with Reports

Receivers of unsolicited reports can take advantage of the
standardi zed parts of ARF to automate processing. |ndependent of the
sender of the report, they can inprove processing by separating valid
reports frominvalid reports by, for exanmple, |ooking for references
to | P address ranges, domains, and mmil boxes for which the recipient
organi zation is responsible in the copy of the reported nessage, and
by correlating nmultiple reports of simlar nmessages to identify bul k
emai | senders.

Per Section 4.4 of [RFC6449], a network service provider MAY use ARF
data for automated forwardi ng of feedback messages to the originating
cust omer .

Publ i shed abuse nmil box addresses SHOULD NOT reject non- ARF nessages
based solely on the format, as generation of ARF nessages can

occasi onally be unavail able or not applicable. Deviation fromthis
requi renent could be done due to | ocal policy decisions regarding

ot her message criteria.

Al t hough [ RFC6449] suggests that replying to feedback is not useful,
in the case of receipt of ARF reports where no feedback arrangenent
has been established, a non-automated reply m ght be desirable to

i ndi cate what action resulted fromthe conplaint, heading off nore
severe filtering by the Feedback Provider. |In addition, using an
address that cannot receive replies precludes any requests for
additional information and increases the likelihood that further
reports will be discarded or blocked. Thus, a Feedback Provider
sendi ng unsolicited reports SHOULD NOT generate reports for which a
reply cannot be received. Were an unsolicited report results in the
establ i shnent of contact with a responsible and responsive party,
this data can be saved for future conplaint handling and possible
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establishnent of a formal (solicited) feedback arrangenent. See
Section 3.5 of [RFC6449] for a discussion of establishnent of
f eedback arrangenents.

6. GCenerating Automatic Authentication Failure Reports

There are sonme cases where report generation is caused by autonation
rather than user requests. A specific exanple of this is reporting,
using ARF (or extensions to it), of nessages that fail particul ar
nmessage aut henticati on checks. Exanples of this include [ RFC6651]
and [ RFC6652]. The considerations presented bel ow apply in those
cases.

The applicability statement for this use case is somewhat smaller, as
many of the issues associated with abuse reports are not relevant to
reports about authentication failures.

Automati c feedback generators MJST sel ect actual nessage recipients
based on data provided by willing report receivers. |In particular
reci pients MJST NOT be sel ected using heuristics.

If the message under evaluation by the Verifier is an ARF [ RFC5965]
message, a report MJST NOT be automatically generated.

The nessage for a new report sent via SMIP MUST be constructed so as
to avoid anplification attacks, deliberate or otherw se. The
envel ope sender address of the report MJUST be chosen so that these

reports will not generate mail loops. Simlar to Section 2 of
[ RFC3464], the envel ope sender address of the report MJST be chosen
to ensure that no feedback reports will be issued in response to the

report itself. Therefore, when an SMIP transaction is used to send a
report, the MAIL FROM conmand SHOULD use the NULL reverse-path, i.e.
"MAIL FROM <>". An exception to this would be the use of a reverse-
path sel ected such that SPF checks on the report will pass; in such
cases, the operator will need to nake provisions to avoid the
anplification attack or mail |oop via other neans.

Reports SHOULD use "Feedback- Type: auth-failure" but MAY use ot her
types as appropriate. However, the Ml box Provider generating the
reports cannot assume that the operator receiving the reports wll
treat different Feedback-Types differently.

These reports SHOULD include the followi ng fields, although they are
optional in [ RFC5965], whenever their correspondi ng val ues are

avail able: Original-Mil-From Arrival-Date, Source-1P, and

Oiginal -Rept-To. Oher optional fields can be included as deemned
appropriate by the inplenmenter.
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7. Security Considerations
7.1. Security Considerations in O her Docunents

I mpl ementers are strongly urged to review, at a mininum the Security
Consi derati ons sections of [RFC5965] and [ RFC6449].

7.2. Forgeries

Feedback Providers that relay user conmplaints directly, rather than
by reference to a stored nmessage (e.g., | MAP or POP), could be duped
into sending a conpl aint about a nmessage that the conplaining user
never actually received, as an attack on the purported origi nator of
the falsified nmessage. Feedback Providers need to be resilient to
such attack methods.

Al so, these reports may be forged as easily as ordinary Internet
electronic mail. User agents and automatic mail handling facilities
(such as mail distribution |list exploders) that wish to make
automatic use of reports of any kind should take appropriate
precautions to mnimnmze the potential damage from deni al - of -service
attacks.

Per haps the sinplest neans of mtigating this threat is to assert
that these reports should thensel ves be signed with sonmething like
DKI M and/ or aut horized by sonething |ike SPF. Note, however, that if
there is a problemwith the email infrastructure at either end, DKI M
and/or SPF may result in reports that aren’'t trusted or even accepted
by their intended recipients, so it is inmportant to nake sure those
conponents are properly configured. The use of both technologies in
tandem can resolve this concern to a degree, since they generally
have di sjoint failure nodes.

7.3. Anplification Attacks

Failure to conply with the recomendations regardi ng sel ection of the
envel ope sender can lead to anplification denial-of-service attacks.
This is discussed in Section 6 as well as in [ RFC3464].

7.4. Automatic Generation

ARF [ RFC5965] reports have historically been generated individually
as a result of sone kind of human request, such as soneone clicking a
"Report Abuse" button in a nmail reader. |In contrast, the mechanisnms
described in sone extension docunments (i.e., [RFC6651] and [ RFC6652])
are focused around automated reporting. This obviously inmplies the
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potential for much |arger volunmes or higher frequency of nessages,
and thus greater nmail systemload (both for Feedback Providers and
report receivers).

Those nechanisns are primarily intended for use in generating reports
to aid inplenenters of DKIM][RFC6376], Author Domain Signing
Practices (ADSP) [RFC5617], and SPF [ RFC4408], and other rel ated
protocol s during devel opment and debuggi ng. They are not generally

i ntended for prolonged forensic use, specifically because of these

| oad concerns. However, extended use is possible by ADm nistrative
Management Domai ns (ADMDs) that want to keep a close watch for fraud
or infrastructure problens. It is inportant to consider the inpact
of doing so on both Feedback Providers and the requesting ADMDs.

A sender requesting these reports can cause its mail servers to be
overwhel med if it sends out signed nessages whose signatures fail to
verify for sone reason, provoking a | arge nunber of reports from
Feedback Providers. Simlarly, a Feedback Provider could be
overwhel ned by a | arge vol unme of nessages requesting reports whose
signatures fail to validate, as the Feedback Provider now needs to
send reports back to the Signer

Limting the rate of generation of these nessages may be appropriate
but threatens to inhibit the distribution of inportant and possibly
time-sensitive information.

In general ARF feedback loop terns, it is often suggested that
Feedback Providers only create these (or any) ARF reports after an
out - of - band arrangenment has been nade between two parties. These
ext ensi on mechani sns provide ways to adjust paraneters of an

aut hori zed abuse report feedback |oop that is configured and
activated by private agreement. The alternative (sending reports
automatically based solely on data found in the messages) may have
uni nt ended consequences.

7.5. Reporting Miultiple Incidents

If it is knowmn that a particular host generates abuse reports upon
certain incidents, an attacker could forge a high volune of messages
that will trigger such a report. The recipient of the report could
then be inundated with reports. This could easily be extended to a
di stributed denial -of-service attack by finding a nunber of report-
generating servers.

The incident count referenced in ARF [ RFC5965] provides a limted
formof mtigation. The host that generates reports can elect to
send reports only periodically, with each report representing a
nunber of identical or nearly identical incidents. One mght even do
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9.

9.

1

sonet hing i nverse-exponentially, sending reports for each of the
first ten incidents, then every tenth incident up to 100, then every
100th incident up to 1000, etc., until sonme period of relative quiet
after which the limtation resets.

The use of this technique for "nearly identical" incidents in
particul ar causes a degradation in reporting quality, however. |If
for exanple a | arge nunber of pieces of spamarrive from one
attacker, a reporting agent could decide only to send a report about
a fraction of those nessages. Wiile this averts a flood of reports
to a systemadm nistrator, the precise details of each incident are
simlarly not sent.

Q her rate-limting provisions mght be considered, such as detecting
a tenporary failure response fromthe report destination and thus
halting report generation to that destination for sone period, or
simply inmposing or negotiating a hard Iimt on the nunber of reports
to be sent to a particular receiver in a given tinme frane.
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