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Abst ract

Thi s docunent provides an overview of the Operations, Admnistration
and Mai ntenance (OAM tool set for MPLS-based transport networks. The
tool set consists of a conprehensive set of fault managenent and
performance nonitoring capabilities (operating in the data pl ane)
that are appropriate for transport networks as required in RFC 5860
and support the network and services at different nested | evels.

This overview includes a brief recap of the MPLS Transport Profile
(MPLS-TP) OAM requi rements and functions and the generic nechani sns
created in the MPLS data pl ane that allow the OAM packets to run

i n-band and share their fate with data packets. The protoco
definitions for each of the MPLS-TP OAM tools are defined in separate
docunents (RFCs or Working Goup docunents), which are referenced by
thi s docunent.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any

errata, and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6669.
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1. Introduction
1.1. Scope

The MPLS Transport Profile (MPLS-TP) architectural framework is
defined in [ RFC5921], and it describes a commpn set of protoco
functions that supports the operational nodels and capabilities
typical of such transport networks.

Operations, Adm nistration, and Mai ntenance (QAM plays a significant
role in carrier networks. It provides nethods for fault nanagenent
and performance nonitoring in both the transport and service |ayers,
in order to inprove their ability to support services wi th guaranteed
and strict Service Level Agreenents (SLAs) while reducing their
operational costs.

[ RFC5654], in general, and [RFC5860], in particular, define a set of
requirenents for the OAM functionality for MPLS-TP Label Sw tched
Pat hs (LSPs), Pseudowi res (PW), and Secti ons.

The OAM sol ution, devel oped by the joint IETF and | TU-T MPLS- TP
project, has three objectives:

o The OAM tool set shoul d be devel oped based on existing MPLS
architecture, technol ogy, and tool sets.

o The OAM operational experience should be sinilar to that in other
transport networks.

o The OAM tool set devel oped for MPLS-based transport networks needs
to be fully interoperable with existing MPLS OAM tool s as
documented in Section 2.1.5. of [RFC5860].

The MPLS-TP OAM tool set is based on the foll owi ng existing tools:
0 LSP ping, as defined in [ RFC4379].

o Bidirectional Forwarding Detection (BFD), as defined in [ RFC5880]
and refined in [ RFC5884].

o ITUT OAM for the Ethernet toolset, as defined in [Y.1731]. This
has been used as functionality guidelines for the performance
neasurenent tools that were not previously supported in MPLS

Note that certain extensions and adjustnents have been specifi ed,
relative to the existing MPLS tools, in order to conformto the
transport environment and the requirenents of MPLS-TP. However,
conpatibility with the existing MPLS tools has been maintai ned.
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Thi s docunent provides an overview of the MPLS-TP OAM t ool set, which
consists of tools for MPLS-TP fault managenent and performance
nonitoring. This overview includes a brief recap of MPLS-TP OAM
requi rements, their functions, and the generic nechani sns used to
support the MPLS-TP OAM operati on.

The protocol definitions for individual MPLS-TP OAM tools are
specified in separate RFCs (or Wrking Group docunents), which are
referenced by this docunent.

In addition, this document includes a table that cross-references the
sol ution docunments of the OAM functionality supported. Finally, the
docunent presents the applicability and utilization of each tool in
the MPLS-TP OAM t ool set.

1.2. Acronymns

Thi s docunent uses the follow ng acronyns:

ACH Associ at ed Channel Header
Al S Al arm | ndi cati on Si gnal
BFD Bi di recti onal Forwardi ng Detection

CC-C/ Continuity Check and Connectivity Verification
DM Del ay Measur enent

FM Faul t Managenent

G ACh Generic Associ ated Channel

GAL G ACh Label

GWLS  Ceneralized Miltiprotocol Label Swi tching
I ANA I nternet Assigned Numbers Authority

LDl Li nk Down | ndi cati on

LKR Lock Report

LM Loss Measurenent

LCC Loss of Continuity

LSP Label Switched Path

VEP Mai nt enance Entity Goup End Poi nt

VEG Mai nt enance Entity G oup

M P Mai nt enance Entity Group Internediate Point

MPLS Mul ti protocol Label Swi tching
MPLS- TP Transport Profile for MPLS

QAM Operations, Adm nistration, and Mi ntenance
PM Per f or mance Monitoring

PW Pseudow re

RDI Renot e Defect I|ndication

SLA Service Level Agreenent

TLV Type, Length, Value

VCCV Virtual GCrcuit Connectivity Verification
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2. Basic OAM Infrastructure Functionality

[ RFC5860] defines a set of requirenments for OAM architecture and
general principles of operations, which are eval uated bel ow

[ RFC5860] requires that --

o OAM nechanisns in MPLS-TP are independent of the transnission
nmedi a and the client service being emulated by the PW ([ RFC5860],
Section 2.1.2).

o MPLS-TP OAM nust be able to support both an | P-based and non-1|P-
based environnent. |If the network is IP based, i.e., IP routing
and forwarding are available, then it nust be possible to choose
to nake use of IP capabilities. On the other hand, in
environnents where |P functionality is not avail able, the OCAM
tools nmust still be able to operate independent of |IP forwarding
and routing ([ RFC5860], Section 2.1.4). It is required to have
OAM interoperability between distinct domains nmaterializing the
environnents ([ RFC5860], Section 2.1.5).

o Al OAM protocols support identification information, at least in
the formof |P addressing structure, and are extensible to support
additional identification schenes ([ RFC5860], Section 2.1.4).

o OAM packets and the user traffic are congruent (i.e., OAM packets
are transmtted in-band) and there is a need to differentiate OAM
packets from user-pl ane packets [ RFC5860], Section 2.1.3.

Inherent in this requirenent is the principle that full operation
of the MPLS-TP OAM nmust be possi bl e i ndependently of the contro

or managenent plane used to operate the network [ RFC5860], Section
2.1.3.

o MPLS-TP OAM supports point-to-point bidirectional PW, point-to-
poi nt co-routed bidirectional LSPs, and point-to-point
bi di rectional Sections ([RFC5860], Section 2.1.1). The
applicability of particular MPLS-TP OAM functions to point-to-
poi nt associ ated bidirectional LSPs, point-to-point unidirectiona
LSPs, and point-to-multipoint LSPs, is described in [ RFC5860],
Section 2.2. In addition, MPLS-TP OAM supports these LSPs and PW
when they span either single or nultiple domains ([ RFC5860],
Section 2.1.1).

o OAM packets nay be directed to an internmedi ate point of an LSP/ PW
([ RFC5860], Sections 2.2.3, 2.2.4, and 2.2.5).
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[ RFC5860], Section 2.2 recommends that any protocol solution neeting
one or nore functional requirenent(s) be the same for PW, LSPs, and
Secti ons.

The foll owi ng docunment set addresses the basic requirenments |listed
above:

0 [RFC6371] describes the architectural framework for conformance to

the basic requirenents listed above. It also defines the basic
rel ati onshi ps between the MPLS structures, e.g., LSP, PW and the
structures necessary for OAM functionality, i.e., the Miintenance

Entity Goup (MEG, its end points, and internedi ate points.

o |[RFC5586] specifies the use of the MPLS-TP in-band contro
channels. It generalizes the applicability of the PWACH to MPLS
LSPs and Sections by defining a Generic Associ ated Channe
(G ACh). The G ACh allows control packets to be multiplexed
transparently over LSPs and Sections simlar to that of PWVCCV
[ RFC5085]. The Generic Association Label (GAL) is defined by
assigning a reserved MPLS | abel value and is used to identify the
OAM control packets. The value of the ACH Channel Type field
i ndi cates the specific protocol carried on the associated contro
channel . Each MPLS-TP OAM protocol has an | ANA-assi gned channe
type allocated to it.

[ RFC5085] defines an Associ ated Channel Header (ACH) that provides a
PW associ ated control channel between a PWs end points, over which
OAM and ot her control messages can be exchanged. [RFC5586]
general i zes the PW Associ ated Channel Header (ACH) to provide conmpn
i n-band control channels also at the LSP and MPLS-TP |ink |evels.

The G ACh all ows control packets to be nmultiplexed transparently over
the same LSP or MPLS-TP link as in PWVCCV. Miltiple contro
channel s can exi st between end points.

[ RFC5085] al so defines a | abel -based exception nechani smthat helps a
Label Switching Router (LSR) to identify the control packets and
direct themto the appropriate entity for processing. The use of

G ACh and GAL provi des the necessary nmechani snms to all ow OAM packets
to run in-band and share their fate with data packets. It is
expected that all of the OAM protocols will be used in conjunction
with this CGeneric Associ ated Channel

o [RFC6370] provides an | P-based identifier set for MPLS-TP that can

be used to identify the transport entities in the network and
referenced by the different OAM protocol s.
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Note: [MPLS-TP-ITU-Idents] augnments that set of identifiers to
include identifier information in a fornat used by the I TUT.
QO her identifier sets may be defined as well.

3. MPLS-TP OAM Functi ons

The foll owi ng sections discuss the OAM functions that are required in
[ RFC5860] and expanded upon in [ RFC6371].

3.1. Continuity Check and Connectivity Verification

Continuity Check and Connectivity Verification (CCCV) are OAM
operations generally used in tandem and conpl enent each other. These
functions are generally run proactively, but nay al so be used
on-demand for diagnoses of a specific condition. [RFC5860] states
that the function should allow the MEPs to proactively nonitor the
liveliness and connectivity of a transport path (LSP, PW or a
Section) between them |In on-demand node, this function should
support monitoring between the MEPs and between a MEP and MP. Note
that as specified in [ RFC6371], Sections 3.3 and 3.4, a MEP and a M P
can reside in an unspecified location within a node, or in a
particular interface on a specific side of the forwardi ng engine.

[ RFC6371] highlights the need for the CC CV nessages to include

uni que identification of the MEG that is being nonitored and the MEP
that originated the nessage. The function, both proactively and in
on-demand node, needs to be transmitted at regular transm ssion rates
pre-configured by the operator.

3.1.1. Docunents for CC-CV Tool s

[ RFC6428] defines BFD extensions to support proactive CC CV
applications.

[ RFC6426] provides LSP ping extensions that are used to inplenment
on-demand connectivity verification

Both of these tools will be used within the basic functionality
framework described in Section 2.

3.2. Renpte Defect |ndication

Renote Defect Indication (RDI) is used by a path end point to report
that a defect is detected on a bidirectional connection to its peer
end point. [RFC5860] points out that this function may be applied to
a unidirectional LSP only if a return path exists. [RFC6371] points
out that this function is associated with the proactive CC CV
function.
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3.2.1. Documents for RD

[ RFC6428] provides an extension for BFD that includes the RDI
indication in the BFD format and a specification of how this
indication is to be used.

3.3. Route Tracing

[ RFC5860] defines the need for functionality that would allow a path
end point to identify the internmediate points (if any) and end
point(s) along the path (LSP, PW or a Section). This function would
be used in on-demand node. Nornally, this path will be used for

bi directional PW LSP, and Sections; however, unidirectional paths
may be supported only if a return path exists.

3.3.1. Docunents for Route Tracing

[ RFC6426] specifies that the LSP ping enhancenents for MPLS-TP on-
denmand connectivity verification include information on the use of
LSP ping for route tracing of an MPLS-TP pat h.

3.4. Alarm Reporting

Al arm Reporting is a function used by an internedi ate point of a path
(LSP or PW to report to the end points of the path that a fault
exists on the path. [RFC6371] states that this may occur as a result
of a defect condition discovered at a server layer. The internediate
poi nt generates an AlarmlIndication Signal (Al'S) that continues unti
the fault is cleared. The consequent action of this function is
detailed in [ RFC6371].

3.4.1. Docunents for Al arm Reporting

MPLS- TP defines a new protocol to address this functionality that is
docunented in [RFC6427]. This protocol uses all of the basic
nmechani sns detailed in Section 2.

3.5. Lock Instruct

The Lock Instruct function is an adm nistrative control tool that
allows a path end point to instruct its peer end point to |ock the
path (LSP, PW or Section). The tool is necessary to support single-
side provisioning for adm nistrative |ocking, according to [ RFC6371].
This function is used on-denand.
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3.5.1. Docurents for Lock Instruct

[ RFC6435] describes the details of a new ACH based protocol fornat
for this functionality.

3.6. Lock Reporting

Lock Reporting, defined in [RFC5860], is simlar to the Al arm
Reporting function described above. 1t is used by an internediate
point to notify the end points of a transport path (LSP or PW that
an adm nistrative |l ock condition exists for the transport path.

3.6.1. Docunents for Lock Reporting

MPLS- TP defines a new protocol to address this functionality that is
docunented in [ RFC6427]. This protocol uses all the basic nechani sns
detailed in Section 2.

3.7. Diagnostic

[ RFC5860] indicates a need to provide an OAM function that woul d
enabl e conducting different diagnostic tests on a PW LSP, or
Section. [RFC6371] provides two types of specific tests to be used
through this functionality:

o Throughput estimation - allowing the provider to verify the
bandwi dt h/ t hr oughput of a transport path. This is an out-of-
service tool that uses special packets of varying sizes to test
the actual bandw dth and/or throughput of the path.

o Data-plane | oopback - this out-of-service tool causes all traffic
that reaches the target node, either a MEP or MP, to be | ooped
back to the originating MEP. For targeting MPs, a co-routed
bi di rectional path is required.

3.7.1. Docunents for Diagnostic Testing

[ RFC6435] describes the details of a new ACH based protocol fornat
for the data-plane | oopback functionality.

The tool for throughput estimation is under study.

3.8. Packet Loss Measurenent
Packet Loss Measurement is required by [ RFC5860] to provide a
qguantification of the packet loss ratio on a transport path. This is

the ratio of the nunmber of user packets lost to the total nunber of
user packets during a defined tinme interval. To enploy this
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function, [RFC6371] defines that the two end points of the transport
pat h shoul d exchange counters of nessages transnitted and received
within a tine period bounded by | oss-neasurenment nessages. The
framework warns that there may be small errors in the computation
whi ch result from various issues.

3.8.1. Docurents for Packet Loss Measurenent

[ RFC6374] describes the protocol formats and procedures for using the
tool and enabling efficient and accurate nmeasurenent of packet | oss,
del ay, and throughput in MPLS networks. [RFC6375] describes a
profile of the general MPLS | oss, delay, and throughput neasurenent
techni ques that suffice to neet the specific requirenments of MPLS-TP.
Note that the tool logic is based on the behavior of the paralle
function described in [Y.1731].

3.9. Packet Delay Measurenent

Packet Delay Measurenent is a function that is used to neasure the
one-way or two-way del ay of packet transm ssion between a pair of the
end points of a path (PW LSP, or Section), as described in

[ RFC5860], where:

0 One-way packet delay is the tine elapsed fromthe start of
transm ssion of the first bit of the packet by a source node unti
the reception of the last bit of that packet by the destination
node.

o Two-way packet delay is the tine el apsed fromthe start of
transm ssion of the first bit of the packet by a source node unti
the reception of the last bit of the | oop-backed packet by the
same source node, when the | oopback is perforned at the packet’s
desti nati on node.

[ RFC6371] describes how the tool could be used (both in proactive and
on-demand nodes) for either one-way or two-way neasurenent. However,
it warns that the one-way delay option requires precise tine
synchroni zati on between the end points.

3.9.1. Docunents for Delay Measurenent

[ RFC6374] describes the protocol formats and procedures for using the
tool and enabling efficient and accurate neasurenent of packet | oss,
del ay, and throughput in MPLS networks. [RFC6375] describes a
profile of the general MPLS | oss, delay, and throughput measurenent
techni ques that suffices to nmeet the specific requirenents of MPLS-
TP. Note that the tool logic is based on the behavior of the
paral |l el function described in [Y.1731].
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4.

MPLS- TP OAM Docunent s Gui de

The conplete MPLS-TP OAM protocol suite is covered by a small set of
exi sting | ETF documents. This set of documents may be expanded in
the future to cover additional OAM functionality. |In order to allow
the reader to understand this set of docunents, a cross-reference of
the existing docunents (RFCs or Working Group docunents) for the
initial phase of the specification of MPLS-based transport networks

i s provided bel ow

[ RFC5586] provides a specification of the basic structure of protocol
nessages for in-band data-plane OAMin an MPLS environnent.

[ RFC6370] provides definitions of different formats that may be used
wi thin OAM protocol nessages to identify the network el ements of an
MPLS- based transport network.

The following table (Table 1) provides the summary of proactive MPLS-
TP OAM Faul t Managenent tool set functions, the associated
tool /protocol, and the corresponding RFCs in which they are defined.

-------------------------- e T T Jep &
OAM Functi ons | OAM Tool s/ Protocol s | RFCs |
-------------------------- T L T g
Continuity Check and | Bidirectional Forwarding | [ RFC6428] |
Connectivity | Detection (BFD) | |
Verification | | |
-------------------------- e T T Jep &
Renote Defect Indication | Flag in Bidirectional | [ RFC6428] |
(RDI) | Forwarding Detection (BFD) | |

| message | |
-------------------------- e e Ty
Allarm I ndication Signal | G ACh-based Al S nessage | [ RFC6427] |
(AI'S) | | |
-------------------------- T L T e
Li nk Down I ndication | Flag in Al'S nmessage | [ RFC6427] |
(LDI) | | |
-------------------------- e e Ty
Lock Reporting (LKR) | G ACh-based LKR nessage | [ RFC6427] |
-------------------------- +-------------------------------!I----------+

Table 1. Proactive Fault Managenent OAM Tool set
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The following table (Table 2) provides an overvi ew of the on-denand
MPLS- TP OAM Fault Managenent tool set functions, the associated
tool /protocol, and the corresponding RFCs in which they are defined.

o e e e e e e a oo - o e m e e e e e e e e e e e SR +
| OAM Functi ons | OAM Tool s/ Protocol s | RFGCs |
S o e e eeieeiiiceaseiiciaaaaas STy +
| Connectivity | LSP Ping | [ RFC6426] |
| Verification | | |
o e e e a oo St S +
| Lock Instruct (LI) | (1) G ACh-based Loopback, | [ RFC6426] |
| | (2) Lock Instruct (LI) | |
S S STy +
| Lock Report (LKR) | Flag in AI'S nessage | [ RFC6426] |
|+ ------------------------ St S +

Table 2. On Denand Fault Managenent QOAM Tool set

The followi ng table (Table 3) provides the Performance Monitoring
Functions, the associated tool/protocol definitions, and the
correspondi ng RFCs in which they are defined.

o e e e e e oo o e m e e e e e oo o e e e e e oo +
| OAM Functi ons | OAM Tool s/ Protocol s | RFCs |
. =™ o mmeeeiaaaaaas +
| Packet Loss | G ACh-based LM & DM | [ RFC6374] |
| Measurement (LM | query nessages | [ RFC6375] |
o e e e e e e T o e oo +
| Packet Del ay | G ACh-based LM & DM | [ RFC6374] |
| Measurenment (DM | query nessages | [ RFC6375] |
. =™ e +
| Throughput | derived from Loss | [ RFC6374] |
| Measurenent | Measurenent | [ RFC6375] |
o e e e e e e T o e oo +
| Delay Variation | derived from Del ay | [ RFC6374] |
| Measurenent | Measurenent | [ RFC6375] |
. =™ e +

Table 3. Performance Mnitoring OAM Tool set
5. QOAM Tool set Applicability and Uilization
The foll owi ng subsections present the MPLS-TP OAM t ool set fromthe

per spective of the specified protocols and identifies the required
functionality that is supported by the particul ar protocol.
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5.1. Connectivity Check and Connectivity Verification

Proactive Continuity Check and Connectivity Verification (CC CV)
functions are used to detect loss of continuity (LOC) and uni ntended
connectivity between two MEPs. Loss of connectivity, m s-merging,

m s-connectivity, or unexpected Miintenance Entity Group End Points
(MEPs) can be detected using the CC-CV tools. See Sections 3.1, 3.2,
3.3 in this docunent for CCCV protocol references.

The CC-CV tools are used to support MPLS-TP fault managenent,

per f or mance managenent, and protection switching. Proactive CC CV
control packets are sent by the source MEP to the sink MEP. The
si nk- MEP nonitors the arrival of the CC-CV control packets and
detects the defect. For bidirectional transport paths, the CC CV
protocol is usually transmitted sinultaneously in both directions.

The transm ssion interval of the CCCV control packets can be
configured. For exanple:

0 3.3 nsis the default interval for protection switching.
o 100 ns is the default interval for performance nonitoring.
0 1 s is the default interval for fault nanagenent.

5.2. Diagnostic Tests and Lock Instruct

[ RFC6435] describes a protocol that provides a nechanismto Lock and
Unl ock traffic (e.g., data and control traffic or specific QAM
traffic) at a specific LSR on the path of the MPLS-TP LSP to all ow

| oopback of the traffic to the source.

These di agnostic functions apply to associated bidirectional MLS-TP
LSPs, including MPLS-TP LSPs, bidirectional RSVP-Traffic Engineering
(RSVP-TE) tunnels (which is relevant for the MPLS-TP dynam c control -
pl ane option with GWLS), and single-segnment and nulti-segnment
Pseudowi res. [RFC6435] provides the protocol definition for

di agnostic tests functions.

[ RFC6435] defines a mechanismwhere a lock instruction is sent by a
management application to both ends of a point-to-point LSP
requesting themto take the LSP out-of-service. Wen an end point
gets the managenent request, it |locks the LSP and sends a Lock
Instruct nmessage to the other end of the LSP. The Lock Instruct
nessage is carried in a Generic ACH nessage and is sent periodically.
The tine between successive nmessages is no | onger than the val ue set
in the Refresh Timer field of the Lock Instruct message. An LSP end
poi nt keeps the LSP locked while it is either receiving the periodic
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Lock Instruct nessages or has an in-force lock instruction fromthe
managenent application

Note that since the managenent application will receive a managenent
pl ane response fromboth ends of the LSP confirm ng that the LSP has
been | ocked, there is no requirenment for the Lock Instruct nmessage to
have a response. Therefore, [RFC6435] does not define a Lock

I nstruct response message.

The | oopback operations include:

o Lock: take an LSP out of service for nmaintenance.

o Unlock: Restore a previously |locked LSP to service.
o Set_ Full_Loopback and Set OAM Loopback

o Unset Full Loopback and Set OAM Loopback

Operators can use the | oopback node to test the connectivity or
performance (|l oss, delay, delay variation, and throughput) of a given
LSP up to a specific node on the path of the LSP

5.3. Lock Reporting

The Lock Report (LKR) function is used to comunicate to the MEPS of
the client (sub-)layer MEPs the adm nistrative | ocking of a server
(sub-)layer MEP, and consequential interruption of data traffic
forwarding in the client layer. See Section 3.6 in this docunent for
Lock Reporting protocol references.

When an operator is taking the LSP out of service for maintenance or
anot her operational reason, using the LKR function can help to

di stingui sh the condition as adm nistrative | ocking from a defect
condi ti on.

The Lock Report function nay al so serve the purpose of al arm
suppression in the MPLS-TP network above the | evel at which the Lock
has occurred. The receipt of an LKR nmessage may be treated as the
equi valent of the loss of continuity at the client |ayer.

5.4. Alarm Reporting and Link Down I ndication
Alarm I ndi cation Signal (Al'S) nessage is used to suppress al arms
followi ng detection of defect conditions at the server (sub-)Ilayer.

VWhen the Link Down Indication (LDI) is set, the AlS nessage may be
used to trigger recovery mechani sms.
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When a server MEP detects the failure, it asserts LOC or signal fail
which sets the flag up to generate an OAM packet with the Al S
nmessage. The AI'S nessage is forwarded to the downstream sink MEP in
the client layer. This enables the client |ayer to suppress the
generation of secondary al arns.

An LDI flag is defined in the AIS nessage. The LD flag is set in
the AI'S nessage in response to detecting a fatal failure in the
server layer. Receipt of an AIS nessage with this flag set may be
interpreted by a MEP as an indication of signal fail at the client
| ayer.

The protocols for AIS and LD are defined in [ RFC6427].

Faul t OAM nessages are generated by internedi ate nodes where an LSP
is switched and propagated to the end points (MEPS).

From a practical point of view, when both proactive Continuity Check
functions and LDl are used, one nmay consider running the proactive
Continuity Check functions at a slower rate (e.g., longer BFD hello
intervals), and reply on LDI to trigger fast protection switch over
upon failure detection in a given LSP

5.5. Renote Defect Indication

The Renote Defect Indication (RDI) function enables an end point to
report to its peer end point that a fault or defect condition is
detected on the PW LSP, or Section

The RDI OAM function is supported by the use of BFD control packets
[ RFC6428]. RDlI is only used for bidirectional connections and is
associ ated with proactive CC CV activation

VWhen an end point (MEP) detects a signal failure condition, it sets
the flag up by setting the diagnostic field of the BFD control packet
to a particular value to indicate the failure condition on the

associ ated PW LSP, or Section. Additionally, the BFD control packet
is transnmitted with the failure flag up to the other end point (its
peer MEP).

The RDI function can be used to facilitate protection swtching by

synchroni zing the two end points when unidirectional failure occurs
and is detected by one end.
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5.6. Packet Loss and Del ay Measurenent

The packet |oss and del ay nmeasurenent tool set enabl es operators to
nmeasure the quality of the packet transm ssion over a PW LSP, or
Section. Section 3.8 in this docunment defines the protocols for
packet | oss measurenent, and Section 3.9 defines the protocols for
packet del ay neasurenent.

The |1 oss and del ay protocols have the follow ng characteristics and
capabilities:

o They support the neasurenment of packet |oss, delay, and throughput
over Label Switched Paths (LSPs), Pseudow res, and MPLS Secti ons.

o The sane LM and DM protocols can be used for both
conti nuous/ proacti ve and sel ective/ on-demand nmeasur enents.

o The LM and DM protocols use a sinple query/response nodel for
bi di recti onal neasurenent that allows a single node -- the querier
-- to nmeasure the loss or delay in both directions.

o The LM and DM protocols use query nmessages for unidirectional |oss
and del ay nmeasurenent. The neasurenent can either be carried out
at the downstream node(s), or at the querier if an out-of-band
return path is avail able.

o The LM and DM protocols do not require that the transnit-and-
receive interfaces be the sane when perforning bidirectiona
nmeasur enent .

o The LM supports test-nessage-based neasurenent (i.e., inferred
node) as well as neasurenment based on data-plane counters (i.e.
di rect node).

o The LM protocol supports both 32-bit and 64-bit counters.

o The LM protocol supports neasurenent in terns of both packet
counts and octet counts; although for sinmplicity, only packet
counters are currently included in the MPLS-TP profile.

o The LM protocol can be used to measure channel throughput as well
as packet | oss.

o The DM protocol supports varying the neasurenment nessage size in
order to neasure del ays associated with different packet sizes.

o The DM protocol uses |EEE 1588 tinmestanps [| EEE1588] by defaul t
but al so supports other tinestanp formats, such as NTP
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6.

Security Considerations

Thi s docunent, as an overview of MPLS OAM tool s, does not by itself
rai se any particular security considerations.

The general security considerations are provided in [ RFC5920] and

[ MPLS-TP-SEC]. Security considerations for each function within the
OAM t ool set have been recorded in each docunent that specifies a
particul ar functionality.

In general, OAMis always an area where the security risk is high

For exanple, confidential infornation may be intercepted by attackers
to gain access to networks; therefore, authentication, authorization
and encryption nust be enforced to prevent security breaches.

It is also inmportant to strictly follow operational security
procedures. For exanple, in the case of MPLS-TP static provisioning,
the operator interacts directly with the Network Managenent System
(NVS) and devices, and it is critical in order to prevent human
errors and nalicious attacks.

Since MPLS-TP OAM uses G ACh, the security risks and mitigations
descri bed in [RFC5085] also apply here. In short, nessages on the
G ACh could be intercepted, or false G ACh packets could be inserted.

Additionally, DoS attacks can be mounted by floodi ng G ACh nessages
to peer devices. To mitigate this type of attack, throttling
mechani sns or rate linmts can be used. For nore details, please see
[ RFC5085] .
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