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Abst r act

Gateway-lnitiated Dual -Stack Lite (d-DS-Lite) is a variant of Dual -
Stack Lite (DS-Lite) applicable to certain tunnel-based access
architectures. G -DS-Lite extends existing access tunnels beyond the
access gateway to an | Pv4-1Pv4 NAT using softwires with an enbedded
Context ldentifier that uniquely identifies the end-systemto which
the tunnel ed packets belong. The access gateway determ nes which
portion of the traffic requires NAT using |ocal policies and sends/
receives this portion to/fromthis softwre.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6674.
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1

Overvi ew

Gateway-lnitiated Dual -Stack Lite (@-DS-Lite) is a variant of Dual -
Stack Lite (DS-Lite) [RFC6333], applicable to network architectures
that use point-to-point tunnels between the access device and the
access gateway. The access gateway in these nodels is designed to
serve | arge nunbers of access devices. Mbile architectures based on
Mobil e | Pv6 [ RFC6275], Proxy Mobile I Pv6 [ RFC5213], or GPRS
Tunnel | i ng Protocol (GIP) [TS29060], as well as broadband
architectures based on PPP or point-to-point VLANs as defined by the
Br oadband Forum [ TR59] [ TR101], are exanples of this type of
architecture.

The DS-Lite approach | everages | Pvd-in-1Pv6 tunnels (or other
tunnel i ng nodes) for carrying the IPv4 traffic fromthe custoner
network to the Address Family Transition Router (AFTR). An
establ i shed softwire between the AFTR and the access device is used
for traffic-forwarding purposes. This nakes the inner |Pv4 address
irrelevant for traffic routing and all ows sharing private |Pv4
addresses [ RFC1918] between custoner sites within the service

provi der networKk.

Simlarly to DS-Lite, J-DS-Lite enables the service provider to
share public | Pv4 addresses anpong different custonmers by conbining
tunneling and NAT. It allows nultiple access devices behind the
access gateway to share the sane private |Pv4 address [ RFC1918].
Rather than initiating the tunnel right on the access device,

G -DS-Lite logically extends the already existing access tunnels
beyond the access gateway towards the AFTR using a tunneling

mechani smwi th semantics for carrying context state related to the
encapsul ated traffic. This approach results in supporting
over | appi ng | Pv4 addresses in the access network, requiring no
changes to either the access device or the access architecture.

Addi tional tunneling overhead in the access network is also onmitted.
If, for exanple, an encapsul ati on nechani sm based on Generic Routing
Encapsul ation (GRE) is chosen, it allows the network between the
access gateway and the AFTR to be either IPv4 or IPv6 and all ows the
operator to mgrate to IPv6 in increnental steps.

Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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3.

The foll owi ng abbreviations are used within this docunent:

AFTR. Address Fanily Transition Router. An AFTR conbines IP-in-IP
tunnel term nation and | Pv4-1Pv4 NAT.

AD: Access Device. It is the end host, also known as the nobile
node in nmobile architectures.

AG Access Gateway. A gateway in the access network, such as LMA,
Hone Agent (HA), GGSN, or PDN-GWin nobile architectures.

CID: Context Identifier

DS-Lite: Dual-Stack Lite

GGSN:  Gat eway GPRS Support Node

G -DS-Lite: Gateway-Initiated DS-Lite

NAT: Network Address Transl ator

PDN- GV Packet Data Network Gateway

SW Softwire [ RFC4925]

SWD:. Softwire ldentifier
Gateway-lnitiated DS-Lite

This section provides an overview of Gateway-Initiated DS-Lite
(d-Ds-Lite). Figure 1 outlines the generic deploynent scenario for
G -DS-Lite. This generic scenario can be mapped to nultiple

di fferent access architectures, some of which are described in
Appendi x A.

In Figure 1, access devices (AD-1 and AD-2) are connected to the
access gateway using sone formof tunnel technol ogy and the sane is
used for carrying IPv4 (and optionally I1Pv6) traffic of the access
device. These access devices nmay al so be connected to the access

gat eway over point-to-point links. The details on how the network
delivers the I Pv4 address configuration to the access devices are
specific to the access architecture and are outside the scope of this
docunent. Wth G-DS-Lite, the access gateway and AFTR are connected
by a softwire [RFC4925]. The softwire is identified by a softwire
identifier (SWD). The SWD does not need to be globally unique,
i.e., different SWDs could be used to identify a softwire at the
different ends of a softwire. The formof the SWD depends on the
tunnel i ng technol ogy used for the softwire. The SWD could, for
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exanpl e, be the endpoints of a GRE tunnel or a VPN-ID. See Section 6
for details. A Context Identifier (CID) is used to nultiplex flows
associ ated with the individual access devices onto the softwire. It

i s depl oynment dependent whether the flows froma particular AD are
identified using the source I P address or an access tunnel

identifier. Local policies at the access gateway determ ne which
part of the traffic received froman access device is tunnel ed over
the softwire to the AFTR  The conbi nation of CID and SWD nust be
uni que between the access gateway and AFTR to identify the flows
associated with an AD. The CIDis typically a 32-bit-wide identifier
and is assigned by the access gateway. It is retrieved either froma
| ocal or renmpte (e.g., Authentication, Authorization, and Accounting
(AAA)) repository. Like the SWD, the enbodi rent of the Cl D depends
on the tunnel node used and the type of the network connecting the
access gateway and AFTR. If, for exanple, GRE [RFC2784] with GRE Key
and Sequence Nunber extensions [RFC2890] is used as the softwire
technol ogy, the network connecting the access gateway and AFTR coul d
be a I Pv4-only, IPv6-only, or dual-stack IP network. The CID would
be carried within the GRE Key field. Section 6 details the different
softwire types supported with G-DS-Lite.

Access Device: AD-1
Context ID: CID1

NAT Mappi ngs:

IPv4: a.b.c.d +---+ (G D1, TCP portl <->
Fo-em- - + access tunnel | | e.f.g.h, TCP port2)
| AD- 1 | :::::::::::::::::l | +-- -+
. | | | Al

| | Softwire SWD-1 | F |

| A | ::::::::::::::::::::::::::| T |
IPv4: a.b.c.d | G| (e.g., |Pv4-over-GRE | R |
Fo-em-- + | | over | Pv4 or |Pv6) +---+
| AD- 2 | :::::::::::::::::l |
+o----- + access tunnel | | (G D2, TCP port3 <->

| | e.f.g.h, TCP port4)

+

Access Device: AD-2
Context ID:. CID2

Figure 1. Gateway-Initiated Dual -Stack Lite Reference Architecture

The AFTR combi nes softwire term nation and | Pv4-1Pv4 NAT. The NAT
bi nding of the AD s address coul d be assi gned autononously by the
AFTR from a | ocal address pool, configured on a per-binding basis
(either by a renpnte control entity through a NAT control protocol or
through manual configuration), or derived fromthe CID (e.g., the
CID, if 32 bits wide, could be mapped 1:1 to an external |Pv4
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4.

address). A sinple exanple of a translation table at the AFTR i s
shown in Figure 2. The choice of the appropriate translation schene
for atraffic flow can take into account paraneters such as
destination |IP address, inconmng interface, etc. The |IP address of
the AFTR, which will either be an IPv6 or an |IPv4 address dependi ng
on the transport network between the access gateway and the AFTR, is
configured on the access gateway. A variety of nethods, such as out-
of - band mechani sms or manual configuration, apply.

Figure 2: Exanple Translation Table at the AFTR

G -DS-Lite does not require a 1:1 relationship between an access
gateway and AFTR, but nore generally applies to (MN) scenari os,
where M access gateways are connected to N AFTRs. Miltiple access
gat eways coul d be served by a single AFTR  AFTRs coul d be dedi cated
to specific groups of access-devices, groups of access gateways, or
geographi ¢ regions. An AFTR could be, but does not have to be, co-

| ocated with an access gat eway.

Prot ocol and Rel at ed Consi derati ons

o Depending on the enbodi nent of the CID (e.g., for GRE
encapsul ation with GRE Key), the NAT binding entry nmaintained at
the AFTR, which reflects an active flow between an access device
i nside the network and a node in the Internet, SHOULD be extended
to include the CID and the identifier of the softwire (SWD).

o Wien creating an | Pv4-to-1Pv4 NAT binding for an | Pv4 packet flow
received fromthe access gateway over the softwire, the AFTR
SHOULD associate the CID with that NAT binding. |t SHOULD use the
conbi nati on of CID and SWD as the unique identifier and use those
paranmeters in the NAT binding entry.

o Wen forwarding a packet to the access device, the AFTR SHOULD
obtain the CID fromthe NAT binding associated with that flow.
For exanple, in case of GRE encapsulation, it SHOULD add the CI D
to the GRE Key and Sequence Number extension of the GRE header and
tunnel it to the access gateway.
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0 On receiving any packet fromthe softwire, the AFTR SHOULD obtain
the CID fromthe i ncom ng packet and use it for perform ng NAT
bi ndi ng | ookup and packet translation before forwarding the
packet .

o The access gateway, on receiving any |Pv4 packet fromthe access
devi ce, SHOULD | ookup the CID for that access device. |n case of
GRE encapsul ation, it can, for exanple, add the CID to the GRE Key
and Sequence Nunber extension of the GRE header and tunnel it to
the AFTR

o On receiving any packet fromthe softwire, the access gateway
SHOULD obtain the CID fromthe packet and use it for making the
f orwar di ng deci si on.

o Wen encapsul ating an | Pv4 packet, the access gateway and AFTR
SHOULD use its Diffserv Codepoint (DSCP) to derive the DSCP (or
MPLS Traffic-Class Field in the case of MPLS) of the softwire.

5. Softw re Managenment and Rel ated Consi derati ons

The following are the considerations related to the operationa
managenment of the softwi re between the AFTR and access gateway.

o The softwire between the access gateway and the AFTR MAY be
created at systemstartup tine OR dynami cally established on-
demand. It is deploynment dependent which Qperations,

Admi ni stration, and M ntenance (OQAM mechani sms (such as | CWP

Bi di recti onal Forwarding Detection (BFD) [ RFC5880], or Labe

Swi tched Path (LSP) ping [ RFC4379]) are enployed by the access
gat eway and AFTR for softwire health nmanagenent and correspondi ng
protection strategies.

o The softwire peers MAY be provisioned to performpolicy
enf orcenent, such as for determ ning the protocol type or overal
portion of traffic that gets tunneled or for any other settings
related to quality of service. The specific details on howthis
is achieved or the types of policies that can be applied are
out side the scope for this docunent.

o0 The softwire peers SHOULD use the correct path MIU val ue for the
tunnel path between the access gateway and the AFTR  This val ue
MAY be statically configured at softwire creation tine or
dynam cal | y di scovered using the standard path MIU di scovery
t echni ques.
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6.

0 An access gateway and an AFTR can have nultiple softwres
est abl i shed between them (e.g., to separate address donains,
provi de for |oad-sharing, etc.).

Sof twi re Enbodi nents

Wi ch tunnel technol ogi es can be applied for the softwire connecting
an access gateway and AFTR are dependent on the depl oynent and the
requi rements. GRE encapsul ation with GRE Key extension, MPLS VPNs

[ RFC4364], or plain IP-in-1P encapsul ation can be used. Softwre
identification and CID depend on the tunneling technol ogy enpl oyed:

0 CGRE with GRE Key: SWD is the tunnel identifier of the GRE tunnel
bet ween the access gateway and the AFTR. The CID is the GRE Key
associ ated with the AD.

o MLS VPN The SWD is a generic identifier that uniquely
identifies the VPN at either the access gateway or AFTR
Dependi ng on whether the access gateway or AFTR is acting as
customer edge (CE) or provider edge (PE), the SWD could, for
exanpl e, be an attachnment circuit identifier, an identifier
representing the set of VPN route |abels pointing to the routes
within the VPN, etc. The AD's IPv4 address is the CID. For a
given VPN, the AD s | Pv4 address nust be unique.

o |Pv4/IPv6-in-MPLS: The SWDis the top MPLS label. CID night be
the next MPLS | abel in the stack, if present, or the |IP address of
t he AD.

0 IPv4-in-1Pv4: SWDis the outer |IPv4 source address. The AD s
| Pv4 address is the CID. For a given outer |Pv4 source address,
the AD s | Pv4 address must be unique.

o IPv4-in-1Pv6: SWD is the outer |IPv6 source address. |If the AD s
| Pv4 address is used as CID, the AD s | Pv4 address must be uni que.
If the IPv6 Flow Label [RFC6437] is used as CID, the |IPv4
addresses of the ADs nmay overlap. Gven that the | Pv6 Fl ow Label
is 20 bits wide, which is shorter than the recomended 32-bit Cl D,
| arge-scal e depl oynents may require additional scaling
considerations. |n addition, one should ensure sufficient
random zation of the IP Flow Label to avoid possible interference
with other uses of the IP Flow Label, such as Equal Cost Miltipath
(ECVMP) support.

Brockners, et al. St andards Track [ Page 8]



RFC 6674 Gateway-lnitiated DS-Lite July 2012

Figure 3 gives an overview of the different tunnel nodes as they
apply to different deploynent scenarios. "x" indicates that a certain
depl oynment scenario is supported. The follow ng abbreviations are
used:

o |Pv4 address

*  "up": Deploynments with "unique private | Pv4 addresses" assigned
to the access devices are supported.

* "op": Deployments with "overl apping private | Pv4 addresses”
assigned to the access devices are supported.

* "s": Deploynents where all access devices are assigned the sane
| Pv4 address are supported.

0 Network-type

* "v4": The access gateway and AFTR are connected by an | Pv4-only
net wor k.

* "vyB": The access gateway and AFTR are connected by an | Pv6-only
net wor k.

* "v4v6": The access gateway and AFTR are connected by a dual -
stack network, supporting |IPv4 and | Pv6.

* "MPLS': The access gateway and AFTR are connected by an MPLS

net wor k

[ ety Ll Ll
| I Pv4 address]| Net wor k-t ype |

| Softwire T I S up YR R +

| | up| op| s | v4 | v6 | v4ve | MPLS

[} ettt ——————— Lty ——ry Lty ety ety ———p—ry p—————r

| GRE with GRE Key | x| x| x| x| x| X |

| MPLS VPN | x| x| | | | | X

| 1Pv4/1Pv6-in-MPLS | x| x| x| | | | X |

| 1Pv4-in-1Pv4d | x| | | x| | |

| 1Pv4-in-1Pv6 | x| | | | x| |

| IPv4-in-1Pv6 W FL | x| x| x| | x| |

[ ettt ———————— L——— ——— —— ——— ——t— ————— j——————

Figure 3. Tunnel Mddes and Their Applicability
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7.

Security Considerations

The approach specified in this docunent allows the use of Dual - Stack
Lite for tunnel -based access architectures. Rather than initiating
the tunnel fromthe access device, G-DS-Lite logically extends the
al ready existing access tunnel beyond the access gateway towards the
AFTR and builds a virtual softwire between the AFTR and the access
device. This approach requires the use of an additional Context
Identifier in the AFTR and at the access gateway, which is required
for making | P packet-forwardi ng deci sions.

If a packet is received with an incorrect Context Identifier at the
access gateway/ AFTR, it will be associated with an incorrect access
device. Therefore, care nust be taken to ensure an |P packet
tunnel ed between the access gateway and the AFTR is carried with the
Context ldentifier of the access device associated with that IP
packet. The Context ldentifier is not carried fromthe access
device, and it is not possible for one access device to claimthe
Context ldentifier of some other access device. However, it is
possi bl e that an on-path attacker between the access gateway and the
AFTR can potentially nodify the Context Identifier in the packet,
resulting in association of the packet to an incorrect access device.
This threat is no different froman on-path attacker nodifying the
source/ destinati on address of an |IP packet. However, this threat can
be prevented by enabling | Psec security with integrity protection
turned on, between the access gateway and the AFTR, that will ensure
the correct binding of the Context ldentifier and the inner packet.
Thi s specification does not require any new security considerations
ot her than those specified in the Dual -Stack Lite specification

[ RFC6333] and in the security considerations specified for the given
access architecture, such as Proxy Mbile I Pv6, leveraging this
transitioni ng scheme.
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Appendi x A. d-DS-Lite Depl oynent
A. 1. Connectivity Establishnent: Exanple Call Fl ow

Figure 4 shows an exanple call flow - |inking access tunne
establ i shnment on the access gateway with the softwire to the AFTR
This sinple exanple assunes that traffic fromthe AD uses a single
access tunnel and that the access gateway will use local policies to
deci de which portion of the traffic received over this access tunne
needs to be forwarded to the AFTR

AD Access (Gat eway AAA/ Pol i cy AFTR

| | | |

- (1)------ - >| |
|
|
|
|
|
|

| <----- (A)--cmmmmmmem e >

| 1
|
|
|
<o (8) oo >] |

Figure 4: Exanple Call Flow for Session Establishnent

1. The access gateway receives a request to create an access tunne
endpoi nt .

2. The access gateway authenticates and authorizes the access
tunnel. Based on local policy or through interaction with the
AAA/ Pol icy system the access gateway recognizes that |Pv4
service should be provided using G-DS-Lite

3. The access gateway creates an access tunnel endpoint. The access
tunnel links AD and access gateway.

4. (Optional): The access gateway and the AFTR establish a contro
sessi on between thenselves. This session can, for exanple, be
used to exchange accounting or NAT-configuration information.
Accounting information could be supplied to the access gateway,
AAA/ Policy, or other network entities that require infornmation
about the externally visible address/port pairs of a particular
access device. The Diameter NAT Control Application
[ NAT- CONTROL] coul d, for exanple, be used for this purpose.

5. The access gateway allocates a unique CID and associ ates those
flows received fromthe access tunnel that need to be tunnel ed
towards the AFTR with the softwire |inking the access gateway and
AFTR.  Local forwarding policy on the access gateway deternines
which traffic will need to be tunneled towards the AFTR
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A 2.

The access gateway and AD conpl ete the access tunnel

establ i shnent. Dependi ng on the procedures and nmechani sns of the
correspondi ng access network architecture, this step can include
the assignment of an | Pv4 address to the AD.

G -DS-Lite Applicability: Exanples

The section outlines depl oynent exanples of the generic G-DS-Lite
architecture described in Section 3.

o

Access architectures based on Mbile-IP: In a network scenario
based on Dual - Stack Mbile | Pv6 (DSM Pv6) [ RFC5555], the Mbile
| Pv6 honme agent will inplenent the G-DS-Lite access gateway
function along with the dual -stack Mbile IPv6 functionality.

Access architectures based on Proxy Mbile IPv6 (PMPv6): In a
PM Pv6 [ RFC5213] scenario, the local mobility anchor (LMA) will
i npl enent the G -DS-Lite access gateway function along with the
PM Pv6 | Pv4 support [RFC5844] functionality.

GIP-based access architectures: Third Generation Partnership
Project (3GPP) TS 23.401 [TS23401] and 3GPP TS 23. 060 [ TS23060]
define nobile access architectures using GIP. For A -DS-Lite, the
PDN- GW or GGSN wi || al so assunme the access gateway function.

Fi xed Worl dwi de Interoperability for Mcrowave Access (W MAX)
architecture: If G-DS-Lite is applied to fixed WMAX, the Access
Service Network Gateway (ASN-GWN will inplenent the G-DS-Lite
access gateway function.

Mobile WMAX: |If G-DS-Lite is applied to nobile WMAX, the hone
agent will inplenment the access gateway function.

PPP- based broadband access architectures: If G-DS-Lite is applied
to PPP-based access architectures, the Broadband Renote Access
Server (BRAS) or Broadband Network Gateway (BNG will inplenent
the G -DS-Lite access gateway function.

I n broadband access architectures using per-subscriber VLANs, the
BNG wi Il inplement the G -DS-Lite access gateway function.
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