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Abst ract

Thi s docunent provides guidelines for extensions to the I|ncident

nj ect Description Exchange Format (1 ODEF) described in RFC 5070 for
exchange of incident managenent data, and it contains a tenplate for
Internet-Drafts describing those extensions, in order to ease the
work and inmprove the quality of extension descriptions.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6684.

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In the five years since the specification of | ODEF [ RFC5070], the
threat environment has evol ved, as has the practice of cooperative
networ k defense. These trends, along with experience gai ned through
i mpl enent ati on and depl oynent, have indicated the need to extend

| ODEF. This docunent provides guidelines for defining these
extensions. It starts by describing the applicability of | ODEF
extensi ons, and the | CDEF extensi on mechani snms, before providing a
section (Appendix A) that contains a tenplate to be the starting
point for any future Internet-Draft about an | ODEF extension

Thi s docunent is designed to give gui dance on the extension of | ODEF
especially for those extension authors who nay be newto the | ETF
process. Nothing in this docurment should be construed as defining
policies for the definition of these extensions.

At publication tine, the Managed | ncident Lightwei ght Exchange (M LE)
wor ki ng group of the | ETF provides a hone for work on | ODEF
extensions that do not otherw se have a natural hone. | CODEF
extensions that require the expertise of other |ETF working groups or
ot her standards devel opnent organi zati ons may be done wi thin those
groups with consultation of | ODEF experts, such as those appointed
for review as in [ RFC6685].

Tramel | I nf or mati onal [ Page 2]



RFC 6684 | ODEF Ext ensi on Cuidelines July 2012

2. Applicability of Extensions to | ODEF

Before deciding to extend | ODEF, the first step is to determne
whet her an | ODEF extension is a good fit for a given problem There
are two sides to this question:

1. Does the probleminvolve the reporting or sharing of
observations, indications, or other infornmation about an
i nci dent, whether in progress or conpleted, hypothetical or real?
"Incident” is defined in the term nology for the original | ODEF
requi rements [ RFC3067]: an event that involves a security
viol ation, whether a single attack of a group thereof. If the
answer to this question is unequivocally "No", then |ICDEF is
probably not a good choice as a base technology for the
application area.

2. Can | ODEF adequately represent information about the incident
wi t hout extension? |ODEF has a rich set of incident-relevant
classes. |If, after detailed exam nation of the problemarea and
the | ODEF specification, and consultation with | ODEF experts, the
answer to this question is "Yes", then extension is not
necessary.

Exampl es of such extensions to | ODEF m ght include the foll ow ng:

0 Leveraging existing work in describing aspects of incidents to
make | ODEF nore expressive, by standardized reference to externa
i nformati on bases about incidents and incident-related information

o Allowi ng the description of new types of entities (e.g., related
actors) or new types of characteristics of entities (e.g.
information related to financial services) involved in an | ODEF
i nci dent report

o Alowing the representation of new types of indicators,
observabl es, or incidents in an | ODEF incident report

o Allowing additional semantic or netadata |abeling of | CDEF
Docurents (e.g., for handling or disposition instructions, or
conpliance with data protection and data retention regul ati ons)

3. Selecting a Mechani sm for | ODEF Extension

| ODEF was designed to be extended through any conbi nation of the
foll ow ng:

1. extending the enunerated values of Attributes, per Section 5.1 of
[ RFC5070] ;
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2. class extension through Additional Data or Recordltem el enents,
per Section 5.2 of [RFC5070]; and/or

3. containment of the | ODEF Docunent el enent within an external XM
Docurent, itself containing extension data, as done by Real -tine
Inter-network Defense (R D) [RFC6545].

Note that in this final case, the extension will not be directly

i nteroperable with | ODEF i nplenmentations, and it nust "unwap" the

| ODEF document fromits container; nevertheless, this may be
appropriate for certain use cases involving integration of | ODEF
within external schemas. Extensions using containnent of an | ODEF
Docurrent are not further treated in this docunent, though the
docunent tenplate in Appendix A may be of some use in defining them

Certain attributes containing enunerated values within certain | ODEF
el ements may be extended. For an attribute naned "foo", this is

achi eved by giving the value of "foo" as "ext-value" and addi ng a new
attribute naned "ext-foo" containing the extended value. The
attributes that can be extended this way are limted to the

followi ng, denoted in 'Element@ttribute format, referencing the
section in which they are defined in [ RFC5070] :

I nci dent @ur pose, Section 3.2

Addi ti onal Dat a@lt ype, Section 3.6
Contact @ol e, Section 3.7

Contact @ype, Section 3.7

Regi stryHandl e@egi stry, Section 3.7.1
| mpact @ype, Section 3.10.1

Ti mel npact @etric, Section 3.10.2

Ti mel npact @lur ati on, Section 3.10.2

Hi storyltem@ction, Section 3.11.1
Expect ati on@ction, Section 3.13
System@at egory, Section 3.15

Counter @ype, Section 3.16.1

Count er @ur ati on, Section 3.16.1

Addr ess@at egory, Section 3.16.2
NodeRol e@at egory, Section 3.16.3
RecordPattern@ype, Section 3.19.2
Recor dPatt er n@f fsetunit, Section 3.19.2
Recordl t em@t ype, Section 3.19.3

Note that this list is current as of publication tine; the set of
| ODEF data types may be extended by future specifications that update
[ RFC5070] .

An exanpl e definition of an attribute extension is given in
Appendi x B.
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| ODEF Docunents can contain extended scalar or XM. data using an

Addi tional Data el ement or a Recordltemelement. Scal ar data

ext ensi ons rmust set the "dtype" attribute of the containing el ement
to the data type to reference one of the | ODEF data types as
enunerated in Section 2 of [RFC5070], and it should use the "neani ng"
and "formatid" attributes to explain the content of the el enent.

XML extensions within an Additional Data or Recordltem el enent use a
dtype of "xm ", and they should define a schema for the topnost
containing element within the Additional Data or Recordltem el ement.
An exanpl e definition of an elenent definition is given in

Appendi x C.

When adding el enments to the Additional Data section of an | ODEF
docunent, an extension’s nanespace and schenma shoul d be registered
with | ANA;, see Appendix A 6 for details.

4. Security Considerations

Thi s docunent raises no security issues itself. Extensions defined
using the tenplate in Appendi x A need to provide an anal ysis of
security issues they may raise. See Appendix A.5 for details.
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Appendi x A.  Docunent Tenpl ate

The docunent template given in this section is provided as a starting
point for witing an Internet-Draft describing an | ODEF extension
RFCs are subject to additional formatting requirenments and nust
contain additional sections not described in this tenplate; consult
the RFC Editor style guide

(http://ww. rfc-editor.org/styleguide.htm) for nmore information

This tenmplate is informational in nature; in case of any future
conflict with RFC Editor requirenments for Internet-Drafts, those
requi renents take precedence.

A.1. Introduction

The Introduction section |ays out the problem being solved by the
extension, and notivates the devel opnent and depl oynent of the
ext ensi on.

A. 2. Term nol ogy

The Term nol ogy section introduces and defines terms specific to the
docunent. Term nol ogy from [ RFC5070] or [ RFC6545] shoul d be
referenced in this section, but not redefined or copied. |If

[ RFC2119] terns are used in the docunent, this should be noted in the
Term nol ogy section.

A 3. Applicability

The Applicability section defines the use cases to which the
extension is applicable, and it details any requirenents analysis
done during the devel opnent of the extension. The primary goal of
this section is to allow readers to see if an extension is indeed

i ntended to solve a given problem This section should also define
and restrict the scope of the extension, as appropriate, by pointing
out any non-obvious situations to which it is not intended to apply.

In addition to defining the applicability, this section may al so

present exanple situations, which should then be detailed in the
exanpl es section, bel ow
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A 4. Extension Definition
Thi s section defines the extension.

Extensions to enunerated types are defined in one subsection for each
attribute to be extended, enunerating the new values with an

expl anati on of the nmeaning of each new value. An exanple enuneration
extension is shown in Appendi x B, bel ow

El ement extensions are defined in one subsection for each element, in
top-down order, fromthe el ement contained within Additional Data or
Recordltem an exanple el enent extension is shown in Appendi x C,

bel ow. Each el ement should be described by a Unified Mdeling
Language (UM.) diagramas in Figure 1, followed by a description of
each of the attributes, and a short description of each of the child
elements. Child el enents should then be defined in a subsequent
subsection, if not already defined in the | ODEF Docunent itself, or
in another referenced | ODEF ext ensi on document.

. +
| El enent |
o e e e e e e o oo +
TYPE attributeO | <>---------- [ Chi | dExact | yOne]

| <>--{0..*}--[Chil dZer oOr Mor €]

|
| TYPE attributel | <>--{0..1}--[Chil dZer oOr One]
|
| | <>--{1..*}--[Chil dOneO Mor €]

Figure 1: Exanple UML El erent Di agram

El ements containing child el ements should indicate the multiplicity
of those child elenments, as shown in the figure above. Allowable
TYPEs are enunerated in Section 2 of [RFC5070].

A.5. Security Considerations

Any security considerations [ RFC3552] raised by this extension or its
depl oyment shoul d be detailed in this section. Guidance should focus
on ensuring the users of this extension do so in a secure fashion
with special attention to non-obvious inplications of the

transm ssion of the information represented by this extension

[ RFC3552] may be a useful reference in determ ning what to cover in
this section. This section is required by the RFC Editor.

It should also be noted in this section that the security
consi derations for | ODEF [ RFC5070] apply to the extension as well.
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A 6.

| ANA Consi derati ons
Any | ANA consi derations [ RFC5226] for the document shoul d be detail ed
in this section. Note that | ODEF extension documents will generally
regi ster new nanespaces and schemas. |In addition, this section is

required by the RFC Editor, so if there are no | ANA consi derati ons,
the section should exist and contain the text "this docunent has no
actions for | ANA".

| ODEF Extensions that represent an enumeration should reference an
existing I ANA registry or subregistry for the values of that
enuneration. |f no such registry exists, this section should define
a new registry to hold the enuneration’s values and define the
policies by which additions my be nade to the registry.

| ODEF Extensions adding el enents to the Additional Data section of an
| ODEF Docurent shoul d register their own namespaces and schenas for
extensions with | ANA; therefore, this section should contain at |east
a registration request for the nanespace and the schemn, as follows,
nodi fi ed as appropriate for the extension

Regi stration request for the | ODEF My- Ext ensi on nanespace:

URI: urn:ietf:parans:xm:ns:iodef-nyextension-1.0

Regi strant Contact: Refer here to the Authors’ Addresses section of
the docunent, or to an organi zational contact in the case of an
ext ensi on supported by an external organization.

XM.: None
Regi stration request for the | ODEF My- Ext ensi on XM. schena

URI: urn:ietf:parans: xm:schema:i odef-nyextension-1.0

Regi strant Contact: Refer here to the Authors’ Addresses section of
the docunent, or to an organi zational contact in the case of an
ext ensi on supported by an external organization

XM.: Refer here to the XML Schema in Appendi x A of the docunent, or

to a well-known external reference in the case of an extension with
an externally defined schenn.
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A. 7. Manageability Considerations

If any of the operational and/or managenment considerations listed in
Appendi x A of [RFC5706] apply to the extension, address themin this
section. If no such considerations apply, this section can be

om tted.

A. 8. Appendix A XML Schema Definition for Extension
The XML Schema describing the elements defined in the Extension
Definition section is given here. Each of the examples in
Appendix A.9 will be verified to validate against this schema by
automat ed tool s.

A. 9. Appendi x B: Exanpl es

This section contains exanple | ODEF Docunents illustrating the
extension. |If exanple situations are outlined in the Applicability
section, docunents for those exanples should be provided in the sane
order as in the Applicability section. Exanple docunents wll be

tested to validate against the schema given in the appendix.

Appendi x B. Exanpl e Enunerated Type Extension Definition: Presentation
Action

Thi s exanpl e extends the | ODEF Expectation el enent to represent the
expectation that a slide deck be derived fromthe | ODEF I ncident, and
that a presentation be given by the recipient’s organization thereon.
Attribute: Expectation@ection

Ext ended val ue(s): give-a-presentation

Val ue neani ng: generate a slide deck fromthe provided incident
informati on and give a presentation thereon

Addi tional considerations: the format of the slide deck is left to
the recipient to determne in accordance with its established
practices for the presentation of incident reports.

Appendi x C. Exanple El enent Definition: Test
Thi s exanpl e defines the Test class for |abeling | ODEF test data.
The Test class is intended to be included within an Additional Dat a
element in an | ODEF Docunent. |If a Test elenent is present, it

i ndi cates that an | ODEF Docunent contains test data, not a
i nformati on about a real incident.
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The Test class contains information about how the test data was
gener at ed.

ENUM cat egory
STRI NG gener at or

Figure 2: The Test d ass
The Test class has two attri butes:

cat egory: Required. ENUM The type of test data. The permtted
values for this attribute are shown bel ow The default value is
"unspeci fied".

1. unspecified. The docunent contains test data, but no further
information is avail abl e.

2. internal. The test data is intended for the internal use of
an inplenentor, and it should not be distributed or used
outside the context in which it was generated.

3. unit. The test data is intended for unit testing of an
i mpl enentation, and it may be included with the inplementation
to support this as part of the build and depl oynent process.

4. interoperability. The test data is intended for
interoperability testing of an inplenentation, and it nmay be
freely shared to support this purpose.

gener at or: Optional. STRING A free-formstring identifying the
person, entity, or programthat generated the test data.
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