I nt ernet Engi neering Task Force (1 ETF) M Kucher awy
Request for Comments: 6686 C oudmar k
Cat egory: I nfornmational July 2012
| SSN: 2070-1721

Resol uti on of the Sender Policy Framework (SPF)
and Sender |D Experinents

Abst ract

In 2006, the | ETF published a suite of protocol documents conprising
the Sender Policy Franmework (SPF) and Sender |ID: two proposed enai

aut hentication protocols. Both of these protocols enable one to
publish, via the Domain Nane System a policy declaring which nai
servers were authorized to send enmnil on behal f of the donain nane
bei ng queried. There was concern that the two would conflict in sone
significant operational situations, interfering with message
del i very.

The 1ESG required all of these docunents (RFC 4405, RFC 4406, RFC
4407, and RFC 4408) to be published as Experinmental RFCs and
requested that the conmunity observe depl oynment and operation of the
protocols over a period of two years fromthe date of publication to
determ ne a reasonabl e path forward.

After six years, sufficient experience and evidence have been
collected that the experinents thus created can be consi dered
concluded. This docunent presents those findings.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6686
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In April 2006, the |IETF published the [SPF] and Sender |D enmi

aut hentication protocols, the latter consisting of three docunents
([SUBM TTER], [SENDER-ID], and [PRA]). Both of these protocols
enabl e one to publish, via the Dormain Name System a policy declaring
which nmail servers are authorized to send email on behalf of the

sel ected domai n name.

Consensus did not clearly support one protocol over the other, and
there was significant concern that the two would conflict in sone
significant operational situations, interfering with nmessage
delivery. The IESG required the publication of all of these
docunents as Experinmental, and requested that the comunity observe
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depl oyment and operation of the protocols over a period of two years
fromthe date of publication in order to determnmine a reasonable path
f orward.

In line with the ESG s request to evaluate after a period of tinme,
this docunment concl udes the experinents by presenting evidence
regardi ng both depl oynment and conparative effect of the two
protocols. At the end, it presents conclusions based on the data
col | ect ed.

It is inportant to note that this docunment makes no direct technica
conparison of the two protocols in terns of correctness, weaknesses,
or use case coverage. The enmail community at |arge has al ready done
that through its depl oyment choices. Rather, the analysis presented
here is nerely an observation of what has been depl oyed and supported
in the time since the protocols were published and |ists concl usions
based on those observati ons.

The data coll ected and presented here are presuned to be a reasonabl e
representative view of the gl obal depl oynent data, which could never
itself be fully surveyed within a reasonabl e period of tine.

2. Definitions

The term "RRTYPE" is used to refer to a Domain Nanme System ([ DNS])
Resource Record (RR) type. These are always expressed internally in
software as nunbers, assigned according to the procedures in

[ DNS-1 ANA] Assigned RRTYPEs al so have names. The two of interest in
this work are the TXT RRTYPE (16) and the SPF RRTYPE (99).

3. Evidence of Depl oynent

This section presents the collected research done to determ ne what
parts of the two protocol suites are in general use as well as
rel ated i ssues |ike [DNS] support.

3.1. DNS Resource Record Types

Three | arge-scal e DNS surveys were run that |ooked for the two
supported kinds of RRTYPEs that can contain SPF policy statenents.
These surveys sel ected substantial sets of distinct domain nanes from
emai | headers and | ogs over |ong periods, regardl ess of whether the
DNS data for those domains included A, MX, or any other RRTYPEs. The
nanmeservers for these domains were queried, asking for both of the
RRTYPEs that could be used for SPF and/or Sender 1D
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In the tables bel ow,
prefixes that
defined in either [SPF] or
validation of the replies was not
ei ther "v=spfl1l" or "spf2.0/",

replies were

The tabl es are broken down into three parts:

sanpl e set,
(c) a report about content

" SPF+TXT"

use.

DNS Survey #1 (G sco)
Fom e oo - S
| Dommins queried | 1,000,000
o e e e e e oo oo - SR
| TXT replies | 397,511
| SPF replies | 6,627
| SPF+TXT replies | 6, 603
Fom e oo - S
| v=spfl replies | 395, 659
| spf2.0/* replies | 5,291 |
o e e oo Fom oo

| D Experiments

(b) a report about RRTYPE use independent of content,
i ndependent of RRTYPE

July 2012

counted only if they included

i ndicated the record was intended to be of a form
[ SENDER- | O] ,

t hough conpl ete synt ax

done. That is, the records started

or they were not counted as replies.

(a) the size of the
and

i ndi cates the count of domains where both types were in

39. 8% |
<1. 0% |
<1. 0% |
39.6% |
<1. 0% |

Domai ns were selected as the top million domains as reported by
Al exa, which nonitors browser activity.

DNS Survey #2 (The Trusted Donain Project)

e e S . +
| Dommins queried | 278, 353 | - |
Fom e oo - S S +
| TXT replies | 156,894 | 56.4%
| SPF replies | 2,876 | 1.0%
| SPF+TXT replies | 2,689 | <1.0% |
. e S . +
| v=spfl replies | 149,985 | 53.9%
| spf2.0/* replies | 7,285 | 2.7%
o e e e e e oo - TSR Fomm - +

This survey selected its donains fromdata observed in enail
| D eval uati ons,

and previ ous SPF and Sender
reporting hosts across a handfu
of 22 nonths.
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During this second survey, sone donai ns were observed to provide

i mredi ate answers for RRTYPE 16 queries, but would tinme out waiting
for replies to RRTYPE 99 queries. For exanple, it was observed that
4,360 (over 1.69% distinct domains in the survey returned a result of
some kind (a record or an error) for the TXT query in tine N, while
the SPF query ultimately failed after at least tinme 4N

DNS Survey #3 (Hotnail)

Fom e oo - S S +
| Dommins queried | 100, 000 | - |
o e e e e e oo oo - SR R, +
| TXT replies | 46,221 | 46.2%
| SPF replies | 954 | <1.0%
| SPF+TXT replies | 1,383 | 1.4%
Fom e oo - S S +

Hotmai |l s domain set was selected fromlive email traffic at the tine
the sanple was extracted. Only the RRTYPE portion of the report is
avai | abl e.

A separate survey was done of queries for RRTYPE 16 and RRTYPE 99
records by observing naneserver traffic records. Only a few queries
were ever received for RRTYPE 99 records, and those al nost
exclusively canme fromone |large enail service provider that queried
for both RRTYPEs. The vast majority of other querying agents only
ever requested RRTYPE 16.

3.2. Inplenentations

It is likely inpossible to determine froma survey which Mi
Transfer Agents (MIFAs) have SPF and/or Sender |D checking enabl ed at
nmessage ingress since it does not appear, for exanple, in the reply
to the EHLO command from extended [ SMIP]. Therefore, we relied on
evi dence found via web searches and observed the foll ow ng:

o Aweb site [SIDIML] dedicated to highlighting Sender ID
i mpl ement ations, |ast updated in |late 2007, listed 13 conmercia
i mpl enent ati ons, which we assunme nmeans they inplenent the
Pur ported Responsi bl e Address (PRA) checks. At |east one of them
is known no longer to be supported by its vendor. There were no
free open-source inplenmentations |isted.

0 The [OPENSPF] web site mamintains a |ist of inplenentations of SPF
At the time of this docunent’s witing, it listed six libraries,
22 MIAs with built-in SPF inplenentations, and nunerous patches
for MIAs and mail clients. The set included a m x of comrercia
and free open-source inplenentations.
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3.3. The SUBM TTER SMIP Ext ensi on

The PRA is the output of a heuristic that seeks to scan a nessage
header and extract fromit the email address nost likely to be the
one responsible for injection of that nessage into the mail stream
The SUBM TTER extension to SMIP is a nmechanismto provide an early
hint (i.e., as part of the MAIL command in an SMIP session) to the
receiving MIA of what the PRA would be on full receipt of the
nmessage.

In a review of nunerous MIAs in current or recent use, two
(Santronics WnServer and McAfee MkLogic) were found to contain

i mpl enentati ons of the SMIP SUBM TTER ext ension as part of the MIA
service, which could act as an enabler to Sender |D.

An unknown nunber of SMIP clients inplenment the SUBM TTER SMIP
extension. Although information from MIA | ogs indi cates substantia
use of the SMIP extension, it is not possible to determ ne whether
the usage is fromnmultiple instances of the sane SMIP client or

di fferent SMIP client inplenmentations.

An active survey of MIAs accessi ble over the Internet was performned.
The MIAs sel ected were found by querying for MX and A resource
records of a subset of all dommins observed by The Trusted Domai n
Project’s data collection systemin the preceding 20 nonths. The
results were as follows:

SUBM TTER Survey (The Trusted Domai n Project)

o e e e oo SR R, +
| MTrAs sel ected | 484, 980 | -

| MTAs responding | 371,779 | 76.7% |
| SUBM TTER enabl ed | 17,425 | 4.7%

| MXLogi c banner | 16,914 | 4.6%
o e a o TSR Fomm - +

Note: The bottomtwo rows indicate the percentage of responding MIAs
with the stated property, not the percentage of selected MIAs.

Based on the SMIP banner presented upon connection, the entire set of
SUBM TTER- enabl ed MIAs consi sted of the two found during the review
(above) and a third whose identity could not be positively

det er mi ned.

O those few respondi ng MIAs advertising the SUBM TTER SMIP

extension, 97% were different instances of one MITA. The service
operating that MIA (MXLogic, a division of MAfee) reported that
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about 11% of all observed SMIP sessions involved SMIP clients that
nmake use of the SUBM TTER extension. Note that this represents about
11% of the clients of 4.6% of the responding MIAs in the survey.

4. Evidence of Differences

Separate surveys fromHotmail and The Trusted Domai n Project conpared
the cases where the PRA (used by Sender I1D) and the RFC5321. Mail From
address (used by SPF) differed. The results of these tests showed
that, at |east 50%of the time, the two addresses were the sane, but,
beyond that, the percentage varied substantially from one sanpling

| ocation to the next due to the nature of the mail streans they each
receive.

Further, The Trusted Donai n Project anal yzed approxi mately 150, 000
nmessages and found that in nore than 95% of those cases, Sender ID
and SPF reach the sane concl usi on about a message, neaning either

both protocols return a "pass" result or both return a "fail" result.
Note that this does not include an evaluation of whether "fail" neant
spam or ot her abusive nail was thus detected or that "pass" mail is
good mail; it is nerely a nmeasure of how often the two protocols

concurred. The data set yielding this response could not further
characterize the cases in which the answers differed.

A second analysis of the same nature by Hotmmil found that the two
protocols yielded the same result approxi mately 80% of the tinme when
eval uated across billions of nmessages.

Anecdotal ly, the differences in conclusions have not been noted as
causi ng significant operational problens by the enail-receiving
conmuni ty.

5. Analysis

G ven the six years that have passed since the publication of the
Experimental RFCs, and the evidence reported in the earlier sections
of this docunent, the follow ng anal ysis appears to be supported:

1. There has not been substantial adoption of the RRTYPE 99 (SPF)
DNS resource record. In all |arge-scale surveys perfornmed for
this work, fewer than 2% of respondi ng domai ns publi shed RRTYPE
99 records, and alnpbst no clients requested them

2. O the DNS resource records retrieved, fewer than 3% i ncl uded

specific requests for processing of nmessages using the PRA
algorithm which is an essential part of Sender |D
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3. Although the two protocols often used different email address
fields as the subject being evaluated, no data collected showed
any substantial operational benefit, in ternms of inproved
accuracy, to using one nechani smover the other

4. A review of known inplenentations shows significant support for
both protocols, though there were nore inplenentations in support
of SPF than of Sender ID. Further, the SPF inplenentations
showed better upkeep and current interest than the Sender ID
i mpl enent ati ons.

5. A survey of running MIAs shows fewer than 5% of them advertised
the SUBM TTER extension, which is a Sender ID enabler. Only
three inplenentations of it were found.

6. There remain obstacles to deploynent of protocols that use DNS
RRTYPEs ot her than the nbst comon ones, including firewalls and
DNS servers that block or discard requests for unknown RRTYPEs.
Further, few if any web-based DNS configuration tools offer
support for RRTYPE 99 records.

6. Concl usions

In light of the analysis in the previous section, the follow ng
concl usi ons are supported:

1. The experinments conprising the series of RFCs defining the
SUBM TTER SMIP ext ensi on ( RFC4405), the Sender 1D mechani sm
(RFC4406), the Purported Responsibl e Address al gorithm (RFC4407),
and SPF (RFC4408), shoul d be considered concl uded.

2. The absence of significant adoption of the RRTYPE 99 DNS Resource
Record suggests that it has not attracted enough support to be
useful .

3. Unavailability of software inplenenting the protocols was not a
gating factor in terns of the selection of which to use.

4. The absence of significant adoption of the [ SUBM TTER] extension
[ SENDER-1 D], and [PRA], indicates that there is not a strong
conmuni ty depl oyi ng and usi ng these protocols.

5. [SPF] has widespread inplenentation and depl oynent, conparable to
that of nmany Standards Track protocols.

Appendi x Ais offered as a cautionary review of problens that

af fected the process of devel oping SPF and Sender IDin terns of
their use of the DNS
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7. Security Considerations
Thi s docunent contains information for the community, akin to an

i npl enentati on report, and does not introduce any new security
concerns.
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Appendi x A, Background on the RRTYPE |ssue

SPF was originally created by a community of interested devel opers
outside the IETF, with the intent of bringing it to the I ETF for
standardi zation after it had become relatively mature and ready for
the | ETF Standards process.

At the tine of SPF's initial developrment, the prospect of getting an
RRTYPE al | ocated for SPF was not seriously considered, partly because
doi ng so had high barriers to entry. As aresult, at the time it was
brought to the I ETF for devel opnent and publication, there was

al ready a substantial and growi ng installed base that had SPF running
using TXT RRs. Eventually, the application was nmade for the new
RRTYPE as a result of pressure fromthe DNS experts in the comunity,
who insisted upon doing so as the preferred path toward using the DNS
for storing such things as policy data.

Later, after RRTYPE 99 was assigned (long after |ESG approval of
[SPF], in fact), a plan was put into place to effect a gradua
transition to using RRTYPE 99 instead of using RRTYPE 16. This plan
failed to take effect for four primary reasons:

1. there was hesitation to nake the transition because existing
naneservers (and, in fact, DNS-aware firewalls) would drop or
reject requests for unknown RRTYPEs (see Section 3 for evidence
of this), which nmeans successful rollout of a new RRTYPE is
contingent upon w despread adopti on of updated naneservers and
resol ver functions;

2. many DNS provisioning tools (e.g., web interfaces to controlling
DNS zone data) were, and still are, typically lethargi c about
addi ng support for new RRTYPEs;

3. the substantial deployed base was al ready using RRTYPE 16, and it
was working just fine, leading to inertia;

4. [SPF] itself included a faulty transition plan, likely because of
the late addition of a requirement to develop one -- it said:

An SPF-compliant domai n nane SHOULD have SPF records of both RR
types. A conpliant domain nane MJUST have a record of at |east
one type.

whi ch means both can claimto be fully conpliant while failing

utterly to interoperate. Publication occurred wthout proper
| ETF review, so this was not detected prior to publication.
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It is likely that this will happen again if the bar to creating new
RRTYPEs even for experinental devel opnment purposes is not |owered,
and handling of unknown RRTYPEs in software becomes generally nore
graceful. Also, inmportant in this regard i s encouragenent of support
for new RRTYPES in DNS record provisioning tools.

Fortunately, in the neantine, the requirenents for new RRTYPE

assi gnments was changed to be | ess stringent (see [DNS-1ANA]). Al so,
the publication of [DNS-EXPAND] has provided sone useful guidance in

this regard. However, there is still a conmon perception that adding
new types of data to the DNS will face resistance due to the |ack of

appropriate software support.

There are DNS experts within the comunity that will undoubtedly
point to DNS servers and firewalls that m streat queries for unknown
RRTYPEs, and to overly sinplistic provisioning tools, and clai mthey
are broken as a way of answering these concerns. This is undoubtedly
correct, but the reality is that they are anong us and likely will be
for sone tine, and this needs to be considered as new protocols and

| ETF procedures are devel oped.
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