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1. Introduction

[ ARF] defined the Abuse Reporting Format, an extensible nmessage
format for Email Feedback Reports. These reports are used to report

i ncidents of emmil abuse. ARF was extended by [ AUTHFAI LURE- REPORT]
to enable the reporting of email authentication failures. These
specifications provided for the source | P address to be included in a
report. As explained in [LOF, the deploynent of |IP address sharing
techni ques requires the source port values to be included in reports
i f unambi guous identification of the origin of abuse is to be

achi eved.

Thi s docunent defines an ARF reporting field to contain this
i nformati on and provi des gui dance for its use.

2.  Keywords
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ KEYWORDS] .

3. Source-Port Field Definition

A new ARF header field called "Source-Port" is defined. Wen present
in areport, it MJUST contain the client port of the TCP connection
fromwhich the reported nessage origi nated, corresponding to the
"Source-1P" field that contains the client address of that sane
connection, thereby describing conpletely the origin of the abuse

i nci dent .

Per, [ABNF], the formal syntax is:

source-port = "Source-Port:" [CFW5] 1*5DIGA T [ CFW5] CRLF
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"CFWS", which represents emmil-style comments or folding white space
is imported from[MAIL].

When any report is generated that includes the "Source-IP" field (see
Section 3.2 of [ARF]), this field SHOULD al so be present, unless the

port nunber is unavail abl e.

Use of this field is RECOWENDED for reports generated per
[ AUTHFAI LURE- REPORT] (see Section 3.1 of that docunent).

4. Tinme Accuracy
[LOG underscores the inportance of accurate cl ocks when generating
reports that include source port information because of the fact that
source ports can be recycled very quickly in Internet Service
Provi der environments. The same consi derations described there apply
her e.
Report generators that include an Arrival-Date report field MAY
choose to express the value of that date in Universal Coordinated
Time (UTC) to enable sinmpler correlation with local records at sites
that are follow ng the provisions of [LOF.

5. | ANA Consi derations

| ANA has added the following entry to the "Feedback Report Header
Fiel ds" registry:

Field Nane: Source-Port

Description: TCP source port fromwhich the original nessage was
recei ved

Mul tipl e Appearances: No
Rel at ed "Feedback- Type": any
Ref erence: [RFC6692]
Status: current

6. Security Considerations

Thi s extension introduces no new security considerations not already
covered in [ ARF].

Sone security considerations related to the general topic of source
port logging can be found in [LOG.
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