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Abst ract

Thi s docunent defines a Message Session Relay Protocol (NMSRP)

ext ensi on, Connection Establishment for Media Anchoring (CEM).
Support of this extension is OPTIONAL. The extension allows

m ddl eboxes to anchor the MSRP connection, without the need for

nm ddl eboxes to nodify the MSRP nessages; thus, it also enables secure
end-to-end MSRP communi cation in networks where such m ddl eboxes are
depl oyed. This docunent al so defines a Session Description Protoco
(SDP) attribute, 'msrp-cema’, that MSRP endpoints use to indicate
support of the CEMA extension

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6714.
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1. Introduction

The Message Session Relay Protocol (MSRP) [ RFC4975] expects to use
MBRP rel ays [ RFC4976] as a nmeans for Network Address Translation
(NAT) traversal and policy enforcement. However, many Session
Initiation Protocol (SIP) [RFC3261] networks, which depl oy MSRP
contain m ddl eboxes. These m ddl eboxes anchor and control nedi a;
performtasks such as NAT traversal, performance nonitoring, and
address dommi n bridging; interconnect Service Level Agreenment (SLA)
policy enforcenent; and so on. One exanple is the Interconnection
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Border Control Function (IBCF) [GPP23228], defined by the 3rd
Generation Partnership Project (3GPP). The IBCF controls a nedia
relay that handles all types of SIP session nedia, such as voi ce,
vi deo, MBRP, etc.

MBRP, as defined in RFC 4975 [ RFC4975] and RFC 4976 [ RFC4976], cannot
anchor through ni ddl eboxes. The reason is that MSRP nessages have
routing informati on enbedded in the nessage. Wthout an extension
such as CEMA, m ddl eboxes must read the nessage to change the routing
information. This occurs because ni ddl eboxes nodi fy the address: port
information in the Session Description Protocol (SDP) [ RFCA566]
c/mline in order to anchor nedia. An "active" [RFC6135] MSRP User
Agent (UA) establishes the MSRP TCP or Transport Layer Security (TLS)
connection based on the MSRP URI of the SDP ’'path’ attribute. This
nmeans that the MSRP connection will not be routed through the

m ddl ebox unl ess the niddl ebox al so nodifies the MSRP URI of the
topnost SDP 'path’ attribute. In many scenarios, this will prevent
the MSRP connection frombeing established. 1In addition, if the

m ddl ebox nodifies the MSRP URI of the SDP 'path' attribute, then the
MSRP URI conpari son procedure [ RFC4975], which requires consistency
bet ween the address information in the MSRP nessages and the address
information carried in the MSRP URI of the SDP 'path’ attribute,

will fail

The only way to achieve interoperability in this situation is for the
m ddl ebox to act as an MSRP back-to-back User Agent (B2BUA). Here,
the MSRP B2BUA acts as the endpoint for the MSRP signaling and nedia,
performs the corresponding nodification in the associ ated MSRP
nmessages, and originates a new MSRP session toward the actual renote
endpoi nt. However, the enabling of MSRP B2BUA functionality requires
substantially nore resource usage in the m ddl ebox, which nornally
results in a negative inpact on performance. |In addition, the MSRP
nmessage needs to be exposed in cleartext to the MSRP B2BUA, which
viol ates the end-to-end principle [ RFC3724].

Thi s specification defines an MSRP extension, Connection

Est abl i shment for Media Anchoring (CEMA). In npst cases, CEMA all ows
MBRP endpoi nts to comuni cate through m ddl eboxes as defined in
Section 2, without a need for the mi ddl eboxes to be MSRP B2BUAs. In
such cases, m ddl eboxes that want to anchor the MSRP connection
simply nmodify the SDP c¢/mline address information, simlar to what
the m ddl eboxes do for non- MSRP nedia types. MSRP endpoints that
support the CEMA extension will use the SDP ¢/ mline address

i nformati on for establishing the TCP or TLS connection for sending
and receiving MSRP nessages.
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The CEMA extension is backward conpati bl e, neaning that CEMA-enabl ed
MSRP endpoi nts can communi cate with non- CEMA-enabl ed endpoints. In
scenari os where MSRP endpoi nts do not support the CEMA extension, an
MBRP endpoi nt that supports the CEMA extension behaves in the sane
way as an MSRP endpoint that does not support it. The CEMA extension
only provides an alternative nechani smfor negotiating and providing
address information for the MSRP TCP connection. After the creation
of the MSRP connection, an MSRP endpoint that supports the CEMA

ext ension acts according to the procedures for creating MSRP
nmessages, perform ng checks when receiving MSRP nessages defined in
RFC 4975 and, when it is using a relay for MSRP conmuni cati ons,

RFC 4976.

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

Definitions:

Fi ngerprint-Based TLS Aut hentication: An MSRP endpoint that uses a
sel f-signed certificate and sends a fingerprint (i.e., a hash of
the self-signed certificate) in SDP to the other MSRP endpoint.
This fingerprint binds the TLS key exchange to the signaling plane
and aut henticates the other endpoint based on trust in the
si gnal i ng pl ane.

Nanme- Based TLS Aut hentication: An MSRP endpoint that uses a
certificate that is bound to the endpoint’s hostnane or SIP
address of record. |In the TLS session setup, the other MSRP
endpoint verifies that the identity associated with the
certificate corresponds to that of the peer (as indicated in SIP/
SDP) and that the binding of the identity to the public key was
done by a party that the endpoint trusts. This definition
includes traditional certificates issued by a well-known
certification authority as well as self-signed certificates
publ i shed via the SIP Certificate Managenent Service [RFC6072] and
ot her simlar mechanisms.

B2BUA: This is an abbreviation for back-to-back user agent.

MSRP B2BUA: A network elenent that termnminates an MSRP connection
from one MSRP endpoint and reoriginates that connection toward
anot her MSRP endpoint. Note that the MSRP B2BUA is distinct from
a SIP B2ZBUA. A SIP B2BUA terminates a SIP session and
reoriginates that session toward another SIP endpoint. 1In the
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context of MSRP, a SIP endpoint initiates a SIP session toward
anot her SIP endpoint. However, that |INVITE may go through, for
exanpl e, an out bound proxy or inbound proxy to route to the renote
SIP endpoint. As part of that SIP session, an MSRP session that
may follow the SIP session path is negotiated. However, there is
no requirenent to co-locate the SIP network el ements with the MSRP
net wor k el enents.

TLS B2BUA: A network el enment that term nates security associations
(SAs) from endpoints and establishes separate SAs between itself
and each endpoint.

M ddl ebox: A SIP network device that nodi fies SDP nedi a address: port
information in order to steer or anchor nedia flows described in
the SDP, including TCP and TLS connections used for MSRP
conmuni cati on, through a nedia proxy function controlled by the
SIP endpoint. In nobst cases, the media proxy function relays the
MBRP nessages w thout nodification, while in sone circunstances it
acts as an MSRP B2BUA. Other SIP-related functions -- such as
those related to routing, nodification of SIP information, etc. --
performed by the M ddl ebox, and whether it acts as a SIP B2BUA or
not, are outside the scope of this docunent. Section 6 describes
addi ti onal assunptions regardi ng how the M ddl ebox handl es MSRP in
order to support the extension defined in this docunent.

Medi a anchor: An entity that perforns nedia anchoring inserts itself
in the media path of a media comunicati on session between two
entities. The nmedia anchor will receive, and forward, the nedia
sent between the entities.

Thi s docunent reuses the ternms "answer", "answerer", "offer", and
"of ferer" as defined in [ RFC3264].

3. Applicability Statenent

Thi s docunent defines a Message Session Relay Protocol (NMSRP)

ext ensi on, Connection Establishment for Media Anchoring (CEM).
Support of this extension is OPTIONAL. The extension all ows

M ddl eboxes to anchor the MSRP connection, w thout the need for

M ddl eboxes to nodify the MSRP nessages; thus, it also enables secure
end-to-end MSRP communi cati on in networks where such M ddl eboxes are
depl oyed. The docunent al so defines a Session Description Protoco
(SDP) attribute, 'merp-cenma’, that MSRP endpoints use to indicate
support of the CEMA extension

The CEMA extension is primarily intended for MSRP endpoints that

operate in networks in which M ddl eboxes that want to anchor nedia
connections are deployed, wthout the need for the M ddl eboxes to
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4.

4.

enabl e MSRP B2BUA functionality. An exanple of such a network is the
I P Multinedia Subsystem (I M5), defined by the 3rd Generation
Partnership Project (3GPP), which also has the capability for al
endpoi nts to use name-based TLS authentication. The extension is

al so useful for other MSRP endpoints that operate in other networks
but that communicate with MSRP endpoints in networks with such

M ddl eboxes, unless there is a gateway between these networks that by
defaul t always enabl es MSRP B2BUA functionality.

Thi s docunent assunes certain behaviors on the part of M ddl eboxes,
as described in Section 6. These behaviors are not standardi zed. |If
M ddl eboxes do not behave as assumed, then the CEMA extension does
not add any val ue over base MSRP behavior. MSRP endpoints that
support CEMA are required to use RFC 4975 behavior in cases where
they detect that the CEMA extension cannot be enabl ed

Connection Establishnent for Media Anchoring Mechani sm
1. Genera

This section defines how an MSRP endpoi nt that supports the CEMA

ext ensi on generates SDP of fers and answers for MSRP, and which SDP
informati on el enents the MSRP endpoi nt uses when creating the TCP or
TLS connection for sending and receiving MSRP nessages.

Based on the procedures described in Sections 4.2 and 4.3, in the
foll owi ng cases the CEMA extension will not be enabled, and there
will be a fallback to the MSRP connecti on establishment procedures
defined in RFC 4975 and RFC 4976:

- A non- CEMA- enabl ed MBRP endpoi nt becones "active" [RFC6135] (no
matter whether it uses a relay for its MSRP commruni cation or not),
as it will always establish the MSRP connection using the SDP
"path’ attribute, which contains the address information of the
renote MSRP endpoint, instead of using the SDP c/mline, which
contains the address information of the M ddl ebox.

- A non- CEMA- enabl ed MBSRP endpoint that uses a relay for its MSRP
conmuni cati on becomes "passive" [RFC6135], as it cannot be assumed
that the MSRP endpoint inserts the address information of the
relay in the SDP c/mline.

- A CEMA- enabl ed MSRP endpoint that uses a relay for its MSRP
conmuni cati on beconmes "active", since if it adds the received SDP
c/mline address information to the ToPath header field of the
MBRP nessage (in order for the relay to establish the MSRP
connection toward the M ddl ebox), the session matching [ RFC4975]
perfornmed by the renote MSRP endpoint will fail.
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4.2. NBRP SDP O ferer Procedures

When a CEMA-enabl ed of ferer sends an SDP offer for MSRP, it generates
the SDP offer according to the procedures in RFC 4975. 1In addition,
the offerer follows RFC 4976 if it is using a relay for MSRP

conmuni cation. The offerer also perforns the followi ng additions and
nmodi fi cati ons:

1. The offerer MJST include an SDP 'nerp-cena’ attribute in the MSRP
nmedi a description of the SDP offer.

2. If the offerer is not using a relay for MSRP communication, it
MUST include an SDP 'setup’ attribute in the MSRP nedia
description of the SDP offer, according to the procedures in
RFC 6135 [ RFC6135] .

3. If the offerer is using a relay for MSRP comunication, it MJST,
in addition to including the address information of the relay in
the topnost SDP 'path’ attribute, also include the address
information of the relay, rather than its own address
information, in the SDP c/mline associated with the MSRP nedi a
description. |In addition, it MJST include an SDP ' setup: act pass’
attribute in the MSRP nedi a description of the SDP offer.

When the offerer receives an SDP answer, if the MSRP nedi a
description of the SDP answer does not contain an SDP ' nsrp-cena
attribute, and if any one or nore of the criteria below are nmet, the
of ferer MUST fall back to RFC 4975 behavi or by sending a new SDP

of fer according to the procedures in RFC 4975 and RFC 4976. The new
of fer MUST NOT contain an SDP 'nsrp-cema’ attribute.

1. The SDP c¢/mline address information associated with the MSRP
nmedi a description does not match (see Section 4.4) the
information in the MSRP URI of the 'path attribute(s) (in which
case it is assuned that the SDP ¢/ mline contains the address of
a Mddl ebox), and the MBRP endpoint will becone "passive" (if the
MBSRP nedi a description of the SDP answer contains an SDP ’'setup:
active’ attribute).

NOTE: If an MSRP URI contains a domain nane, it needs to be resol ved
into an I P address and port before it is checked against the SDP
c/mline address information, in order to determ ne whether the
address i nfornmati on mat ches.

2. The offerer uses a relay for its MSRP conmuni cation, the SDP
c/mline address information associated with the MSRP nedi a
description does not match the information in the MSRP URI of the
SDP 'path’ attribute(s) (in which case it is assuned that the SDP
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c/mline contains the address of a M ddl ebox), and the offerer

will beconme "active" (either by default or if the MSRP nedia
description of the SDP answer contains an SDP ’'setup: passive’
attribute).

3. The renpte MSRP endpoint, acting as an answerer, uses a relay for
its MSRP comunication, the SDP c/mline address information
associated with the MSRP nedia description does not match the
information in the MSRP URI of the SDP 'path’ attributes (in
which case it is assuned that the SDP ¢c/mline contains the
address of a M ddl ebox), and the MSRP offerer will become
"active" (either by default or if the MSRP nedia description of
the SDP answer contains an SDP ’'setup: passive' attribute).

NOTE: As described in Section 6, in the absence of the SDP
"merp-cema’ attribute in the new offer, it is assuned that a
M ddl ebox will act as an MSRP B2BUA in order to anchor MSRP nedi a.

The offerer can send the new offer within the existing early dialog
[ RFC3261], or it can terminate the early dialog and establish a new
di al og by sending the new offer in a newinitial |NVITE request.

The offerer MAY choose to term nate the session establishment if it
can detect that a M ddl ebox acting as an MSRP B2BUA is not the
desired renote MSRP endpoint.

If the answerer uses a relay for its MSRP comuni cation, and the SDP
c/mline address informati on associated with the MSRP nedi a
description matches one of the SDP ’path’ attributes, it is assuned
that there is no Mddlebox in the network. |In that case, the offerer
MJUST fall back to RFC 4975 behavior, but it does not need to send a
new SDP of fer.

In other cases, where none of the criteria above are nmet, and where
the MSRP of ferer becones "active", it MJST use the SDP c/mline for
establishing the MSRP TCP connection. |If the offerer becones
"passive", it will wait for the answerer to establish the TCP
connection, according to the procedures in RFC 4975.

4. 3. MSRP SDP Answer er Procedures

If the MSRP nedi a description of the SDP of fer does not contain an
SDP 'nmerp-cena’ attribute, and the SDP c/m|ine address information
associated with the MSRP nedia description does not match the
information in the MSRP URI of the SDP 'path’ attribute(s), the
answerer MUST either reject the offered MSRP connection (by using a
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zero port value nunber in the generated SDP answer) or reject the
whol e SIP request that carries the SDP offer with a 488 Not
Accept abl e Here [ RFC3261] response.

NOTE: The reason for the rejection is that the answerer assunes that
a mddl ebox that does not support the CEMA extension has nodified the
c/mline address information of the SDP offer wi thout enabling MSRP
B2BUA functionality.

NOTE: If an MSRP URI contains a domain nane, it needs to be resol ved
into an I P address and port before it is checked against the SDP
c/mline address information, in order to determ ne whether the
address i nfornmati on mat ches.

If any one or nmore of the criteria below are net, the answerer MJST
fall back to RFC 4975 behavi or and generate the associ ated SDP answer
according to the procedures in RFC 4975 and RFC 4976. The answerer
MUST NOT insert an SDP 'nerp-cenm’ attribute in the MSRP nedia
description of the SDP answer.

1. Both MSRP endpoints are using relays for their MSRP
conmuni cati on. The answerer can detect if the renpte MSRP
endpoi nt, acting as an offerer, is using a relay for its NMSRP
conmuni cation if the MSRP nedi a description of the SDP offer
contains nultiple SDP 'path’ attributes.

2. The offerer uses a relay for its MSRP comruni cati on and wl|l
become "active" (either by default or if the MSRP nedia
description of the SDP offer contains an SDP ’'setup:active’
attribute). Note that a CEMA-enabl ed offerer would include an
SDP ' setup: actpass’ attribute in the SDP offer, as described in
Section 4.2.

3. The answerer uses a relay for MSRP conmuni cation and is not able
to becone "passive" (if the MSRP medi a description of the offer
contains an SDP ’'setup:passive' attribute). Note that an offerer
is not allowed to include an SDP 'setup: passive’ attribute in an
SDP of fer, as described in RFC 6135.
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In all other cases, the answerer generates the associ ated SDP answer
according to the procedures in RFC 4975 and RFC 4976, with the
follow ng additions and nodifications:

1. The answerer MJST include an SDP ’'nmsrp-cema’ attribute in the
MSRP nedi a description of the SDP answer.

2. If the answerer is not using a relay for MSRP communication, it
MUST include an SDP 'setup’ attribute in the MSRP nedia
description of the answer, according to the procedures in
RFC 6135.

3. If the answerer is using a relay for MSRP comuni cation, it MUJST,
in addition to including the address information of the relay in
the topnost SDP 'path’ attribute, also include the address
information of the relay, rather than its own address
information, in the SDP c¢/mline associated with the MSRP nedi a

description. In addition, the answerer MJST include an SDP
"setup: passive attribute in the MBRP nedi a description of the
SDP answer .

If the answerer included an SDP ’'nmsrp-cema’ attribute in the MSRP
nmedi a description of the SDP answer, and if the answerer becones
"active", it MJST use the received SDP c/mline for establishing the
MSRP TCP or TLS connection. |If the answerer becones "passive", it
will wait for the offerer to establish the MSRP TCP or TLS
connection, according to the procedures in RFC 4975.

4.4. Address Information Matching

When conparing address information in the SDP ¢/mline and an MSRP
URI, for address and port equival ence, the address and port val ues
are retrieved in the foll owi ng ways:

- SDP c/mline address information: The |IP address is retrieved from
the SDP c-line, and the port fromthe associated SDP mline for
MSRP.

- In case the SDP c-line contains a Fully Qualified Domai n Nane
(FQDN), the IP address is retrieved using DNS

- MSRP URI address information: The | P address and port are
retrieved fromthe authority part of the MSRP URI.

- In case the authority part of the MSRP URI contains an FQDN, the

| P address is retrieved using DNS, according to the procedures in
Section 6.2 of RFC 4975.
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NOTE: According to RFC 4975, the authority part of the MSRP URI nust
al ways contain a port.

Bef ore | Pv6 addresses are conpared for equival ence, they need to be
converted into the same representation, using the mechani sm defined
in RFC 5952 [ RFC5952] .

NOTE: In case the DNS returns multiple records, each needs to be
conpared against the SDP c¢/mline address information, in order to
find at | east one match.

NOTE: If the authority part of the MSRP URl contains specia
characters, they are handl ed according to the procedures in
Section 6.1 of RFC 4975.

4.5. Usage with the Alternative Connecti on Mde

An MSRP endpoi nt that supports the CEMA extensi on MUST support the
mechani smdefined in RFC 6135, as it extends the number of scenarios
where one can use the CEMA extension. An exanple is where an MSRP
endpoint is using a relay for MSRP comuni cation, and it needs to be
"passive" in order to use the CEMA extension, instead of doing a
fall back to RFC 4975 behavi or.

5. The SDP 'nerp-cena’ Attribute

5.1. Cenera
The SDP 'nsrp-cema’ attribute is used by MSRP entities to indicate
support of the CEMA extension, according to the procedures in
Sections 4.2 and 4. 3.

5.2. Syntax
This section describes the syntax extensions to the ABNF synt ax
defined in RFC 4566 required for the SDP 'nsrp-cema’ attribute. The

ABNF defined in this specification is conformant to RFC 5234
[ RFC5234] .

attribute =/ msrp-cema-attr
;attribute defined in RFC 4566
nerp-cema-attr = "msrp-cem”
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6.

6.

6.

6.

M ddl ebox Assunpti ons
1. Ceneral

Thi s docunent does not specify explicit M ddl ebox behavior, even

t hough M ddl eboxes enabl e sonme of the procedures described here.
However, as MBRP endpoints are expected to operate in networks where
M ddl eboxes that want to anchor nedia are present, this docunent
makes certai n assunptions regardi ng how such M ddl eboxes behave.
2. MSRP Awar eness

In order to support interoperability between UAs that support the
CEMA extension and UAs that do not support the extension, the

M ddl ebox is MSRP aware. This neans that it inplenments MSRP B2BUA
functionality. The M ddl ebox enables that functionality in cases
where the offerer does not support the CEMA extension. |n cases
where the SDP offer indicates support of the CEMA extension, the

M ddl ebox can sinmply nodify the SDP ¢/mline address information for
the MSRP connecti on.

In cases where the M ddl ebox enabl es MSRP B2BUA functionality, it

acts as an MSRP endpoint. |If it does not use the CEMA procedures, it
will never forward the SDP ’'nmsrp-cema’ attribute in SDP offers and
answers.

If the M ddl ebox does not inplenment MSRP B2BUA functionality, or does
not enable it when the SDP 'nsrp-cema’ attribute is not present in
the SDP offer, CEMA-enabled MSRP endpoints will in some cases be
unable to interoperate with non- CEMA- enabl ed endpoi nts across the

M ddl ebox.

3. TCP Connection Reuse

M ddl eboxes do not need to parse and nmodify the MSRP payl oad when
endpoi nts use the CEMA extension. A Mddlebox that does not parse
the MSRP payl oad probably will not be able to reuse TCP connecti ons
for multiple MSRP sessions. |Instead, in order to associate an MSRP
nessage with a specific session, the M ddl ebox often assigns a unique
| ocal address:port conbination for each MSRP session. Due to this,
bet ween two M ddl eboxes there m ght be a separate connection for each
MSRP sessi on.

If the M ddl ebox does not assign a unique address: port comnbi nation
for each MSRP session, and does not parse MSRP nessages, it m ght
end up forwardi ng MSRP nessages toward the w ong destination.
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6.4. SDP Integrity

6.

7.

7.

Thi s docunent assunes that M ddl eboxes are able to nodify the SDP
address informati on associated with the MSRP nedi a.

NOTE: Even though the CEMA extension as such works with end-to-end
SDP protection, the nain advantage of the extension is in networks
where M ddl eboxes are depl oyed.

If the Mddl ebox is unable to nmodify SDP payl oads due to end-to-end
integrity protection, it will be unable to anchor MSRP nedia, as the
SIP signaling would fail due to integrity violations.

5. TLS
VWhen UAs use the CEMA extension, this docunent assumes that
M ddl eboxes relay MSRP nedi a packets at the transport |ayer. The TLS
handshake and resulting security association (SA) can be established
peer -t o-peer between the MSRP endpoints. The M ddl ebox will see
encrypted MSRP nedi a packets but is unable to inspect the cleartext
content.
VWhen UAs fall back to RFC 4975 behavi or, M ddl eboxes act as TLS
B2BUAs. The M ddl ebox decrypts MSRP nedi a packets received from one
MBSRP endpoi nt and then re-encrypts them before sending themtoward
the other MSRP endpoint. M ddl eboxes can inspect and nodify the MSRP
nmessage content.
Security Consi derations
1. Cenera

Unl ess ot herwi se stated, the security considerations in RFC 4975 and
RFC 4976 still apply. This section only describes additions and
changes introduced by the CEMA extension

The purpose of CEMA is to enable MSRP conmuni cation over M ddl eboxes.
These M ddl eboxes are commonly depl oyed by SIP network operators, who
al so conmonly deploy firewall and routing policies that prevent nedia
sessions fromworking unless they traverse the M ddl eboxes.

CEMA makes it possible for Mddl eboxes to tunnel TLS to all ow end-to-
end SAs between endpoints. This is an inprovenent over the status
qguo, since wi thout CEMA, the M ddl eboxes would be forced to both read
and nmodify the cleartext MSRP nessages, which woul d make end-to-end
confidentiality and integrity protection of the MSRP transport

channel i npossible.
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RFC 4975 suggests two ways for MSRP endpoints to verify that the TLS
connection is established end to end. The first option is to use
certificates froma well-known certification authority and verify
that the SubjectAltNane natches the MSRP URI of the other side. The
second option is to use self-signed certificates and include a
fingerprint of the certificate in the SDP offer/answer. Provided the
signaling is integrity protected, both endpoints can verify that the
TLS SA is established with the correct host by matching the received
certificate against the received fingerprint.

Fi nger print-based authentication is expected to be common for end
clients. 1In order to ensure the integrity of the fingerprint,

RFC 4975 reconmends using the SIP Identity mechani sm [ RFC4474] .
However, this mechani sm may not be conpatible with CEMA, which
operates under the assunption that M ddl eboxes will nmodify the
contents of SDP offers and answers. Until a mechanismis avail able
that enabl es a subset of the SDP to be signed, end clients that
support CEMA and use fingerprint-based authentication are forced to
trust the entire signaling path. In other words, end clients nust
accept the fact that every signaling proxy could potentially replace
the fingerprints and insert a M ddl ebox that acts as a TLS B2BUA

An alternative solution that only requires a limted trust in the
signaling plane is to use self-signed certificates together with the
SIP Certificate Managenent Service [RFC6072]. The security provided
by this solution is roughly equivalent to SIP Identity and
fingerprint-based authentication (in fact, RFC 6072 is based on

RFC 4474). Section 7.5 discusses this approach further

In the remmi nder of this section, we will assune that fingerprint-
based authentication is used without SIP Identity or simlar
mechani sns that protect the SDP across several hops.

7.2. Man-in-the-Mddle (MTM Attacks

If TLS is not used to protect MSRP, the CEMA extension mght nake it
easier for a MTMto transparently insert itself in the comunication
bet ween MSRP endpoints in order to nonitor or record unprotected MSRP
conmuni cation. This can be nitigated by the use of TLS. It is

t her ef ore RECOMMVENDED t hat TLS [ RFC5246] be used. It is also
recommended that TLS be used end to end, which CEMA enables even in
the case of M ddl eboxes. According to RFC 4975, MSRP endpoints are
required to support TLS. This also applies to CEMA-enabl ed
endpoi nt s.
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7.3. TLS Usage wi thout M ddl eboxes

If TLS is used without M ddl eboxes, the security considerations in
RFC 4975 and RFC 4976 still apply unchanged. Note that this is not
the main use case for the CEMA extension

7.4. TLS Usage with M ddl eboxes

This is the main use case for the CEMA extension; the endpoints
expect one or nore M ddl eboxes.

The CEMA extension supports the usage of both nane-based

aut hentication and fingerprint-based authentication for TLS in the
presence of M ddl eboxes. The use of fingerprint-based authentication
requires signaling integrity protection. This can, for exanple, be
hop- by- hop cryptographic protection or cryptographic access
protection conbined with a suitably protected core network. As
stated in Section 6.4, this docunent assunes that M ddl eboxes are
able to nodify the SDP address informati on associated with the MSRP
nmedi a.

If a Mddl ebox acts as a TLS B2BUA, the security considerations are
the sanme as those without the CEMA extension. In such a case, the
M ddl ebox acts as a TLS endpoi nt.

If a Mddl ebox does not act as a TLS B2BUA, TLS is end to end and the
M ddl ebox just forwards the TLS packets. This requires that both
peers support the CEMA extension.

If fingerprint-based authentication is used, the MSRP endpoi nts mi ght
not be able to decide whether or not the M ddl ebox acts as a TLS
B2BUA. But this is not an issue, as the signaling network is

consi dered trusted by the endpoint (a requirement to use fingerprint-
based aut hentication).

7.5. Authentication, Credentials, and Key Managenent

One issue with the usage of TLS (not specific to CEMA) is the
availability of a PKI. Endpoints can always provide sel f-signed
certificates and include fingerprints in the SDP offer and answer.
However, this relies on SDP signaling being integrity protected,
whi ch may not al ways be the case.
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Therefore, in addition to the authentication nmechani snms defined in
RFC 4975, it is RECOWENDED that a CEMA-enabl ed MSRP endpoi nt al so
support self-signed certificates together with the Certificate
Management Service [RFC6072], to which it publishes its self-signed
certificate and fromwhich it fetches on demand the self-signed
certificates of other endpoints.

Al'ternate key distribution mechanisnms, such as DNS-Based

Aut hentication of Named Entities (DANE) [ DANE], Pretty Good Privacy
(PGP) [RFC6091], Ticket-Based Mbdes of Key Distribution in Miltinmedia
Internet KEYing (M KEY-TICKET) [ RFC6043], or sone other technol ogy,

m ght becone ubi quitous enough to solve the key distribution problem
in the future

One of the target deploynments for CEMA is the 3GPP | M5 SI P network.
In this environment, authentication and credential managenent are

| ess of a problem as the SDP signaling is nostly considered trusted,
service providers provision signed certificates or nanage signed
certificates on behalf of their subscribers, and MKEY-TICKET is
avai |l abl e. Sonme of these options require trusting the service

provi der, but those issues are beyond the scope of this docunent.

7.6. Endpoint Procedures for TLS Negoti ation

The CEMA extensi on does not change the endpoi nt procedures for TLS
negotiation. As in RFC 4975, the MSRP endpoint uses the negotiation
mechani sns in SDP and then the TLS handshake to agree on nechani sns
and al gorithns that both support. The mechani sms can be divided into
three different security |evels:

1. MBRPS. Security nmechanisns that do not rely on trusted signaling,
such as name-based aut hentication

2. MSBRPS: Mechanisms that do rely on trusted signaling, such as
fingerprint-based authentication

3. MBRP: Unprotected

If the endpoint uses security mechanisnms that do not rely on trusted
signaling, the endpoint can detect if a Mddlebox that acts as a
B2BUA is inserted. It is therefore RECOMVENDED that such a nechani sm
be used.

I f the endpoint uses security mechanisns that rely on trusted
signaling, the endpoint may not be able to detect if a M ddl ebox that
acts as a B2BUA is inserted (by the trusted network operator). To be
able to eavesdrop, a M ddl ebox nmust do an active "attack” on the
setup signaling. A Mddlebox cannot insert itself at a |ater point.
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If unprotected MSRP is used, the endpoint cannot detect if a
M ddl ebox that acts as a B2BUA is inserted and M ddl eboxes may be
inserted at any tine during the session

The nmechani smin RFC 6072 [ RFC6072] provides end-to-end security
wi thout relying on trust in the signaling plane and eases the use and
depl oyment of nane-based authentication

The procedures for choosing and offering nane-based aut hentication
fingerprint-based authentication, and unprotected MSRP as descri bed
in RFC 4975 still apply.

7.7. Fingerprint-Based Authentication

If the endpoint cannot use a key managenent protocol that does not
rely on trust in the signaling plane, such as name-based

aut hentication, the only alternative is fingerprint-based

aut henti cati on.

The use of fingerprint-based authentication requires integrity
protection of the signaling plane. This can, for exanple, be hop-by-
hop cryptographic protection or cryptographic access protection
conbined with a suitably protected core network. Unless
cryptographic end-to-end SDP integrity protection or encryption is

used, this may be hard for the endpoint to decide. 1In the end, it is
up to the endpoint to deci de whether the signaling path is trusted
or not.

How this decision is done is inplenentation specific, but normally,
signaling over the Internet SHOULD NOT be trusted. Signaling over a
| ocal or closed network mght be trusted. Such networks can, for
exanpl e, be a closed enterprise network or a network operated by an
operator that the end user trusts. |In IMS, for exanple, the
signaling traffic in the access network is integrity protected and
the traffic is routed over a closed network separated fromthe
Internet. If the network is not trusted, the endpoints SHOULD NOT
use fingerprint-based authentication

When an endpoint receives a fingerprint, that fingerprint represents
a binding between the identity as established by TLS and t hat
established via SDP. As previously noted, the fingerprint is

vul nerable to an active M TM attack from any on-path proxy.

Endpoi nts SHOULD therefore locally store fingerprints associated with
the relevant identities when first seen and SHOULD provi de a warning
when a new fingerprint is seen for what otherw se appears to be the
same peer identity. While there are valid reasons for keys to change
fromtime to time, that ought to be the exception -- hence the
suggest ed war ni ng.
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8.

8.

It should, however, be noted that using fingerprint-based

aut hentication over an insecure network increases the security
conpared to unencrypted MSRP. In order to intercept the plaintext
medi a when fingerprint-based authentication is used, the attacker is
required to be present on both the signaling and nedia paths and
actively nodify the traffic. It is very hard for the endpoints to
det ect when such an attack is taking place, though. A client using
DTLS- SRTP (a Secure Real -tine Transport Protocol (SRTP) extension for
Dat agram Transport Layer Security (DTLS)) [RFC5764] for Voice over IP
(Vol P) nedia security mght wish to use fingerprint-based

aut hentication also for MSRP nmedia security.

MBRPS with fingerprint-based authentication is vulnerable to attacks
due to vulnerabilities in the SIP signaling. |If there are weaknesses
in the integrity protections on the SIP signaling, an attacker nay
insert malicious M ddleboxes to alter, record, or otherw se harmthe
media. Wth insecure signaling, it can be difficult for an endpoint
to even be aware that the renote endpoint has any relationship to the
expected endpoint. Securing the SIP signaling does not solve al
problens. For exanple, in a SIP Secure (SIPS) environnment, the
endpoi nts have no cryptographi c way of validating that one or nore
SIP proxies in the proxy chain are not, in fact, nalicious.

| ANA Consi derati ons
1. 1ANA Registration of the SDP ’'nmsrp-cema’ Attribute

| ANA has added an attribute to the "att-field (nedia | evel only)’
registry of the Session Description Protocol (SDP) Paraneters
registry, according to the information provided in this section
This section registers a new SDP attribute, 'nmsrp-cema’. The
required information for this registration, as specified in RFC 4566,
is as follows:
Contact nanme: Christer Hol nberg
Contact emmil: christer. hol nberg@ricsson. com

Attribute name: nsrp-cema

Type of attribute: nedia | eve
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Purpose: This attribute is used to indicate support of
the MSRP Connection Establishnent for Media
Anchoring (CEMA) extension defined in
RFC 6714. Wen present in an MSRP nedi a
description of an SDP body, it indicates
that the creator of the SDP supports the CEMA
mechani sm

Val ues: The attribute does not carry a val ue.
Char set dependency: none
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