I nt ernet Engi neering Task Force (1 ETF) P. Ml ey

Request for Comments: 6718 M Al ssaoui
Cat egory: I nfornmational M Bocc
| SSN: 2070-1721 Al cat el - Lucent

August 2012

Pseudow r e Redundancy
Abst r act

Thi s docunent describes a framework conprised of a nunber of
scenarios and associ ated requirenents for pseudowire (PW redundancy.
A set of redundant PW is configured between provider edge (PE) nodes
in singl e-segnent PWapplications or between termnating PE (T-PE)
nodes in multi-segnent PWapplications. |In order for the PE/ T-PE
nodes to indicate the preferred PWto use for forwardi ng PW packets
to one another, a new PWstatus is required to indicate the
preferential forwardi ng status of active or standby for each PWin
the redundant set.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6718
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1

| ntroducti on

The obj ective of pseudowire (PW redundancy is to maintain
connectivity across the packet switched network (PSN) used by the
emul ated service if a conmponent in the path of the emul ated service
fails or a backup component is activated. For exanple, PWredundancy
will enable the correct PWto be used for forwardi ng enul ated service
packets when the connectivity of an attachnent circuit (AC) changes
due to the failure of an AC or when a pseudowire (PW or packet

swi tched network (PSN) tunnel fails due to the failure of a provider
edge (PE) node.

PW r edundancy uses redundant ACs, PEs, and PW to eliminate single
points of failure in the path of an enmul ated service. This is

achi eved while ensuring that only one path between a pair of custoner
edge (CE) nodes is active at any given tine. Mechanisns that rely on
nore than one active path between the CEs, e.g., 1+1 protection
switching, are out of the scope of this docunent because they may
require a pernanent bridge to provide traffic replication as well as
support for a 1+1 protection switching protocol in the CEs.

Protection for a PWsegnent can be provided by the PSN [ ayer. This
may be a Resource Reservation Protocol with Traffic Engineering
(RSVP-TE) | abel switched path (LSP) with a fast-reroute (FRR) backup
or an end-to-end backup LSP. These nechani sns can restore PSN
connectivity rapidly enough to avoid triggering protection by PW
redundancy. PSN protection nmechani sns cannot protect against the
failure of a PE node or the failure of the rembte AC. Typically,
this is supported by dual -homing a CE node to different PE nodes that
provi de a pseudowi re enul ated service across the PSN. A set of PW
nechani sns that enables a prinmary and one or nore backup PW to
terminate on different PE nodes is therefore required. An inportant
requi renent is that changes occurring on the dual -honed side of the
network due to the failure of an AC or PE are not propagated to the
ACs on the other side of the network. Furthernore, failures in the
PSN are not propagated to the attached CEs.

In cases where PSN protection nmechanisns are not able to recover from
a PSN failure or where a failure of a switching PE (S-PE) may occur,
a set of nechanisns that supports the operation of a primary and one
or nore backup PW via a different set of S-PEs or diverse PSN
tunnels is therefore required. For multi-segnent PW (Ms-PWs), the
paths of these PW are diverse in that they are switched at different
S- PE nodes.
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In both of these cases, PWredundancy is inportant to maxinize the
resiliency of the enmulated service. It supplenents PSN protection
techni ques and can operate in addition to or instead of those
techni ques when they are not avail abl e.

Thi s docunent describes a framework for these applications and

associ at ed operational requirenents. The framework utilizes a new PW
status, called the 'Preferential Forwarding Status’ of the PW This
is separate fromthe operational states defined in RFC 5601

[ RFC5601]. The nechani sms for PWredundancy are nodel ed on general
protection swtching principles.

2. Term nol ogy

o Up PW A PWthat has been configured (| abel mapping exchanged
between PEs) and is not in any of the PWor AC defect states
represented by the status codes specified in [RFC4446]. Such a PW
is available for forwarding traffic.

o Down PW A PWthat either has not been fully configured or has
been configured and is in any one of the PWor AC defect states
specified in [RFC4446]. Such a PWis not available for forwarding
traffic.

o Active PW An up PWused for forwardi ng Operations,
Admi ni stration, and Mai ntenance (OQAM as well as user-plane and
control -plane traffic.

o Standby PW An up PWthat is not used for forwarding user traffic
but may forward OAM and specific control-plane traffic.

o0 PWEndpoint: A PE where a PWterm nates on a point where native
service processing is performed, e.g., a single-segnent PW (SS-PW
PE, a multi-segnent pseudowire (M5-PW ternminating PE (T-PE), or a
hi erarchical Virtual Private LAN Service (VPLS) MIU-s or PE-rs.

o Primary PW The PWthat a PWendpoint activates (i.e., uses for
forwarding) in preference to any other PWwhen nore than one PW
qualifies for the active state. Wen the primary PWcones back up
after a failure and qualifies for the active state, the PW
endpoi nt always reverts to it. The designation of primary is
perfornmed by local configuration for the PWat the PE and is only
requi red when revertive behavior is used and is not applicable
when non-revertive protection switching is used.
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Secondary PW When it qualifies for the active state, a secondary
PWis only selected if no primary PWis configured or if the
configured primary PWdoes not qualify for active state (e.g., is
down). By default, a PWin a redundancy PWset is considered
secondary. There is no revertive mechani sm anong secondary PWs.

Revertive protection switching: Traffic will be carried by the
primary PWif all of the following is true: it is up, a wait-to-
restore tiner expires, and the primary PWis nmade the active PW

Non-revertive protection switching: Traffic will be carried by the
| ast PWselected as a result of a previous active PWentering the
operationally down state

Manual selection of a PW The ability to manually select the
pri mary/ secondary PWs.

MIU-s: A hierarchical virtual private LAN service nulti-tenant
unit switch, as defined in RFC 4762 [ RFC4762].

PE-rs: A hierarchical virtual private LAN service switch, as
defined in RFC 4762.

n- PE: A network-facing provider edge node, as defined in RFC 4026
[ RFC4026] .

1:1 protection: One specific subset of a path for an emul ated
service, consisting of a standby PWand/or AC, protects another
specific subset of a path for the enul ated service. User traffic
is transmtted over only one specific subset of the path at a
time.

N: 1 protection: N specific subsets of paths for an enul ated
service, consisting of standby PW and/or ACs, protect another
specific subset of the path for the enul ated service. User
traffic is transmtted over only one specific subset of the path
at a tine.

1+1 protection: One specific subset of a path for an emul ated
service, consisting of a standby PWand/or AC, protects another
specific subset of a path for the enul ated service. Traffic is
permanently duplicated at the ingress node on both the currently
active and standby subsets of the paths.
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Thi s docunent uses the term’'PE to be synonynous with both PEs as
per RFC 3985 [ RFC3985] and T-PEs as per RFC 5659 [ RFC5659].

Thi s docunent uses the term’PW to be synonynous with both PW as
per RFC 3985 and SS-PWs, Ms-PWs, and PWsegnments as per RFC 5659.

2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Reference Mdels

The foll owi ng sections show the reference architecture of the PE for
PWredundancy and the usage of the architecture in different
t opol ogi es and applications.

3.1. PE Architecture

Figure 1 shows the PE architecture for PWredundancy when nore than
one PWin a redundant set is associated with a single AC. This is
based on the architecture in Figure 4b of RFC 3985 [ RFC3985]. The
forwarder selects which of the redundant PW to use based on the
criteria described in this docunent.

'S +
| PE Devi ce |
o m e e e e e e e e e e e e e e e e e e e e e am o - +
Singl e | | Singl e | PW I nstance
AC | + PW I nst ance X<===========>
| | |
| R R PRREEEEEEE |
Cemmmm >0 | Si ngl e | PWInstance
| For war der + PW I nst ance X<======z======>
| | |
| R RRREEEEEEE |
| | Single | PWInstance
| + PW | nst ance X<===========>
| | |
o m e e e e e e e e e e e e e e e e e e e e e am o - +

Figure 1. PE Architecture for PW Redundancy
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3.2. PWRedundancy Network Reference Scenarios

This section presents a set of reference scenarios for PWredundancy.
These reference scenarios represent exanple network topol ogi es that
illustrate the use of PWredundancy. They can be conbi ned together
to create nore conpl ex or conprehensive topol ogies, as required by a
particul ar application or deploynent.

3.2.1. PWRedundancy for AC and PE Protection: One Dual -Honed CE with
Redundant SS- PW

Figure 2 illustrates an application of single-segnent pseudow re
redundancy where one of the CEs is dual-homed. This scenariois
designed to protect the enul ated service against a failure of one of
the PEs or ACs attached to the nulti-homed CE. Protection against
failures of the PSN tunnels is provided using PSN nechani sns such as
MPLS fast reroute, so that these failures do not inpact the PW

CEl is dual-honed to PE1 and PE3. A dual -hom ng control protocol
the details of which are outside the scope of this docunent, enables
the PEs and CEs to deternine which PE (PE1 or PE3) should forward
towards CE1l and therefore which AC CELl should use to forward towards
t he PSN.

AC V

[ R + | PE]_l ::::::::::::::::::l | [ R +
| |oeemeeen | .. PWL (ACtive).. | ... -ccmmmmmnn | |
| | | | ::::::::::::::::::l | | CE2 |
| CEL | PR | PE2 | | |
o b I b
| | | | —================= |
| [---------- |....]...PW. (standby).. | |
oo oo - + | | PE3| ::::::::::::::::::l |

AC et et

Figure 2: One Dual - Honed CE and Redundant SS-PW

In this scenario, only one of the PW should be used for forwarding
bet ween PE1/PE3 and PE2. PWredundancy determni nes which PWto nmake
active based on the forwarding state of the ACs so that only one path
is available fromCE1 to CE2. This requires an additional PWstate
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that reflects this forwarding state, which is separate fromthe
operational status of the PW This is the 'Preferential Forwarding
Status’ .

Consi der the exanple where the ACfromCEL to PE1 is initially active
and the ACfromCEl to PE3 is initially standby. PW is nmade active
and PW2 is made standby in order to conplete the path to CE2.

On failure of the AC between CEl and PEl, the forwarding state of the
AC on PE3 transitions to active. The preferential forwarding state
of PW2 therefore needs to becone active, and PWM standby, in order to
re-establish connectivity between CE1l and CE2. PE3 therefore uses
PW to forward towards CE2, and PE2 uses PW2 instead of PW to
forward towards CE1l. PWredundancy in this scenario requires that
the forwarding status of the ACs at PEl and PE3 be signaled to PE2 so
that PE2 can choose which PWto nmake acti ve.

Changes occurring on the dual -honmed side of the network due to a
failure of the AC or PE are not propagated to the ACs on the other
side of the network. Furthernore, failures in the PSN are not
propagated to the attached CEs.

3.2.2. PWRedundancy for AC and PE Protection: Two Dual -Honed CEs with
Redundant SS- PW

Figure 3 illustrates an application of single-segnent pseudowi re
redundancy where both of the CEs are dual -honed. This scenario is

al so designed to protect the enul ated service against failures of the
ACs and failures of the PEs. Both CEl and CE2 are dual -honed to
their respective PEs, CEl to PE1l and PE2, and CE2 to PE3 and PE4. A
dual - homi ng control protocol, the details of which are outside the
scope of this docunent, enables the PEs and CEs to determ ne which
PEs should forward towards the CEs and therefore which ACs the CEs
shoul d use to forward towards the PSN

Note that the PSN tunnels are not shown in this figure for clarity.
However, it can be assuned that each of the PW shown is encapsul ated
in a separate PSN tunnel. Protection against failures of the PSN
tunnels is provided using PSN nmechani sms such as MPLS fast reroute,
so that these failures do not inpact the PW
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----4 +---- AC V
- - + | R PW........ [ ... .| | - - +
| [---------- PEL|...... ......... | PE3|---------- | |
| CE1 | +----+ \' / PWB +----+ | CE2 |
. SRR X SRR .
| | | [ ... [\ PWL L | | |
I | PE2| | PE4|--------- L
- - + | [ ... .. ... PW. .. ........ [ ... .| | - - +
AC +----+ +----+ AC

Figure 3: Two Dual - Homed CEs and Redundant SS-PW

PW and PWI connect PE1 to PE3 and PE4, respectively. Simlarly, PW
and PWB connect PE2 to PE4 and PE3. PW., PW2, PWB, and PW are al

up. In order to support protection for the emul ated service, only
one PW MJST be selected to forward traffic.

If a PWhas a preferential forwarding status of 'active', it can be
used for forwarding traffic. The actual up PWchosen by the conbined
set of PEs connected to the CEs is deternined by considering the
preferential forwarding status of each PWat each PE. The nechanisns
for communicating the preferential forwarding status are outside the
scope of this docunment. Only one PWis used for forwarding.

The following failure scenario illustrates the operation of PW
redundancy in Figure 3. In the initial steady state, when there are
no failures of the ACs, one of the PW is chosen as the active PW
and all others are chosen as standby. The dual - hom ng protoco

bet ween CE1 and PEl/ PE2 chooses to use the AC to PE2, while the
protocol between CE2 and PE3/PE4 chooses to use the AC to PE4.
Therefore, the PWbetween PE2 and PE4 is chosen as the active PWto
conpl ete the path between CElL and CE2.

On failure of the AC between the dual -homed CE1 and PE2, the
preferential forwarding status of the PW at PEl, PE2, PE3 and PE4
needs to change so as to re-establish a path from CEL to CE2.

Di fferent nechani sns can be used to achieve this and these are beyond
the scope of this document. After the change in status, the

al gorithm needs to eval uate and sel ect which PWto forward traffic
on. In this application, each dual-hom ng algorithm i.e., {CEl

PE1, PE2} and {CE2, PE3, PE4}, selects the active AC i ndependently.
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There is therefore a need to signal the active status of each AC such
that the PEs can select a common active PWfor forwardi ng between CEl
and CE2.

Changes occurring on one side of network due to a failure of the AC
or PE are not propagated to the ACs on the other side of the network.
Furthernore, failures in the PSN are not propagated to the attached
CEs. Note that end-to-end native service protection switching can

al so be used to protect the ermul ated service in this scenario. In
this case, PWB and PWI are not necessary.

If the CEs do not performnative service protection sw tching, they
may i nstead use | oad bal anci ng across the paths between the CEs.

.2.3. PWRedundancy for S-PE Protection: Single-Homed CEs with
Redundant Ms- PV

Figure 4 shows a scenario where both CEs are single-honed, and Ms-PW
redundancy is used. The main objective is to protect the enul ated
service against failures of the S-PEs.

Nat i ve | <----------- Pseudowires ----------- > Native
Service | | Service
(AQ | | <- PSNL1- - >| | <- PSN2- - >| |  (AC
| v v v v v Voo
| +--m-a + +--m-a + +--m-a +
-+ | | T- PE]_l :::::::::l S- PE]_l :::::::::l T- PE2| | -+
| |------- [ ... ... PW.- Segl....... | . PWL- Seg2. ... .. [-------
| CE]_l | | :::::::::l | :::::::::l | | CE2|
| | +---- - + +---- - + +---- - + | |
S 11 11 S
|11 to---- + 1]
| . | | . | :::::::::l | —========= | | . |
|.]]...PW-Segl...... | . PW2-Seg2...|]|.
| . | :::::::::::l S- PE2| —=========== | . |
|- to---- + |1
| . | —===========+4--- - - 4============= |
[..... PVB- Segl. | | PWB-Seg2......
::::::::::::::l S- PE3| —====—==========
| |
oo +

Figure 4: Single-Homed CE with Redundant M- PW
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CEl is connected to T-PE1l, and CE2 is connected to T-PE2. There are
three multi-segment PW. PW is switched at S-PE1, PW2 is switched
at S-PE2, and PWB is switched at S-PE3. This scenario provides N1
protection for the subset of the path of the enmulated service from
T-PE1 to T-PE2.

Since there is no multi-hom ng running on the ACs, the T-PE nodes
advertise 'active’ for the preferential forwarding status based on a
priority for the PW The priority associates a meaning of ’'primary
PW and ’'secondary PW to a PW These priorities MJST be used if
revertive node is used and the active PWto use for forwarding is
determ ned accordingly. The priority can be derived via
configuration or based on the value of the PWforwardi ng equival ence
class (FEC). For exanple, a |lower value of PWd FEC can be taken as
a higher priority. However, this does not guarantee sel ection of
same PWby the T-PEs because of, for exanple, a nmismatch in the
configuration of the PWpriority at each T-PE. The intent of this
application is for T-PELl and T-PE2 to synchronize the transnit and
recei ve paths of the PWover the network. |In other words, both T-PE
nodes are required to transmit over the PWsegnent that is sw tched
by the same S-PE. This is desirable for ease of operation and
troubl eshoot i ng.

3.2.4. PWRedundancy for PE-rs Protection in H VPLS Usi ng SS-PW

The following figure (based on the architecture shown in Figure 3 of
[RFC4762]) illustrates the application of PWredundancy to

hi erarchical VPLS (HVPLS). Note that the PSN tunnels are not shown
for clarity, and only one PWof a PWgroup is shown. A multi-tenant
unit switch (MIU-s) is dual-honmed to two PE router switches. The
exanpl e here uses SS-PWs, and the objective is to protect the

emul ated service against failures of a PE-rs.
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PEl-rs
Fommmma o +
VSI |
Active PW | -- |
Goup.......... [ ../ V..
CE-1 . |\ /]
\ . | - - |
\ S +
\ MIU- s PE3-rs
B R + B R +
| VSl | H VPl S | VSI |
| - Core .. --
I A PWs I A
I W A | v 7
| -- | --
B R + B R +
/
/ Fomm oo +
/ | VSI |
CE- 2 IR
.......... [ ../ V..
St andby PW I Y A
G oup | -- |
E - +
PE2-rs

Figure 5: MIU-s Dual -Homing in H VPLS Core

In Figure 5, the MIU-s is dual-homed to PEl-rs and PE2-rs and has
spoke PW to each of them The MIU-s needs to choose only one of the
spoke PW (the active PW to forward traffic to one of the PEs and
sets the other PWto standby. The MIU-s can derive the status of the
PW based on local policy configuration. PEl-rs and PE2-rs are
connected to the H VPLS core on the other side of network. The MIU-s
conmuni cates the status of its menber PW for a set of virtual

swi tching instances (VSIs) that share a comobn status of active or
standby. Here, the MIU-s controls the selection of PW used to
forward traffic. Signaling using PWgrouping with a comon group-id
in the PWd FEC Element, or a Grouping TLV in Ceneralized PWd FEC

El ement as defined in [RFC4447], to PEl-rs and PE2-rs, is recomended
for inproved scaling.

Whenever an MIU-s perforns a switchover of the active PWgroup, it
needs to communicate this status change to the PE2-rs. That is, it
inforns PE2-rs that the status of the standby PWgroup has changed to
active.
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In this scenario, PE devices are aware of sw tchovers at the MIU-s
and coul d generate Medi a Access Control (MAC) Address Wt hdraw
nmessages to trigger MAC flushing within the HVPLS full mesh. By
default, MIU-s devices should still trigger MAC Address Wt hdraw
nmessages as defined in [ RFC4762] to prevent two copi es of MAC Address
Wt hdraw nmessages to be sent (one by the MIU-s and another one by the
PE-rs). Mechanisnms to disable the MAC withdraw trigger in certain
devi ces are out of the scope of this docunent.

.2.5. PWRedundancy for PE Protection in a VPLS R ng Using SS-PW

The following figure illustrates the use of PWredundancy for dual -
honed connectivity between PEs in a VPLS ring topol ogy. As above,
PSN tunnel s are not shown, and only one PWof a PWgroup is shown for
clarity. The exanple here uses SS-PW, and the objective is to
protect the enul ated service against failures of a PE on the ring.

PE1 PE2
Fommmmm - + Fommmmm - +
| Vsl | | Vsl |
. .
...... T P DU A U B
A PW Group 1 A
| -- | | -- |
Fommmmm - + Fommmmm - +
VPLS Donain A . VPLS Domain B
oo + oo +
| Vsl | | Vsl |
| -- | | -- |
...... TRV T DR A W BN
A PW G oup 2 A
| -- | | -- |
oo + oo +
PE3 PE4

Figure 6: Redundancy in a VPLS Ri ng Topol ogy

In Figure 6, PE1l and PE3 from VPLS donmain A are connected to PE2 and
PE4 in VPLS domain B via PWgroup 1 and PWgroup 2. The PEs are
connected to each other in such a way as to forma ring topol ogy.
Such scenarios may arise in inter-domain H VPLS depl oynents where the
Rapi d Spanni ng Tree Protocol (RSTP) or other mechani sms may be used
to maintain | oop-free connectivity of the PWgroups.
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3.

2.

[ RFCA762] outlines multi-domain VPLS services without specifying how
nmul ti pl e redundant border PEs per donain and per VPLS instance can be
supported. In the exanple above, PWgroup 1 nay be bl ocked at PEl by
RSTP, and it is desirable to block the group at PE2 by exchangi ng the
PWpreferential forwarding status of standby. The details of how PW
groupi ng i s achieved and used is depl oynent specific and is outside
the scope of this docunent.

6. PWRedundancy for VPLS n-PE Protection Using SS-PW
| <----- Provider ----- >|
Core

S + S +

| n-PE |:::o:iioisiiiiiiiii] n-PE
Pr ovi der | (P) . oo oo | (P) | Provider
Access e + .o e + Access
Net wor k X Net wor k

(1) e + - e + (2

| n-PE |..........  ......... | n-PE |

| (B) | | (B) |

o + o +

Figure 7: Bridge Mdul e Mode

Figure 7 shows a scenario with two provider access networks. The
exanpl e here uses SS-PWs, and the objective is to protect the
enul ated service against failures of a network-facing PE (n-PE)

Each network has two n-Pes. These n-PEs are connected via a ful

mesh of PWs for a given VPLS instance. As shown in the figure, only
one n-PE in each access network serves as the prinary PE (P) for that
VPLS instance, and the other n-PE serves as the backup PE (B). In
this figure, each primary PE has two active PW originating fromit.
Therefore, when a multicast, broadcast, or unknown unicast frame
arrives at the primary n-PE fromthe access network side, the n-PE
replicates the frane over both PW in the core even though it only
needs to send the franes over a single PW(shown with :::: in the
figure) to the primary n-PE on the other side. This is an
unnecessary replication of the custoner frames that consunes core-
networ k bandwi dth (half of the franmes get discarded at the receiving
n-PE). This issue gets aggravated when there are three or nore n-PEs
per provider access network. For exanmple, if there are three n-PEs
or four n-PEs per access network, then 67% or 75% of core bandw dth
for multicast, broadcast, and unknown uni cast are wasted,
respectively.
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In

this scenario, the n-PEs can comruni cate the active or standby

status of the PW anong them This status can be derived fromthe
active or backup state of an n-PE for a given VPLS.

4. CGeneric PW Redundancy Requirenents

4. 1.

Ml ey,

Protection Switching Requirenents

Protection architectures such as N:1,1:1 or 1+1 are possible. 1:1
protecti on MJST be supported. The N1 protection case is |less
efficient in terms of the resources that nust be allocated; hence,
this SHOULD be supported. 1+1 protection MAY be used in the
scenarios described in the document. However, the details of its
usage are outside the scope of this docunent, as it MAY require a
1+1 protection sw tching protocol between the CEs.

Non-revertive behavi or MIUST be supported, while revertive behavior
is OPTIONAL. This avoids the need to designate one PWas primary
unl ess revertive behavior is explicitly required.

Protection switchover can be initiated froma PE, e.g., using a
manual sw tchover or a forced sw tchover, or it may be triggered
by a signal failure, i.e., a defect in the PWor PSN. Munua

swi tchover may be necessary if it is required to disable one PWin
a redundant set. Both nethods MJST be supported, and signa
failure triggers MJST be treated with a lower priority than any

| ocal or far-end forced switch or manual trigger

A PE MAY be able to forward packets received froma PWwith a
standby status in order to avoid black holing of in-flight packets
during swtchover. However, in cases where VPLS is used, all VPLS
application packets received from standby PW MJST be dropped,
except for OAM and control - pl ane packets.

Oper ational Requirenents

(T-)PEs involved in protecting a PWSHOULD automatical ly di scover
and attenmpt to resolve inconsistencies in the configuration of
primary/ secondary PWs.

(T-)PEs involved in protecting a PWSHOULD automatical ly di scover
and attenpt to resolve inconsistencies in the configuration of
revertive/ non-revertive protection sw tching node.

(T-)PEs that do not automatically discover or resolve

i nconsi stencies in the configuration of primary/secondary,
revertive/ non-revertive, or other paranmeters MJST generate an
al arm upon detection of an inconsistent configuration.
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o (T-)PEs participating in PWredundancy MJST support the
configuration of revertive or non-revertive protection sw tching
nodes if both nodes are supported.

o The MB(s) MJIST support inter-PSN nonitoring of the PWredundancy
configuration, including the protection sw tching node.

o (T-)PEs participating in PWredundancy SHOULD support the | ocal
i nvocation of protection swi tching.

o (T-)PEs participating in PWredundancy SHOULD support the | ocal
i nvocation of a | ockout of protection switching.

5. Security Considerations

The PWredundancy method described in this RFCwill require an
extension to the PWsetup and nai nt enance protocol [RFC4447], which
inturn is carried over the Label Distribution Protocol (LDP)

[ RFC5036]. This PWredundancy nethod will therefore inherit the
security mechani sms of the version of LDP inplenmented in the PEs.
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