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Abst ract

The Generalized TTL Security Mechani sm (GISM describes a generalized
use of a packet’s Tine to Live (TTL) (IPv4) or Hop Limt (I1Pv6) to
verify that the packet was sourced by a node on a connected |ink,
thereby protecting the router’s IP control plane from CPU
utilization-based attacks. This technique inproves security and is
used by many protocols. This docunent defines the GISM use for the
Label Distribution Protocol (LDP).

This specification uses a bit reserved in RFC 5036 and therefore
updat es RFC 5036.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6720.
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

LDP [ RFC5036] specifies two peer discovery mechani sms, a Basic one
and an Extended one, both using UDP transport. The Basic Di scovery
nmechani smis used to discover LDP peers that are directly connected
at the link | evel, whereas the Extended Di scovery mechanismis used
to locate Label Switching Router (LSR) nei ghbors that are not
directly connected at the link Ievel. Once discovered, the LSR

nei ghbors can establish the LDP peering session, using the TCP
transport connection

The Generalized TTL Security Mechanism (GISM [RFC5082] is a
nmechani sm based on | Pv4 Tine To Live (TTL) or IPv6 Hop Linmit value
verification so as to provide a sinple and reasonably robust defense
frominfrastructure attacks using forged protocol packets from

out side the network. GISM can be applied to any protocol peering
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session that is established between routers that are adjacent.
Therefore, GISM can protect an LDP protocol peering session
establ i shed using Basic Discovery.

Thi s docunent specifies LDP enhancenents to acconmpdate GISM In

particular, this docunent specifies the enhancenents in the follow ng
areas:

1. The Conmon Hell o Paraneter TLV of LDP Link Hell o nmessage

2. Sending and Receiving procedures for LDP Link Hello nessage

3. Sending and Receiving procedures for LDP Initialization nessage
GISM specifies that "it SHOULD NOT be enabl ed by default in order to
remai n backward conpatible with the unnodi fied protocol" (see Section

3 of [RFC5082]). This docunment specifies a "built-in dynam c GISM
capability negotiation" for LDP to suggest the use of GISM GISM

will be used as specified in this docunment provided both peers on an
LDP session can detect each others’ support for GISM procedures and
agree to use it. That is, the desire to use GISM (i.e., its

negoti ati on mechanics) is enabled by default w thout any
confi gurati on.

This specification uses a bit reserved in Section 3.5.2 of [RFC5036]
and therefore updates [ RFC5036] .

1.1. Specification of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

1.2. Scope

Thi s docunent defines procedures for LDP using |Pv4 routing but not
for LDP using IPv6 routing, since the latter has GTSMbuilt into the
protocol definition [LDP-1PV6].

Additionally, the GISM for LDP specified in this docunent applies
only to single-hop LDP peering sessions and not to nulti-hop LDP
peering sessions, inline with Section 5.5 of [RFC5082].

Consequently, any LDP nethod or feature (such as LDP | GP
Synchroni zati on [ RFC5443] or LDP Session Protection [LDP-SPROT]) that
relies on nmulti-hop LDP peering sessions would not work with GISM and
will require (statically or dynam cally) disabling the GISM
capability. See Section 3.
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2. GISM Procedures for LDP
2.1. GISMFlag in the Commpn Hell o Parameter TLV

A new flag in the Cormon Hello Parameter TLV, naned G flag (for
GISM, is defined by this docunent in a previously reserved bit. An
LSR indicates that it is capable of applying GISM procedures, as
defined in this docunent, to the subsequent LDP peering session, by
setting the GISMflag to 1. The Conmon Hell o Paraneters TLV, defined
in Section 3.5.2 of [RFC5036], is updated as shown in Figure 1
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T, Targeted Hello
As specified in [ RFC5036] .

R, Request Send Targeted Hell os
As specified in [ RFC5036].

G GISM
A value of 1 specifies that this LSR supports GISM procedures,
where a value of 0 specifies that this LSR does not support GISM

Reser ved
This field is reserved. |t MJST be set to zero on transmn ssion
and i gnored on receipt.

Figure 1: GISM Flag in the Conmon Hell o Paraneter TLV

The Gflag is neaningful only if the T flag is set to 0 (which nust
be the case for Basic Discovery); otherw se, the value of the Gflag
is ignored on receinpt.

Any LSR not supporting GISM for LDP as defined in this docunent

(i.e., an LSR that does not recognize the G flag) would continue to
ignore the G flag, independent of the values of the T and R flags, as
per Section 3.5.2 of [RFC5036]. Simlarly, an LSR that does
recogni ze the G flag but that does not support GISM (either because
it is not inplenented or because it is so configured) would not set
the Gflag (i.e., G=0) when sending LDP Link Hellos and woul d
effectively ignore the G flag when receiving LDP Link Hell o nmessages.
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2.2. GISM Sendi ng and Receiving Procedures for LDP Link Hello

First, LSRs using LDP Basic Discovery [RFC5036] send LDP Hello
nmessages to link-level nulticast address (224.0.0.2 or "all
routers”). Such nmessages are never forwarded beyond one hop and are
RECOMVENDED to have their IP TTL or Hop Count = 1.

Unl ess configured otherwi se, an LSR that supports GISM procedures
MJST set the Gflag (for GTSM to 1 in the Common Hell o Paraneter TLV
in the LDP Link Hell o message [ RFC5036] .

If an LSR that supports GISM and is configured to use it recognizes
the presence of the Gflag (in the Conmon Hello Paraneter TLV) with
the value = 1 in the received LDP Link Hello nessage, then it MJST
enforce GISMfor LDP in the subsequent TCP/LDP peering session with
the nei ghbor that sent the Hell o nmessage, as specified in Section 2.3
of this docunent.

If an LSR does not recogni ze the presence of the Gflag (in the
Common Hell o Paraneter TLV of Link Hello nmessage), or recognizes the
presence of Gflag with the value = 0, then the LSR MJUST NOT enforce
GISM for LDP in the subsequent TCP/LDP peering session with the

nei ghbor that sent the Hell o nmessage. This ensures backward
conpatibility as well as automatic GISM deacti vati on.

2.3. GISM Sending and Receiving Procedures for LDP Initialization

If an LSR that has sent and received LDP Link Hello with Gflag =1
fromthe directly connected nei ghbor, then the LSR MJST enforce GISM
procedures, as defined in Section 3 of [RFC5082], in the forthcom ng
TCP Transport Connection with that neighbor. This neans that the LSR
MUST check for the incom ng unicast packets’ TTL or Hop Count to be
255 for the particular LDP/ TCP peering session and decide the further
processi ng as per [RFC5082].

If an LSR that has sent LDP Link Hello with Gflag = 1, but received
LDP Link Hello with Gflag = 0 fromthe directly connected nei ghbor,
then the LSR MUST NOT enforce GISM procedures, as defined in Section
3 of [RFC5082], in the forthcomi ng TCP Transport Connection w th that
nei ghbor .

3. LDP Peering Scenarios and GISM Consi derati ons
Thi s section discusses GISM consi derations arising fromthe LDP
peering scenarios used, including single-hop versus nulti-hop LDP

nei ghbors, as well as the use of LDP Basic Discovery versus Extended
Di scovery.
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The reason that the GISM capability negotiation is enabled for Basic
Di scovery by default (i.e., G=1) but not for Extended Di scovery is
that the usage of Basic Discovery typically relates to a single-hop
LDP peering session, whereas the usage of Extended Di scovery
typically relates to a nmulti-hop LDP peering session. GISM
protection for nmulti-hop LDP sessions is outside the scope of this
specification (see Section 1.2). However, it is worth clarifying the
foll owi ng exceptions that may occur with Basic or Extended Di scovery
usage:

a. Two adjacent LSRs (i.e., back-to-back PE routers) formng a
singl e-hop LDP peering session after doing an Extended Di scovery
(e.g., for Pseudow re signaling)

b. Two adjacent LSRs forming a multi-hop LDP peering session after
doi ng a Basic Discovery, due to the way IP routing is set up
between them (either tenporarily or pernmanently)

c. Two adjacent LSRs (i.e., back-to-back PE routers) fornmng a
si ngl e-hop LDP peering session after doing both Basic and
Ext ended Di scovery

In the first case (a), GISMis not enabled for the LDP peering
session by default. In the second case (b), GISMis actually enabl ed
by default and enforced for the LDP peering session; hence, it would
prohi bit the LDP peering session fromgetting established (note that
this may inpact features such as LDP | GP Synchronization [ RFC5443] or
LDP Session Protection [LDP-SPROT]). |In the third case (c), GISMis
enabl ed by default for Basic D scovery and enforced on the subsequent
LDP peering, and is not for Extended D scovery. However, if each LSR
uses the same | Pv4 transport address object value in both Basic and
Ext ended Di scoveries, then it would result in a single LDP peering
session that woul d be enabled with GTISM O herw se, GI'SM woul d not
be enforced on the second LDP peering session corresponding to the
Ext ended Di scovery.

Thi s docunent allows for the inplenmentation to provide an option to

statically (e.g., via configuration) and/or dynam cally override the
def aul t behavi or and enabl e/ di sabl e GITSM on a per-peer basis. This

woul d address all the exceptions listed above.

4. Security Considerations
Thi s docunent increases the security for LDP, nmaking it nore

resilient to off-link attacks. Security considerations for GISM are
detailed in Section 5 of [ RFC5082].
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6.

6.

1

As discussed in Section 3, it is possible that

o GISMfor LDP may not always be enforced on a single-hop LDP
peering session, and LDP may still be susceptible to forged/
spoof ed protocol packets, if a single-hop LDP peering session is
set up using Extended Di scovery.

o GISMfor LDP nmay cause the LDP peering session to not get
established (or may be torn down), if IP routing ever declares
that the directly connected peer is nore than one | P hop away.
Suffice to say, use of cryptographic integrity (e.g., [RFC5925])
is recoomended as an alternate solution for detecting forged
protocol packets (especially for the multi-hop case).

The GTSM specification [ RFC5082] says that protocol messages used for
dynam c negoti ation of GISM support MJST be authenticated. However,
LDP di scovery [RFC5036] uses UDP transport and does not have an

aut hentication nechanism The GISM specification further el aborates
by saying that GTSMis not a substitute for authentication and does
not secure against insider on-the-wire attacks. LDP Basic Di scovery
uses link-level nulticast address (224.0.0.2 or "all routers") that
are never forwarded beyond the Iink, and this acts as a basic
protecti on against off-the-wire attacks.
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