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Abst r act

The control -word negotiati on mechani smspecified in RFC 4447 has a
probl em when a PE (Provi der Edge) changes the preference for the use
of the control word from NOT PREFERRED t o PREFERRED. Thi s docunent
updates RFC 4447 and RFC 6073 by adding the Label Request message to
resolve this control -word negotiation issue for single-segnent and
nmul ti-segment pseudowi res.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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1. Introduction

The control -word negoti ati on mechani sm specified in [ RFC4447],
Section 6.2, encounters a problem when a PE changes the preference
for the use of the control word from NOT PREFERRED t o PREFERRED.

[ RFC4447] specifies that if both endpoints prefer the use of the
control word, then the pseudowire control word should be used.
However, in the case where a PE changes its preference from NOT
PREFERRED t o PREFERRED and both ends of the PW (pseudow re) PE have
the use of control word set as PREFERRED, an incorrect negoti ated
result of the control word as "not used" occurs. This docunent
updates the control -word negotiation mechanismin [ RFC4447] by addi ng
a Label Request nessage to resolve this negotiation issue for single-
segnment PW Ml ti-segnent PWin [RFC6073] inherits the control-word
negoti ati on mechanismin [ RFC4447], and this docunent updates

[ RFC6073] by addi ng the processing of Label Request nessage on the
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S-PE (Switching Provider Edge). Wen the PE changes the preference
for the use of control word from PREFERRED to NOT PREFERRED, it
shoul d foll ow [ RFC4447], and there is no problem

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

3. Probl em St at ement

[ RFC4447], Section 6, describes the control-word negotiation
nmechani sm Each PW endpoint has a configurabl e paraneter that

speci fies whether the use of the control word is PREFERRED or NOT
PREFERRED. During control -word negotiation, if one PE advertises a C
bit set to 0 in the Label Mpping nessage with its locally configured
use of control word as PREFERRED, and a correspondi ng peer PE changes
its use of control word from NOT PREFERRED to PREFERRED, this causes
an incorrect negotiated control-word result of "not used"

The following case will describe the negotiation problemin detail
R, + R, +
I I PW I
| PE1 | ::::::::::::::::::::l PE2 |
I I I I
S + S +
Figure 1
1. Initially, the use of control word on PEl is configured as

PREFERRED, and on PE2 as NOT PREFERRED

2. The negotiation result for the control word of this PWis not
used, and ultimately PEl sends the Label Mapping nessage with C
bit set to 0 according to [ RFC4447], Section 6. 2.

3. PE2 then changes its use of control-word configuration from NOT
PREFERRED t o PREFERRED, by del eting PWconfiguration with NOT
PREFERRED use of control word, and configuring the PWagain with
PREFERRED use of control word.

4. PE2 will then send the Label Wthdraw nessage to PEl, and
correspondingly will receive the Label Rel ease nmessage from PEL.
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5. According to the control -word negoti ati on nechanism the
previously received Label Mapping nessage on PE2 from PEl carries
the Cbit set to O0; therefore, PE2 will still send the Labe
Mappi ng nessage with the C bit set to O.

The negotiation result for the control word is still not used, even
though the use of control-word configuration on both PElL and PE2 are
PREFERRED

4. Control -Wrd Renegotiation by Label Request Message

The control -word negotiati on nechanismin [ RFC4447], Section 6, is
updated to add the Label Request nessage described in this section

The renegoti ation process begi ns when the | ocal PE has received the
renote Label Mapping nessage with the C bit set to 0, and at the
point its use of control word is changed from NOTI PREFERRED t o
PREFERRED. The foll owi ng additional procedure will be carried out:

i The | ocal PE MJUST send a Label Rel ease nessage to renote PE
If local PE has previously sent a Label Mapping nessage, it
MJST send a Label Wthdraw message to rempte PE and wait unti
it has received a Label Rel ease message fromthe renote PE
Not e: the above-nenti oned sendi ng of the Label Rel ease nessage
and Label Wthdraw nmessage does not require a specific
sequence.

ii. The [ ocal PE MJUST send a Label Request nessage to the peer PE
and then MUST wait until it receives a Label Mapping nessage
containing the peer’s current configured preference for use of
control word.

iii. After receiving the renote peer PE Label Mappi ng nessage with
the C bit, the local PE MJST foll ow the procedures defined in
[ RFC4447], Section 6, when sending its Label Mapping nmessage.

The renote PE will follow [ RFC4447], and once the renote PE has
successfully processed the Label Wthdraw nmessage and Label Rel ease
nmessage, it will reset its use of control word with the locally
configured preference. Then, the renote PE will send a Label Mapping
message with locally configured preference for use of control word as
a response to Label Request nessage as specified in [ RFC5036].

Note: for the local PE, before processing new request to change the
configuration, the above nessage- exchangi ng process shoul d be
finished. The FEC (Forwardi ng Equi val ence C ass) element in the
Label Request message should be the PE's local PWFEC elenent. As a
response to the Label Request nessage, the peer PE should send a

Jin, et al. St andards Track [ Page 4]



RFC 6723 Update of PWC-Bit Negotiation Sept ember 2012

Label Mapping nessage with its own |ocal PWFEC el enent. The Labe
Request nessage format and procedure is described in [ RFC5036].

4.1. Control-Wrd Renegotiation for Milti-Segment PW

The nulti-segment PWcase for a T-PE (Term nating Provider Edge)
operates simlarly as the PE in single-segnment PWdescribed in the
above section. An initial passive role is defined in [RFC6073] for
the S-PE when processing of the Label Mapping nmessage. [RFC6073] is
updated by applying this passive role to the processing of Labe
Request nessage. Wen an S-PE receives a Label Request nessage from
one of its adjacent PEs (which may be an S-PE or another T-PE), it
MUST send a matchi ng Label Request nessage to ot her adjacent PE
(again, it may be an SSPE or a T-PE). This is necessary since an

S- PE does not have conplete information of the interface paraneter
field in the FEC advertisenent. Wen the S-PE receives a Labe

Rel ease nessage fromrenote PE, it MJST send a correspondi ng Labe
Rel ease nessage to the other renbte PE when it holds a | abel for the
PWfromthe renote PE

Not e: because the local T-PE will send a Label Wthdraw nessage

bef ore sendi ng a Label Request nessage to the renote peer, the S PE
MJST process the Label Wthdraw message before the Label Request
nessage. Wen the S-PE receives the Label Wthdraw nessage, it
shoul d process this nmessage to send a Label Rel ease nessage as a
response and a Label Wthdraw nmessage to an upstream S-PE/ T-PE. The
S-PE will then process the next LDP nessage, e.g. the Label Request
nmessage.

When the | ocal PE changes the use of control word from PREFERRED to
NOT PREFERRED, the | ocal PE would then renegotiate the control word
so that it is not used by deleting the PWconfiguration with
PREFERRED use of control word, and configuring the PWagain with NOT
PREFERRED use of control word. All of these procedures have been
defined in [ RFC4447], Section 5.4.1

The diagramin Appendi x A of this docunment updates the control -word
negoti ation diagramin [ RFC4447] Appendi x A.

4.2. Control-Wrd Renegotiation Use Case

The procedure of PEL and PE2 for the use case in Figure 1 will becone
as follows:

1. PE2 changes locally configured preference for use of control word
t o PREFERRED
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2. PE2 will then send the Rel ease nessages to PEL. PE2 will also
send the Label Wthdraw nessage, and wait until it has received
the Label Rel ease nmessage from PEL.

3. PE1 will send the Label Rel ease nmessage in response to the Labe
Wt hdraw nmessage from PE2. After processing the Label Release
fromPE2, PE1L will then reset the use of control word to the
| ocal ly configured preference as PREFERRED,

4. Upon receipt of the Label Rel ease nessage from PEl, PE2 will send
the Label Request nessage to PEl, and proceed to wait until a
Label Mapping nessage is received.

5. PE1 will send a Label Mapping nessage with the C bit set to 1
again to PE2 in response to the Label Request nessage.

6. PE2 receives the Label Mpping nmessage from PE1 and gets the
renote | abel binding information. PE2 will wait for the PEl
Label Mapping nessage before sending its Label Mappi ng nessage
with the C bit set.

7. PE2 will send the Label Mapping to PEL with C bit set to 1, and
foll ow procedures defined in [ RFC4447], Section 6.

Wiile it is assuned that PELl is configured to prefer the use of the
control word, in step 5, if PElL doesn’'t prefer or support the contro
word, PE1l would then send the Label Mapping message with the C bit
set to 0. As aresult, PE2 in step 7 would send a Label Mapping
nmessage with the C bit set 0 as per [RFC4447], Section 6.

By sending a Label Request nessage, PE2 will get the locally
configured preference for use of control word of peer PEl in the
recei ved Label Mpping nessage. By using the new C bit fromthe
Label Mapping nmessage received frompeer PE1 and the locally
configured preference for use of control word, PE2 should determne
the use of PWcontrol word according to [ RFC4447], Section 6.

5. Backward Conpatibility

Si nce control -word negotiation nmechanismis updated by adding the
Label Request nessage, and still follows the basic procedure
described in [RFC4447], Section 6, this docunment is fully conpatible
with existing inmplenentations. For single-segnent pseudowire, the
renote PE (PELl in Figure 1) which already inplenments [ RFC4447], and
the Label Request nessage as defined in [ RFC5036] coul d be conpatible
with the PE (PE2 in Figure 1) follow ng the nechanismof this
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docunent. For the multi-segnent pseudowire, the T-PE is the sane as
PE i n single-segnment pseudowire; the S-PE should be upgraded with the
mechani sm defined in this docunent.

6. Security Considerations

The security considerations specified in [ RFC4447] and [ RFC6073] al so
apply to this docunent, and this docunent does not introduce any
addi ti onal security constraints.
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Appendi x A.  Updated Di agram of C-Bit Handling Procedures
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