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BGP Prefix Origin Validation

Abst r act

To help reduce well-known threats agai nst BGP including prefix ms-

announci ng and nonkey-in-the-niddl e attacks,

one of the security

requirenments is the ability to validate the origination Autononous
More specifically, one needs to validate
that the AS nunber claimng to originate an address prefix (as
derived fromthe AS PATH attribute of the BGP route) is in fact

aut hori zed by the prefix holder to do so.
sinmple validation mechanismto partially satisfy this requirenent.

System (AS) of BGP routes.

Status of This Meno

Thi s docunent describes a

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force

(IETF). It represents the consensus of the |IETF comunity.

It has

recei ved public review and has been approved for publication by the

I nternet Engineering Steering Goup (IESG.

Further information on

Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6811
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

A BGP route associ ates an address prefix with a set of Autononous
Systenms (ASes) that identify the interdomain path the prefix has
traversed in the formof BGP announcenents. This set is represented
as the AS PATH attribute in BGP [RFC4271] and starts with the AS that
originated the prefix. To help reduce well-known threats agai nst BGP
i ncl udi ng prefix m s-announci ng and nonkey-in-the-m ddl e attacks, one
of the security requirenents is the ability to validate the
origination AS of BGP routes. More specifically, one needs to
validate that the AS nunber clainmng to originate an address prefix
(as derived fromthe AS PATH attribute of the BGP route) is in fact
aut horized by the prefix holder to do so. This docunent describes a
sinple validation mechanismto partially satisfy this requirenent.
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The Resource Public Key Infrastructure (RPKI) describes an approach
to build a formally verifiable database of | P addresses and AS
nunbers as resources. The overall architecture of RPKI as defined in
[ RFC6480] consists of three main components:

0 a public key infrastructure (PKI) with the necessary certificate
obj ect s,

o digitally signed routing objects, and

o a distributed repository systemto hold the objects that woul d
al so support periodic retrieval.

The RPKI systemis based on resource certificates that define
extensions to X. 509 to represent |IP addresses and AS identifiers

[ RFC3779], thus the name RPKI. Route Origin Authorizations (ROAs)
[ RFC6482] are separate digitally signed objects that define
associ ati ons between ASes and | P address blocks. Finally, the
repository systemis operated in a distributed fashion through the
| ANA, Regional Internet Registry (RIR) hierarchy, and | SPs.

In order to benefit fromthe RPKI system it is envisioned that
relying parties at either the AS or organization | evel obtain a | oca
copy of the signed object collection, verify the signatures, and
process them The cache nust also be refreshed periodically. The
exact access nmechanismused to retrieve the | ocal cache is beyond the
scope of this docunent.

I ndi vi dual BGP speakers can utilize the processed data contained in
the |l ocal cache to validate BGP announcenents. The protocol details
to retrieve the processed data fromthe | ocal cache to the BGP
speakers is beyond the scope of this docunment (refer to [ RFC6810] for
such a mechanism. This docunment proposes a neans by which a BGP
speaker can make use of the processed data in order to assign a
"validation state" to each prefix in a received BGP UPDATE nessage.

Note that the conplete path attestation against the AS PATH attri bute
of aroute is outside the scope of this docunent.

Li ke the DNS, the gl obal RPKI presents only a | oosely consistent

vi ew, depending on timng, updating, fetching, etc. Thus, one cache
or router may have different data about a particular prefix than
anot her cache or router. There is no 'fix’ for this; it is the
nature of distributed data with distributed caches.

Al t hough RPKI provides the context for this docunent, it is equally

possi bl e to use any ot her database that is able to map prefixes to
their authorized origin ASes. Each distinct database will have its
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own particul ar operational and security characteristics; such
characteristics are beyond the scope of this docunent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY", and "OPTIONAL" are to
be interpreted as described in RFC 2119 [ RFC2119] only when they
appear in all upper case. They may al so appear in | ower or nixed
case as English words, wthout special meaning.

2. Prefix-to-AS Mappi ng Dat abase
The BGP speaker | oads validated objects fromthe cache into |ocal
storage. The objects | oaded have the content (IP address, prefix
 ength, maxi mum | ength, origin AS nunber). W refer to such a
locally stored object as a "Validated ROA Payl oad" or "VRP".

We define several terns in addition to "VRP'. Where these terns are
used, they are capitalized:

o Prefix: (IP address, prefix length), interpreted as is customary
(see [RFC4632]).

0 Route: Data derived froma recei ved BG® UPDATE, as defined in
[ RFC4271], Section 1.1. The Route includes one Prefix and an
AS_PATH, it may include other attributes to characterize the
prefix.

o0 VRP Prefix: The Prefix froma VRP.

0 VRP ASN. The origin AS nunmber froma VRP.

0 Route Prefix: The Prefix derived froma route.

0 Route Origin ASN. The origin AS nunmber derived froma Route as
fol |l ows:

* the rightnmost AS in the final segment of the AS PATH attribute
in the Route if that segment is of type AS SEQUENCE, or

* the BGP speaker’s own AS nunber if that segnent is of type
AS CONFED SEQUENCE or AS CONFED SET or if the AS PATH is enpty,
or

* the distinguished value "NONE" if the final segment of the
AS PATH attribute is of any other type.
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o Covered: A Route Prefix is said to be Covered by a VRP when the
VRP prefix length is |l ess than or equal to the Route prefix
l ength, and the VRP prefix address and the Route prefix address
are identical for all bits specified by the VRP prefix |ength.
(That is, the Route prefix is either identical to the VRP prefix
or nore specific than the VRP prefix.)

0 Mtched: A Route Prefix is said to be Matched by a VRP when the
Route Prefix is Covered by that VRP, the Route prefix length is
| ess than or equal to the VRP maxi mnumlength, and the Route Oigin
ASN i s equal to the VRP ASN

G ven these definitions, any given BGP Route will be found to have
one of the follow ng validation states:

o0 Not Found: No VRP Covers the Route Prefix.
o Valid: At |east one VRP Matches the Route Prefix.

o Invalid: At |east one VRP Covers the Route Prefix, but no VRP
Matches it.

We observe that no VRP can have the value "NONE'" as its VRP ASN
Thus, a Route whose Origin ASN is "NONE' cannot be Matched by any
VRP. Simlarly, no valid Route can have an Origin ASN of zero [ASO].
Thus, no Route can be Matched by a VRP whose ASN i s zero.

VWhen a BGP speaker receives an UPDATE from a nei ghbor, it SHOULD
performa | ookup as descri bed above for each of the Routes in the
UPDATE nessage. The | ookup SHOULD al so be applied to routes that are
redi stributed into BGP from anot her source, such as another protoco
or a locally defined static route. An inplenentation MAY provide
configuration options to control which routes the | ookup is applied
to. The validation state of the Route MUST be set to reflect the
result of the | ookup. The inplenmentation should consider the
validation state as described in the docunent as a | ocal property or
attribute of the Route. |If validation is not perfornmed on a Route,
the inplenentation SHOULD initialize the validation state of such a
route to "Not Found".

Use of the validation state is discussed in Sections 3 and 5. An

i mpl enentati on MUST NOT exclude a route fromthe Adj-RIB-In or from
consideration in the decision process as a side effect of its
validation state, unless explicitly configured to do so.

We observe that a Route can be Matched or Covered by nore than one

VRP. This procedure does not mandate an order in which VRPs nust be
vi sited; however, the validation state output is fully determ ned.
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2.1. Pseudo- Code

The foll owi ng pseudo-code illustrates the procedure above. |In case
of anbiguity, the procedure above, rather than the pseudo-code,
shoul d be taken as authoritative.

result = BGP_PFXV_STATE_NOT_FOUND;

/[llterate through all the Covering entries in the local VRP
/| dat abase, pfx_validate_table.
entry = next_| ookup_result(pfx_validate_table, route_prefix);

while (entry !'= NULL) {
prefix _exists = TRUE

if (route_prefix_length <= entry->max_|l ength) {
if (route_origin_as !'= NONE
&% entry->origin_as !'=0
&% route origin_as == entry->origin_as) {
result = BGP_PFXV_STATE VALI D,
return (result);
}
}
entry = next | ookup result(pfx_validate table, input.prefix);

}

/[11f one or nore VRP entries Covered the route prefix, but
/I none Matched, return "lnvalid" validation state.
if (prefix_exists == TRUE) {
result = BGP_PFXV_STATE | NVALI D
}

return (result);

3. Policy Contro
An i npl enentati on MJST provide the ability to match and set the
validation state of routes as part of its route policy filtering
function. Use of validation state in route policy is elaborated in
Section 5. For nore details on operational policy considerations,
see [ORIA N-OPS].

An i npl enentati on MJST al so support four-octet AS nunbers [ RFC6793].
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4.

Interaction with Local Cache

Each BGP speaker supporting prefix validation as described in this
docunent is expected to comrunicate with one or nore RPKI caches,
each of which stores a |ocal copy of the global RPKI database. The
prot ocol mechani sms used to gather and validate these data and
present themto BGP speakers are described in [ RFC6810].

The prefix-to-AS nmappi ngs used by the BGP speaker are expected to be
updated over tine. \Wen a mapping is added or del eted, the

i mpl enentati on MUST re-validate any affected prefixes and run the BGP
deci sion process if needed. An "affected prefix" is any prefix that
was nat ched by a del eted or updated mappi ng, or could be matched by
an added or updated napping.

Depl oyment Consi der ati ons

Once a Route is selected for validation, it is categorized according
the procedure given in Section 2. Subsequently, routing policy as
di scussed in Section 3 can be used to take action based on the
validation state

Policies that could be inplenented include filtering routes based on
validation state (for exanple, rejecting all "invalid" routes) or
adjusting a route’s degree of preference in the selection algorithm
based on its validation state. The latter could be acconplished by
adj usting the val ue of such attributes as LOCAL_PREF. Considering
invalid routes for BGP decision process is a purely local policy
matter and shoul d be done wi th utnost care.

In sonme cases (particularly when the selection algorithmis

i nfluenced by the adjustnment of a route property that is not
propagated into Internal BG (IBGP)) it could be necessary for
routing correctness to propagate the validation state to the |BGP
peer. This can be acconplished on the sending side by setting a
conmunity or extended comunity based on the validation state, and on
the receiving side by matching the (extended) community and setting
the validation state

Security Consi derations

Al t hough this specification discusses one portion of a systemto

val idate BGP routes, it should be noted that it relies on a database
(RPKI or other) to provide validation information. As such, the
security properties of that database nmust be considered in order to
determ ne the security provided by the overall solution. |If
"invalid" routes are bl ocked as this specification suggests, the
overal |l system provides a possible denial-of-service vector; for
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8.

8.

1

exanple, if an attacker is able to inject (or renpve) one or nore
records into (or from) the validation database, it could | ead an
otherwi se valid route to be narked as invalid.

In addition, this systemis only able to provide limted protection
agai nst a determ ned attacker -- the attacker need only prepend the
"valid" source AS to a forged BGP route announcenent in order to
defeat the protection provided by this system

Thi s mechani sm does not protect against "AS-in-the-nm ddl e attacks" or
provide any path validation. It only attenpts to verify the origin
In general, this system should be thought of nobre as a protection
agai nst misconfiguration than as true "security” in the strong sense.
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