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Abst ract

Thi s docunent updates RFC 5280, the "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL)
Profile”. This docunment changes the set of acceptable encoding

net hods for the explicitText field of the user notice policy
qualifier and clarifies the rules for converting internationalized
domain nane |abels to ASCII. This docunment al so provi des sone
clarifications on the use of self-signed certificates, trust anchors,
and some updated security considerations.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6818.
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Copyri ght Notice
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1. Introduction

Thi s docunent updates the "Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile" [RFC5280].

Thi s docunent nakes a recomendati on that self-signed certificates
used to convey trust anchor data be narked as certificate authority
(CA) certificates, which is not always current practice.

The use of self-signed certificates as trust anchors in Section 6.2
of [RFC5280] is clarified. Wile it is optional to use additiona
information in these certificates in the path validation process,

[ RFC5937] is noted as providing guidance in that regard.
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The accept abl e and unaccept abl e encodings for the explicitText field
of the user notice policy qualifier are updated to bring themin |line
with existing practice.

The rules in Section 7.3 of [RFC5280] for ASCII encodi ng of
Internationalized Domain Names (1 DNs) as Distingui shed Nanes are
aligned with the rules in Section 7.2 of that document that govern
I DN encodi ng as Cener al Nanes.

In l'ight of sone observed attacks [Prins], the Security

Consi derati ons section now gives added depth to the consequences of
CA key conpromise. This section additionally notes that collision
resistance is not a required property of one-way hash functions when
used to generate key identifiers.

Thi s docunment al so adds normative and i nfornmative references for
Trust Anchor formats and how they may be used to initialize the path
validation inputs. These are needed as a result of the changes nmde
in Section 4 of this docunment.

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Update to RFC 5280, Section 3.2: "Certification Paths and Trust"
Add the follow ng paragraph to the end of RFC 5280, Section 3.2:

Consi stent with Section 3.4.61 of X 509 (11/2008) [X. 509], we note
that use of self-issued certificates and self-signed certificates
i ssued by entities other than CAs are outside the scope of this
specification. Thus, for exanple, a web server or client m ght
generate a self-signed certificate to identify itself. These
certificates and how a relying party uses themto authenticate
asserted identities are both outside the scope of RFC 5280.

3. Update to RFC 5280, Section 4.2.1.4: "Certificate Policies"
RFC 5280, Section 4.2.1.4, the tenth paragraph says:

An explicitText field includes the textual statement directly in
the certificate. The explicitText field is a string with a
maxi mum si ze of 200 characters. Conform ng CAs SHOULD use the

| UTF8String encoding for explicitText, but MAY use | A5String.

| Conform ng CAs MJUST NOT encode explicitText as VisibleString or

| BMPString. The explicitText string SHOULD NOT include any contro
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| characters (e.g., W+0000 to U+001F and W+007F to U+009F). When
| the UTF8String encoding is used, all character sequences SHOULD be
normal i zed according to Unicode nornalization formC (NFC) [NFC].

Thi s paragraph is replaced with:

An explicitText field includes the textual statement directly in
the certificate. The explicitText field is a string with a
maxi mum si ze of 200 characters. Conform ng CAs SHOULD use the

| UTF8String encoding for explicitText. VisibleString or BMPString

| are acceptable but |less preferred alternatives. Conformng CAs

| MUST NOT encode explicitText as | A5String. The explicitText string

| SHOULD NOT include any control characters (e.g., U+0000 to U+001F

| and U+007F to W+009F). When the UTF8String or BMPString encodi ng
is used, all character sequences SHOULD be nornmalized according
to Unicode normalization form C (NFC) [NFC].

4. Update to RFC 5280, Section 6.2: "Using the Path Validation
Al gorithnt

RFC 5280, Section 6.2, the third paragraph says:

VWere a CA distributes self-signed certificates to specify trust
anchor information, certificate extensions can be used to specify
recommended inputs to path validation. For exanple, a policy
constraints extension could be included in the self-signed
certificate to indicate that paths beginning with this trust anchor
shoul d be trusted only for the specified policies. Simlarly, a name
constraints extension could be included to indicate that paths
beginning with this trust anchor should be trusted only for the
speci fi ed nanme spaces. The path validation algorithmpresented in
Section 6.1 does not assune that trust anchor information is provided
in self-signed certificates and does not specify processing rules for

| additional information included in such certificates.

| I'nplenmentations that use self-signed certificates to specify trust

| anchor information are free to process or ignore such information.

Thi s paragraph is replaced with:

VWere a CA distributes self-signed certificates to specify trust
anchor information, certificate extensions can be used to specify
recommended inputs to path validation. For exanple, a policy
constraints extension could be included in the self-signed
certificate to indicate that paths beginning with this trust anchor
shoul d be trusted only for the specified policies. Simlarly, a name
constraints extension could be included to indicate that paths
beginning with this trust anchor should be trusted only for the

speci fied name spaces. The path validation algorithmpresented in
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Section 6.1 does not assune that trust anchor information is provided
| in self-signed certificates and does not specify processing rules for
| additional information included in such certificates.
| However, [RFC5914] defines several formats for representing trust
| anchor information, including self-signed certificates, and [ RFC5937]
| provides an exanple of how such information may be used to initialize
| the path validation inputs. |Inplenentations are free to nmake use of
| any additional information that is included in a trust anchor
| representation, or to ignore such information.

5. Update to RFC 5280, Section 7.3: "Internationalized Domain Nanes in
Di stingui shed Nanmes"

RFC 5280, Section 7.3, the first paragraph says:

Domai n Names may al so be represented as distingui shed names using
domai n conponents in the subject field, the issuer field, the
subj ect Al t Name extension, or the issuerAtNane extension. As wth
the dNSNanme in the General Name type, the value of this attribute is
defined as an | A5String. Each donmai nConponent attribute represents a
single label. To represent a label froman IDN in the distinguished
nane, the inplenentation MIST performthe "ToASCH |I" | abel conversion

| specified in Section 4.1 of RFC 3490. The | abel SHALL be considered

| a "stored string". That is, the AlowUnassigned flag SHALL NOT be

| set.

Thi s paragraph is replaced with:

Domai n Nanmes may al so be represented as distingui shed names using
domai n conponents in the subject field, the issuer field, the
subj ect Al t Name extension, or the issuerAltNane extension. As wth
the dNSNanme in the General Name type, the value of this attribute is
defined as an | A5String. Each donai nConponent attribute represents a
single label. To represent a label froman IDN in the distinguished
nane, the inplenentation MIST performthe "ToASCI |I" | abel conversion
| specified in Section 4.1 of RFC 3490 with the UseSTD3ASCI | Rul es fl ag
| set. The |label SHALL be considered a "stored string”. That is, the
| Al'l owUnassigned flag SHALL NOT be set. The conversion process is the
| same as is perforned in step 4 in Section 7.2.

6. Security Considerations
Thi s docunent nodifies the Security Considerations section of RFC

5280 as follows. The fifth paragraph of the Security Considerations
section of RFC 5280 says:
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The protection afforded private keys is a critical security factor.
On a small scale, failure of users to protect their private keys wll
permit an attacker to masquerade as them or decrypt their persona
information. On a larger scale, conpromse of a CA's private signing
key may have a catastrophic effect. |If an attacker obtains the
private key unnoticed, the attacker may i ssue bogus certificates and
CRLs. Existence of bogus certificates and CRLs will underm ne
confidence in the system |f such a conpromise is detected, al
certificates issued to the conproni sed CA MIJST be revoked, preventing
services between its users and users of other CAs. Rebuilding after
such a conpromse will be problematic, so CAs are advised to

i npl enent a conbi nati on of strong technical neasures (e.g., tanper-
resi stant cryptographic nodul es) and appropriate nanagenent
procedures (e.g., separation of duties) to avoid such an incident.

Thi s paragraph is replaced with:

The protection afforded private keys is a critical security factor.
On a small scale, failure of users to protect their private keys wll
permt an attacker to masquerade as them or decrypt their persona
information. On a larger scale, conpromse of a CA's private signing
key may have a catastrophic effect.

If an attacker obtains the private key of a CA unnoticed, the
attacker may issue bogus certificates and CRLs. Even if an attacker
is unable to obtain a copy of a CA's private key, the attacker may be
able to issue bogus certificates and CRLs by maki ng unaut hori zed use
of the CA's workstation or of an RA's workstation. Such an attack
may be the result of an attacker obtaining unauthorized access to the
wor kstation, either locally or renotely, or may be the result of

i nappropriate activity by an insider. Existence of bogus
certificates and CRLs will underm ne confidence in the system Anong
many ot her possible attacks, the attacker may issue bogus
certificates that have the same subject names as legitimte
certificates in order inpersonate legitimate certificate subjects.
This could include bogus CA certificates in which the subject names
in the bogus certificates natch the names under which legitinmate CAs
i ssue certificates and CRLs. This would allow the attacker to issue
bogus certificates and CRLs that have the sane issuer names, and
possi bly the sane serial nunbers, as certificates and CRLs issued by
| egiti mate CAs.
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The following text is added to the end of the Security Considerations
section of 5280:

One-way hash functions are commonly used to generate key identifier

|

| val ues (AK
| However,
|

and SKI), e.g., as described in Sections 4.1.1 and 4.1. 2.
none of the security properties of such functions are

required for this context.

9. 1.

9. 2.
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