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Abstract

This specification extends the Post Ofice Protocol version 3 (POP3)
to support international strings encoded in UTF-8 in usernanes,
passwords, mmil addresses, nessage headers, and protocol-|evel text
strings.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6856
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1

1

| ntroducti on

Thi s docunment forms part of the Emamil Address Internationalization
protocol s described in the Email Address Internationalization
Framewor k document [RFC6530]. As part of the overall Email Address
Internationalization work, email nessages can be transmtted and
del i vered containing a Unicode string encoded in UTF-8 in the header
and/ or body, and nmildrops that are accessed usi ng POP3 [ RFC1939]

m ght natively store Unicode characters.

Thi s specification extends POP3 using the POP3 extension mechani sm

[ RFC2449] to permt un-encoded UTF-8 [ RFC3629] in headers and bodies
(e.g., transferred using 8-bit content-transfer-encodi ng) as
described in "Internationalized Email Headers" [RFC6532]. It also
adds a nechanismto support |ogin nanes and passwords containing a
UTF-8 string (see Section 1.1 below), a mechanismto support UTF-8
strings in protocol-1evel response strings, and the ability to
negoti ate a | anguage for such response strings.

This specification also adds a new response code to indicate that a
nmessage was not delivered because it required UTF-8 node (as

di scussed in Section 2) and the server was unable or unwilling to
create and deliver a surrogate form of the nessage as discussed in
Section 7 of "IMAP Support for UTF-8" [ RFC6855].

Thi s specification replaces an earlier, experinmental, approach to the
sane problem [ RFC5721] .

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to Indicate Requirement Level s" [RFC2119].

The ternms "UTF-8 string" or "UTF-8 character” are used to refer to
Uni code characters, which nay or may not be nenbers of the ASCl
repertoire, encoded in UTF-8 [ RFC3629], a standard Uni code encodi ng
form Al other specialized terns used in this specification are
defined in the Email Address Internationalization franmework docunent.

In exanples, "C.:" and "S:" indicate lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then the Iine breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.
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Not e t hat exanpl es al ways use ASClI| characters due to limtations of
the RFC format; otherw se, sone exanples for the "LANG' comrand woul d
have appeared incorrectly.

2. "UTF8" Capability

Thi s specification adds a new POP3 Extension [ RFC2449] capability
response tag and conmmand to specify support for header field

i nformati on outside the ASCII repertoire. The capability tag and new
conmand and functionality are described bel ow.

CAPA t ag:
UTF8

Arguments with CAPA tag:
USER

Added Commands:
UTF8

St andard commands af f ect ed:
USER, PASS, APCP, LIST, TOP, RETR

Announced states / possible differences:
both / no

Commands valid in states:
AUTHORI ZATI ON

Speci fication reference:
thi s docunent

Di scussi on

This capability adds the "UTF8" command to POP3. The "UTF8" conmmand
swi tches the session fromthe ASCI|-only node of POP3 [ RFC1939] to
UTF-8 node. The UTF-8 npbde neans that all nessages transmtted

bet ween servers and clients are UTF-8 strings, and both servers and
clients can send and accept UTF-8 strings.

CGellens, et al. St andards Track [ Page 4]



RFC 6856 POP3 Support for UTF-8 March 2013

2.1. The "UTF8" Conmmand

The "UTF8" command enabl es UTF-8 nobde. The "UTF8" conmand has no
par anet ers.

UTF-8 node has no effect on nessages in an ASClII-only nmail drop
Messages in native Unicode nmil drops can be encoded in UTF-8 using
i nternationalized headers [ RFC6532], in 8bit
content-transfer-encoding (see Section 2.8 of MM [ RFC2045]), in

ASCI 1, or in any conbination of these options. 1In UTF-8 node, if the
character encoding format of maildrops is UTF-8 or ASCII, the
nessages are sent to the client as is; if the character encoding
format of maildrops is a format other than UTF-8 or ASCII, the

nessages’ encoding format SHOULD be converted to be UTF-8 before they
are sent to the client. Wen UTF-8 node has not been enabl ed,
character strings outside the ASCI| repertoire MJST NOT be sent to
the client as is. If a client requests a UTF-8 message when UTF-8
nmode i s not enabled, the server MUST either send the client a
surrogate nessage that conplies with unextended POP and I nternet Mi
Format without UTF-8 nobde support, or fail the request with an -ERR
response. See Section 7 of "IMAP Support for UTF-8" [RFC6855] for

i nformati on about creating a surrogate nessage and for a di scussion
of potential issues. Section 5 of this docunent discusses "UTF8"
response codes. The server NMAY respond to the "UTF8" command with an
- ERR response

Note that even in UTF-8 node, M ME binary content-transfer-encoding

as defined in Section 6.2 of MM [RFC2045] is still not permtted.
M ME 8bit content-transfer-encoding (8Bl TM ME) [ RFC6152] is obviously
al | oned.

The octet count (size) of a nmessage reported in a response to the
"LI ST" command SHOULD match the actual nunber of octets sent in a
"RETR" response (not counting byte-stuffing). Sizes reported

el sewhere, such as in "STAT" responses and non-standardi zed,
free-formtext in positive status indicators (follow ng "+OK') need
not be accurate, but it is preferable if they are.

Normal operation for maildrops that natively support non-ASCl
characters will be for both servers and clients to support the

ext ension discussed in this specification. Upgrading both clients
and servers is the only fully satisfactory way to support the
capabilities offered by the "UTF8" extension and SMIPUTF8 mail|l nore
generally. Servers nust, however, anticipate the possibility of a
client attenpting to access a nessage that requires this extension
wi t hout having issued the "UTF8" command. There are no conpletely
satisfactory responses for this case other than upgrading the client
to support this specification. One solution, unsatisfactory because
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the user may be confused by being able to access the nessage through
sonme nmeans and not others, is that a server MAY choose to reject the
conmand to retrieve the nmessage as discussed in Section 5. O her
alternatives, including the possibility of creating and delivering a
surrogate formof the nessage, are discussed in Section 7 of "INMAP
Support for UTF-8" [ RFC6855].

Clients MJST NOT issue the "STLS" conmand [ RFC2595] after issuing
UTF8; servers MAY (but are not required to) enforce this by rejecting
with an -ERR response an "STLS" conmand i ssued subsequent to a
successful "UTF8" command. (Because this is a protocol error as
opposed to a failure based on conditions, an extended response code

[ RFC2449] is not specified.)

2.2. USER Argunent to "UTF8" Capability

If the USER argunent is included with this capability, it indicates
that the server accepts UTF-8 usernanmes and passwords.

Servers that include the USER argunment in the "UTF8" capability
response SHOULD apply SASLprep [ RFC4013] or one of its Standards
Track successors to the arguments of the "USER' and "PASS" commands.

A client or server that supports APOP and permts UTF-8 in usernanes
or passwords MJST apply SASLprep or one of its Standards Track
successors to the usernane and password used to conpute the APOP

di gest.

VWhen appl yi ng SASLprep, servers MJST reject UTF-8 usernames or
passwords that contain a UTF-8 character listed in Section 2.3 of
SASLprep. When applying SASLprep to the USER argunent, the PASS
argunent, or the APOP usernane argunent, a conpliant server or client
MUST treat themas a query string [ RFC3454]. When appl yi ng SASLprep
to the APOP password argument, a compliant server or client MJST
treat themas a stored string [ RFC3454].

If the server includes the USER argunment in the UTF8 capability
response, the client MAY use UTF-8 characters with a "USER', "PASS",
or "APOP" conmmand; the client MAY do so before issuing the "UTF8"
conmmand. Cients MJST NOT use UTF-8 characters when authenticating
if the server did not include the USER argunment in the UTF8
capability response.

The server MUST reject UTF-8 usernanes or passwords that fail to
conply with the formal syntax in UTF-8 [ RFC3629].

Use of UTF-8 strings in the "AUTH' command is governed by the POP3
SASL [ RFC5034] nechani sm
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3. "LANG' Capability

Thi s docunent adds a new POP3 extension [ RFC2449] capability response
tag to indicate support for a new command: "LANG'.

3.1. Definition
The capability tag and new comand are descri bed bel ow.

CAPA t ag:
LANG

Argunents with CAPA tag:
none

Added Commands:
LANG

St andard commands af f ect ed:
Al

Announced states / possible differences:
both / no

Commands valid in states:
AUTHORI ZATI ON, TRANSACTI ON

Speci fication reference:
thi s docunent

3.2. Discussion

POP3 all ows nmost +OK and - ERR server responses to include hunan-
readabl e text that, in some cases, mght be presented to the user

But that text is limted to ASCII by the POP3 specification

[ RFC1939]. The "LANG' capability and command permt a POP3 client to
negoti ate whi ch | anguage the server uses when sendi ng human-readabl e
t ext.

The "LANG' command requests that hunman-readable text included in al
subsequent +OK and - ERR responses be |ocalized to a | anguage natching
the | anguage range argurent (the "basic | anguage range" as descri bed
by the "Matching of Language Tags" [RFC4647]). |f the command
succeeds, the server returns a +OK response followed by a single
space, the exact |anguage tag sel ected, and another space. Human-
readabl e text in the appropriate | anguage then appears in the rest of
the line. This, and subsequent protocol-1level human-readabl e text,
is encoded in the UTF-8 charset.
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If the command fails, the server returns an -ERR response and
subsequent human-readabl e response text continues to use the | anguage
that was previously used.

If the client issues a "LANG' conmand with the special "*" |anguage
range argunent, it indicates a request to use a | anguage desi gnated
as preferred by the server administrator. The preferred | anguage MAY
vary based on the currently active user

If no argument is given and the POP3 server issues a positive
response, that response will usually consist of multiple |ines.

After the initial +OK for each | anguage tag the server supports, the
POP3 server responds with a line for that |anguage. This line is
called a "l anguage listing".

In order to sinplify parsing, all POP3 servers are required to use a
certain format for |anguage listings. A language listing consists of
the | anguage tag [ RFC5646] of the nessage, optionally followed by a
singl e space and a human-readabl e description of the |anguage in the
| anguage itself, using the UTF-8 charset. There is no specific order
to the listing of |anguages; the order may depend on configuration or
i mpl enent ati on.

3.3. Exanples
Exanmpl es for "LANG' capability usage are shown bel ow.

Note that some exanpl es do not include the correct character
accents due to limtations of the RFC format.

C. USER karen

S: +OK Hell o, karen

C. PASS password

S: +OK karen’s maildrop contains 2 nmessages (320 octets)

Client requests deprecated MJL | anguage [|1S0639-2]. Server
replies with -ERR response.

C. LANG MJL
S: -ERR invalid | anguage MJL

CGellens, et al. St andards Track [ Page 8]



RFC 6856 POP3 Support for UTF-8 March 2013

A LANG command with no paraneters is a request for
a | anguage listing.

C. LANG

S: +OK Language listing follows:

S: en English

S: en-boont English Boontling dial ect

S: de Deutsch

S: it Italiano

S: es Espano

S: sv Svenska

S

A request for a language listing mght fail

C. LANG

S: -ERR Server is unable to list |anguages

Once the client selects the | anguage, all responses will be in

that |anguage, starting with the response to the "LANG' conmand.

C. LANG es
S: +OK es |di ona canbi ado

If a server returns an -ERR response to a "LANG' comand
that specifies a prinmary |anguage, the current |anguage
for responses remains in effect.

LANG uga
-ERR es |di oma <<UGA>> no es conoci do

LANG sv
+OK sv Kommandot "LANG' |yckades

LANG *
+OK es | di oma canbi ado

wo wo wo

4. Non-ASClI| Character Maildrops

VWhen a POP3 server uses a native non-ASClI| character maildrop, it is
the responsibility of the server to conmply with the POP3 base
specification [ RFC1939] and Internet Message Format [ RFC5322] when
not in UTF-8 nmode. Wen the server is not in UTF-8 nbde and the
nessage requires that node, requests to downl oad the nessage MAY be
rejected (as specified in the next section) or the various
alternatives outlined in Section 2.1 above, including creation and
delivery of surrogates for the original nessage, MAY be consi dered.

CGellens, et al. St andards Track [ Page 9]



RFC 6856 POP3 Support for UTF-8 March 2013

5.

"UTF8" Response Code

Per "POP3 Extension Mechanism' [ RFC2449], this docunment adds a new
response code: UTF8, described bel ow.

Conpl et e response code:
UTF8

Valid for responses:
- ERR

Valid for conmands:
LI ST, TOP, RETR

Response code neani ng and expected client behavior
The "UTF8" response code indicates that a failure is due to a
request for message content that contains a UTF-8 string when the
client is not in UTF-8 node.

The client MAY reissue the command after entering UTF-8 nobde
| ANA Consi derations

Sections 2 and 3 of this specification update two capabilities
("UTF8" and "LANG') in the POP3 capability registry [ RFC2449].

Section 5 of this specification adds one new response code ("UTF8")
to the POP3 response codes registry [ RFC2449].

Security Considerations

The security considerations of UTF-8 [ RFC3629], SASLprep [ RFC4013],
and the Unicode Format for Network |Interchange [ RFC5198] apply to
this specification, particularly with respect to use of UTF-8 strings
i n usernanmes and passwords.

The "LANG *" conmmand mi ght reveal the existence and preferred

| anguage of a user to an active attacker probing the systemif the
active | anguage changes in response to the "USER', "PASS', or "APOP"
conmands prior to validating the user’s credentials. Servers are
strongly advised to inplenment a configuration to prevent this
exposure.

It is possible for a man-in-the-niddle attacker to insert a "LANG'
conmand in the comrand stream thus, making protocol-1evel diagnostic
responses unintelligible to the user. A mechanismto protect the
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8.

8.

integrity of the session can be used to defeat such attacks. For
exanple, a client can issue the "STLS"' conmand [ RFC2595] before
i ssuing the "LANG' conmmand.

As with other internationalization upgrades, nodifications to server
aut hentication code (in this case, to support non-ASClI| strings) need
to be done with care to avoid introducing vulnerabilities (for
exanple, in string parsing or matching). This is particularly
important if the native databases or mailstore of the operating
system use some character set or encoding other than Unicode in

UTF- 8.
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Appendi x A.  Design Rationale

This non-normative section discusses the reasons behind sone of the
design choices in this specification

Due to interoperability problems with the M ME Message Header

Ext ensi ons [ RFC2047] and limted depl oynent of the extended M ME
par armet er encodi ngs [ RFC2231], it is hoped these 7-bit encoding
nmechani sns can be deprecated in the future when UTF-8 header support
becomes preval ent.

The USER capability (Section 2.2) and hence the upgraded "USER'
conmand and additional support for non-ASCI| credentials, are
optional because the inplenmentation burden of SASLprep [ RFC4013] is
not well understood, and mandating such support in all cases could
negatively inmpact depl oynment.
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