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Pseudowi re Preferential Forwarding Status Bit

Abst ract

Thi s docunent describes a mechanismfor signaling the active and
standby status of redundant Pseudow res (PW) between their

term nation points. A set of Redundant PW is configured between
Provi der Edge (PE) nodes in single-segnent pseudow re (SS-PW
applications or between Term nating Provider Edge (T-PE) nodes in
Mul ti-Segment Pseudowi re (MsS-PW applications.

In order for the PE/T-PE nodes to indicate the preferred PWto use
for forwardi ng PWpackets to one another, a new status bit is
defined. This bit indicates a Preferential Forwarding status with a
val ue of active or standby for each PWin a redundant set.

In addition, a second status bit is defined to allow peer PE nodes to
coordi nate a switchover operation of the PW

Finally, this docunent updates RFC 4447 by adding details to the
handl i ng of the PWstatus code bits in the PWStatus TLV.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6870.
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1.

1.

| ntroducti on

Thi s docunent provides the extensions to the Pseudowire (PW control
pl ane to support the protection schenes of the PWredundancy
applications described in RFC 6718, "Pseudowi re (PW Redundancy" [8].

It specifies a new PWstatus bit as well as the procedures Provider
Edge (PE) nodes follow to notify one another of the Preferential
Forwardi ng state of each PWin the redundant set, i.e., active or
standby. This status bit is different fromthe PWstatus bits

al ready defined in RFC 4447, the pseudow re setup and nai nt enance
protocol [2]. |In addition, this docunment specifies a second status
bit to allow peer PE nodes to coordinate a sw tchover operation of
the PWfromactive to standby, or vice versa.

As a result of the introduction of these new status bits, this
docunent updates RFC 4447 by clarifying the rules for processing
status bits not originally defined in RFC 4447. It al so updates RFC
4447 by defining that a status bit can indicate a status other than a
fault or can indicate an instruction to the peer PE. See nore
details in Section 8.

Section 15 shows in detail how the mechani sms described in this
docunent are used to achieve the desired protection schenes of the
applications described in [8].

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Moti vati on and Scope

The PWsetup and mai ntenance protocol defines the follow ng status

codes in the PWStatus TLV to indicate the state for an attachnent
circuit (AC) and a PW[T7]:

0x00000000 - Pseudowi re forwarding (clear all failures)
0x00000001 - Pseudow re Not Forwardi ng

0x00000002 - Local Attachment Circuit (ingress) Receive Fault
0x00000004 - Local Attachment Circuit (egress) Transmit Fault
0x00000008 - Local PSN-facing PW (ingress) Receive Fault
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0x00000010 - Local PSN-facing PW (egress) Transmit Fault

The applications defined in [8] allow the provisioning of a primary
PWand one or many secondary backup PW in the sane Virtual Private
Wre Service (VPW5) or Virtual Private LAN Service (VPLS). The

obj ective of PWredundancy is to naintain end-to-end connectivity for
the enul ated service by activating the correct PWwhenever an AC, a
PE, or a PWfails. The correct PWneans the one that provides the
end-to-end connectivity from Customer Edge (CE) to CE such that
packets continue to fl ow

A PE node makes a selection of which PWto activate at any given tine
for the purpose of forwardi ng user packets. This selection takes
into account the local state of the PWand AC, as well as the renpte
state of the PWand AC as indicated in the PWstatus bits it received
fromthe peer PE node.

In the absence of faults, all PWs are up both locally and renotely,
and a PE node needs to select a single PWto which to forward user
packets. This is referred to as the active PW Al other PW will
be in standby and nust not be used to forward user packets.

In order for both ends of the service to select the same PWfor
forwardi ng user packets, this docunent defines a new status bit: the
Preferential Forwarding status bit. It also defines the procedures
the PE nodes followto indicate the Preferential Forwarding state of
a PWto its peer PE node.

In addition, a second status bit is defined to allow peer PE nodes to
coordi nate a switchover operation of the PWif required by the
application. This is known as the Request Swi tchover status bit.

Toget her, the nechani sns described in this docunment achi eve the
followi ng protection capabilities defined in [8]:

a. ALl:1 protection in which a specific subset of a path for an
emul ated service, consisting of a standby PWand/or AC,
protects anot her specific subset of a path for the enul ated
service, consisting of an active PWand/or AC. An active PW
can forward data traffic and control plane traffic, such as
Qperations, Adm nistration, and Mai ntenance (OAM packets. A
st andby PWdoes not carry data traffic.

b. An N:1 protection schenme in which N specific subsets of a path
for an enul ated service, consisting each of a standby PW and/ or
AC, protect a specific subset of a path for the emul ated
service, consisting of an active PWand/or AC.
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c. A nmechanismto allow PWendpoints to coordi nate the switchover
to a given PWby using an explicit request/acknow edgnent
swi tchover procedure. This mechanismis conplenmentary to the
i ndependent nmode of operation and is described in Section 6. 3.
6.3. This mechani smcan be invoked manual ly by the user
ef fectively providing a manual switchover capability. It can
al so be invoked autonatically to resolve a situation where the
PW endpoints could not match the two directions of the PW

d. Alocally configured precedence to govern the selection of a PW
when nore than one PWqualifies for the active state, as
defined in Sections 5.1. and 5.2. The PWwith the | owest
precedence val ue has the highest priority. Precedence may be
configured via, for exanple, a local configuration paraneter at
t he PW endpoi nt.

e. By configuration, inplementations can designate one PWin the
1:1 or N1 protection as a primary PWand the renmi ning as
secondary PWs. |If nore than one PWqualifies for the active
state, as defined in Sections 5.1 and 5.2, a PE node selects
the primary PWin preference to a secondary PW In other
words, the primary PWhas inmplicitly the | owest precedence
value. Furthernore, a PE node reverts to the primary PW
imediately after it cones back up or after the expiration of a
del ay effectively achieving revertive protection swtching.

1+1 protection (in which one specific subset of a path for an

emul ated service, consisting of a standby PWand/or AC, protects
anot her specific subset of a path for the enmulated service and in
which traffic is permanently duplicated at the ingress node on both
the currently active and standby subsets of the paths) is not
support ed.

The above protection schenmes are provided using the foll ow ng
oper ational nodes:

1. An independent npbde of operation in which each PWendpoi nt node
uses its own local rule to select which PWit intends to
activate at any given tinme, and advertises that PWto the
renote endpoints. Only a PWthat is up and that indicated
active status bit locally and renmptely is in the active state
and can be used to forward data packets. This is described in
Section 5.1.

2. A master/slave node in which one PWendpoint, the master
endpoi nt, selects and dictates to the other endpoint(s), the
sl ave endpoint(s), which PWto activate. This is described in
Section 5. 2.
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Note that this docunent specifies the nmechanisns to support PW
redundancy where a set of redundant PW terminate on either a PE, in
the case of an SS-PW or on a T-PE, in the case of an M5-PW PW
redundancy scenari os where the redundant set of PWsegnents

term nates on a Switching Provider Edge (S-PE) are for further study.

3. Term nol ogy

Pseudowire (PW: A mechanismthat carries the essential el enents of
an emrul ated service fromone PE to one or nore other PEs over a
Public Service Network (PSN) [9].

Si ngl e- Segnment Pseudowire (SS-PW: A PWset up directly between two
T-PE devices. The PWI abel is unchanged between the
originating and termnating PEs [6].

Mul ti-Segment Pseudowire (Ms-PW: A static or dynamcally configured
set of two or nobre contiguous PWsegnents that behave and
function as a single point-to-point PW Each end of an Ms-PW
by definition, ternmnates on a T-PE [6].

Up PW A PWthat has been configured (label nmappi ng exchanged between
PEs) and is not showi ng any of the PWor AC status bits
specified in [7]. Such a PWis available for forwarding
traffic [8].

Down PW A PWthat either has not been fully configured or has been
configured and is showi ng any of the PWor AC status bits
specified in [7]; such a PWis not available for forwarding
traffic [8].

Active PW An up PWused for forwarding user, OAM and control plane
traffic [8].

Standby PW An up PWthat is not used for forwarding user traffic but
may forward OAM and specific control plane traffic [8].

Primary PW The PWthat a PWendpoint activates in preference to any
ot her PWwhen nore than one PWqualifies for active state.
VWhen the primary PWcomes back up after a failure and qualifies
for active state, the PWendpoint always reverts to it. The
designation of primary is performed by | ocal configuration for
the PWat the PE and is only required when revertive protection
switching is used [8].

Secondary PW When it qualifies for active state, a secondary PWis

only selected if no primary PWis configured or if the
configured primary PWdoes not qualify for active state (e.g.,
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is down). By default, a PWin a redundancy PWset is
consi dered secondary. There is no revertive mechani sm anong
secondary PWs [8].

PW Precedence: This is a configuration |local to the PE that dictates
the order in which a forwarder chooses to use a PWwhen
nultiple PW all qualify for the active state. Note that a PW
that has been configured as primary has, inplicitly, the | owest
precedence val ue.

PW Endpoi nt: A PE where a PWterm nates on a point where Native
Service Processing is perforned, e.g., an SS-PWPE, an Ms-PW
T-PE, a Hierarchical VPLS (HVPLS) MIUs, or PE-rs [8].

Provi der Edge (PE): A device that provides PWE3 to a CE [9].

PW Term nati ng Provi der Edge (T-PE): A PE where the custoner-facing
ACs are bound to a PWforwarder. A terminating PE is present
inthe first and |ast segments of an M5-PW This incorporates
the functionality of a PE as defined in RFC 3985 [6].

PW Swi t chi ng Provider Edge (S-PE): A PE capable of switching the
control and data pl anes of the preceding and succeedi ng PW
segnents in an M5S-PW The S-PE term nates the PSN tunnel s of
the precedi ng and succeedi ng segnents of the Ms-PW Therefore,
it includes a PWswi tching point for an M5-PW A PWswitching
point is never the S-PE and the T-PE for the sane M5-PW A PW
swi tching point runs necessary protocols to set up and manage
PWsegments with other PWsw tching points and term nating PEs.
An S-PE can exist anywhere a PWnust be processed or policy
applied. Therefore, it is not [imted to the edge of a
provi der network [6].

MIU-s: A hierarchical virtual private LAN service Milti-Tenant Unit
switch, as defined in RFC 4762 [3].

PE-rs: A routing and bridging capable PE as defined in RFC 4762 [3].
FEC. Forwardi ng Equi val ence C ass.
OAM Operations, Adm nistration, and M ntenance.

VCCV: Virtual Connection Connectivity Verification.
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Thi s docunent uses the term’'PE to be synonynous with both PEs as
per RFC 3985 [9] and T-PEs as per RFC 5659 [6].

Thi s docunent uses the term’PW to be synonynous with both PW as
per RFC 3985 [9] and SS-PW, Ms-PWs, and PWsegnents as per RFC 5659

[6].
4. PE Architecture

Figure 1 shows the PE architecture for PWredundancy, when nore than
one PWin a redundant set is associated with a single AC. This is
based on the architecture in Figure 4b of RFC 3985 [9]. The
forwarder selects which of the redundant PW to use based on the
criteria described in this docunent.

o m e e e e e e e e e e e e e e e e e aa o +
| PE Devi ce |
o m m e e e e e e e e e e e e e e m e oo oo +
Si ngl e | | Si ngl e | PWInstance
AC | + PW I nst ance X<===========>
| | |
| |- |
<------ >0 | Si ngl e | PWInstance
| For war der + PW I nst ance X<===========>
| | |
| R R EEEEEE |
| | Single | PWInstance
| + PW I nst ance X<===========>
| | |
o m m e e e e e e e e e e e e e e m e oo oo +

Figure 1. PE Architecture for PW Redundancy
5. Mddes of Qperation

There are two npbdes of operation for the use of the PWPreferenti al
Forwardi ng status bits:

0 independent node
o naster/slave node
5.1. Independent Mode
PW endpoi nt nodes independently select which PW are eligible to
become active and which are not. They advertise the correspondi ng

active or standby Preferential Forwarding status for each PW Each
PW endpoi nt conpares local and renpte status bits and uses the PW
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that is up at both endpoints and that advertised active Preferentia
Forwardi ng status at both the | ocal and renote endpoints.

In this node of operation, the Preferential Forwarding status

i ndicates the preferred forwarding state of each endpoint but the
actual forwarding state of the PWis the result of the conparison of
the local and renpte forwardi ng status bits.

If nmore than one PWqualifies for the active state, each PW endpoi nt
MUST i nmpl enent a common mechani smto choose the PWfor forwarding.
The default mechani sm MJUST be supported by all inplenmentations, and
it operates as foll ows:

1. For a PWusing the PWd I D Forwardi ng Equi val ence C ass (PWd FEC)
[2], the PWwith the | owest PWd value is sel ected.

2. For a PWusing the CGeneralized PWd FEC [2], each PWin a
redundant set is uniquely identified at each PE using the
following triplet: AG::SAll::TAIl. The unsigned integer form of
the concatenated word can be used in the conparison. However, the
Source Attachment |Individual ldentifier (SAIl) and Target
Attachnment |ndividual ldentifier (TAIl) values as seen on a PE
node are the mirror values of what the peer PE node sees. So that
both PE nodes conpare the sane value, the PE with the | owest
system | P address MJST use the unsigned integer form of
AG::SAII::TAIl, while the PE with the highest system | P address
MUST use the unsigned integer formof AG::TAIIl::SAIl. This way,
both PE nodes will conpare the same values. The PWthat
corresponds to the mni mum of the conpared val ues across all PW
in the redundant set is selected.

In the case where the system | P address is not known, it is
RECOVMENDED t o i npl enent the active PWsel ecti on mechani sm
descri bed next.

In the case of segnented PW the operator needs to nake sure that
the PWd or AG::SAlIl::TAIl of the redundant PW within the first
and | ast segnent are ordered consistently such that the sanme end-
to-end M5-PWgets selected. Qherwise, it is RECOWENDED to

i mpl enent the active PWsel ection nechani sm descri bed next.

The PW endpoints MAY also inplenent the followi ng active PWsel ection
mechani sm

1. If the PWendpoint is configured with the precedence paraneter on

each PWin the redundant set, it selects the PWwth the | owest
configured precedence val ue.
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2. If the PWendpoint is configured with one PWas prinary and one or
nore PW as secondary, it selects the primary PWin preference to
all secondary PW. If a primary PWis not available, it selects
the secondary PWw th the | owest precedence value. |[If the primary
PW becones avail abl e, a PWendpoint reverts to it imediately or
after the expiration of a configurable del ay.

3. This active PWsel ection nmechani sm assunes the precedence
par armet er val ues are configured consistently at both PWendpoints
and that unique values are assigned to the PW in the sane
redundant set to achi eve tiebreaking using this mechani sm

There are scenarios with dual-homng of a CE to PE nodes where each
PE node needs to advertise active Preferential Forwardi ng status on
nore than one PWin the redundant set. However, a PE MJST al ways

sel ect a single PWfor forwarding using the above active PWsel ection
algorithm An exanple of such a case is described in 15.2.

There are scenarios where each PE needs to advertise active
Preferential Forwarding status on a single PWin the redundant set.
In order to ensure that both PE nodes make the sanme sel ection, they
MJST use the above active PWselection algorithmto determ ne the PW
eligible for active state. An exanple of such a case is described in
15. 5.

In steady state with consistent configuration, a PE will always find
an active PW However, it is possible that such a PWis not found
due to a m sconfiguration. 1In the event that an active PWis not
found, a managenent notification SHOULD be generated. |If a
managenent notification for failure to find an active PWwas
generated and an active PWis subsequently found, a nmanagenent
notification SHOULD be generated, so clearing the previous failure
indication. Additionally, a PE MAY use the request sw tchover
procedures described in Section 6.3 to have both PE nodes switch to a
common PW

There may al so be transi ent conditions where endpoints do not share a
conmon vi ew of the active/standby state of the PW. This could be
caused by propagati on delay of the Targeted Label Distribution

Protocol (T-LDP) status messages between endpoints. |In this case,
the behavi or of the receiving endpoint is outside the scope of this
docunent .
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Thus, in this nbpde of operation, the follow ng definition of active
and standby PW states apply:

o Active State

A PWis considered to be in active state when the PWI| abels are
exchanged between its two endpoints and the status bits exchanged
bet ween the endpoints indicate the PWis up and its Preferenti al
Forwardi ng status is active at both endpoints. |In this state user
traffic can flow over the PWin both directions. As described in
Section 5.1, the PE nodes MJST inplenent a common mechani smto sel ect
one PWfor forwarding in case nultiple PW qualify for the active
state.

o Standby State

A PWis considered to be in standby state when the PWI abels are
exchanged between its two endpoints, but the Preferential Forwarding
status bits exchanged indicate the PWPreferential Forwarding status
is standby at one or both endpoints. |In this state, the endpoints
MUST NOT forward data traffic over the PWhbut MAY al |l ow PW OAM
packets, e.g., Virtual Connection Connectivity Verification (VCCV)
packets [11], to be sent and received in order to test the liveliness
of standby PWs. The endpoints of the PWMAY al so allow the

forwardi ng of specific control plane packets of applications using
the PW The specification of applications and the allowed control

pl ane packets are outside the scope of this docunent. |If the PWis a
spoke in H VPLS, any Media Access Control (MAC) addresses |earned via
the PW SHOULD be flushed when it transitions to standby state,
according to the procedures in RFC 4762 [3] and in [10].

5.2. Master/ Sl ave Mode

One endpoi nt node of the redundant set of PW is designated the
master and is responsible for selecting which PWboth endpoi nts nust
use to forward user traffic.

The nmaster indicates the forwarding state in the PWPreferenti al
Forwardi ng status bit. The other endpoint node, the slave, MJST
follow the decision of the naster node based on the received status
bits. In other words, the Preferential Forwarding status bit sent by
the master node indicates the actual forwarding state of the PWat

t he master node.

There is a single PE master PWendpoi nt node and one or nany PE PW
endpoi nt sl ave nodes. The assignnent of master/slave roles to the PW
endpoints is performed by | ocal configuration. Note that the

behavi or described in this section assunes correct configuration of
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the nmaster and slave endpoints. This docunent does not define a
nmechani smto detect errors in the configuration, and mi sconfiguration
mght lead to protection switchover failing to work correctly.
Furthernore, this document does not specify the procedures for a
backup master node. In deploynments where PE node protection is
required, it is recommended to use the independent node of operation
as in the application described in Section 15.2.

One endpoint of the PW the master, actively selects which PWto
activate and uses it for forwarding user traffic. This status is
indicated to the slave node by setting the Preferential Forwarding
status bit in the status bit TLV to active. It does not forward user
traffic to any other of the PWs in the redundant set to the slave
node and indicates this by setting the Preferential Forwarding status
bit in the status bit TLV to standby for those PW. The naster node
MUST ignore any PWPreferential Forwarding status bits received from
the sl ave nodes.

If nore than one PWaqualifies for the active state, the master PW
endpoi nt node selects one. There is no requirenent to specify a
default active PWselection mechanismin this case; however, for
consi stency across inplenmentations, the master PW endpoi nt SHOULD
i mpl enent the default active PWsel ection mechani sm described in
Section 5. 1.

If the master PWendpoint inplements the active PWsel ection
mechani sm based on primary/secondary and precedence paraneters, it
MUST conply with the foll owi ng behavi or

1. If the PWendpoint is configured with the precedence paraneter on
each PWin the redundant set, it MJST select the PWw th the
| owest configured precedence val ue.

2. If the PWendpoint is configured with one PWas primary and one or
nore PW as secondary, it MJST select the primary PWin preference
to all secondary PW. |[If a primary PWis not available, it MJST
use the secondary PWwith the | owest precedence value. |f the
primary PWbecones avail able, a PWendpoint MJST revert to it
i Mmediately or after the expiration of a configurable del ay.

The sl ave endpoint(s) are required to act on the status bits received
fromthe master. Wen the received status bit transitions from
active to standby, a slave node MJUST stop forwardi ng over the
previously active PW Wen the received status bit transitions from
standby to active for a given PW the slave node MJST start
forwardi ng user traffic over this PW
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In this node of operation, the follow ng definition of active and
standby PWstates apply:

o Active State

A PWis considered to be in active state when the PWI| abels are
exchanged between its two endpoints, and the status bits exchanged
bet ween the endpoints indicate the PWis up at both endpoints, and
the Preferential Forwarding status at the naster endpoint is active.
In this state, user traffic can flow over the PWin both directions.

o Standby State

A PWis considered to be in standby state when the PWIl abels are
exchanged between its two endpoints, and the status bits exchanged
bet ween the endpoints indicate the Preferential Forwarding status at
the master endpoint is standby. 1In this state, the endpoints MJST
NOT forward data traffic over the PWhut MAY all ow PW QAM packets,
e.g., VCCV, to be sent and received. The endpoints of the PW MNAY
also allow the forwarding of specific control plane packets of
applications using the PW The specification of applications and the
al  owed control plane packets are outside the scope of this docunent.
If the PWis a spoke in H VPLS, any MAC addresses |earned via the PW
SHOULD be flushed when it transitions to standby state according to
the procedures in RFC 4762 [3] and [10].

6. PWState Transition Signaling Procedures

This section describes the extensions to PWstatus signaling and the
processing rules for these extensions. It defines a new PW
Preferential Forwarding status bit that is to be used with the PW
Status TLV specified in RFC 4447 [2].

The PW Preferential Forwarding bit, when set, is used to signal
either the preferred or actual active/standby forwarding state of the
PWby one PE to the far-end PE. The actual semantics of the value
bei ng signal ed vary according to whether the PWis acting in

nmast er/ sl ave or independent node.

6.1. PWStandby Notification Procedures in |Independent Mbde

PEs that contain PWendpoints independently sel ect which PWthey
intend to use for forwardi ng, depending on the specific application
(exanpl e applications are described in [8]). They advertise the
correspondi ng preferred active/standby forwarding state for each PW
An active Preferential Forwarding state is indicated by clearing the
PW Preferential Forwarding status bit in the PWStatus TLV. A
standby Preferential Forwarding state is indicated by setting the PW

Mul ey & Ai ssaoui St andards Track [ Page 14]



RFC 6870 PW Preferential Forwarding Status Bit February 2013

Preferential Forwarding status bit in the PWStatus TLV. This
advertisenment occurs in both the initial |abel mapping nessage and in
a subsequent notification nmessage when the forwarding state
transitions as a result of a state change in the specific
applicati on.

Each PW endpoi nt conpares the updated |ocal and renpte status and
effectively activates the PW which is up at both endpoi nts and which
shows both | ocal active and renote active Preferential Forwarding
states. The PE nodes MJST inpl enent a common mechanismto sel ect one
PWfor forwarding in case nultiple PW qualify for the active state,
as explained in Section 5.1.

Wen a PWis in active state, the PEs can forward user packets, OAM
packets, and other control plane packets over the PW

VWen a PWis in standby state, the PEs MJUST NOT forward user packets
over the PWbut MAY forward PW OAM packets and specific control plane
packets.

For M5-PWs, S-PEs MUST relay the PWstatus notification containing
both the existing status bits and the new Preferential Forwarding
status bits between ingress and egress PW as per the procedures
defined in [4].

6.2. PWStandby Notification Procedures in Master/Slave Mde

VWhenever the nmaster PWendpoint selects or deselects a PWfor
forwarding user traffic at its end, it explicitly notifies the event
to the renpte slave endpoint. The slave endpoint carries out the
correspondi ng action on receiving the PWstate change notification

If the PWPreferential Forwarding bit in PWStatus TLV received by
the slave is set, it indicates that the PWat the naster end is not
used for forwarding and is thus kept in the standby state. The PW
MUST NOT be used for forwarding at slave endpoint. Cearing the PW
Preferential Forwarding bit in PWStatus TLV indicates that the PWat
the master endpoint is used for forwarding and is in active state,
and the receiving slave endpoint MJST activate the PWif it was
previously not used for forwarding.

When this mechanismis used, a common Group IDin the PWd FEC
element or a PWGouping ID TLV in the Generalized PWd FEC el enment,
as defined in [2], MAY be used to signal PW in groups in order to

m ni m ze the nunber of LDP status nessages that MJST be sent. Wen
PW are provisioned with such grouping, a term nation point sends a
single "wildcard" notification nmessage to denote this change in
status for all affected PW. This status nessage contains either the
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PWd FEC TLV with only the Group ID or the CGeneralized PWd FEC TLV
with only the PWG ouping ID TLV. As mentioned in [2], the Goup ID
field of the PWd FEC el ement, or the PWGouping ID TLV in the
CGeneralized PWd FEC el ement, can be used to send status notification
for an arbitrary set of PW.

For Ms-PWs, S-PEs MUST relay the PWstatus notification containing
both the existing and the new Preferential Forwarding status bits

bet ween i ngress and egress PWsegnents, as per the procedures defined
in[4].

6.2.1. PWState Machine

It is convenient to describe the PWstate change behavior in ternms of
a state machine (Table 1). The PWstate nachine is explained in

detail in the two defined states, and the behavior is presented as a
state transition table. The sanme state nachine is applicable to PW
groups.
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STATE EVENT NEW STATE

ACTI VE PWput in standby (master) STANDBY
Action: Transmit PWPreferential
Forwardi ng bit set

Recei ve PW Preferential Forwarding STANDBY
bit set (sl ave)
Action: Stop forwardi ng over PW

Recei ve PW Preferential Forwarding ACTI VE
bit set but bit not supported
Action: None

Recei ve PW Preferential Forwarding ACTI VE
bit clear
Action: None.

STANDBY PWactivated (naster) ACTI VE
Action: Transmt PWPreferenti al
Forwardi ng bit clear

Recei ve PW Preferential Forwarding ACTI VE
bit clear (slave)
Action: Activate PW

Recei ve PW Preferential Forwarding STANDBY
bit clear but bit not supported
Action: None

Recei ve PW Preferential Forwarding STANDBY
bit set
Action: None

Table 1. PWState Transition Table in Master/ Sl ave Mde
6.3. Coordinati on of PW Swi t chover

There are PWredundancy applications that require that PE nodes
coordi nate the switchover to a PWsuch that both endpoints will
forward over the sane PWat any given tine. One such application for
redundant Ms-PWis identified in [8]. Miltiple M5-PW are configured
between a pair of T-PE nodes. The paths of these M5-PW are diverse
and are switched at different S-PE nodes. Only one of these M5 PW
is active at any given time. The others are put in standby. The
endpoints foll ow the i ndependent node procedures to use the PW which
is both up and for which both endpoints advertise an active
Preferential Forwarding status bit.
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6. 3.

wul

The trigger for sending a request to sw tchover by one endpoint of
the Ms-PWcan be an operational event. For exanple, a failure that
causes the endpoints to be unable to find a conmon PWfor which both
endpoi nts advertise an active Preferential Forwarding status bit.
The other trigger is the execution of an adm nistrative maintenance
operation by the network operator in order to nove the traffic away
fromthe nodes or links currently used by the active PW

Unli ke the case of a master/slave node of operation, the endpoint
requesting the switchover requires explicit acknow edgnent fromthe
peer endpoint that the request can be honored before it switches to
another PW Furthernore, any of the endpoints can nake the request
to switch over.

Thi s docunent specifies a second status bit that is used by a PE to
request that its peer PE switch over to use a different active PW
This bit is referred to as the Request Switchover status bit. The
Preferential Forwarding status bit continues to be used by each
endpoint to indicate its current |ocal settings of the active/standby
state of each PWin the redundant set. |In other words, as in the

i ndependent node, it indicates to the far-end which of the PW is

bei ng used to forward packets and which is being put in standby. It
can thus be used as a way for the far-end to acknow edge the
requested sw tchover operation.

A PE MAY support the Request Switchover bit. A PE that receives the
Request Switchover bit and that does not support it will ignore it.

If the Request Switchover bit is supported by both sendi ng and
receiving PEs, the follow ng procedures MJST be foll owed by both
endpoints of a PWto coordi nate the switchover of the PW

S-PEs nodes MUST relay the PWstatus notification containing the
existing status bits, as well as the new Preferential Forwardi ng and
Request Switchover status bits between ingress and egress PWsegnents
as per the procedures defined in [4].

1. Procedures at the Requesting Endpoint

a. The requesting endpoint sends a Status TLV in the LDP notification
nmessage with the Request Switchover bit set on the PWto which it
desires to switch.

b. The endpoint does not activate, forwarding on that PWat this
point in time. 1t MAY, however, enable receiving on that PW
Thus, the Preferential Forwarding status bit still reflects the
currently used PW
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c. The requesting endpoint starts a tiner while waiting for the
renote endpoint to acknow edge the request. This tiner SHOULD be
configurable with a default value of 3 seconds.

d. If, while waiting for the acknow edgment, the requesting endpoi nt
receives a request fromits peer to switch over to the sane or a
different PW it MJST performthe follow ng:

i. If its address is higher than that of the peer, this
endpoi nt ignores the request and continues to wait for the
acknow edgnent fromits peer.

ii. If its systemI|P address is |lower than that of its peer, it
aborts the tinmer and i medi ately starts the procedures of
the receiving endpoint in Section 6.3.2.

e. If, while waiting for the acknow edgment, the requesting endpoi nt
receives a status notification nessage fromits peer with the
Preferential Forwarding status bit cleared in the requested PW it
MJUST treat this as an explicit acknow edgnent of the request and
MUST performthe foll ow ng:

i. Abort the timer.
ii. Activate the PW
iii. Send an update status notification nessage with the
Preferential Forwarding status bit and the Request
Swi tchover bit clear on the newy active PWand send an
update status notification nessage with the Preferential
Forwardi ng status bit set in the previously active PW
f. If, while waiting for the acknow edgnent, the requesting endpoint
detects that the requested PWwent into down state |locally, and
could use an alternate PWthat is up, it MJST performthe
fol | owi ng:
i. Abort the timer.
ii. Issue a new request to switchover to the alternate PW

iii. Restart the tiner.

Mul ey & Ai ssaoui St andards Track [ Page 19]



RFC 6870 PW Preferential Forwarding Status Bit February 2013

6.

7.

3.

2.

If, while waiting for the acknow edgrment, the requesting endpoint
detects that the requested PWwent into the down state locally,
and could not use an alternate PWthat is up, it MJST performthe
fol | owi ng:

i. Abort the tiner.

ii. Send an update status notification nmessage with the
Preferential Forwardi ng status bit unchanged and the Request
Swi tchover bit reset for the requested PW

If, while waiting for the acknow edgnent, the tinmer expires, the
requesti ng endpoi nt MJST assunme that the request was rejected and
MAY i ssue a new request.

If the requesting node receives the acknow edgnment after the
request expired, it will treat it as if the renote endpoint
unilaterally swtched between the PW wi thout issuing a request.
In that case, it MAY issue a new request and foll ow the requesting
endpoi nt procedures to synchroni ze which PWto use for the
transmt and receive directions of the emul ated service.

Procedures at the Receiving Endpoi nt

Upon receiving a status notification message with the Request
Swi tchover bit set on a PWdifferent fromthe currently active
one, and the requested PWis up, the receiving endpoi nt MJST
performthe follow ng:

i. Activate the PW

ii. Send an update status notification nmessage with the
Preferential Forwarding status bit clear and the Request
Swi tchover bit reset on the newy active PW, and send an
update status notification nmessage with the Preferential
Forwardi ng status bit set in the previously active PW

iii. Upon receiving a status notification nmessage with the
Request Switchover bit set on a PW which is different from
the currently active PWbut is down, the receiving endpoint
MJST i gnore the request.

St at us Mappi ng

The generation and processing of the PWStatus TLV MJST foll ow the
procedures in RFC 4447 [2]. The PWStatus TLV is sent on the active
PWand standby PW to make sure the renote AC and PWstates are

al ways known to the | ocal PE node.
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The generation and processing of PWStatus TLV by an S-PE node in a
M5- PW MUST foll ow the procedures in [4].

The procedures for determ ning and mappi ng PWand AC states MJST
follow the rules in [5] with the follow ng nodifications.

7.1. AC Defect State Entry/Exit

A PE enters the AC receive (or transmit) defect state for a PW
servi ce when one or nmore of the conditions specified for this PW
service in [5] are net.

When a PE enters the AC receive (or transmt) defect state for a PW
it MUST send a forward (reverse) defect indication to the renote
peers over all PW in the redundant set that are associated with this
AC.

When a PE exits the AC receive (or transmt) defect state for a PW
service, it MJIST clear the forward (or reverse) defect indication to
the remote peers over all PW in the redundant set that are
associated with this AC

7.2. PWDefect State Entry/Exit

A PE enters the PWreceive (or transmt) defect state for a PW

servi ce when one or nore of the conditions specified in Section 8.3.1
(Section 8.3.2) in[5] are nmet for each of the PW in the redundant
set.

When a PE enters the PWreceive (or transmt) defect state for a PW
service associated with an AC, it MJST send a reverse (or forward)
def ect indication over one or nore of the PW in the redundant set
associated with the same ACif the PWfailure was detected by this PE
wi t hout receiving a forward defect indication fromthe renmote PE [5].

When a PE exits the PWreceive (or transmt) defect state for a PW
it MUST clear the reverse (or forward) defect indication over any PW
in the redundant associated with the sane AC set if applicable.

8. Applicability and Backward Conpatibility

The mechani sns defined in this document are to be used in

applicati ons where standby state signaling of a PWor PWgroup is
required. Both PWd FEC and Generalized PWd FEC are supported. All
PW that are part of a redundant set MJST use the sane FEC type.

VWen the set uses the PWd FEC el enent, each PWis uniquely
identified by its PWID. Wen the redundant set uses the Generalized
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11.

11.

PWd FEC el enent, each PWMJST have a unique identifier that consists
of the triplet AG::SAll::TAlI.

A PE inplenmentation that uses the nechani sns described in this
docunent MJST negotiate the use of PWStatus TLV between its T-LDP
peers, as per RFC 4447 [2]. |If the PWStatus TLV is found to be not
supported by either of its endpoints after status negotiation
procedures, then the nechani sns specified in this docunent cannot be
used.

A PE inplenmentation that is compliant with RFC 4447 [2] and that does
not support the generation or processing of the Preferentia
Forwardi ng status bit or of the Request Switchover status bit MJST

i gnore these status bits if they are set by a peer PE. This docunent
in fact updates RFC 4447 by prescribing the sane behavior for any
status bit not originally defined in RFC 4447.

Finally, this docunent updates RFC 4447 by defining that a status bit
can indicate a status other than a fault or can indicate an
instruction to the peer PE. As a result, a PE inplenentation
conpliant to RFC 4447 MUST process each status bit it supports when
set according to the rules specific to that status bit.

Security Considerations
LDP ext ensions/options that protect PW nust be inplenented because
the status bits defined in this document have the sane security
consi derations as the PWsetup and mai nt enance protocol defined in
RFC 4447 [2]. It should be noted that the security of a PWredundant
set is only as good as the weakest security on any of its nenbers.
M B Consi derati ons

New M B objects for the support of PWredundancy will be defined in a
separ at e docunent .

| ANA Consi derati ons
Thi s docunent defines the follow ng PWstatus codes for the PW
redundancy application. |ANA has allocated these fromthe
"Pseudowi re Status Codes Registry".
1. Status Code for PWPreferential Forwarding Status
0x00000020 When the bit is set, it indicates PWforwarding standby".

VWen the bit is cleared, it indicates PWforwarding
active".
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11.

12.

2. Status Code for PWRequest Switchover Status

0x00000040 When the bit is set, it represents Request Switchover to
this PW

When the bit is cleared, it represents no specific action.
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Appendi x A, Applications of PWRedundancy Procedures
This section shows how the mechani sms described in this docunment are
used to achi eve the desired protection behavior for some of the
applications described in "PWRedundancy" [8].

A.l. One Miulti-Homed CE with Single SS PW Redundancy

The following figure illustrates an application of SS-PWredundancy.
| <-----c--ee---- Emul ated Service ---------------- >
| <------- Pseudowire ------ >

AC V

Fomm - + | PE]_l ::::::::::::::::::l | Fomm - +
| | ooemeeee oo | PWL. (ACtiVe). .. [ ... [-mmmmmeme- | |
| | | |::::::::::::::::::| | | CE2 |
| CEL | - | PE2 | | |
L bt ] b
| | | | —==—=—==—============ |
| |oeemmeeee |....|...Pw. (standby)..| |
R + | | PE3| ::::::::::::::::::l |

AC Fo-o- ot Fo-o- ot

Figure 2. Milti-Homed CE with SS-PW Redundancy

The application in Figure 2 nmakes use of the independent node of
operation.

CEl is dual-honmed to PE1 and to PE3 by attachment circuits. The
met hod for dual -homing of CE1 to PE1 and to PE3 nodes and the
protocol s used are outside the scope of this docunent (see [8]).

In this exanple, the ACfromCEl to PEl is active, while the AC from
CEl to PE3 is standby, as determ ned by the redundancy protoco
running on the ACs. Thus, in normal operation, PE1 and PE3 wil |
advertise an active and standby Preferential Forwarding status bit,
respectively, to PE2, reflecting the forwarding state of the two ACs
to CE1l as determ ned by the AC dual -homi ng protocol. PE2 advertises
a Preferential Forwarding status bit of active on both PW and PW2,
since the ACto CE2 is single-honed. As both the local and renpote
UP/ DOMWN status and Preferential Forwarding status for PAM are up and
active, traffic is forwarded over PWM in both directions.
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On failure of the AC between CEl and PEl, the forwarding state of the
AC on PE3 transitions to active. PE3 then announces the newy
changed Preferential Forwarding status bit of active to PE2. PE1l
will advertise a PWstatus notification nessage, indicating that the
AC between CE1 and PEl is down. PE2 matches the |ocal and renpte
Preferential Forwarding status of active and status of "Pseudow re
forwardi ng" and selects PW2 as the new active PWto which to send
traffic.

On failure of the PEL node, PE3 will detect it and will transition
the forwarding state of its ACto active. The nethod by which PE3
detects that PELl is down is outside the scope of this docunment. PE3
then announces the newy changed Preferential Forwarding status bit
of active to PE2. PE3 and PE2 match the |ocal and renpote
Preferential Forwardi ng status of active and UP/ DOMN st at us
"Pseudowi re forwardi ng" and select PW as the new active PWto which
to send traffic. Note that PE2 may have detected that the PWto PE1l
went down via T-LDP Hello tinmeout or via other nmeans. However, it
will not be able to forward user traffic until it receives the
updated status bit from PES.

Note that, in this exanple, the receipt of the AC status on the
CE1-PE1 link is normally sufficient for PE2 to switch to PW2.
However, the operator may want to trigger the sw tchover of the PW
for adm nistrative reasons, e.g., nmaintenance; thus, the use of the
Preferential Forwarding status bit is required to notify PE2 to
trigger the swtchover.

Note that the primary/secondary procedures do not apply in this case

as the PWPreferential Forwarding status is driven by the AC
forwarding state, as determ ned by the AC dual - hom ng protocol used.
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A 2.

wul

Mul tiple Milti-Homed CEs with SS-PW Redundancy
SRR TR Enul ated Service ---------------- >
| <------- Pseudowire ------ >

|
| |
| | <-- PSN Tunnel s-->| |
\% \% (not shown) \% \%
+

AC V
oo - + [ P I PW........ | . | oo - +
| [---------- | PEL|...... ......... | PE3|---------- | |
| CE1 | +----+ \' /  PWB +----+ | CE2 |
| | RS X RS | |
| | | [ [\ PWML L | | |
| | o | PE2] | PE4]--------- | |
oo - + | PP I PW.......... ... ] | oo - +
AC +--- -+ +--- -+ AC

Figure 3. Multiple Miulti-Honmed CEs w th SS-PW Redundancy

The application in Figure 3 makes use of the independent node of
operation.

CEl is dual-honed to PE1 and PE2. CE2 is dual-hormed to PE3 and PE4.
The nethod for dual -honming and the used protocols are outside the
scope of this docunment. Note that the PSN tunnels are not shown in
this figure for clarity. However, it can be assuned that each of the
PW shown is encapsulated in a separate PSN tunnel.

Assune that the AC fromCEl to PELl is active and fromCEl to PE2 it
is standby; furthernore, assune that the ACfrom CE2 to PE3 is
standby and fromCE2 to PE4 it is active. The method of deriving the
active/standby status of the AC is outside the scope of this
docunent .

PE1 advertises the Preferential Forwarding status active and UP/ DO/N
status "Pseudowi re forwardi ng" for pseudowires PWM and PW connected
to PE3 and PE4. This status reflects the forwarding state of the AC
attached to PE1l. PE2 advertises Preferential Forwarding status
standby and UP/ DOMAN status "Pseudow re forwardi ng" for pseudow res
PW2 and PWB to PE3 and PE4. PE3 advertises Preferential Forwarding
status standby and UP/ DOMN status "Pseudow re forwarding" for
pseudowi res PWL and PWB to PEl and PE2. PE4 advertises the
Preferential Forwardi ng status active and UP/ DOAN status "Pseudowi re
forwardi ng" for pseudowires PW and PW to PE2 and PEl, respectively.
Thus, by matching the local and renote Preferential Forwarding status
of active and UP/ DOMN st atus of
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"Pseudowi re forwardi ng" of pseudow res, the PE nodes determ ne which
PWshould be in the active state. |In this case, it is PWM that wll
be sel ect ed.

On failure of the AC between CEl and PEl, the forwarding state of the
AC on PE2 is changed to active. PE2 then announces the newy changed
Preferential Forwarding status bit of active to PE3 and PE4. PE1l
will advertise a PWstatus notification nessage, indicating that the
AC between CE1l and PEl is down. PE2 and PE4 match the |ocal and
renote Preferential Forwarding status of active and UP/ DOMAN st at us
"Pseudowi re forwardi ng" and select PW2 as the new active PWto which
to send traffic.

On failure of the PEL node, PE2 will detect the failure and wll
transition the forwarding state of its ACto active. The nethod by
whi ch PE2 detects that PE1 is down is outside the scope of this
docunent. PE2 then announces the newly changed Preferentia
Forwardi ng status bit of active to PE3 and PE4. PE2 and PE4 nmmatch
the local and renpte Preferential Forwarding status of active and
UP/ DOWN st atus "Pseudow re forwardi ng" and sel ect PW2 as the new
active PWto which to send traffic. Note that PE3 and PE4 may have
detected that the PWto PEL went down via T-LDP Hello tinmeout or via
ot her means. However, they will not be able to forward user traffic
until they have received the updated status bit from PE2.

Because each dual - homi ng al gorithm running on the two node sets,
i.e., {CE1, PE1, PE2} and {CE2, PE3, PE4}, selects the active AC

i ndependently, there is a need to signal the active status of the AC
such that the PE nodes can sel ect a comon active PWfor end-to-end
forwardi ng between CE1l and CE2 as per the procedures in the

i ndependent node.

Note that no primary/secondary procedures, as defined in Sections 5.1
and 5.2, apply in this use case as the active/standby status is
driven by the AC forwarding state, as determ ned by the AC dual -

hom ng protocol used.
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A 3. Milti-Homed CE with Ms-PW Redundancy

The following figure illustrates an application of Ms-PWredundancy.
Nati ve | <----------- Pseudowire ------------- >| Native
Service | | Service

(AQ) | | <- PSNL- - >| | <- PSN2- - >| |  (AQ
| Vv Vv Vv Vv Vv Voo
| +---- - + +---- - + +---- - +

Feom- -+ | | T- PE]_l :::::::::l S- PE]_l :::::::::l T- PE2| | Feom- -+

| [------- [ ... ... PWL.- Segl....... | PWL- Seg2....... [------- |

| | | | :::::::::l | :::::::::l | | |

| CE1| S e + S e + S e + |

| N bt bt | Cce2|
| | | | :::::::::::l | :::::::::l | | |
| | [..... PW2- Segl...... | . PW2-Seg2...... [------- |

-+ | :::::::::::::l S- PE2| :::::::::l T- PE4| | -+

Fommm - + Fommm - + AC

Figure 4. Milti-Homed CE with MsS-PW Redundancy

The application in Figure 4 makes use of the independent node of
operation. It extends the application described in Section 15.1.
15.1 of this docunment and in [8] by adding a pair of S-PE nodes to
switch the segnents of PW and PW2.

CE2 is dual -honed to T-PE2 and T-PE4. PW. and PW2 are used to extend
the resilient connectivity all the way to T-PE1l. PW has two
segnents and is an active pseudowire, while PW has two segments and
is a standby pseudowire. This application requires support for Ms-PW
with segnents of the sane type as described in [4].

The operation in this case is the same as in the case of SS-PW as
described in Section 15.1. The only difference is that the S PE
nodes need to relay the PWstatus notification containing both the
UP/ DOWN and forwardi ng status to the T-PE nodes.
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Mul ti-Homed CE with Ms-PW Redundancy and S-PE Protection

The following figure illustrates an application of M- PWredundancy

with 1:1 PWprotection.

Native | <----------- Pseudowire ------------- >  Native
Service | | Service
(ACQ) | | <- PSNL- - >| | <- PSN2- - >| | (ACQ)
| Vv Vv Vv Vv Vv Voo
| T |
| | :::::::::::::l | :::::::::::::l |
| [..... PVB- Segl...... | . PVB-Seg2. .. .| |
| | . | :::::::::::l S- PE3| :::::::::::l . | |
| |- to---- + |- |
| +---- - + +---- - + +---- - + |
F-- - -+ | | T- PE]_l :::::::::l S- PE]_l :::::::::l T- PE2| | F-- - -+
| [------- [ ... ... PWL.- Segl....... | PWL- Seg2....... [------- | |
| | | | :::::::::l | :::::::::l | | |
| CE1| S e + S e + S e + | |
| | [.] .1 oo - + 4----- + | CE2|
| | | . | | . | :::::::::l | :::::::::l | | |
| | |.] |...PW-Segl...... | . PW2-Seg2. ..... [------- | |
-+ | . | | :::::::::::l S- PE2| :::::::::l T- PE4| | -+
| -] +---- - + +---- - + AC
|- +o-- - + |-
| . | :::::::::::::l | :::::::::::l . |
[ ...t PW- Segl. .. ... | . PWM-Seg2. . . .|
| :::::::::::::::l S- PE4| :::::::::::::l
oo +
Figure 5. Milti-Homed CE with Ms- PW Redundancy and Protection

The application in Figure 5 makes use of the independent node of

operation.

CE2 is dual-honed to T-PE2 and T- PE4.
{PW2, PM} are used to extend the resilient connectivity all
like in the case in Section 15.3, with the addition that

to T-PE1,

The PWpairs

this setup provides for S-PE node protection.

{PW, P8} and
t he way

CEl is connected to T-PE1 while CE2 is dual -honmed to T-PE2 and T- PE4.
PW and PW2 are primary PW and are

There are four segmented PW.

used to support CE2 nulti-hom ng.
are used to support 1:1 PWprotection.
two segnments and they are switched at S-PEl, S-PE2, S-PE3,

respectively.
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PWL, PW2, PW3B,

and PW have
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It is possible that S-PELl coincides with S-PE4 and/or SP-2 coinci des
with S-PE3, in particular, where the two PSN donains are

i nterconnected via two nodes. However, Figure 5 shows four separate
S-PE nodes for clarity.

The behavior of this setup is exactly the sane as the setup in
Section 15.3 except that T-PE1 will always see a pair of PW eligible
for the active state, for exanple, the pair {PW, PN} when the AC
between CE2 and T-PE2 is in active state. Thus, it is inportant that
both T-PE1 and T-PE2 inpl enent a common mechani smto choose one the
two PW for forwarding, as explained in Section 5.1. Simlarly,
T-PE1 and T-PE4 nust use the sane mechanismto sel ect anong the pair
{PV2, PM} when the AC between CE2 and T-PE4 is in active state

A.5. Single-Homed CE wi th MsS-PW Redundancy

The following is an application of the independent node of operation,
along with the request sw tchover procedures in order to provide N1
PWprotection. A revertive behavior to a primary PWis shown as an
exanpl e of configuring and using the primary/secondary procedures
described in Sections 5.1. and 5. 2.

Nati ve | <------------ Pseudowire ------------ > Native
Service | | Service
(AQ) | | <- PSNL- - >| | <- PSN2- - >| |  (AQ)
| Vv Vv Vv Vv Vv Voo
| +---- - + +---- - + +---- - + |

F-- - -+ | | T- PE]_l :::::::::l S- PE]_l :::::::::l T- PE2| | F-- - -+
| [------- [ ... ... PWL.- Segl....... | . PWL- Seg2. ... .. [------- | |
| CE]_l | | :::::::::l | :::::::::l | | CE2|
| | S e + S e + S e + | |
bt 11| 11| bt

1] te---- + 1]

| . | | . | :::::::::l | —========= | | . |

|.]]...PW-Segl...... | . PW2- Seg2 []-]

| . | :::::::::::l S- PE2| —=========== | . |

|- to---- + |-

| . | ——=——=—=—=—=—====+4---- - 4===—==—=—======= |

[..... PVB- Segl. | | PWB-Seg2...... |

::::::::::::::l S- PE3| ——=—=—=—=—=—========

| |
oo +

Figure 6. Single-Honed CE with Ms-PW Redundancy
CEl is connected to PE1 in provider edge 1 and CE2 to PE2 in provider

edge 2, respectively. There are three segmented PW: a primary PW
PW, is switched at S-PEl and has the | owest precedence val ue of
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zero; a secondary PW PW2, which is switched at S-PE2 and has a
precedence of 1; and another secondary PW PWB, which is swtched at
S-PE3 and has a precedence of 2.

The precedence is locally configured at the endpoints of the PW
i.e., T-PE1l and T-PE2. The |ower the precedence val ue, the higher
the priority.

T-PE1 and T-PE2 will select the PWthey intend to activate based on
their local and rempte UP/DOM state, as well as the | ocal precedence
configuration. 1In this case, they will both advertise Preferenti al
Forwardi ng status bit of active on PW and of standby on PW2 and PWB
using priority derived fromlocal precedence configuration. Assum ng
all PW are up, T-PELlL and T-PE2 will use PW to forward user packets.

If PWM fails, then the T-PE detecting the failure will send a status
notification to the renote T-PE with a Local PSN-facing PW (ingress)
Receive Fault bit set, a Local PSN-facing PW (egress) Transmt Fault
bit set, or a Pseudowire Not Forwarding bit set. |In addition, it
will set the Preferential Forwarding status bit on PWM to standby.
It will also advertise the Preferential Forwarding status bit on PW
as active, as it has the next-|owest precedence value. T-PE2 will

al so performthe same steps as soon as it is informed of the failure
of PWL. Both T-PE nodes will performa match on the Preferenti al
Forwar di ng status of active and UP/ DOMN status of "Pseudowi re
forwarding" and will use PW to forward user packets.

However, this does not guarantee that the T-PEs will choose the same
PWfromthe redundant set to forward on, for a given emul ated
service, at all tinmes. This may be due to a mismatch of the
configuration of the PWprecedence in each T-PE. This may al so be
due to a failure that caused the endpoints to not be able to nmatch
the active Preferential Forwarding status bit and UP/ DOAN st at us
bits. In this case, T-PEl1l and/or T-PE2 can invoke the request

swi t chover/acknow edgrment procedures to synchronize the choice of PW
to forward on in both directions.

The trigger for sending a request to switch over can al so be the
execution of an administrative nmaintenance operation by the network
operator in order to move the traffic away fromthe T-PE S-PE
nodes/links to be serviced.

In case the Request Switchover is sent by both endpoints

si mul taneously, both T-PEs send status notification with the newy
sel ected PWwi th Request Switchover bit set, waiting for a response
fromthe other endpoint. In such a situation, the T-PE with greater
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system address request is given precedence. This helps in
synchroni zing PW in the event of m smatch of precedence
configuration as well.

On recovery of the primary PW PW is selected to forward traffic and
the secondary PW PW2, is set to standby.

A. 6. PW Redundancy between H VPLS MIU-s and PE-rs

The following figure illustrates the application of use of PW
redundancy in H VPLS for the purpose of dual-hom ng an MIU-s node to
PE nodes using PWspokes. This application nakes use of the

nmast er/ sl ave nbde of operation.

PEl1-rs
B R +
VSI |
Active PW | -- |
Goup.......... [../7 V..
CE-1 . | v 7
\ . | -- |
\ B R +
\ MIU- s PE3-rs
E - + E - +
| VSl | H VPl S | VsSI |
| - Core | -
| /7 %\ PWs | /7 %\
|\ /.. |\ 7 ]
| -- | --
E - + E - +
/
/ S +
/ | VS |
CE- 2 IR
.......... [ ../ \..]
St andby PW |\ /]
G oup | - - |
Foee oo +
PE2-rs

A.6. Milti-Homed MIUs in HVPLS Core

MIU-s is dual -homed to PE1-rs and PE2-rs. The prinmary spoke PW from
MIU-s are connected to PEl-rs, while the secondary PW are connected
to PE2. PEl-rs and PE2-rs are connected to H VPLS core on the other
side of the network. MIU-s communi cates to PEl-rs and PE2-rs the
forwarding status of its nmenber PW for a set of Virtual Switch

I nstances (VSIs) having common status active/standby. 1t may be
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signal ed using PWgrouping with a common group-id in the PWd FEC

el enent or Gouping TLV in the Generalized PWd FEC el enent, as
defined in [2] to scale better. MIUs derives the status of the PW
based on local policy configuration. |In this exanple, the

pri mary/ secondary procedures as defined in Section 5.2 are used, but
this can be based on any other policy.

Whenever MIU-s perforns a switchover, it sends a wldcard
notification nessage to PE2-rs for the previously standby PW group
contai ning PWStatus TLV with PWPreferential Forwarding bit cleared.
On receiving the notification, PE-2rs unblocks all nenmber PW
identified by the PWgroup and the state of the PWgroup changes from
standby to active. Al procedures described in Section 6.2 are
appl i cabl e.

The use of the Preferential Forwarding status bit in naster/slave
node is simlar to Topol ogy Change Notification in the | EEE Et her net
Bri dges controlled by Rapid Spanning Tree Protocol (RSTP) but is
restricted over a single hop. Wen these procedures are inplenented,
PE-rs devices are aware of switchovers at MIU-s and coul d generate
MAC Wt hdraw nessages to trigger MAC flushing within the H VPLS ful
mesh. By default, MIU-s devices should still trigger MAC Wt hdraw
messages, as currently defined in [3], to prevent two copies of MAC
Wt hdraws being sent: one by MIU-s and anot her one by PE-rs nodes.
Mechani sns to disable a MAC Wthdraw trigger in certain devices is
out of the scope of this docunent.
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