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Abstract

Thi s docunent describes experinents that clarify how an approach
simlar to Application-Layer Traffic Optimization (ALTO was
effective in reducing network traffic. These experiments were
performed in Japan by the P2P Network Experinent Council in an
attenpt to harnoni ze peer-to-peer (P2P) technol ogy with network
infrastructure. Based on what was |earned fromthese experinents,
this docunent provides sone suggestions that nmight be useful for the
ALTO architecture and especially for application-independent ALTO

i ke server operation

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel oprment activities. These results m ght not be suitable for
depl oyment. This RFC represents the individual opinion(s) of one or
nore nenbers of the Peer-to-Peer Research Group of the Internet
Research Task Force (I RTF). Docunents approved for publication by
the IRSG are not a candidate for any |level of Internet Standard; see
Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6875
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1

| ntroducti on

An overlay network, which is used by P2P and ot her applications,

of fers the advantage of allow ng flexible provisioning of services
while hiding the | ower-layer network. The di sadvantage is that
inefficient routing without considering the | ower-layer network may
cause increasing the network load. Several proposals have been nade
to build an overlay network that takes into account the information
about the lower-layer network [1] [2]. Since the managenent of the
Internet is highly distributed, it is difficult to inplement such
proposal s, and thus to optim ze a network, w thout the cooperation of
net wor k provi ders.

Recently, the controversy between the overlay network and the network
provi ders about network resource wasteful ness has been rekindl ed.
Under these circunmstances, some researchers have studi ed overl ay-
network control technology that takes into account the network

topol ogy i nformati on obtai ned from network providers.

One research effort regarding this issue were experiments planned and
performed by the P2P Network Experiment Council in Japan. This
docunent reports on these experiments and the issues they addressed.

These experinments were perfornmed from 2007 to 2008, because P2P
traffic decreased after Japanese copyright |aw was revised. Wile
nore recently, the donminant traffic in Japan, the United States, and
el sewhere has been HITP-based flash streaning, a |arge amount of
traffic in Asia (outside Japan) is still P2P traffic, |ike P2P
streamng [3], and P2P technology is very useful in such a real-tine
stream ng area

Qur experience in this experinment mght be useful for ALTO
architecture, especially for application-independent and nulti-
application ALTO |i ke server operations. W suggest that a generic
nmeasur enent mechanismis inportant because each application has

di fferent mechanism which makes it difficult to conpare their

ef fecti veness.

Thi s docunent is a product of the P2P Research Group (RG. The views
in this document were considered controversial by the P2P RG but the
RG reached a consensus that the docunent should still be published.
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2. Background in Japan
2.1. P2P Traffic

As of 2008, the world s nost popular P2P file-sharing application

Bit Torrent, was not widely deployed in Japan. Instead, other file-
sharing P2P applications specific to Japan, such as Wnny [4] and
Share [5], still account for 40%of the Internet traffic in Japan
even though many those P2P users were arrested for sharing illega

files with these P2P applicati ons.

Each P2P fil e-sharing application has a unique protocol and none have
a large nmarket share, therefore making it hard to control them
effectively.

2.2. Inpact on Network Infrastructure

One advantage of using P2P technol ogy for content delivery is that
peers exchange content directly anong thensel ves wi thout server
bottl eneck. This reduces the |oad on servers. Also, P2P
applications can reduce upstreamtraffic froman origin content
server. This reduces server cost dramatically.

It is also known that server cost could be reduced with P2P

technol ogy. However, the story is quite different for network
providers. Fromthe viewpoint of network providers, the traffic that
content servers generate has shifted to the edge network and the
amount of traffic has not necessarily been reduced by using P2P
technol ogy for reducing server cost. Another problemfor network
providers is that extrenely inefficient routing may be sel ected
because overlay network systens are configured without any regard to
the structure of the |ower-layer network or network geonetry.

In some cases, the total amount of traffic on the Internet used to be
limted by the capacity of servers. For those cases, P2P technol ogy
can inprove the scalability of servers; however, it may exhaust
network resources. Mbreover, using P2P applications renarkably

i ncreases the volune of traffic per user

Faced with an increase in the |oad on network infrastructure, network
providers are conpelled to take actions to overcone the sudden
increase in facilities’ costs. Representative actions include

pl acing content in Internet Exchanges (1Xs) or data centers,

i ntroduci ng bandwi dth control, and raising access fees [6].

As nentioned above, the dom nant traffic currently in Japan, the US

and el sewhere, is HITP-based flash stream ng. However, a |arge
amount of traffic in Asia (outside Japan) is P2P traffic, |like P2P
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Stream ng [3], and P2P technol ogy is very useful in such real-tine
streaming. The increase in traffic arising fromsuch a shift may be
a great threat to the network.

2.3. Overview of the P2P Network Experinment Counci

In order to reduce Internet traffic and encourage |egitimte use of
P2P technol ogi es, in 2006 the Japanese government established a new
council called the P2P Network Experiment Council, in conjunction
with commercial P2P application vendors and | SPs.

The council devel oped regul ations that include guidelines such as

gi ving advance notice to heavy users before restricting their

bandwi dth. I n accordance with the regul ations, sonme |SPs introduced
solutions that reduce traffic caused by P2P file-sharing
applications.

In addition, the council, along with ISPs, carriers, contents

provi ders, and P2P system vendors, |ooked for new ways to contro
traffic by comrercial P2P applications. |In this work, the counci
performed experinments that introduced an ALTO-|li ke system and
observed how the traffic was reduced when it was redirected to proper
peers on the real Internet in Japan

In our experinent, the council deployed hint servers, which are
described in Section 5. H nt servers run a protocol that offers
network di stances to peers, and these distances are disclosed to P2P
application vendors.

Using hint servers, P2P application vendors can introduce ALTO
concepts easily into their P2P distribution systens. Because the
protocol used by hint servers, as defined by the council, is

i ndependent of specific P2P application vendors like BitTorrent. The
protocol needs to gather network information froml|lSPs so it can
provi de network distance to peers. However, many |SPs dislike

di scl osing such information to others. Therefore, hint servers are
designed to offer little information about an |ISP's network
architecture to P2P application vendors.

To monitor the traffic of peers, the council al so deployed a dumy
node, which is described in Section 4.1.

The renmai nder of this neno provides an overvi ew of the experinents.
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3.

oj ectives of the P2P Network Experinent Counci

The Japanese M nistry of Internal Affairs and Conmuni cations, which
has jurisdiction over information and comunicati on systens in Japan,
hel d neetings of an advisory panel on network neutrality in 2006 and
2007 in order to study issues related to next-generation networks,
such as how to ensure fairness in the use of networks and how to
define fairness in the cost burden. The panel took an interest in
P2P technol ogy as a solution to the inmpending traffic saturation in
the backbone network resulting fromthe rapi d expansi on of broadband
access in Japan, and it formed a "Wrking Goup on the P2P Network"
which carried out an intensive study of P2P networks.

The working group reported that it would be necessary to undertake
the followi ng four activities, which are intended to encourage the
government to adopt relevant policies [7]:

o Formulate guidelines on P2P file-delivery applications to be self-
i nposed by the industry.

o Pronote feasibility tests of P2P networks.

o Study the current state of traffic control and pronote the sharing
of information.

o Hold working group neetings about traffic control

The first two proposals led to the establishment of the P2P Network
Experi ment Council, supported by the Japanese Mnistry of Interna
Affairs and Communications [8] [9]. The Council, w th nenbership
from P2P delivery providers, content hol ders, and network providers,
began a variety of delivery experinents, which were expected to
strengt hen cooperative control between different |layers. In contrast
to P4P (Proactive Network Provider Participation for P2P), which
takes a relatively top-down approach of adopting an architecture
based on a proposal froma university, the Council is characterized
by its bottomup approach. The aimof establishing the Council was
described as follows (translated from[10]).

The rapid grow h of broadband access enabl es content delivery
systens to deliver high-quality and hi gh-vol une vi deos securely
and efficiently. Although P2P technology is an effective
technology for this requirenent, it still has sone issues to be
coped with. Therefore, the "P2P Network Experinent Council" was
established with the support of the Japanese Mnistry of Interna
Affairs and Comruni cations, with its secretariat set up within the
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Foundation for MiltiMedia Communi cations (FMMC), in order to
fornmul ate gui delines for providers and conduct feasibility tests
so that users can receive video delivery services safely.

The activities of the P2P Network Experinent Council can be
classified into two categories. The first is fornulating guidelines
for pronoting the comercial use of P2P technol ogy. These guidelines
wi Il enable users to use P2P technol ogy safely and will give
providers clear rules they nmust observe. The second is feasibility
testing of P2P technol ogy. Section 4 describes experinments conducted
in 2007 and 2008.

4. Details of the Experinent

The Council investigated data offered by the nenbers of the Counci
and | earned that the server cost could be reduced by using P2P
technol ogy for content delivery. For exanple, the data fromthe
vendors showed the foll ow ng:

Traffic was reduced by 90% w th UGLi ve by Utagoe, Inc. [11].

The cost of delivering to tens of thousands of subscribers was
reduced by 80% wi th BBbroadcast with TV Bank Corp. [12]

On the other hand, these reduced server costs nay have affected the
network | oad. One of the goals of our experinments was to visualize
the inpact and propose an architecture to reduce network | oad caused
by these new t echnol ogi es.

In order to visualize the reduction of network cost, we nodel ed P2P
applications and a multi-ISP environnent. This nodel was al so needed
for visualizing the effectiveness of the ALTO |i ke approach

4.1. Dumy Node

As nentioned above, while the effect of using P2P technology to
reduce the traffic and the |oad on servers is well known; however,
traffic behavior in the inter-1SP area is not known. |In Japan, the

| SPs and | Xes cooperated to create a backbone traffic report [13].
However, the neasurenments gathered for that report required capturing
packets on subscribers’ lines in order to deternmi ne the end users’
activities. It is not realistic to nmeasure the behavi or of P2P
applications at user termnals connected to the Internet because that
woul d require a | arge-scal e arrangenent for nmeasurenent, such as
usi ng deep packet inspection (DPl) on aggregated |ines.
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To solve these problenms, we put several nodes called 'dunmy nodes’ in
the ISP's networks. The dummy nodes emul ate an end user’s PC runni ng
P2P applications. Every P2P node provided by participating vendors
in the experinent was configured so it always contacted the hint
server.

By introduci ng dutmmy nodes and neasuring the traffic on them we were
abl e to observe and eval uate how nuch the P2P applications affected
the networks. Since this nethod can’t neasure every subscriber’s
traffic, the accuracy is |less than other methods. However, using
dunmy nodes nakes it possible to adapt to situations in which many

di fferent P2P applications coexist on a network. W decided that
usi ng dunmy nodes was suitable for these experinents.

A dummy node consisted of an Intel PC server running Linux (CentQS),
VMMre, and Wndows XP on VMMare. Wth this configuration, al
packets can be captured w thout any inpact on the behavior of the
networ k, nodes, or applications. Also, this configuration enabl ed us
to use different P2P applications for Wndows and eval uate them
general | y.

To see behaviors of the node, incom ng and out goi ng packets are
captured on Linux because every packet is transmtted through it. To
see flow information in these experinents, we captured the source and
destinati on addresses, port nunber, anmount of traffic, and start and
end times.

We placed 60 dumy nodes on access networks of 40 different | SPs.
They were placed as close as possible to the subscriber in each

net wor k.
T +
R +|
[ oo +| |
||| P2P Application |]|
[]] W ndows XP []]
|1 +- -+ |1
IR [N | -me-- + |
|| VMrare |e | |
|+ . +|
| Linux |I1F| capture
Fomm e m e | [-------- +
+- -+

Figure 1: Dumy node
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5.

H nt Servers

Since fiber to the home (FTTH) has rapidly spread all over Japan
bottl enecks in I P networks have been shifting fromaccess networks to
backbone networks and equi pment, such as bandw dth between | SPs and
capacity in I Xs. Under these circunmstances, the Council proposed

| ess restrictive and nore flexi ble cooperation between | SPs than

exi stent P4P experinments [14]. The proposed nethod consists of the
followi ng elenents: (1) P2P clients, (2) P2P control servers, and (3)
a hint server (specifically, a peer selection hint server). P2P
clients and control servers are existing systens, but whether the P2P
control servers exist is application dependent. The hint server is a
server that provides a hint for peer selection and plays a role

equi valent to that of the ALTO server. Note that this proposal was
based on results of experinents using dummy nodes. The results
showed that it was possible to reduce unnecessary traffic that flows
across the boundaries of geographical districts or |ISPs by providing
i nfornmati on about the physical network to P2P applications.

When a peer joins the network, it registers its location information
(I P address) and supplenmentary information (line speed, etc.) with
the hint server. The hint server calculates the network distance
bet ween peers (P2P clients) based on network topol ogy information
obtained fromthe ISP and generates a priority table for peer

sel ection. The hint server returns the table to the peer

If all information is public, the above procedure can produce results
that are nearly optimal. However, sone information held by ISPs is
often confidential. Also, in some cases, the volunme of cal cul ation
required to process all informati on can be excessive. To avoid these
problens, the plan is to conduct experinents with a limted set of
functions, analyze the results, and gradually expand the scope of
optim zation.

A control mechani smthat makes use of all possible information is
difficult not only technically but also because it requires

coordi nation anmong providers. In light of these difficulties, the
council has been limting the inplenentation and experinments to the
techni cal scope

Figure 2 shows an outline of the hint server.
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AT +  CetlLocation A Geol P DB Server--------- +
| | e + | e + e +

| | --]1P Address |-->| | CGeol P DB | | BGP daenon |

| | TS + | Fomm oo - + TS + |
| | | T S +|
| |  +--eee- - + | | District || Rout i ng | ]
| | --|] AS Code: |---] | Information | |Information(BGP)|

| | | Regional | | | || | |
| P2P Peers| |Information| | | Range of | | AS Code(origin) |

| or I + | | 1P Addresses| | |

| Control | | +------------- S R +

| Server | R +
| | | n

| | PeerSel ection v |

| | e + S +
| |--|1P Address |-->| +--Priority Node Sel ection System -+

| || Li st | | | | |
| |  +--eee- - + | ] Peer Candi dat e Ranki ng |

| | A v ]
| |--] Ranking |-->] +------mmmmmm i +

| | e + S +
S +

Figure 2: H nt server for peer selection

The network infornmation used by the hint server is not information
solicited fromindividual |SPs but is the Autononobus System (AS)
nunber and district information, which are nore or less public
already. Routing tables are not generated. Instead, peers wthin
the sanme ISP or the same district are selected with higher priority
in order to confine traffic to within the sane ISP or the sane
district.

When the hint server receives an |IP address, it returns its attribute
information, in order to confine the traffic to within the nearer ISP
or district. A peer can select another based on the returned
information. This operation is called GetlLocation. However, in
preparation for the tinme when it beconmes necessary to hide topol ogy
information, an interface is provided through which a priority order
is returned in response to an input of a list of candi date peers.
This operation is called PeerSel ection.

Al t hough the target node is sel ected based on the criterion that it
is within the same | SP or the same district, this type of selection
is not very effective if the nunber of participating peers is snall
Table 1 shows the percentage of peers within the sane AS or the sane
prefecture calculated fromthe distribution of ASes and prefectures
in the | P address space fromone-day data on a Wnny networKk.
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Fom e e e e e oo Fom ek +
| Conditions | Percentage

o e e e e e ok T +
| AS mat ches | 6.70% |
| Prefecture matches | 12.76% |
| Both match | 2.09% |
| Neither match | 78.45% |
o e e e e Fom o +

Table 1: AS and prefecture distributions

Because, in addition to the above, the presence or absence of content
affects the results, controlling peer selection within the sane
district my be inadequate. Therefore, it is necessary to introduce
the wei ght of a continuous quantity that reflects the physica

di stance or the AS path length as an indicator of the proximty of
the areas invol ved.

In consideration of this, the following two neasures are used to
eval uate the proximty of peers in a hint server.

0 AS path length (distance between | SPs)

AS path length is calculated fromBGP full routes. Since a ful
routing table retrieved at an | SP can show only a best path, it
may not get an accurate length if the AS hop count of both ISPs is
too large. To avoid this, we use BGP information received from

di fferent |1SPs and combi ne them Based on this concept, we used
BGP routing information offered by three | SPs operated by big

tel econmuni cati on couriers and made a topology tree. Then, we
were able to calculate the shortest path between two given ASes.

0o Ceographical distance

Di st ances between peers are neasured using the physical distance
between the capitals of the prefectures to which the peers bel ong.
Di stances between prefectural capitals are sorted i nto ascendi ng
order, and then into bands, with weights 1 to 15 assigned to them
so that each band contai ns roughly the same nunber of "capita
pairs". |If either of the peer’s locations is indefinite, the

di stance is equal to 15; if they are in the sane prefecture, the
di stance is equal to O.

Eval uati on of distances between peers showed that the distribution

of distances was al nost uniform when di stances between peers are
normal i zed. This result suggests that using normalized distances
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expands the area where the control by a hint server is effective.
The geographi cal distance is used only when the AS path length is
the same between sone candi dates.

An exanpl e of the request and the response foll ows.
0 Request

POST / Peer Sel ection HTTP/ 1.1

Host: Server Nanme

User - Agent: dient Nanme

Content - Type: text/plain; charset=utf-8

v=Ver si on nunber
[application=Application identifier]

i p=I P address of physical interface
port =Port number of physical interface
[ nat ={ no| upnp| unknown} ]

[nat _i p=d obal | P address using UPnP]
[nat_port= d obal port nunber using UPnP]
[trans_id=transaction |D

[ pt=Fl ag of port type]

[ ub=upl oad bandwi dt h]

[ db=downl oad bandw dt h]

0 Response

HTTP/ 1.1 200 K

Dat e: Ti nest anp

Content - Type: text/plain; charset=utf-8
Cache-control : nax-age=nax age
Connection: cl ose

v=Ver si on nunber
ttl=ttl
server =hi nt server name

trans_id=transaction ID

pt =Fl ag of port type

client _ip=Peer |P address observed from server
client_port=Peer port nunber observed from server
nunpeer s=nunber of respondi ng peers

n=[ src address] dst address / cost / option
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6. High-Level Trial Results
6.1. Peer Selection with P2P

Table 2 shows the result of the analysis of conmunication in a node
of an ISP in Tokyo, as an exanple of neasurenment results.

In these two experinents, we evaluated different P2P applications.
In the first experinent, the P2P topol ogy was generated by a tree
algorithm in the second experinment, it was generated by a nesh
algorithm Both resulted in simlar perfornmance.

o m m e e e e e e e e e e e e e e e eeeemooan Fom ek Fom ek +
| Conditions | Experinent | Experinent

| | 1 | 2 |
o e e e e e e e e e e e e mmm e mamao o Fomm e oo - Fomm e oo - +
| Peers selected within the same ISP | 22% | 29%

| | | |
| Peers selected within the sane district | 19% | 23%

| | | |
| Peers selected within the same district | 5% | 7%

| and the sanme | SP | |

o e e e e e e e e e e e e e e e e e e e m o S S +

Tabl e 2: Percentage of communication within the sane | SP

Table 2 shows that the probability of conmunication with peers in the
same | SP is proportional to the popul ation size and the share of the
ISP in each district. The data show that peers were sel ected at
random Note that the vendor of a P2P application used in these
experiments denonstrated that the nmechanismfor selecting a peer
using network information can be inplenented. However, peer
selection is normally based on past information because users often
cannot actually perceive the effect of using network information.

6.2. Peer Selection with the Hi nt Server

The main objective of these experinments was to verify the operation
of the hint server and P2P applications. The distances between a
dunmy node and a peer were obtained fromdata on the dummy nodes. An
exam nation of the distances between a dunmy node and a peer reveal ed
that the nean val ue of distance after the hint server was introduced
was reduced by 10% and that the 95th percentile was reduced by 5%
The results show that introducing a hint server can reduce the
network | oads that result from P2P applications.
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7.

Consi derati ons
W clarified the followi ng during our experinents.

1. Dispersed dumy nodes can determ ne the behavior of peers and
traffic between inter-1SP networks and can determ ne the peer
that each peer selects. Therefore, this result proves the
i mportance of the peer-selection control nechanismthat is
proposed by ALTO

2. Using our peer-selection control mechanism called hint servers,
can result in significant differences. Hint servers can |ead
each peer to select a closer peer.

3. The 10% reduction of network cost is not satisfactory for |SPs,
but the controllability of P2P applications is the nost inportant
point. Wen |ISPs apply this nmechanismto their real networks,
they will set a very large cost for the nbst expensive network
l'ink.

In the experinental results for peer-selection control, the selection
is smaller inintra-1SP traffic than in other experinents [15]. W
think this is because there are fewer peers in each area of traffic
control. Wen there are nmany peers in one ISP, it is easy to sel ect
peers in the sane | SP. However, when there are fewer peers in one
ISP, it is difficult to select peers in the same ISP. In our
experiments, nmost of the |ISPs had many peers in their networks, i.e.
there were a small nunber of ISPs that had few peers in their

net wor ks.

Moreover, we didn't force P2P vendors to limt their inplenmentation
policy; therefore, we observed differences in how each inplenentation
wei ghs the information fromthe hint servers. Specifically, in P2P
applications when a tree topology is used, the hint-server nechani sm
is very effective; on the other hand, when a mesh topol ogy is used,

it less effective.

.1. Next Steps

In recent research, we’'ve changed to an ALTO based commruni cati on
protocol on hint servers because the requirenents of ALTO are
docunented in RFC 6708 [16] and the ALTO protocol is a work in
progress [17]. In our inplenentation, protocol identifiers (PlDs)
and the cost value are napped to | SP subnets and to | SP distance,
respectively. W also inplenent services for conpatibility required
by ALTO such as Map Services and Endpoint Cost Service. The Endpoi nt
Cost Service (defined in [17]) is mainly used because of backward
conpatibility with our experinents.
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7.

7.

7.

We are al so studying a hierarchical structure of hint servers, in
order to control traffic at a coarse level (in inter-1SP areas) and
at a finer level (inintra-1SP areas). It is also effective for
[imting the areas where information is disclosed.

2. Feedback to the ALTO WG

This section describes what the authors | earned fromthese
experinments that might be useful to the ALTO WG

2.1. Herarchical Architecture for ALTO Servers

In our experinents, we present the possibility of traffic contro
anong multiple I1SPs and multiple P2P applications using an ALTO
mechanism W found several problens when ISPs try to adopt the
mechanism One is the granularity of network information from
Council menmbers. Anong inter-ISP areas, it is relatively easy to
handl e i nformation for public purposes by using BG full routes. n
the other hand, anong the intra-1SP areas, it may be difficult to

di scl ose the private informati on of each ISP. Kiesel [18] proposes
some nodi fications for the ALTO protocol in order to hide ISP

i nformati on. W propose hierarchical structures. Fromthe vi ewpoint
of cooperation between |SPs, fine-grained information is not
necessarily required. Mreover, it is difficult to exchange the
fine-grained informati on between | SPs. Considering this situation
we used only coarse-grained information to control backbone traffic
in these experinments; however, in the future, there nmay be a dermand
for controlling traffic within an I SP using fine-grained information.
Therefore, we decided to introduce hierarchical structures into ALTO
in order to cope with both situations. Actually, adopting a

hi erarchi cal control nechanismthat includes the follow ng two steps
will be useful.

o First, use coarse-grained information about whole the network to
sel ect | SPs.

o Second, use fine-grained infornmation within the ISP to select a
peer.

2.2. Measurenment Mechani sns
In these experinments, there were two difficulties as foll ows.

o Evaluating the effect of introducing a hint server was difficult
because the P2P applications had their own measurenment mnechani sns.

0O Howto treat the priority order of peers suggested by a hint
server could not be predetermi ned for P2P applications.
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10.

From t hese experiences, the authors consider that clarifying the
requi rements about measurenment mechani sms for P2P applications is
necessary in ALTO

Security Considerations

Thi s docunent does not propose any kind of protocol, practice, or
st andar d.
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