I nt ernet Engi neering Task Force (1 ETF) J. Danas

Request for Comments: 6891 Bond I nternet Systens

STD: 75 M Gaff

Obsol etes: 2671, 2673

Cat egory: Standards Track P. Vixie

| SSN: 2070-1721 Internet Systens Consortium
April 2013

Ext ensi on Mechani sns for DNS (EDNS(0))
Abst r act

The Domain Name Systemis wire protocol includes a nunmber of fixed

fi el ds whose range has been or soon will be exhausted and does not

all ow requestors to advertise their capabilities to responders. This
docunent descri bes backward-conpati bl e mechani sns for allow ng the
protocol to grow.

Thi s docunent updates the Extension Mechani sms for DNS ( EDNS(0))
specification (and obsol etes RFC 2671) based on feedback from

depl oyment experience in several inplenentations. It also obsoletes
RFC 2673 ("Binary Labels in the Donain Nane Systeni) and adds

consi derations on the use of extended |abels in the DNS

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6891
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh
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1

| ntroducti on

DNS [ RFC1035] specifies a nmessage format, and within such nessages
there are standard formats for encodi ng options, errors, and nane
conpressi on. The maxi mum al | owabl e size of a DNS nmessage over UDP
not using the extensions described in this docunent is 512 bytes.
Many of DNS's protocol limts, such as the maxi num nessage size over
UDP, are too small to efficiently support the additional information
that can be conveyed in the DNS (e.g., several |Pv6 addresses or DNS
Security (DNSSEC) signatures). Finally, RFC 1035 does not define any
way for inplenentations to advertise their capabilities to any of the
other actors they interact wth.

[ RFC2671] added extension nmechanisns to DNS. These nechani sns are
wi dely supported, and a nunber of new DNS uses and protocol

ext ensi ons depend on the presence of these extensions. This menmp
refines and obsol etes [ RFC2671] .

Unext ended agents will not know how to interpret the protocol
extensions defined in [ RFC2671] and restated here. Extended agents
need to be prepared for handling the interactions wth unextended
clients in the face of new protocol elements and fall back gracefully
to unext ended DNS

EDNS i s a hop-by-hop extension to DNS. This neans the use of EDNS is
negoti at ed between each pair of hosts in a DNS resol ution process,
for instance, the stub resolver conmmunicating with the recursive
resol ver or the recursive resolver conmmunicating with an

aut horitative server.

[ RFC2671] specified extended | abel types. The only such | abe
proposed was in [RFC2673] for a | abel type called "Bit-String Label"
or "Binary Labels", with this |atest term being the one in comon
use. For various reasons, introducing a new | abel type was found to
be extrenely difficult, and [ RFC2673] was noved to Experinental .
Thi s docunent obsol etes [ RFC2673], deprecating Binary Labels.

Ext ended | abel s renain defined, but their use is discouraged due to
practical difficulties with deploynent; their use in the future
SHOULD only be considered after careful evaluation of the depl oynent
hi ndr ances.

Ter m nol ogy

"Requestor" refers to the side that sends a request. "Responder"
refers to an authoritative, recursive resolver or other DNS conponent
that responds to questions. Qher termnology is used here as
defined in the RFCs cited by this docunent.
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4.

4.

4.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

EDNS Support Requirenent

EDNS provides a mechanismto inmprove the scalability of DNS as its
uses get nmore diverse on the Internet. It does this by enabling the
use of UDP transport for DNS nessages with sizes beyond the limts
specified in RFC 1035 as well as providing extra data space for
additional flags and return codes (RCODEs). However, inplenentation
experience indicates that addi ng new RCODEs shoul d be avoi ded due to
the difficulty in upgrading the installed base. Flags SHOULD be used
only when necessary for DNS resolution to function

For many uses, an EDNS Option Code may be preferred.

Over tine, sone applications of DNS have nade EDNS a requirenent for
their deploynent. For instance, DNSSEC uses the additional flag
space introduced in EDNS to signal the request to include DNSSEC data
in a DNS response.

G ven the increase in DNS response sizes when including | arger data
itens such as AAAA records, DNSSEC information (e.g., RRSIG or
DNSKEY), or large TXT records, the additional UDP payl oad
capabilities provided by EDNS can help inprove the scalability of the
DNS by avoi di ng wi despread use of TCP for DNS transport.

DNS Message Changes
1. Message Header

The DNS nessage header’s second full 16-bit word is divided into a
4-bit OPCODE, a 4-bit RCODE, and a nunber of 1-bit flags (see Section
4.1.1 of [RFC1035]). Sone of these flag val ues were nmarked for
future use, and nost of these have since been allocated. Al so, nost
of the RCODE values are now in use. The OPT pseudo-RR specified

bel ow contai ns extensions to the RCODE bit field as well as
additional flag bits.

2. Label Types

The first 2 bits of a wire fornmat donmain | abel are used to denote the
type of the label. [RFCL035] allocates 2 of the 4 possible types and
reserves the other 2. Mre label types were defined in [ RFC2671].
The use of the 2-bit comnbination defined by [RFC2671] to identify

ext ended | abel types remains valid. However, it has been found that
depl oyment of new | abel types is noticeably difficult and so is only
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reconmmended after careful evaluation of alternatives and the need for
depl oyrent .

4.3. UDP Message Size

Tradi tional DNS nessages are limted to 512 octets in size when sent
over UDP [ RFC1035]. Fitting the increasing amounts of data that can
be transported in DNS in this 512-byte Iimt is beconing nore
difficult. For instance, inclusion of DNSSEC records frequently
requires a much | arger response than a 512-byte message can hol d.

EDNS(0) specifies a way to adverti se additional features such as

| arger response size capability, which is intended to help avoid
truncated UDP responses, which in turn cause retry over TCP. It
therefore provides support for transporting these | arger packet sizes
wi t hout needing to resort to TCP for transport.

5. Extended Label Types

The first octet in the on-the-wire representati on of a DNS | abe
specifies the | abel type; the basic DNS specification [ RFCL035]
dedi cates the 2 nost significant bits of that octet for this purpose.

[ RFC2671] defined DNS | abel type 0bOl1 for use as an indication for
ext ended | abel types. A specific extended |abel type was sel ected by
the 6 | east significant bits of the first octet. Thus, extended

| abel types were indicated by the values 64-127 (0bOlxxxxxx) in the
first octet of the Iabel.

Ext ended | abel types are extrenely difficult to deploy due to | ack of
support in clients and internedi ate gateways, as described in

[ RFC3363], which noved [ RFC2673] to Experinental status; and

[ RFC3364], which describes the pros and cons. As such, proposals
that contenpl ate extended | abel s SHOULD wei gh this depl oyment cost
agai nst the possibility of inplementing functionality in other ways.

Finally, inplenentations MJST NOT generate or pass Binary Labels in
their communi cations, as they are now deprecated.

6. The OPT Pseudo-RR
6.1. OPT Record Definition
6.1.1. Basic Elements

An OPT pseudo-RR (sonetines called a neta-RR) MAY be added to the
addi ti onal data section of a request.
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The OPT RR has RR type 41.

If an OPT record is present in a received request, conpliant
responders MJST include an OPT record in their respective responses.

An OPT record does not carry any DNS data. It is used only to
contain control information pertaining to the question-and-answer
sequence of a specific transaction. OPT RRs MUST NOT be cached,
forwarded, or stored in or |oaded frommaster files.

The OPT RR MAY be pl aced anywhere within the additional data section
When an OPT RRis included within any DNS nessage, it MJST be the
only OPT RRin that nessage. |If a query nessage with nore than one
OPT RR is received, a FORMERR (RCODE=1) MJST be returned. The

pl acenent flexibility for the OPT RR does not override the need for
the TSIGor SIG0) RRs to be the last in the additional section
whenever they are present.

6.1.2. Wre Format

An OPT RR has a fixed part and a variable set of options expressed as
{attribute, value} pairs. The fixed part hol ds sone DNS net adat a,
and also a small collection of basic extension elenents that we
expect to be so popular that it would be a waste of wire space to
encode themas {attribute, value} pairs.

The fixed part of an OPT RRis structured as foll ows:

S oo o e m e e e e e e e e +
| Field Name | Field Type | Description

Fom ek oo o m e e e e e e ie e aaa +
| NAME | domain nane | MJST be O (root donain) |
| TYPE | u_intl6_t | OPT (41) |
| CLASS | u_intl6_t | requestor’s UDP payl oad size

| TTL | u_int32_t | extended RCODE and fl ags

| RDLEN | u_intl6_t | Iength of all RDATA |
| RDATA | octet stream| {attribute,value} pairs |
Fom o o e ok o m e e e e e e e e e +

OPT RR For mat
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The variable part of an OPT RR nmay contain zero or nore options in
the RDATA. Each option MJST be treated as a bit field. Each option
i s encoded as:

+0 ( MSB) +1 (LSB)

B T S T S e T TR R
0: | OPTI ON- CODE

e B S S5 S S S S S S A S &
2: | OPTI ON- LENGTH |

T S e T T S S LTI S N S
4: | |

/ OPTI ON- DATA /

/ /

T 5 S5 S S S S A S &
OPTI ON- CODE

Assigned by the Expert Review process as defined by the DNSEXT
wor ki ng group and the | ESG

OPTI ON- LENGTH
Size (in octets) of OPTI O\ DATA

OPTI ON- DATA
Varies per OPTION-CODE. MJST be treated as a bit field.

The order of appearance of option tuples is not defined. |If one
option nodifies the behaviour of another or multiple options are
related to one another in sone way, they have the sane effect
regardl ess of ordering in the RDATA wi re encodi ng.

Any OPTI ON- CODE val ues not understood by a responder or requestor
MUST be ignored. Specifications of such options mght wish to

i ncl ude sone kind of signaled acknow edgenment. For exanple, an
option specification mght say that if a responder sees and supports
option XYZ, it MJST include option XYZ in its response.
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6.1.3.

OPT Record TTL Field Use

The extended RCODE and fl ags, which OPT stores in the RR Tinme to Live
(TTL) field, are structured as foll ows:

+0 (MBB) +1 (LSB)

S T g S SRS
| EXTENDED- RCODE | VERS| ON |
S
| DA z |

T o e L S

EXTENDED- RCODE

Forms the upper 8 bits of extended 12-bit RCODE (together with the
4 bits defined in [RFC1035]. Note that EXTENDED- RCODE val ue 0

i ndi cates that an unextended RCODE is in use (values 0 through
15).

VERSI ON

6.1. 4.

Damas,

I ndicates the inplenentation | evel of the setter. Ful
conformance with this specification is indicated by version '0'.
Requestors are encouraged to set this to the | owest inplenented

| evel capabl e of expressing a transaction, to mninise the
responder and network | oad of discovering the greatest commobn

i mpl enentation | evel between requestor and responder. A
requestor’s version nunbering strategy MAY ideally be a run-tine
confi guration option.

If a responder does not inplenent the VERSION | evel of the
request, then it MJST respond with RCODE=BADVERS. All responses
MUST be Iimted in format to the VERSION | evel of the request, but
the VERSI ON of each response SHOULD be the highest inplenmentation
| evel of the responder. |In this way, a requestor will learn the
i mpl enentation | evel of a responder as a side effect of every
response, including error responses and incl udi ng RCODE=BADVERS

Fl ags

DNSSEC OK bhit as defined by [ RFC3225].

Set to zero by senders and ignored by receivers, unless nodified
in a subsequent specification
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6.2. Behaviour
6.2.1. Cache Behavi our

The OPT record MJUST NOT be cached.
6.2.2. Fallback

If a requestor detects that the renpte end does not support EDNS(O0),
it MAY issue queries without an OPT record. It MAY cache this

know edge for a brief time in order to avoid fallback delays in the
future. However, if DNSSEC or any future option using EDNS is
required, no fallback should be performed, as these options are only
signal ed through EDNS. |f an inplementation detects that sone
servers for the zone support EDNS(0) while others would force the use
of TCP to fetch all data, preference MAY be given to servers that
support EDNS(0). Inplementers SHOULD anal yse this choice and the

i npact on both endpoints.

6.2.3. Requestor’s Payload Size

The requestor’s UDP payl oad size (encoded in the RR CLASS field) is
the nunber of octets of the | argest UDP payl oad that can be
reassenbl ed and delivered in the requestor’s network stack. Note
that path MITU, with or without fragmentation, could be smaller than
this.

Val ues | ower than 512 MJST be treated as equal to 512.

The requestor SHOULD place a value in this field that it can actually
receive. For exanmple, if a requestor sits behind a firewall that

will block fragmented | P packets, a requestor SHOULD NOT choose a
value that will cause fragnentation. Doing so will prevent |arge
responses from being received and can cause fallback to occur. This
know edge may be auto-detected by the inplenmentation or provided by a
human adm ni strator.

Note that a 512-octet UDP payl oad requires a 576-octet |P reassenbly
buffer. Choosing between 1280 and 1410 bytes for IP (v4 or v6) over
Et her net woul d be reasonabl e.

Where fragmentation is not a concern, use of bigger values SHOULD be
consi dered by inplenmenters. |nplenmentations SHOULD use their | argest
configured or inplenented values as a starting point in an EDNS
transaction in the absence of previous know edge about the
destinati on server.
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Choosing a very large value will guarantee fragnmentation at the IP
| ayer, and may prevent answers from being received due to | oss of a
single fragnent or to msconfigured firewalls.

The requestor’s maxi mum payl oad si ze can change over tinme. It MJST
NOT be cached for use beyond the transaction in which it is
adverti sed.

6.2.4. Responder’s Payload Size

The responder’ s maxi mum payl oad si ze can change over time but can
reasonably be expected to remain constant between two closely spaced
sequential transactions, for exanple, an arbitrary QUERY used as a
probe to discover a responder’s maxi mum UDP payl oad size, followed

i medi ately by an UPDATE that takes advantage of this size. This is
consi dered preferable to the outright use of TCP for oversized
requests, if there is any reason to suspect that the responder

i npl enents EDNS, and if a request will not fit in the default
512-byte payload size limt.

6.2.5. Payload Size Selection

Due to transaction overhead, it is not recormended to advertise an

architectural limt as a nmaxi rum UDP payl oad size. Even on system
stacks capabl e of reassenbling 64 KB datagrans, nenory usage at |ow
levels in the systemw || be a concern. A good conprom se may be the

use of an EDNS nmaxi mum payl oad size of 4096 octets as a starting
poi nt .

A requestor MAY choose to inplement a fallback to smaller advertised
sizes to work around firewall or other network limtations. A
request or SHOULD choose to use a fallback nmechani smthat begins with
a large size, such as 4096. |If that fails, a fallback around the
range of 1280-1410 bytes SHOULD be tried, as it has a reasonable
chance to fit within a single Ethernet frame. Failing that, a
request or MAY choose a 512-byte packet, which with |arge answers nay
cause a TCP retry.

Val ues of less than 512 bytes MJST be treated as equal to 512 bytes.
6.2.6. Support in M ddl eboxes

In a network that carries DNS traffic, there could be active
equi prent other than that participating directly in the DNS
resol uti on process (stub and caching resolvers, authoritative
servers) that affects the transm ssion of DNS nessages (e.g.
firewalls, | oad bal ancers, proxies, etc.), referred to here as
"m ddl eboxes".
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Conf or mant mi ddl eboxes MJUST NOT limt DNS nessages over UDP to 512
byt es.

M ddl eboxes that sinmply forward requests to a recursive resol ver MJST
NOT nodi fy and MJUST NOT del ete the OPT record contents in either
di rection.

M ddl eboxes that have additional functionality, such as answering
qgqueries or acting as intelligent forwarders, SHOULD be able to
process the OPT record and act based on its contents. These

m ddl eboxes MJST consider the incom ng request and any outgoi ng
requests as separate transactions if the characteristics of the
nessages are different.

A nmore in-depth discussion of this type of equi prent and ot her
consi derations regarding their interaction with DNS traffic is found
in [ RFC5625] .

7. Transport Considerations

The presence of an OPT pseudo-RR in a request should be taken as an
i ndi cation that the requestor fully inplenents the given version of
EDNS and can correctly understand any response that conforms to that
feature's specification

Lack of presence of an OPT record in a request MJST be taken as an
i ndi cation that the requestor does not inplenent any part of this
specification and that the responder MJUST NOT include an OPT record
inits response.

Ext ended agents MJST be prepared for handling interactions with
unextended clients in the face of new protocol elenents and fall back
gracefully to unextended DNS when needed.

Responders that choose not to inplenment the protocol extensions
defined in this docunent MUST respond with a return code (RCODE) of
FORMERR t 0 nmessages containing an OPT record in the additiona
section and MJUST NOT include an OPT record in the response.

If there is a problemw th processing the OPT record itself, such as
an option value that is badly formatted or that includes out-of-range
val ues, a FORMERR MUST be returned. |If this occurs, the response
MUST include an OPT record. This is intended to allow the requestor
to distinguish between servers that do not inplenment EDNS and for nat
errors within EDNS.
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The m ni mal response MJUST be the DNS header, question section, and an
OPT record. This MJST al so occur when a truncated response (using
the DNS header’s TC bit) is returned.

8. Security Considerations
Request or-si de specification of the nmaxi num buffer size nmay open a
DNS deni al -of -service attack if responders can be nade to send
nmessages that are too large for internedi ate gateways to forward,
thus leading to potential |ICVP storms between gateways and
responders.
Announcing very |large UDP buffer sizes may result in dropping of DNS
nessages by m ddl eboxes (see Section 6.2.6). This could cause
retransm ssions with no hope of success. Sone devices have been
found to reject fragmented UDP packets.
Announci ng UDP buffer sizes that are too snall nmay result in fallback
to TCP with a corresponding | oad inpact on DNS servers. This is
especially inportant with DNSSEC, where answers are much | arger

9. | ANA Consi derations
The | ANA has assigned RR type code 41 for OPT.

[ RFC2671] specified a nunber of | ANA subregistries within "DOVAI N
NAME SYSTEM PARAMETERS':

o DNS EDNS(0) Options

o EDNS Version Number

o EDNS Header Fl ags

Additionally, two entries were generated in existing registries:
o EDNS Extended Label Type in the DNS Label Types registry

o Bad OPT Version in the DNS RCODES registry

| ANA has updated references to [RFC2671] in these entries and
subregistries to this docunent.

[ RFC2671] created the DNS Label Types registry. This registry is to
remai n open.

The registration procedure for the DNS Label Types registry is
St andards Action
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Thi s docunent assigns option code 65535 in the DNS EDNSO Opti ons
registry to "Reserved for future expansion".

The current status of the I ANA registry for EDNS Opti on Codes at the
time of publication of this docunent is

o 0-4 assigned, per references in the registry
o 5-65000 Available for assignnent, unassigned
0 65001-65534 Local / Experinmental use

0 65535 Reserved for future expansion

[ RFC2671] expands the RCODE space from4 bits to 12 bits. This
allows nore than the 16 distinct RCODE val ues allowed in [ RFCL035].
| ETF Review is required to add a new RCODE

Thi s docunent assigns EDNS Extended RCODE 16 to "BADVERS' in the DNS
RCCDES registry.

[ RFC2671] called for the recording of assignnent of extended | abe
types Obxx111111 as "Reserved for future extended | abel types"; the

| ANA registry currently contains "Reserved for future expansion".
This request inplied, at that tine, a request to open a new registry
for extended | abel types, but due to the possibility of anmbiguity,
new text registrations were instead nade within the general DNS Labe
Types registry, which also registers entries originally defined by

[ RFC1035]. There is therefore no Extended Label Types registry, with
all label types registered in the DNS Label Types registry.

Thi s docunent deprecates Binary Labels. Therefore, the status for
the DNS Label Types registration "Binary Labels" is now "Historic".

| ETF Standards Action is required for assignments of new EDNS(0)
flags. Flags SHOULD be used only when necessary for DNS resol ution
to function. For many uses, an EDNS Option Code may be preferred.

| ETF Standards Action is required to create new entries in the EDNS
Versi on Number registry. Wthin the EDNS Opti on Code space, Expert
Review is required for allocation of an EDNS Opti on Code. Per this
docunent, I ANA maintains a registry for the EDNS Opti on Code space.
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9.1. OPT Option Code Allocation Procedure
OPT Option Codes are assigned by Expert Review.

Assi gnnment of Option Codes should be liberal, but duplicate
functionality is to be avoi ded.
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Appendi x A. Changes since RFCs 2671 and 2673

Following is a list of high-level changes to RFCs 2671 and 2673.

o

o

Support for the OPT record is now mandatory.

Ext ended | abel types renmain available, but their use is

di scouraged as a general solution due to observed difficulties in
their deploynment on the Internet, as illustrated by the work with
the "Binary Label s" type.

RFC 2673, which defined the "Binary Labels" type and is currently
Experinmental, is requested to be noved to Historic.

Made changes in how EDNS buffer sizes are selected, and provided
recommendati ons on how to sel ect them
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