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Abstract

This specification defines a new nobility option, the IPv4d Traffic

O fload Selector option, for Proxy Mbile |Pv6. This option can be
used by the local nobility anchor and the nobile access gateway for
negotiating IPv4 traffic offload policy for a nmobility session

Based on the negotiated IPv4 traffic offl oad policy, a nobile access
gat eway can selectively offload sone of the IPv4 traffic flows in the
access network instead of tunneling back to the local nobility anchor
in the home network.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6909
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Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

Mobi | e operators are expandi ng their network coverage by integrating
various access technol ogy domains (e.g., Wreless LAN, CDVMA, and
Long- Term Evol ution (LTE)) into a conmon I P nobility core. The Third
Generation Partnership Project (3GPP) S2a Proxy Mbile | Pv6 [ TS23402]
reference point, specified by the 3GPP system architecture, defines
the protocol interworking for building such integrated nulti-access
networks. In this scenario, the nobile node’s IP traffic is always
tunnel ed back fromthe nobil e access gateway [ RFC5213] in the access
network to the local mobility anchor in the home network. Currently,
there is no mechanismfor allow ng sone of the subscriber’s IP flows
to be offl oaded in the access network.
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Wth the exponential growh in nobile data traffic, nobile operators
are exploring new ways to offload sone of the IP traffic flows at the
nearest access edge. The offload is intended either for |oca
service access in the access network or for Internet offload through
the access network when there is an Internet peering point. Not al
I[P traffic flows need to be routed back to the hone network; the
traffic that does not require IP nobility support can be offl oaded at
the nobil e access gateway in the access network. This approach

all ows efficient usage of the nobil e packet core, which helps in

| owering transport costs. To identify the IP flows that need to be
of fl oaded, the local nobility anchor in the hone network can deliver
the IP flow policy to the nobile access gateway in the access
network. It is up to an operator’s discretion to classify the
traffic for offload. One operator night choose to of fl oad everything
except traffic (such as Voice over IP) that requires QS services.
Anot her m ght choose to offload only HITP traffic. This
specification is only concerned with matching IP traffic against a
given flow sel ector and classification of IP traffic for offl oading
purposes. This approach has one limtation with respect to
identifying encrypted traffic: |Psec-encrypted traffic with no
visibility into the application payl oad cannot be selected for

of f | oad.

Thi s docunent defines a new nobility option, the IPv4 Traffic Ofload
Sel ector option (see Section 3.1), for Proxy Mobile IPv6 (PM Pv6).
This option can be used by the local nmobility anchor and the nobile
access gateway for negotiating IPv4 traffic offload policy for a
mobility session. This IPv4 traffic offload policy identifies the
flow sel ectors that can be used for selecting the flows that can be
of fl oaded at the access edge. Since the nobile node's | P address
topol ogically belongs to the hone network, the offloaded IPv4 traffic
flows may need to be NAT [RFC2663] translated. These offl oaded fl ows
will not have nmobility support as the NAT becones the anchor point
for those flows. However, when the traffic is offloaded for |oca
service access as opposed to Internet offload, NAT translation may
not be needed if the nobile access gateway is in the path for the
return traffic. The decision on when to apply NAT translation can be
based on | ocal configuration on the nobile access gateway. There are
better ways to address the offload problemfor |IPv6, and with the
goal not to create a NAT66 requirement, this specification therefore
does not address traffic offload support for IPv6 fl ows.
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2. Conventions and Terni nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

Al the nobility-related terns used in this docunent are to be
interpreted as defined in the base Proxy Mbile | Pv6 specifications
[ RFC5213] [ RFC5844]. Additionally, this docunment uses the follow ng
terms:

| P Fl ow

I P flow [ RFC5101] represents a set of |IP packets that match a
traffic selector (TS). The selector is typically based on the
source | P address, destination |P address, source port,
destination port, and other fields in upper-Ilayer headers.

IP Traffic Ofl oad

IPtraffic offload is the approach of selecting specific IP flows
and routing themthrough the access network instead of tunneling
themto the home network. O fload can al so be between two access
networks (e.g., moving some of the traffic fromLTE access to W.AN
access).

3. Solution Overview

Figure 1 illustrates the scenario where the nobile access gateway in
an access network has enabled IPv4 traffic offload support for a
mobility session. The offload decision is based on the IPv4 traffic
offload policy that it negotiated with the local nobility anchor in
the hone network. For exanple, all the HTITP fl ows may be offl oaded
at the nobile access gateway, and all the other flows for that
nobility session are tunnel ed back to the local nobility anchor. The
of fl oaded flows typically have to be NAT translated, and this
specification does not inpose any restrictions on the |ocation of the
NAT function. It is possible for the NAT function to be co-located
with the nobile access gateway or |ocated sonmewhere at the edge of
the access network. Wen the NAT function is not co-located with the
nobi | e access gateway, offloaded traffic flows nust be delivered
through the | ocal access network between the npbile access gateway
and the NAT function, for exanple, through a VLAN or a point-to-point
link. The exact nmeans for this delivery are outside the scope of

Gundavel i, et al. St andards Track [ Page 4]



RFC 6909 I Pv4 Traffic OFfl oad Sel ector Option April 2013

this docunent. |If the offloaded IPv4 flows are for |ocal service
access and reverse traffic fromthe |ocal service device can be
routed to the nobile node through the nobile access gateway, the

of fl oaded flows may be delivered directly to a | ocal service device.

The traffic selectors in the IPv4 traffic offload policy are used to
classify the traffic, so it can be offloaded at the access network.
These paraneters include source | P address, destination |IP address,
TCP/ UDP port numnbers, and other fields. The format of the |IPv4
binary traffic selector is specified in Section 3.1 of [RFC6088].

)

R R ( Internet )---------u-----

(1Pv4 Traffic Offload Point)

Fomm oo +I T + I
| Local | | | Services requiring |
| Services| | | mobility, or service]|
Fomem - + | | treatnment ||
| | R AR EEE +
|-t | |
| | NAT| | |
S | |
to---- | IR | |
Fo-m - - + _( ) _ Fo-m - - + |
[I\/N]----l MAG |::::::( | P )::::::l L'\/Al ..........
+--m-- + (_ ) +--m-- + Internet
[ Access Net wor k] [ Home Net wor K]

Figure 1. IPv4 Traffic O fload Support at the MAG

Figure 2 explains the operational sequence of the Proxy Mbile |Pv6
protocol signaling nmessage exchange between the nobil e access gat eway
(MAG and the local nobility anchor (LMA) for negotiating the |IPv4
traffic offload selectors. The details related to DHCP transactions
or Router Advertisenents on the access link are not shown here as
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that is not the key focus of this specification. The use of |Pv4
Traffic Selector option in the Proxy Binding Update is for allow ng
the MAG to request the LMA for the IPvd traffic offload policy.

VN MAG( NAT) LMVA

Mobi | e Node Attach

Proxy Bi ndi ng Update (I Pv4TS)

Proxy Bi ndi ng Acknow edgement (I Pv4TS)
Tunnel / Rout e Setup

Installing the traffic offload rules

| Pv4 packet from nmobil e node

O fload rule applied (Tunnel/of fl oad)

|
|
|
|
|
|
|
|
NoOokwNE

Fi gure 2: Exchange of |IPv4 Traffic O fload Sel ectors
3.1. IPv4 Traffic Ofload Selector Option

A new nobility option, the IPv4 Traffic Ofl oad Sel ector option (53),
is defined for use in Proxy Binding Update (PBU) and Proxy Binding
Acknowl edgenent (PBA) messages exchanged between a nobil e access
gateway and a local nobility anchor. This option is used for
carrying the I1Pv4d traffic offload policy. This policy identifies the
IPv4 traffic flow selectors that can be used by the nobile access
gateway for enforcing the of fl oad policy.

The alignnent requirement for this option is 4n.

0 1 2 3

01234567890123456789012345678901
S A S T S
| Type | Length |

e S S S O R T S o S

M Reser ved |
B s i S i I i S S S i i
| Traffic Sel ector Sub-option

e S i S S i

Figure 3: IPv4d Traffic O fload Sel ector Option

Type
53

Lengt h

8-bit unsigned integer indicating the length in octets of the
option, excluding the type and length fields.
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O fload Mode (M Flag
This field indicates the offl oad node.

If the (M flag value is set to a value of (0), it is an

i ndication that the IPv4 flow(s) that match the traffic
selectors in the Traffic Sel ector sub-option [ RFC6089] and that
are associated to that nobility session have to be offl oaded at
the nobile access gateway. Al the other |IPv4 flows associated
with that mobility session and not matching the traffic

sel ectors have to be tunneled to the local nobility anchor

If the (M flag value is set to a value of (1), it is an
indication that all the IPv4 flows associated to that nmobility
session except the IPv4 flow(s) matching the traffic selectors
in the Traffic Selector sub-option have to be offl oaded at the
nobi |l e access gateway. All the IPv4 flows associated with that
nmobility session and matching the traffic selectors have to be
tunnel ed back to the local nobility anchor

Reserved
This field is unused for now. The value MJST be initialized to O
by the sender and MJUST be ignored by the receiver.

Traffic Sel ector Sub-option
The Traffic Sel ector sub-option includes the paraneters used to
mat ch packets for a specific flow binding. This is an optiona
sub-option when the | Pv4 Traffic Selector option is carried in a
Proxy Bi ndi ng Update nessage but is a mandatory sub-option when
the 1Pv4 Traffic Selector option is carried in a Proxy Binding
Acknowl edgenent nessage. The format of the Traffic Sel ector sub-
option is defined in Section 4.2.1.4 of [RFC6089]. This sub-
option includes a TS Format field, which identifies the formt of
the flow specification included in that sub-option. The val ues
for that field are defined in Section 3 of [RFC6088] and are
repeated here for conpleteness. Wien the value of the TS Format
field is set to (1), the format that follows is the | Pv4 binary
traffic selector specified in Section 3.1 of [RFC6088], and that
support is mandatory for this specification. The text specified
in this section takes precedence over what is specified in
[ RFC6088] and [ RFC6089] .

1: IPv4 binary traffic selector

2: I Pv6 binary traffic selector (not used by this
speci fication)
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3.2. MAG Consi derations

o If the nobile access gateway is configured to enable IPv4 traffic
of fl oad support, then it includes the IPv4 Traffic O fl oad
Sel ector option (Section 3.1) in the Proxy Bindi ng Update nessage
that it sends to the local nmobility anchor. Optionally, the
nobi | e access gateway can al so propose a specific offload policy.

* The nobil e access gateway MAY choose not to propose any
specific IPv4 traffic offload policy but request the |oca
nmobi lity anchor for the offload policy. |In this scenario, the
IPv4 Traffic OFfload Selector option that is carried in the
Proxy Bi ndi ng Updat e nessage does not include the Traffic
Sel ector sub-option (see Section 3.1), and the (M flag (see
Section 3.1) in the option MJIST be set to a value of (0).
Including the I1Pv4 Traffic Ofl oad Sel ector option in the Proxy
Bi ndi ng Update without the Traffic Sel ector sub-option serves
as an indication that the nobile access gateway i s not
proposi ng any specific offload policy for that nobility
session, but rather it nmakes a request to the local nmobility
anchor to provide the offload policy.

* The mobil e access gateway MAY choose to propose a specific |IPv4
traffic offload policy by including the Traffic Sel ector sub-
option in the IPv4 Traffic O fl oad Sel ector option (see
Section 3.1). The specific details on how the nobile access
gat eway obtains the nobile node’s IPv4 traffic offload policy
are outside the scope of this docunment. Wen this offl oad
policy is included in the Proxy Binding Update nessage, it
serves as a proposal to the local mohility anchor. The loca
nobility anchor can override with its own offload policy, or it
can agree to the proposed policy. The offload policy has to be
translated to a set of selectors that can be used to match the
nobil e node’s I P flows, and these selectors have to be carried
in the Traffic Selector sub-option. The Traffic Sel ector sub-
option MUST be constructed as specified in Section 4.2.1.4 of
[ RFC6089]. This sub-option includes a TS Format field, which
identifies the format of the flow specification included in the
sub-option. The values for that field and the corresponding
nmessage format are defined in Section 3.1 of [RFC6088].

Consi derations from Section 3.1 apply with respect to setting
the O fload Mode (M fl ag.

o Wen sending a Proxy Binding Update either for Binding Lifetine
Extensi on or for Binding De-Registration, the nobile access
gat eway SHOULD copy the IPv4d Traffic O fload Sel ector option from
the initial Proxy Binding Update message. Considerations from
Sections 6.9.1.3 and 6.9.1.4 of [RFC5213] MJST be appli ed.
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3.

3.

If the nobile access gateway is not configured to support |Pv4
traffic offload support as specified in this specification, but if
the recei ved Proxy Binding Acknow edgenment nessage has the | Pv4d
Traffic OFfl oad Sel ector option, then the nobil e access gateway
MJST ignore the option and process the rest of the nmessage as per
[ RFC5213] .

If there is no IPv4 Traffic OFfload Sel ector option in the Proxy
Bi ndi ng Acknow edgenent nessage received fromthe |local nobility
anchor, it is an indication that the local nobility anchor did not
enable I1Pv4 traffic offload support for that nobility session
Upon accepting the Proxy Bindi ng Acknow edgenent nessage, the
nobi | e access gateway SHOULD NOT enable I Pv4 traffic of fload
support for that nobility session

If there is an IPv4 Traffic OFfl oad Sel ector option in the Proxy
Bi ndi ng Acknowl edgenment message, then the npbil e access gateway
SHOULD enable IPv4 traffic offload support for that nmobility
session. The nobility access gateway has to provision the data

pl ane using the flow selectors present in the Traffic Sel ector
sub-option. The I1Pv4 flows matching the flow sel ectors have to be
of f1 oaded or tunnel ed back based to the local nobility anchor
based on the value of the Ofload Mode (M flag (see Section 3.1).

LMA Consi der ati ons

If the received Proxy Binding Update nessage does not include the
I Pv4 Traffic OFfl oad Sel ector option (Section 3.1), then the loca
nmobi lity anchor MJST NOT enable IPv4 traffic offl oad support for
that nobility session, and the Proxy Bi ndi ng Acknow edgenent
nessage that will be sent in response MJUST NOT contain the |Pv4
Traffic O fl oad Sel ector option.

I f the Proxy Binding Update nmessage includes the IPv4 Traffic

O fload Selector option, but the |local mobility anchor is not
configured to support IPv4 traffic offload support, then the |oca
nobility anchor will ignore the option and process the rest of the
nessage as per [RFC5213]. This would have no effect on the
operation of the rest of the protocol

If the Proxy Binding Update nmessage has the IPv4 Traffic O fl oad
Sel ector option and if the local nobility anchor is configured to
support IPv4 traffic offload support, then the local nobility
anchor MUST enable IPv4 traffic offload support for that nobility
session. The Proxy Binding Acknow edgenment nessage that will be
sent in response MJST include the IPv4 Traffic O fl oad Sel ector
option. The follow ng considerations apply with respect to
constructing the IPv4 Traffic O fload Sel ector option
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The local nobility anchor can obtain the offl oad policy from
the Il ocal configuration store or froma network function such
as AAA (Authentication, Authorization, and Accounting) or PCRF
(Policy and Charging Rule Function). The offload policy has to
be translated to a set of selectors that can be used to match
the nobile node’s IP flows, and these sel ectors have to be
carried in the Traffic Sel ector sub-option. The Traffic

Sel ector sub-option MJUST be constructed as specified in Section
4.2.1.4 of [RFC6089]. Considerations from Section 3.1 apply
with respect to the Ofload Mode (M flag setting.

If the Proxy Binding Update nmessage includes a specific |Pv4d
traffic offload policy proposal in the formof the Traffic

Sel ector sub-option [ RFC6089], then the local nobility anchor
MAY choose to agree to that request by including the same | Pv4
traffic offload policy in the Proxy Binding Acknow edgenent
message. This inplies the local mobility anchor has agreed to
the IPv4 traffic offload policy provided by the nobile access
gateway. The local nobility anchor MAY al so choose to override
the request by including a different 1Pv4 traffic offl oad
policy that it wants the nobil e access gateway to enforce for
that nmobility session. This is entirely based on the policy
configuration on the local mobility anchor

The I1Pv4 traffic offload policy that is sent to the nobile
access gateway has to be specific to the nobility session
identified using the Mbile Node ldentifier option [RFC5213].
The of fl oad policy MIST be specific to a nmobile node’s
application traffic. The traffic selectors have to match only
the nobile node’s application traffic and MUST NOT nmatch any
other nmobile node’s IP traffic. Furthernore, control-plane
traffic such as DHCP, Nei ghbor Discovery (ND), or any other IP
traffic that is used for | P address configuration, mobility
management, or other control-plane functi ons MJST NOT be

subj ect to offl oad.

The local nobility anchor MJUST NOT nake any changes to the
nobi |l e node’s of fload policy during the middle of a nobility
session, as long as the nobile node continues to attach to the
nobi | e access gateway that negotiated the offl oad policy.
However, when the nobile node perforns an inter-MAG handover,
the new nobil e access gateway nmay not be capable of supporting
IP Traffic offload and in this scenario, the offl oad policy nmay
change. Therefore, the IPv4 Traffic Selector option with the
Traffic Selector sub-option that is delivered during the
initial nobility signaling MIJST be the same as the one that is
delivered as part of the nobility signaling related to lifetine
extension fromthe sanme nobile access gat eway.
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4.

5.

Prot ocol Configuration Variabl es

Thi s specification defines the follow ng configuration variabl e that
controls the IPv4 traffic offl oad support feature. This
configuration variable is internal to the system and has no bearing
on interoperability across different inplenentations.

The nobility entities, |local mobility anchor, and the nobile access
gat eway have to all ow these variables to be configured by the system
management. The configured val ues for these protocol variables have
to survive server reboots and service restarts.

Enabl el Pv4Traf fi cOf f| oadSupport

This flag indicates whether or not I1Pv4 traffic offload support
needs to be enabled. This configuration variable is avail able
at both the nobile access gateway and the | ocal mobility
anchor. The default value for this flag is set to (0),
indicating that IPv4 traffic offl oad support is disabl ed.

When this flag on the nobile access gateway is set to a val ue
of (1), the nobile access gateway has to enable IPv4 traffic

of fl oad support for all nobility sessions, by specifically
requesting the IPv4 traffic offload policy fromthe | oca

nobi lity anchor by including the IPv4 Traffic O fl oad Sel ector
option in the Proxy Binding Update nessage. |If the flag is set
to a value of (0), the nobile access gateway has to disable

I Pv4 traffic offload support for all nobility sessions.

Simlarly, when this flag on the local nobility anchor is set
to a value of (1), the local nobility anchor has to enable |Pv4
traffic offload support. |If the local nobility anchor chooses
to enable IPv4 traffic offload support when there is an of fl oad
policy specified for a nobile node, it has to deliver the |IPv4
traffic offload policy to the nmobil e access gateway by
including the IPv4 Traffic Ofload Selector option in the Proxy
Bi ndi ng Acknow edgenent nessage.

| ANA Consi der ati ons

Per this specification, |ANA has assigned a new nobility option: the
| Pv4 Traffic OFfload Selector option (53). This option is described
in Section 3.1. The Type value for this option has been assi gned
fromthe sane nunbering space as allocated for the other mobility
options [ RFC6275].
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6. Security Considerations

The 1Pv4 Traffic O fl oad Sel ector option defined in this
specification is for use in Proxy Binding Update and Proxy Bi ndi ng
Acknowl edgenent nessages. This option is carried |ike any ot her
nobility header option as specified in [ RFC5213]. Therefore, it

i nherits from[RFC5213] its security guidelines and does not require
any additional security considerations. Carrying IPv4 traffic

of fl oad sel ectors does not introduce any new security

vul nerabilities.

When IPv4 traffic offload support is enabled for a nobile node, the
nobi | e access gateway sel ectively offl oads some of the nobile node’s
IPv4 traffic flows to the access network. Typically, these offl oaded
flows get NAT translated, which essentially introduces certain

vul nerabilities that are common to any NAT depl oynment. These

vul nerabilities and the rel ated consi derations have been wel |
docunented in the NAT specification [ RFC2663]. There are no
addi ti onal considerati ons above and beyond what has al ready been
docunent ed by the NAT specifications and that are unique to the
approach specified in this docunent.

The nobile node’s home network may be equipped with firewall and

ot her security devices to guard agai nst any security threats. Wen
IPv4 traffic offload support is enabled, it potentially exposes the
nobi |l e node to sonme security risks in the access network. This
threat can be nmitigated by depl oying the security features both in
the access network and in the home network.

When I Pv4 traffic offload support is enabled for a nobile node, sone
of the IP flows are sent through the honme network, and sonme other IP
flows are routed through the access network. This potentially

i ntroduces sone conplexity with respect to enabling diagnostics or
nmonitoring on the user traffic. The tools that are used for such

di agnostics have to be aware of the offload policy that in enabled in
t he network.
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