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MPLS Transport Profile (MPLS-TP) Security Framework
Abst r act

Thi s docunent provides a security framework for the MPLS Transport
Profile (MPLS-TP). MPLS-TP extends MPLS technol ogi es and i ntroduces
new Qperations, Adm nistration, and Mai ntenance (OAM capabilities, a
transport-oriented path protection nmechanism and strong enphasis on
static provisioning supported by network management systens. This
docunent addresses the security aspects relevant in the context of
MPLS- TP specifically. It describes potential security threats as
well as mtigation procedures related to MPLS-TP networks and to
MPLS- TP i nterconnection to other MPLS and GWLS networks. This
docunent is built on RFC 5920 ("Security Framework for MPLS and GWPLS
Net wor ks") by providing additional security considerations that are
applicable to the MPLS-TP extensions. All the security

consi derations from RFC 5920 are assuned to apply.

Thi s docunent is a product of a joint Internet Engineering Task Force
(I ETF) / International Tel ecommunication Union Tel ecommuni cation

St andardi zati on Sector (ITU-T) effort to include an MPLS Transport
Profile within the | ETF MPLS and Pseudow re Emul ati on Edge-t o- Edge
(PWE3) architectures to support the capabilities and functionality of
a packet transport network.
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Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6941

Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent provides a security framework for the MPLS Transport
Profile (MPLS-TP).

As defined in "Requirements of an MPLS Transport Profile" [RFC5654]
and "A Framework for MPLS in Transport Networks" [RFC5921], MPLS-TP
uses a subset of MPLS features and introduces extensions to reflect
the characteristics of the transport technol ogy. The additional
functionality includes in-band OAM transport-oriented path
protection and recovery mechani sms, and new OAM capabilities that
were devel oped for MPLS-TP but that also apply to MPLS and GVPLS.
There is strong enphasis in MPLS-TP on static provisioning support
through Network Managenment Systens (NWMSs) or Operational Support
Systenms (OSSs).

Thi s docunent is built on [RFC5920] by providing additional security
consi derations that are applicable to the MPLS-TP extensions. The
security nodels, threats, and defense techni ques previously defined
in [ RFC5920] are assuned to apply to general aspects of MPLS-TP.

Thi s docunent is a product of a joint Internet Engineering Task Force
(IETF) / International Tel ecomunication Union Tel ecomuni cation

St andardi zation Sector (ITU-T) effort to include an MPLS Transport
Profile within the | ETF MPLS and PWE3 architectures to support the
capabilities and functionality of a packet transport network.

Readers can refer to [ RFC5654] and [ RFC5921] for MPLS-TP
term nol ogi es and to [ RFC5920] for security term nol ogies that are
rel evant to MPLS and GWPLS.

1.1. Term nol ogy

Term Definition

AC Attachnment Circuit

BFD Bi di recti onal Forwardi ng Detection
CE Cust oner Edge

DoS Deni al of Service

G ACh Ceneric Associ ated Channel

GAL G ACh Label

GWPLS Generalized Multiprotocol Label Switching
I P I nt ernet Protocol

LDP Label Distribution Protocol

LSP Label Switched Path

NVS Net wor k Management System

MPLS Mul ti protocol Label Sw tching

MPLS- TP MPLS Transport Profile

Fang, et al. I nf or mati onal [ Page 3]



RFC 6941 MPLS- TP Security Franmework April 2013

VB- PW Mul ti-Segnment Pseudowire

OAM Operations, Administration, and Mii ntenance
PE Provi der Edge

PSN Packet - Swi t ched Net wor k

PW Pseudow r e

S- PE PW Swi t chi ng Provi der Edge

SP Servi ce Provider

SS- PW Si ngl e- Segnent Pseudowi re

T- PE PW Ter mi nati ng Provi der Edge

2. Security Reference Mdels

This section defines reference nodels for security in MPLS-TP
net wor ks.

The nodels are built on the architecture of MPLS-TP, as defined in
[ RFC5921]. The pl acenent of SP boundaries plays an inmportant role in
determ ning the security nodels for any particul ar depl oynment.

Thi s docunent defines a trusted zone as being where a single SP has
total operational control over that part of the network. A primary
concern is about security aspects that relate to breaches of security
fromthe "outside" of a trusted zone to the "inside" of this zone.
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2.1. Security Reference Mdel 1
In reference nodel 1, a single SP has total
to PE/ T-PE" part of the MPLS-TP network.

Security reference nodel

MPLS- TP Security Franmework

April 2013

control of the "PE T-PE

1(a) shows an MPLS-TP network with
Si ngl e- Segnent Pseudowire (SS-PW from PEL to PE2.

The trusted zone

is PELl to PE2, as illustrated in Figure 1.

| <-----emmm- - Emul ated Service ---------------- >|

I I

| | <------- Pseudowire ------- >| |

I I I I

| | | <-- PSN Tunnel -->| | |

| % % % |

% AC +o---+ +o---+ AC v
F--- oo + | | PE]_l —==—=—==—============ PE2| | F--- oo +
| [---------- [ PWL. ............ [---------- | |
| CE1 | I I I I I | CE2 |
| [---------- [ PW2............. [---------- | |
[ R + A | | | —————=—=————=—==——==—= | | N [ R +

N | +----+ +----+ | N

| Provi der Edge 1 Provider Edge 2 | |

| | |
Cust oner | | Cust oner
Edge 1 | | Edge 2

I I
Native service Native service
---Untrusted--- >|<------- Trusted Zone ----- >| <---Untrusted----
Figure 1. MPLS-TP Security Mdel 1(a)
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Security reference nodel 1(b) shows an MPLS- TP net wor
Mul ti - Segment Pseudowire (MS-PW from T-PE1 to T-PE2.

zone is T-PEl to T-PE2, as illustrated in Figure 2.
Native |<------------- Pseudowire------------ >
Servi ce | |

(AC) | | <- PSN ->| | <- PSN ->| |
| % % % % % %
| +---- - + +---- - + +---- - +
Feom- -+ | | T- PE]_l :::::::::l S- PE]_l :::::::::l T- PE2|
| [------ [ ... ... PWSeg' tl....... PWSeg t3......
| CE1| | I I I I I I
| [------ [...... PWSeg' t2....... PWSeg' t4...... |
R | | | :::::::::l | :::::::::l |
A S + A S + A S +
I I I
| TP LSP TP LSP
I
| <---mmmmmi e Enul ated Service ---------
-Untrusted->| <---------- Trusted Zone ----------- >
Figure 2. MPLS-TP Security Mdel 1(b)
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The trusted

Nati ve
Servi ce
(AC)
|
|
| +----+
------- |
| | CE2 |
------- |
| +----+
N
|
|
|
_______ >|
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.2. Security Reference Mdel 2

In reference nodel 2, a single SP does not have the end-to-end
control of the segment fromPE/T-PE to PE/T-PE. A given S-PE or T-PE
may be under the control of another SP, that SP's custoners, or its
partners. In this case, the MPLS-TP network is not contained within
a single trusted zone.

Security reference nodel 2(a) shows an MPLS-TP network with
Mul ti-Segment Pseudowire (Ms-PW from T-PEl to T-PE2. The trusted
zone is T-PEl to S-PE1, as illustrated in Figure 3.

Native |<------------- Pseudowire------------ >| Native
Service | | Service
(AC) | | <- - PSN- - >| | <- - PSN- - >| |  (AC
| Y, Y, Y, Y, Y, Y, |
+--- - - + +--- - - + +--- - - +
+----+ | | T- PE]_l :::::::::l S- PE]_l :::::::::l T- PE2| | +----+
| [------ [...... PWSeg' tl....... PWSeg' t3...... [------ | |
| CE1] | I I I I I | | CE2 |
| [------ [ ... .. PWSeg' t2....... PWSeg' t4...... [------ | |
Feo - -+ | | | :::::::::l | :::::::::l | | Feo - -+
N +ommm - + A +ommm - + A +ommm - + N
I I I
| TP LSP TP LSP |
I I
ESEEEEEEEEE R Enul ated Service --------------- >|
Untrusted-->|<-- Trusted Zone---->|<--------- Untrusted--------

Figure 3. MPLS-TP Security Mdel 2(a)
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Security reference nodel 2(b) shows an MPLS-TP network with
Mul ti - Segment Pseudowire (MS-PW from T-PE1 to T-PE2. The trusted

zone is the S-PE1 only, as illustrated in Figure 4.

Native |<------------- Pseudowire------------ >| Native
Servi ce | | Service
(AQ | | <--PSN- - >| | <--PSN- - >| |  (AQ
| V V V V V V |

| +---- - + +---- - + +---- - +
F-- - -+ | |T-PE1|:::::::::lS-PEll:::::::::lT-PEZl | F-- - -+
| [------ [ ... ... PWSeg' tl....... PWSeg t3...... [------ |
| CE1| | I I I I I I | | CE2 |
| [------ [...... PWSeg' t2....... PWSeg' t4...... [------ |
F-- -+ | | |:::::::::| |:::::::::| | | F-- -+
A +----- + N +----- + N +----- + A
I I I I
| TP LSP TP LSP |
I I
SRR Enul ated Service --------------- >
-------- Untrusted----------><--->|<-------Untrusted----------
Trust ed
Zone

Figure 4. MPLS-TP Security Mdel 2(b)

Security reference nodel 2(c) shows an MPLS-TP network with
Mul ti-Segment Pseudowire (Ms-PW fromdifferent SPs with
i nter-provider PWconnections. The trusted zone is T-PE1 to S-PES,

as illustrated in Figure 5.

Native |[<--------------------- PWM5 ------cmmmeee - >| Native
Layer | | Layer
Service | | <PSN13>| | <PSN3X>| | <PSNXZ>| | Service
(AC1) V V LSP V V LSP V V LSP V V (AC2)
| +---- - + -+ H----- + +---- - + -+ H----- + |
+---+ | |T-PEl] | | |S PE3| | S-PEX| | | |T-PEZ] | +---+

| | | | |::::::: |:::::::| :::::::l | | |
| CEL| ----]........ PWL........ | ..PWB. . |........ PW. ....... | ---] CE2
| | | | |:::::::| |:::::::| |:::::::| | |
t---t |1 1 121 | 3 | X1 Iy 1 z | +--+
SR S S R + SR S S R +
| <--Subnetwork 123->| | <--Subnetwork XYZ->
Untrusted>| <-- Trusted Zone-->|<------------- Untrusted-------------

Figure 5. MPLS-TP Security Mdel 2(c)
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In general, the boundaries of a trusted zone nust be carefully
defi ned when anal yzing the security properties of each individua
network. The security boundaries deterni ne which reference nodel
shoul d be applied to a given network topol ogy.

3. Security Threats

Thi s section discusses various network security threats that are
uni que to MPLS-TP and may endanger MPLS- TP net works.

Attacks against a GAL or G ACh may include the foll ow ng:

- GAL or BFD | abel manipul ation, which includes insertion of false
| abel s and nodification, deletion, or replay of nessages.

- DoS attacks through i n-band OAM by generating excessive G ACh/ GAL
and BFD nmessages that consunme significant bandwi dth and potentially
cause congesti on.

These attacks can cause unauthorized protection switchover, inability
to restore one or nmore LSPs, or |oss of network connectivity.

VWhen an NMS is used for LSP setup, attacks on the NMS can cause the
above effects as well. Although this is not unique to MPLS-TP,
MPLS- TP networ ks can be particularly vulnerable to NVS attacks, due
to the fact that static provisioning through NMSs is a comonly used
nodel . In the static provisioning nodel, a conpronised NVM5 can
potentially be conparable to a conprom sed control plane plus a
conpr om sed nmanagenent plane in the dynam c controll ed network nodel

Attacks on NMSs nay come fromeither external attackers or insiders.
Qutside attacks are initiated outside of the trusted zone by

unaut hori zed users of the MPLS-TP NMSs. Insider attacks are
initiated frominside the trusted zone by an entity that has

aut hori zed access to the nanagenent systens but that perforns
unapproved functions that are harnful to the MPLS-TP networks. These
attacks may directly target the NVS; they nmay al so take place via the
conprom sed comuni cati on channel s between the NM5 and the network
devi ces that are being provisioned, or through user access to the
provisioning tools. This type of security threat may include

di scl osure of information, generating fal se OAM nessages, taking down
MPLS- TP LSPs, connecting to the wong MPLS-TP tunnel endpoints, and
DoS attacks on the MPLS- TP networKks.

There are other nore generic security threats, such as unauthorized
observation of data traffic (including traffic pattern analysis),
nodi fication or deletion of a provider’s or user’s data, and replay
or insertion of inauthentic data into a provider’s or user’s data
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stream These types of attacks apply to MPLS-TP traffic regardl ess
of how the LSP or PWis set up, in a way that is simlar to how they
apply to MPLS traffic regardless of howthe LSP is set up. More
details on the above-mentioned threats are docunmented in [ RFC5920].

Such threats may result from nalicious behavior or accidental errors:

Exanpl e 1. Attacks fromusers: Users of the MPLS-TP network nay
attack the network infrastructure or attack other users.

Exampl e 2: Attacks frominsiders: Enployees of the operators may
attack the MPLS-TP network, especially through NVSs.

Exampl e 3: Attacks frominterconnecting SPs or other partners: O her
SPs may attack the MPLS-TP network, particularly through the
i nter-provider connections.

Exampl e 4: Attacks as the result of operational errors: Operations
staff may fail to follow operational procedures or nay make
operational m stakes.

4. Defensive Techni ques

The defensive techniques presented in this docunent and in [ RFC5920]
are intended to describe nethods by which some security threats can
be addressed. They are not intended as requirenents for all MPLS-TP
depl oyments. The specific operational environnent determ nes the
security requirenents for any instance of MPLS-TP. Therefore,

prot ocol designers should provide a full set of security capabilities
that can be selected and used where appropriate. The MPLS-TP

provi der should determ ne the applicability of these techniques to
the provider's specific service offerings, and the end user may w sh
to assess the value of these techniques to the user’s service

requi renents.

Aut hentication is the primary defense technique to mtigate the risk
of the MPLS-TP security threats discussed in Section 3 (GAL or BFD

I abel mani pul ation, and DoS attacks through in-band OCAM .

Aut hentication refers to methods to ensure that nmessage sources are
properly identified by the MPLS-TP devices with which they

conmuni cate. Aut hentication includes the follow ng:

- entity authentication for identity verification

- management system authentication

- peer-to-peer authentication
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- nessage integrity and replay detection to ensure the validity of
nmessage streans

- network-based access controls such as packet filtering and
firewalls

- host-based access controls

- isolation

- aggregation

- protection agai nst denial of service
- event | ogging

Section 5.2 of [RFC5920] describes these techniques where they apply
to MPLS and GVPLS in general

In addition to authentication, the foll ow ng defense should al so be
considered in order to protect MPLS-TP networKks:

- Use of isolated infrastructure for MPLS-TP

One way to protect the MPLS-TP infrastructure is to use dedicated
network resources to provide MPLS-TP transport services. For
exanple, in security nmodel 2 (Section 2.2), the potential risk of
attacks on the S-PE1 or T-PEl in the trusted zone may be reduced by
usi ng non- | P-based conmuni cati on paths, so that the paths in the
trusted zone cannot be reached fromthe outside via IP.

- Verification of connectivity

To protect against deliberate or accidental m sconnection, nechani sns
can be put in place to verify both end-to-end connectivity and
segnent - by- segnent resources. These nechanisns can trace the routes
of LSPs in both the control plane and the data plane. Note that the
connectivity verification tools are now devel oped for general MPLS
networ ks as wel | .
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The defense techniques that apply generally to MPLS/ GWLS are not
detail ed here; see [RFC5920] for details regardi ng these techniques.
For exanpl e:

1) Authentication, including managenment system authentication
peer-to-peer authentication, and cryptographic techniques for
aut henticating identity

2) Access control techniques

3) Use of aggregated infrastructure

4) Mtigation of denial-of-service attacks

5) Monitoring, detection, and reporting of security attacks

It is inmportant to point out the follow ng security defense

techni ques, as they are particularly critical for NMSs, due to the
strong enphasis on static provisioning supported by NMss in MPLS-TP
depl oynments. These techni ques include the follow ng:

- entity authentication for identity verification

- encryption for confidentiality

- nessage integrity and replay detection to ensure the validity of
nmessage streans

- user access control and event |ogging, which nmust be applied for
NMSs and provi sioning applications

5. Security Considerations

Security considerations constitute the sole subject of this docunent
and hence are discussed throughout.

Thi s docunent eval uates security risks specific to MPLS-TP, as wel |
as mitigation nmechanisnms that may be used to counter potentia
threats. Al of the techniques presented here involve nature and

wi dely inplenmented technol ogies that are practical to inplement. It
is meant to assist equi pment vendors and service providers who nust
ultimately deci de what threats to protect against in any given
configuration or service offering, froma custonmer’s perspective as
well as froma service provider’s perspective.
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