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A nunber of Internet applications rely on the Donmai n Nane System
(DNS) to support their operations. Many applications use the DNS to
| ocate services for a domain; sone, for exanple, transform
identifiers other than domain nanes into formats that the DNS can
process, and then fetch application data or service |ocation data
fromthe DNS. Proposals incorporating sophisticated application
behavi or using DNS as a substrate have rai sed questions about the
role of the DNS as an application platform This docunent explores
the architectural consequences of using the DNS to inplenment certain
application features, and it provides guidance to future application
designers as to the limtations of the DNS as a substrate and the
situations in which alternative designs shoul d be consi dered.
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1. Mbdtivation

The Domai n Nanme System (DNS) has | ong provided a general neans of
transl ating domain nanes into Internet Protocol addresses, which
makes the Internet easier to use by providing a valuable |ayer of

i ndirecti on between names and | ower-| ayer protocol elenents.

[ RFC0974] docunented a further use of the DNS: to | ocate an
application service operating in a domain, via the Mail Exchange (MX)
Resource Record; these records help emnil addressed to the donmain to
find a mail service for the domain sancti oned by the zone

admini strator.
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The semi nal MX record served as a prototype for other DNS resource
records that supported applications associated with a domai n nane.
The SRV Resource Record [ RFC2052] provided a nore general mechani sm
for locating services in a domain, conplete with a weighting system
and sel ection anobng transports. The Nami ng Authority Pointer (NAPTR)
Resource Record (originally described in [ RFC2168]), especially as it
evol ved into the nore general Dynamic Del egation Di scovery System
(DDDS) [ RFC3401] franework, added a generic nechani smfor storing
application data in the DNS. Prinmarily, this involved a client-side
algorithmfor transformng a string into a domai n name, which night
then be resolved by the DNS to find NAPTR records. This enabled the
resolution of identifiers that do not have traditional host
conponents through the DNS; the best-known exanples of this are

t el ephone nunbers, as resolved by the DDDS application ENUM Recent
wor k, such as Donai nKeys ldentified Mail (DKIM [RFC6376], has
enabl ed security features of applications to be advertised through
the DNS, via the TXT Resource Record.

The scope of application usage of the DNS has thus increased over
time. Applications in many environments require features such as
confidentiality, and as the contexts in which applications rely on
the DNS have increased, sone application protocols have | ooked to
extend the DNS to include these sorts of capabilities. However, sone
proposed usages of, and extensions to, the DNS have becone m saligned
with both the DNS architecture and the DNS protocol. |f we take the
exanpl e of confidentiality, we see that in the global public DNS, the
resolution of domain nanes to | P addresses is an exchange of public
information with no expectation of confidentiality. Thus, the
under | yi ng query/response protocol has no encryption mechani sm
typically, any security required by an application or service is

i nvoked after the DNS query, when the resolved service has been
contacted. Only in private DNS environnents (including split-horizon
DNS) where the identity of the querier is assured through sone
external policy can the DNS maintain confidential records, by
providing distinct answers to the private and public users of the

DNS. |In support of |oad-balancing or other optinizations, a DNS
server may return different addresses in response to queries from

di fferent sources, or even no response at all; see Section 3.1.1 for
detail s.

Thi s docunent provides guidance to application designers and
application protocol designers |ooking to use the DNS to support

features in their applications. |t provides an overview of past
application usage of the DNS as well as a review of proposed new
usages. It identifies concerns and trade-offs and provi des gui dance

on the question, "Should | store this information in the DNS, or use
some ot her neans?" when that question arises during protoco
devel opnent. These guidelines rem nd application protocol designers
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of the strengths and weaknesses of the DNS in order to nake it easier
for designers to decide what features the DNS shoul d provide for
their application.

The guidance in this document conpl ements the gui dance on extendi ng
the DNS given in [RFC5507]. Whereas [ RFC5507] considers the
preferred ways to add new i nformation to the underlying syntax of the
DNS (such as defining new resource records or adding prefixes or
suffixes to | abels), the current docunent considers broader

i mplications of applications that rely on the DNS for the

i mpl enentati on of certain features, be it through extendi ng the DNS
or sinmply reusing existing protocol capabilities -- inplications that
may concern the invocation of the resolver by applications; the
behavi or of name servers, resolvers, or caches; extensions to the
underlyi ng DNS protocol; the operational responsibilities of zone
admi ni strators; security; or the overall architecture of nanes. Wen
exi sting DNS protocol fields are used in ways that their designers
did not intend to handl e new applications, those applications nmay
demand further changes and extensions that are fundanmentally at odds
with the strengths of the DNS

2. Overview of DNS Application Usages

[ RFC0882] identifies the original and fundanmental connection between
the DNS and applications. It begins by describing howthe

i nterdomai n scope of applications creates "form dabl e probl ens when
we wi sh to create consistent nethods for referencing particul ar
resources that are sinmlar but scattered throughout the environnment”.
This notivated transitioning the "mappi ng between host nanes... and
ARPA | nternet addresses" froma global table (the original "hosts"
file) to a "distributed database that perfornms the same function".

[ RFC0882] al so envisioned sone ways to find the resources associ at ed
with mail boxes in a domain: without these extensions, a user trying
to send nail to a foreign domain | acked a di scovery nechanismto

| ocate the right host in the renote domain to which to connect.

Wi | e a speci al - purpose service di scovery nechani sm could be built
for each such application protocol that needed this functionality,
the universal support for the DNS encourages installing these
features into its public tree rather than inventing something new.
Thus, over time, several other applications |everaged DNS resource
records for locating services in a domain or for storing application
data associated with a domain in the DNS. This section gives
exanpl es of various types of DNS usage by applications to date.
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2.1. Locating Services in a Domain

The MX Resource Record provides the sinplest exanple of an
application advertising its domain-level resources in the Domai n Nane
System The MX Resource Record contains the domain nane of a server
that receives mail on behalf of the adm nistrative domain in
guestion; that domain nanme nust itself be resolved to one or nore

| P addresses through the DNS in order to reach the mail server.
Whi | e naming conventions for applications nmight serve a sinilar
purpose (a host might be named "mmil.exanmple.conf, for exanple),
approachi ng service location through the creation of a new resource
record yields inportant benefits. For exanple, one can put nultiple
MX records under the sane nane, in order to designate backup
resources or to | oad-bal ance across several such servers (see

[ RFC1794]); these properties could not easily be captured by nam ng
conventions (see [ RFC4367], though nore recently DNS-based Service
Di scovery (DNS-SD) [RFC6763] codifies service instance nam ng
conventions for use across applications to locate services in a
donwai n) .

While the MX record represents a substantial inproverment over nam ng
conventions as a neans of service location, it remains specific to a
single application. Thus, the general approach of the MX record was
adapted to fit a broader class of applications through the Service
(SRV) Resource Record (originally described in [ RFC2052]). The SRV
record allows DNS resolvers to query for particular services and
underlying transports (for exanple, HITTP running over Transport Layer
Security (TLS) [RFC2818]) and to |l earn a host name and port where

that service resides in a given domain. It also provides a weighting
mechani smto all ow | oad-bal anci ng across several instances of a
servi ce.

The reliance of applications on the existence of MX and SRV records
has inportant inplications for the way that applications nanage
identifiers and the way that applications pass donmain nanmes to
resolvers. Enmil identifiers of the form"user @omain" rely on MX
records to provide the conveni ence of sinply specifying a "domain"
conponent rather than requiring an application to guess which
particul ar host handles nmail on behalf of the domain. \While nam ng
conventions continue to abound ("wwmv. exanple.conm') for applications
i ke web browsing, SRV records allow applications to query for an
application-specific protocol and transport in the domain. For the
Li ght wei ght Directory Access Protocol (LDAP), the SRV service nane
corresponds to the URL schene of the identifier invoked by the
application (e.g., when "ldap://exanple.com' is the identifier, the
SRV query passed to the resolver is for "_Idap._tcp.exanple.conl);
for other applications, the SRV service nane that the application
passes to the resolver may be inplicit in the identifier rather than
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explicit. In either case, the application delivers the service nane
to the DNS to find the location of the host of that service for the
domai n, the port where the service resides on that host, additiona

| ocations or ports for |oad-balancing and fault tol erance, and

rel ated application features.

Locating specific services for a domain was the first major function
for which applications started using the DNS beyond sinpl e nane

resol ution. SRV broadened and generalized the precedent of MX to
make service |l ocation available to any application, rather than just
to mail. As applications that acquire MX (or SRV) records m ght need
to performfurther queries or transformations in order to arrive at
an eventual domain nanme that will resolve to the | P addresses for the
service, [RFC1034] allowed that the Additional (data) section of DNS
responses nmay contain the correspondi ng address records for the nanes
of services designated by the MX record; this optimzation, which
requi res support in the authoritative server and the resolver, is an
initial exanple of how support for application features requires
changes to DNS operation. At the sane tine, this is an exanple of an
extension of the DNS that cannot be universally relied on: many DNS
resol ver inplementations will ignore the addresses in the additiona
section of the DNS answers because of the trustworthiness issues
descri bed in [RFC2181].

2.2. NAPTR and DDDS

The NAPTR Resource Record evolved to fulfill a need in the transition
from Uni form Resource Locators (URLS) to the nore mature Uniform
Resource ldentifier (URI) [RFC3986] franmework, which incorporated

Uni form Resource Nanes (URNs). Unlike URLs, URNs typically do not
convey enough semantics internally to resolve themthrough the DNS,
and consequently a separate URI-transformation nechanismis required
to convert these types of URIs into domain nanes. This allows
identifiers with no recogni zabl e dormai n conponent to be treated as
domai n nanes for the purpose of name resolution. Once these
transformations result in a donmmin nane, applications can retrieve
NAPTR records under that nane in the DNS. NAPTR records contain a
far nmore rich and conpl ex structure than MX or SRV Resource Records.
A NAPTR record contains two different weighting nmechani sms ("order"
and "preference"), a "service" field to designate the application
that the NAPTR record describes, and then two fields that can contain
translations: a "replacenent” field or a "regexp" (regular
expression) field, only one of which appears in a given NAPTR record
(see [RFC2168]). A "replacenent", |like NAPTR s ancestor the PTR
record, sinply designates another donmain name where one woul d | ook
for records associated with this service in the domain. The
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"regexp", on the other hand, all ows regul ar expression
transformations on the original URI intended to turn it into an
identifier that the DNS can resol ve.

As the abstract of [RFC2915] says, "This allows the DNS to be used to
| ookup services for a wide variety of resource nanes (including URIS)
whi ch are not in domain nane syntax". Any sort of hierarchica
identifier can potentially be encoded as a dommi n nane, and thus

hi storically the DNS has often been used to resolve identifiers that
were never devised as a nane for an Internet host. A prom nent early
exanple is found in the in-addr domain [ RFC0883], in which |IPv4
addresses are encoded as domai n nanmes by applying a string
preparation algorithmthat required reversing the octets and treating
each individual octet as a label in a domain nane -- thus, for
exanpl e, the address 192.0.2.1 becane 1.2.0.192.in-addr.arpa. This
all owed resolvers to query the DNS to | earn nane(s) associated with
an | Pv4 address. The sanme nmechani sm has been applied to | Pv6
addresses [ RFC3596] and other sorts of identifiers that lack a domain
conponent. Eventually, this idea connected with activities to create
a systemfor resolving tel ephone nunbers on the Internet, which
becane known as ENUM (originally described in [ RFC2916]). ENUM
borrowed froman earlier proposal, the "tpc.int" domain [ RFC1530],

whi ch provided a means for encoding tel ephone nunbers as domai n nanes
by applying a string preparation algorithmthat required reversing
the digits and treating each individual digit as a |label in a domain
nane -- thus, for exanple, the number +15714345400 becane
0.0.4.5.4.3.4.1.7.5. 1. tpc.int. In the ENUM system in place of
"tpc.int" the special domain "el64.arpa" was reserved for use.

In the nore mature form of the NAPTR standard, in the Dynamc

Del egation Discovery System (DDDS) [RFC3401] framework, the initia
transformation of an identifier (such as a tel ephone nunber) to a
domai n nanme was called the "First Well Known Rule". The address-
reversi ng nmechani sm whereby a query nane is formed by reversing an
| Pv4 address and prepending it to the in-addr.arpa domain, is
generalized for the use of NAPTR each application defines a "First
Wel | Known Rul e" that translates a specific resource into a query
name. |Its flexibility has inspired a nunber of proposals beyond ENUM
to encode and resol ve unorthodox identifiers in the DNS. Provided
that the identifiers transforned by the "First Well Known Rul e" have
some neani ngful structure and are not overly lengthy, virtually
anything can serve as an input for the DDDS structure: for exanple,
civic addresses. Though [ RFC3402] stipul ates regarding the
identifier that "The lexical structure of this string nust inply a
uni que del egation path", there is no requirenent that the identifier
be hierarchical nor that the points of delegation in the domain name
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created by the "First Wll Known Rule" correspond to any points of
adnmi ni strative del egation inherent in the structure of the
identifier.

VWile this ability to | ook up nanes "which are not in domai n nane
synt ax" does not change the underlying DNS protocol -- the nanes
generated by the DDDS algorithmare still just domain nanes -- it
does change the context in which applications pass nanme to resolvers
and can potentially require very different operational practices of
zone administrators (see Section 3.3). In ternms of the results of a
DNS query, the presence of the "regexp" field of NAPTR records
enabl ed unprecedented flexibility in the types of identifiers that
applications could resolve with the DNS. Since the output of the
regul ar expression frequently took the formof a URl (in ENUM

resol ution, for exanple, a tel ephone nunber night be converted into a
SIP URI [RFC3261]), anything that could be encoded as a URI m ght be
the result of resolving a NAPTR record -- which, as the next section
expl ores, essentially neans arbitrary data.

2.3. Arbitrary Data in the DNS

URI encodi ng has ways of encapsul ating basically arbitrary data: the
nost extrene exanmple is a data URL [ RFC2397]. Thus, the returned
NAPTR record nmight be interpreted to produce output other than a
domai n nane that woul d subsequently be resolved to | P addresses and
contacted for a particular application -- it could give alitera
result that would be consuned by the application. Oiginally, as

di scussed in [RFC2168], the intended applicability of the regular
expression field in NAPTR was narrower: the "regexp" field contained
a "substitution expression that is applied to the original URl in

order to construct the next donmain nanme to | ookup", in order to
"change the host that is contacted to resolve a URI" or as a way of
"changi ng the path or host once the URL has been assigned". The

regul ar expression tools available to NAPTR record aut hors, however,
grant much broader powers to alter the input string, and thus
applications began to rely on NAPTR to performnore radica
transformations that did not serve any of those aforenentioned needs.
According to [ RFC3402], the output of DDDS is wholly application-
specific: "the Application nust define what the expected output of
the Terminal Rule should be", and the exanple given in the docunent
is one of identifying autonobile parts by inputting a part nunmber and
receiving at the end of the process information about the
manuf act urer.

Hi storically speaking, NAPTR did not pioneer the storage of arbitrary
data in the DNS. At the start, [RFC0882] observed that "it is
unlikely that all users of domain nanes will be able to agree on the
set of resources or resource information that names will be used to
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retrieve", and consequently places little restriction on the

i nformati on that DNS records mght carry: it might be "host
addresses, mmil box data, and other as yet undeternined information".
[ RFC1035] defined the TXT record, a neans to store arbitrary strings
in the DNS; [RFCL035] also specifically stipulates that a TXT
contains "descriptive text" and that "the semantics of the text
depends on the domain where it is found". The existence of TXT
records has | ong provided new applications with a rapid way of
storing data associated with a domain nane in the DNS, as adding data
in this fashion requires no registration process. [RFCL464]
experimented with a neans of incorporating nane/value pairs to the
TXT record structure, which allowed applications to distinguish

di fferent chunks of data stored in a TXT record -- surely not just
"descriptive text" as the TXT originally specified. |In this fashion
an application that wants to store additional data in the DNS can do
so without registering a new resource record type, though [ RFC5507]
points out that it is "difficult to reliably distinguish one
application’s record fromothers, and for its parser to avoid

probl ens when it encounters other TXT records”.

Wi | e open policies surrounding the use of the TXT record have
resulted in a checkered past for standardi zing application usage of
TXT, TXT has been used as a technical solution for many applications.
Recently, DKIM[RFC6376] sidestepped the problem of TXT anbiguity by
storing keys under a specialized DNS naming structure that includes
the conponent " _domai nkeys", which serves to restrict the scope of
that TXT solely to DKIMuse. Storing keys in the DNS becane the
preferred solution for DKIM for several reasons: notably, because
emai | applications already queried the DNS in their ordinary
operations, because the public keys associated with email required

wi de public distribution, and because email identifiers contain a
donmai n conponent that applications can easily use to consult the DNS
If the application had to negotiate support for the DKIM mechani sm
with mail servers, it would give rise to bid-down attacks (where
attackers msrepresent that DKIMis unsupported on the originating
side) that are not possible if the DNS delivers the keys (provided
that DNSSEC [ RFC4033] guarantees authenticity of the data). However,
there are potential issues with storing large data in the DNS, as

di scussed in Section 3.2.1, as well as with the DKI M nanmespace
conventions that conplicate the use of DNS wildcards (as discussed in
Section 6.1.2 of [RFC6376] and in nore general ternms in [ RFC5507]).
If prefixes are used to identify TXT records used by an application
potentially the use of wildcards may furthernore cause | eakages that
ot her applications will need to detect.
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3.

3.

Chal | enges for the DNS

The net hods di scussed in the previous section for transform ng
arbitrary identifiers into domain nanes and returning arbitrary data
in response to DNS queries both represent significant departures from
the basic function of translating host nanmes to | P addresses, yet

nei ther fundanentally alters the underlying semantics of the DNS

When we consider, however, that the URIs returned by DDDS ni ght be
base- 64- encoded binary data in a data URL, the DNS coul d effectively

i mpl enent the entire application feature set of any sinple query-
response protocol. Effectively, the DDDS framework considers the DNS
a generic database -- indeed, the DDDS framework was designed to work
with any sort of underlying database; as [RFC3403] says, the DNS is
only one potential database for DDDS to use. \Wether the DNS as an
under | yi ng dat abase can support the features that sone applications
of DDDS require, however, is a nore conplicated question.

As the follow ng subsections will show, the potential for
applications to rely on the DNS as a generic database gives rise to
addi ti onal requirements that one night expect to find in a database
access protocol: authentication of the source of queries for
conparison to access control lists, formulating conplex relationa
gueries, and asking questions about the structure of the database
itself. The global public DNS was not designed to provide these
sorts of properties, and extending the DNS protocols to enconpass
themcould result in a fundamental alteration to its nodel
Utimtely, this document concludes that efforts to retrofit these
capabilities into the DNS woul d be better invested in selecting, or
if necessary inventing, other Internet services with broader powers
than the DNS. |If an application protocol designer wants these
properties froma database, in general this is a good indication that
the DNS cannot, or can only partly, neet the needs of the application
in question.

Since many of these new requirements have energed fromthe ENUM
space, the follow ng sections use ENUM as an illustrative exanpl e;
however, any application using the DNS as a feature-rich database
could easily end up with simlar requirenents.

1. Compound Queries

Traditionally, DNS RRsets are uniquely identified by domai n nane,
resource record type, and class. DNS queries are based on this
3-tuple, and the replies are resource record sets that are to be
treated as atonmic data elenents (see [ RFC2181]); to applications, the
behavi or of the DNS has traditionally been that of an exact-match
guery-response | ookup nechanism CQutside of the DNS space, however,
there are plenty of query-response applications that require a
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conpound or relational search, one taking into account nore than one
factor in fornulating a response or one that uses no single factor as
a key to the database. For example, in the tel ephony space,

tel ephone call routing often takes into account nunerous factors
aside fromthe dial ed nunber, including originating trunk groups,

i nterexchange carrier selection, nunmber portability data, time of

day, and so on. Al are considered sinultaneously in generating a
route. Wiile in its original conception ENUM hoped to circunvent the
traditional Public Switched Tel ephone Network (PSTN) and route
directly to Internet-enabl ed devices, the infrastructure ENUM effort
to support the mgration of traditional carrier routing functions to
the Internet aspires to achieve feature parity with traditiona

nunber routing. However, [RFC3402] explicitly states that "it is an
assunption of the DDDS that the |lexical elenent used to nmake a

del egation decision is sinple enough to be contained within the
Application Unique String itself. The DDDS does not solve the case
where a del egation decision is made usi ng know edge cont ai ned out si de
the AUS and the Rule (tine of day, financial transactions, rights
managenent, etc.)". Consequently, some consideration has been given
to ways to append additional data to ENUM queries to give the DNS
server sufficient information to return a suitable URI (see

Section 3.1.1).

From a sheer syntactical perspective, however, domain names do not
admit of this sort of rich structure. Several workarounds have
attenpted to instantiate these sorts of features in DNS queries. For
exanpl e, the domain nane itself could be conpounded wi th the
addi ti onal paraneters: one could take a nane like
0.0.4.5.4.3.4.1.7.5.1. e164. arpa and append a trunk group identifier
toit, for exanple, of the form
tg011.0.0.4.5.4.3.4.1.7.5.1.el64.arpa. Wile in this particular case
a DNS server can adhere to its traditional behavior in locating
resource records, the syntactical viability of encoding additiona
parameters in this fashion is dubious, especially if nore than one
addi ti onal paraneter is required and the presence of parameters is
optional so that the application needs nultiple queries to assess the
conpl eteness of the information it needs to performits function

As an alternative, it has been proposed that we piggyback additiona
guery paraneters as Extensi on Mechanisns for DNS (EDNS(0)) extensions
(see [RFC6891]). This mght be problematic for three reasons.

First, supporting EDNS(0) extensions requires significant changes to
nane server behavior; these changes need to be supported by the
authoritative and recursive nane servers on which the application
relies and might be very hard to realize on a global scale. In
addition, the original stated applicability of the EDSN(0O) nechani sm
as [RFC2671] states, was to "a particular transport |evel nessage and
not to any actual DNS data", and consequently the OPT Resource

Peterson, et al. I nf or mati onal [ Page 11]



RFC 6950 Application Features in DNS Cct ober 2013

Records it specifies are never to be forwarded. The use of EDNS(0)
for compound queries, however, clearly is intended to discrimnate
actual DNS data rather than to facilitate transport-Ilayer handling.
Finally, [RFC6891] al so specifies that "OPT RRs MUST NOT be cached,
forwarded, or stored" (see the next paragraph). For these reasons,
this nmeno recomrends agai nst crafting conpound DNS queries by using
EDNS( 0) .

The inplications of these sorts of conpound queries for recursion and
caching are potentially serious. The logic used by the authoritative
server to respond to a conpound query may not be understood by any
recursive servers or caches; internediaries that naively assune that
the response was sel ected based on the domai n nanme, type, and cl ass
al one mght serve responses to queries in a different way than the
authoritative server intends. Therefore, were EDNS(0) to be enpl oyed
this way, its attributes would not be transitive, and if this were
not considered where internediaries are enployed, as is normally the
case in the gl obal DNS, brokenness m ght occur

3.1.1. Responses Tailored to the Oiginator

DNS responses tailored to the identity of their originator, where
some sort of administrative identity of the originator nust be
conveyed to the DNS, constitute the npbst inportant subcase of these
conpound queries. W nust first distinguish this fromcases where
the originating IP address or a simlar indication is used to serve a
| ocation-specific nane. For those sorts of applications, which
generally lack security inplications, relying on factors like the
source | P address introduces little harm for exanple, when providing
a web portal custom zed to the region of the client, it would not be
a security breach if the client saw the localized portal of the wong
country. Because recursive resolvers may obscure the origination
network of the DNS client, a recent proposal suggested introducing a
new DNS query paraneter to be popul ated by DNS recursive resolvers in
order to preserve the originating |IP address (see [EDNS-CLIENT-1P]).
However, aside frompurely cosnetic uses, these approaches have known
limtations due to the preval ence of private |IP addresses, VPNs, and
so on, which obscure the source |P address and instead supply the IP
address of an internmediary that may be very distant fromthe
originating endpoint. |Inplenenting technology such as the one

descri bed by [EDNS-CLIENT-1P] would require significant changes in
the operation of recursive resolvers and the authoritative servers
that would rely on the original source |P address to sel ect resource
records, and noreover a fundamental change to cachi ng behavi or as
well. As a result, such technol ogy cannot be rolled out in an

i ncrenental, unilateral fashion but could only be successful when

i mpl enented bilaterally (by authoritative server and recursive
resolver); this is a significant bar to depl oynment.
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In other deploynments in use today, including those based on the BIND
"views" feature, the source IP address is used to grant access to a
sel ected, and potentially sensitive, set of resource records. The
security inplications of trusting the source |IP address of a DNS
guery have prevented nmpst solutions along these lines from being
standardi zed (see [RFC6269]), though the practice remi ns w despread
in "split horizon" private DNS depl oynents (see Section 4), which
typically rely on an underlying security layer, such as a physica
network, a clear perineter demarcation at a network perinmeter point
(with network-1ayer anti-spoofing counterneasures), or an |Psec VPN,
to prevent spoofing of the source |IP address. These depl oynments do
have a confidentiality requirement to prevent information intended
for a constrained audience (internal to an enterprise, for exanple)
fromleaking to the public Internet -- while these internal network
resources nmay use private | P addresses that should not be useful on
the public Internet anyway, in some cases this | eakage woul d revea
topol ogy or other information that the name server adm nistrator
hopes to keep private. Moire recently, TSIG [ RFC2845] has been

enpl oyed as a way of selecting anmong "views" in BIND, this provides a
stronger |evel of security than nerely relying on the source IP
address, but typically many users share the sane secret to access a
gi ven view, and noreover TSI G does not provide confidentiality
properties to DNS nessages -- w thout network-layer separation

bet ween users of different views, eavesdroppers mght capture the DNS
gueri es and responses.

The use of source |IP addresses as a discrimnator to select DNS
resource records, regardless of its |ack of acceptance by the
standards community, has w despread acceptance in the field. Sone
applications, however, go even further and propose extending the DNS
to add an application-layer identifier of the originator; for

exanpl e, [ EDNS- OPT- CODE] provides a SIP URI in an EDNS(0) paraneter.
Ef fectively, this conveyance of application-layer information about
the admnistrative identity of the originator through the DNS is a
weak aut hentication mechanism on the basis of which the DNS server
makes an authorizati on decision before sharing resource records.

This can approxi mate a confidentiality mechani sm per resource record,
where only a specific set of originators is permtted to see resource
records, or a case where a query for the same name by different
entities results in conpletely different resource record sets.
However, w thout any underlying cryptographic security, this

mechani smnust rely on external |ayers for security (such as VPNs)
rather than any direct assurance. Again, caching, forwarding, and
recursion introduce significant challenges for applications that
attenpt to offload this responsibility to the DNS. Achieving feature
parity with even the sinplest authentication nmechani snms avail abl e at
the application |ayer would likely require significant rearchitecture
of the DNS.
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3.2. Using DNS as a Ceneric Database

As previously noted, applications can use a nmethod |ike the "First
Wel | Known Rule" of DDDS to transforman arbitrary string into a
domai n nane and then receive fromthe DNS arbitrary data stored in
TXT RRs, in the "regexp" of NAPTRs, or even in customrecords. Sone
guery-response applications, however, require queries and responses
that sinply fall outside the syntactic capabilities of the DNS. For
exanpl e, domain names thensel ves nust consist of |abels that do not
exceed 63 octets, while the total |ength of the encoded name may not
exceed 255 octets, and applications that use |abel characters outside
the traditional ASCIlI set may run into problens (however, see the

di scussion in [ RFC6055], Section 3 for definitive gui dance on the use
of non-ASCIl in the DNS). The DNS therefore cannot be a conpletely
generic database. Similar concerns apply to the size of DNS
responses.

3.2.1. Large Data in the DNS

Wiile the "data" URL specification [ RFC2397] notes that it is "only
useful for short values", unfortunately it gives no particular

gui dance about what "short" night mean. Sone applications today use
quite large data URLs (containing a nmegabyte or nore of data) as

wor karounds in environnments where only URI's can syntactically appear
(for exanple, in Apple iCS, to pass objects between applications).
The nmeaning of "short" in an application context is probably very

di fferent from how we shoul d understand it in a DNS nmessage.
Referring to a typical public DNS depl oyment, [RFC5507] observes that
"there's a strong incentive to keep DNS nessages short enough to fit
in a UDP datagram preferably a UDP datagram short enough not to
require IP fragnentation". And while EDNS(0) allows for nechanisns
to negotiate DNS nessage sizes larger than the traditional 512
octets, there is a high risk that a | ong payload will cause UDP
fragmentation, in particular when the DNS nessage already carries
DNSSEC i nformation. |If EDNS(0) is not available, or the negotiated
EDNS(0) packet size is too small to fit the data, or UDP fragnents
are dropped, the DNS nmay (eventually) resort to using TCP. Wile TCP
all ows DNS responses to be quite long, this requires statefu
operation of servers, which can be costly in depl oynents where
servers have only fleeting connections to many clients. Utimtely,
there are forns of data that an application mght store in the DNS
that exceed reasonable limts: in the ENUM context, for exanple,
sonet hing like storing base-64-encoded nmp3 files of customringtones.

Designs relying on storage of |large amounts of data wi thin DNS RRs
furthernmore need to minimze the potential danage achievable in a
reflection attack (see [ RFC4732], Section 3), in which the attacker
sends UDP-only DNS queries with a forged source address, and the
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victimreceives the response. The attacker relies on anplification
where a small query generates a | arge response directed at the
victim Were the responder supports EDNS(0), an attacker may set
the requester maxi mum payl oad size to a larger value while querying
for a large resource record, such as a certificate [RFC4398]. Thus,
the conbination of large data stored in DNS RRs and responders
supporting | arge payl oad sizes has the potential to increase the
potential damage achievable in a reflection attack

Since a reflection attack can be | aunched from any network that does
not inplenment source address validation, these attacks are difficult
to elimnate absent the ubiquitous depl oynment of source address
validation or "heavier" transport protocols such as TCP. The

bandwi dth that can be nustered in a reflective anplification attack
directed by a botnet reflecting off a recursive name server on a

hi gh- bandwi dt h network is sobering. For exanple, if the responding
resol ver could be directed to generate a 10KB response in reply to a
50-octet query, then magnification of 200:1 woul d be attainable.
This woul d enabl e a botnet controlling 10000 hosts with 1 Mps of
bandwi dth to focus 200 Gbps of traffic on the victim nore than
sufficient to congest any site on today' s Internet.

DNS reflection attacks typically utilize UDP queries; it is
prohibitively difficult to conplete a TCP t hree-way handshake begun
froma forged source address for DNS reflection attacks. Unless the
attacker uses EDNS(0) [RFC6891] to enlarge the requester’s maxi mum
payl oad size, a response can only reach 576 octets before the
truncate bit is set in the response. This linmts the maxi num
magni fi cati on achi evable froma DNS query that does not utilize
EDNS(0). As the large disparity between the size of a query and size
of the response creates this anplification, techniques for mtigating
this disparity should be further studied, though this is beyond the
scope of this neno (for an analysis of the effects of liniting
EDNS(0) responses while still acconmodati ng DNSSEC, see [Lindsay]).
For exanple, sone inplenentations could Iinmt EDNS(0) responses to a
specific ratio conpared to the request size, where the precise ratio
can be configured on a per-depl oynent basis (taking into account
DNSSEC response sizes). Wthout sone nmeans of nitigating the
potential for anplification, EDNS(0) coul d cause significant harm

In summary, there are two operational forces that tend to drive the
practically avail abl e EDNS(0) sizes down: possible UDP fragmentation
and mnimzing anplification in case of reflection attacks. DNSSEC
data will use a significant fraction of the available space in a DNS
packet. Therefore -- appreciating that given the current DNSSEC and
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EDNS(0) depl oynent experience, precise nunbers are inpossible to give
-- the generic payl oad available to other DNS data, given the premni se
that TCP fallback is to be minimzed, is likely to be closer to
several hundred octets than a few thousand octets.

3.3. Administrative Structures Msaligned with the DNS

Wil e the DDDS franmework enabl es any sort of al phanuneric data to
serve as a domai n name through the application of the "First Wl
Known Rul e", the del egative structure of the resulting domain nane
may not reflect any administrative division of responsibilities
inherent in the original data. Wile [RFC3402] requires only that
the "Application Unique String has sone kind of regular, |exica
structure that the rules can be applied to", DDDS is first and
forenpst a del egation system its abstract stipul ates that
"Well-formed transformation rules will reflect the del egation of
managenment of information associated with the string”. Tel ephone
nunbers in the United States, for exanple, are assigned and del egated
in arelatively conplex manner. Historically, the first six digits
of a nationally specific nunber (called the "NPA/NXX') reflected a
poi nt of administrative del egation fromthe nunber assignnent agency
to a carrier; fromthese bl ocks of ten thousand nunbers, the carrier
woul d in turn del egate individual assignments of the last four digits
(the "XXXX" portion) to particular customers. However, after the
rise of North Anerican tel ephone nunber portability in the 1990s, the
first point of del egation went away: the delegation is effectively
fromthe nunber authority to the carrier for each conplete ten-digit
nunber (NPA/ NXX- XXXX). Wile technical inplementation details differ
fromnation to nation, nunber portability systens with simlar

adm ni strative del egati ons now exi st worl dw de.

To render these identifiers as donain nanmes in accordance with the
DDDS Rule for ENUMyields a large flat adm nistrative domain with no
poi nts of adm nistrative del egati on fromthe country-code

adm nistrator, e.g., 1l.el64.arpa, down to the ultimte assignee of a
nunber. Under the assunption that one adm nistrative domain is

nmai ntai ned within one DNS zone containing potentially over five
billion nanmes, scalability difficulties manifest in a nunber of
areas: the scalability that results from cachi ng depends on these

poi nts of del egation, so that cached results for internediate servers

take the | oad off higher-tier servers. |If there are no such
del egations, then as in the tel ephone nunber exanple the zone apex
server must bear the entire |oad for queries. W rse still, nunber

portability also introduces far nore dynam smin nunber assignnent,
where in sone regi ons updated assignees for ported nunbers rnust
propagate within fifteen mnutes of a change in adm nistration
Jointly, these two probl ens make caching the zone extrenely
problematic. Moreover, traditional tools for DNS replication, such
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as the zone transfer protocols AXFR [ RFC1034] and | XFR [ RFC1995],
m ght not scale to accommodate zones with these di nensi ons and
properties.

In practice, the maxi num si zes of tel ephone nunber adm nistrative
domains are closer to 300M (the current anount of all ocated tel ephone
nunbers in the United States today -- still nore than three tines the
nunber of .com domai n nanmes), and one can alleviate sone of the

scal ability issues mentioned above by artificially dividing the

adm ni strative domain into a hierarchy of DNS zones. Still, the fact
that traditional DNS nanagenent tools no |onger apply to the
structures that an application tries to provisionin the DNSis a
clue that the DNS m ght not be the right place for an application to
store its data.

VWil e DDDS is the nost obvi ous exanpl e of these concerns, the point
is more generic: for example, were address portability to be

i npl enented for | P addresses and their adm nistration thus to becone
non- hi erarchical, the same concerns would apply to in-addr.arpa
nanes. The difficulty of nmapping the DNS to admi nistrative
structures can even occur with traditional donain nanmes, where
applications expect clients to infer or locate zone cuts. In the web
context, for exanple, it can be difficult for applications to

det erm ne whether two dommi ns represent the sane "site" when
conparing security credentials with URLs (see Section 3.4 bel ow for
nmore on this). This has al so caused known probl ens in deternining
the scope of web cookies, in contexts where applications nust infer
where adm nistrative domains end in order to grant cookies that are
as narrow y scoped as possible.

In summary, the "First Wll Known Rul e" of DDDS provides a capability
that transforns arbitrary strings into domai n nanmes, but those nanes
play well with the DNS only when the input strings have an
admi ni strative structure that maps to DNS del egations. In the first
pl ace, delegation inplies sone sort of hierarchical structure. Any
mechanismto nap a hierarchical identifier into a donmain name shoul d
be constructed such that the resulting domai n nanme does natch the
natural hierarchy of the original identifier. Al though telephone
nunbers, even in North America, have sone hierarchical qualities
(l'i ke the geographi cal areas corresponding to their first three
digits), after the inplenmentation of nunmber portability these points
no | onger nmapped onto an administrative delegation. |f the input
string to the DDDS does not have a hierarchical structure
representing adm nistrative del egations that can map onto the DNS

di stribution system then that string probably is not a good

candi date for translating into a domai n name.
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3.3.1. Metadata about Tree Structure

There are al so other ways in which the del egative structure of an
identifier may not map well onto the DNS. Traditionally, DNS

resol vers assume that when they receive a donmain nanme from an
application the name is conplete -- that it is not a fragment of a
donmain nane that a user is still in the mddle of typing. For sone
comuni cati ons systems, however, this assunption does not apply.

ENUM use cases have surfaced a couple of optimzation requirements to
reduce unnecessary calls and queries; proposed sol utions include
nmetadata in the DNS that describes the contents and structure of ENUM
DNS trees to hel p applications handl e inconplete queries or queries
for domains not in use.

In particular, the "send-n" proposal [ENUM Send-N] hoped to reduce
the nunber of DNS queries sent in regions with variable-Ilength
nunberi ng plans. Wen a dial ed nunber potentially has a variable

I ength, a telephone switch ordinarily cannot anticipate when a dialed
nunber is conplete, as only the nunbering plan adm nistrator (who may
be a national regulator, or even in open nunber plans a private
branch exchange) knows how | ong a tel ephone nunber needs to be.
Consequently, a switch trying to resolve such a number through a
system | i ke ENUM nmi ght send a query for a tel ephone nunber that has
only partially been dialed in order to test its conpleteness. The
send-n proposal installs in the DNS a hint inform ng the tel ephone
switch of the m ni mum nunber of digits that nust be collected by

pl acing in zones corresponding to inconplete tel ephone nunmbers some
resource records that state how many nore digits are required --

ef fectively how many steps down the DNS tree one nust take before
qguerying the DNS again. Unsurprisingly, those boundaries reflect

poi nts of admi nistrative del egati on, where the parent in a nunber
plan yields authority to a child. Wth this information, the
application is not required to query the DNS every time a new digit
is dialed but can wait to collect sufficient digits to receive a
response. As an optimzation, this practice thus saves the resources
of the DNS server, though the call cannot conplete until all digits
are collected, so this nmechanismsinply reduces the tine the system
will wait before sending an ENUM query after collecting the fina
dialed digit. A tangentially related proposal, [ENUM UNUSED,
simlarly places resource records in the DNS that tell the
application that it need not attenpt to reach a nunber on the

t el ephone network, as the nunber is unassigned -- a conparable
general DNS nechani smwould identify, for a domain name with no
records available in the DNS, whether or not the domai n had been
allocated by a registry to a registrant (which is a different
condition than a name nerely being unresol vable, per the semantics of
NXDOMAI N) .
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Bot h proposals optinize application behavior by placing nmetadata in
the DNS that predicts the success of future queries or application

i nvocation by identifying points of administrative del egation or
assignment in the tree. In sone respects, marking a point in the
tree where a zone begins or ends has sone features in comon with the
traditional parent zone use of the NS record type, except that

i nstead of pointing to a child zone these netadata proposals point to
di stant grandchildren. Wile this does not change resol ver behavi or
as such (instead, it changes the way that applications invoke the
resolver), it does have inplications for the practices for zone

adm nistrators. Metadata in one adm nistrative domain would need to
remai n synchronized with the state of the resources it predicts in
another administrative domain in the DNS nanespace, in a case |ike
overlap dialing where the carrier delegates to a zone controlled by
an enterprise. Wen dealing with external resources associated with
ot her namespaces, |ike nunber assignnents in the PSTN or the

dat abases of a registry operator, other synchronization requirements
arise; nmaintaining that synchronization requires that the DNS have
"sem -real time" updates that may conflict with scale and caching
mechani sns of the DNS

Placing netadata in the DNS may al so rai se questions about the
authority and del egati on nodel. Who gets to supply records for
unassi gned nanes? Wile in the original but little-used el64. arpa
root of ENUMthis would al nbst certainly be a nunbering plan
administrator, it is far less clear who that would be in the nore
comon and successful "infrastructure" ENUM nodel s (see Section 4).
Utimately, these netadata proposals share sonme qualities with DNS
redirection services offered by 1SPs (for exanple, [DNS-REDIRECT])
that "hel p" web users who try to browse to sites that do not exist.
Simlarly, metadata proposals |ike [ ENUM UNUSED] create DNS records
for unallocated zones that redirect to a service provider’s web page.
However, in the [ DNS-REDI RECT] cases, at |east the existence or
non- exi stence of a domain nane is a fact about the Internet
nanespace, rather than about an external nanmespace |ike the tel ephony
E. 164 namespace (whi ch nust be synchronized with the DNS tree in the
net adata proposals). |In send-n, different |eaf zones that admnister
t el ephone nunbers of different |lengths can only provision their hints
at their own apex, which provides an inperfect optinization: they
cannot install it thenmselves in a parent, both because they |ack the
authority and because different zones would want to provision
contradictory data. The later the hint appears in the tree, however,
the less optimzation will result. An application protocol designer
managi ng i dentifiers whose administrative nodel does not map wel |
onto the DNS nanespace and del egati ons structure woul d be better
served to inplement such features outside the DNS
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3.4. Domain Redirection

Most Internet application services provide a redirection feature --
when one attenpts to contact a service, the service may refer the
person to a different service instance, potentially in another
domain, that is for whatever reason better suited to service a
request. In HITP and SIP, for exanple, this feature is inplenented
by the 300 cl ass responses contai ning one or nore URI's, which may

i ndicate that a resource has noved tenporarily or permanently to
anot her service. Several tools in the DNS, including the SRV record,
can provide a simlar feature at a DNS | evel, and consequently some
applications as an optim zation offload the responsibility for
redirection to the DNS; NAPTR can al so provide this capability on a
per-application basis, and numerous DNS resource records can provide
redirection on a per-donmain basis. This can prevent the unnecessary
expendi ture of application resources on a function that could be
performed as a conmponent of a DNS | ookup that is already a
prerequisite for contacting the service. Consequently, in sone

depl oyment architectures this DNS-1ayer redirection is used for
virtual hosting services.

| mpl ementi ng domain redirection in the DNS, however, has inportant
consequences for application security. |In the absence of universa
DNSSEC, applications nust blindly trust that their request has not
been hijacked at the DNS | ayer and redirected to a potentially
mal i ci ous domai n, unl ess sonme subsequent application nmechani smcan
provi de the necessary assurance. By way of contrast, application-

| ayer protocols supporting redirection, such as HTTP and SI P, have
avai |l abl e security mechani sms, including TLS, that can use
certificates to attest that a 300 response canme fromthe domain that
the originator initially hoped to contact.

A nunber of applications have attenpted to provide an after-the-fact
security nechanismthat verifies the authority of a DNS del egation in
the absence of DNSSEC. The specification for dereferencing SIP URls
([ RFC3263], reaffirmed in [RFC5922]), requires that during TLS
establishnent the site eventually reached by a SIP request present a
certificate corresponding to the original URl expected by the user
this requires a virtual hosting service to possess a certificate
corresponding to the hosted domain. (In other words, if exanple.com
redirects to exanple.net in the DNS, this mechani sm expects that
exanple.net will supply a certificate for exanple.comin TLS, per the
HTTP precedent in [RFC2818]). This restriction rules out many styles
of hosting depl oynents conmon in the web world today, however.

[ HARD- PROBLEM expl ores this probl em space. [RFC6125] proposes a
solution for all applications that use TLS, which relies on new
application-specific identifiers in certificates, as does [ RFC4985]);
note, however, that support for such certificates would require
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changes to existing certificate authority practices as well as
application behavior. Wth DNSSEC i n pl ace, DNS-based Authentication
of Named Entities (DANE) [ RFC6394] offers another way to bind
certificates to particular applications and services.

Al of these application-layer neasures attenpt to mrror the

del egation of administrative authority in the DNS, when the DNS
itself serves as the ultimate authority on how donai ns are del egat ed.
(Note: changing the technical delegation structure by changing NS
records in the DNS is not the same as administrative del egation

e.g., when a domain changes ownership.) Synchronizing a static
instrunment like a certificate with a delegation in the DNS, however,
is problematic because del egations are not static: revoking and
reissuing a certificate every tinme an administrative del egation
changes i s cunbersonme operationally. In environments where DNSSEC i s
not available, the problems with securing DNS-1ayer redirections
woul d be avoi ded by performng redirections in the application |ayer.
This inevitably gives rise to various design trade-offs involving
performance, load, and related factors, but in these application
environnents, the security properties typically take priority.

4. Private DNS and Split Horizon

The classic view of the uni queness of domain names in the DNS is
given in [ RFC2826] :

DNS names are designed to be globally unique, that is, for any one
DNS name at any one tinme there nust be a single set of DNS records
uni quel y descri bi ng protocol addresses, network resources and
services associated with that DNS nane. All of the applications
depl oyed on the Internet which use the DNS assune this, and

I nternet users expect such behavior from DNS nanes.

[ RFC2826] "does not preclude private networks from operating their
own private nanme spaces" but notes that if private networks "wish to
make use of nanes uniquely defined for the global Internet, they have
to fetch that information fromthe gl obal DNS nam ng hierarchy"

There are various DNS depl oynments outside of the global public DNS

i ncluding "split horizon" depl oyments and DNS usages on private (or
virtual private) networks. |In a split horizon, an authoritative
server gives different responses to queries fromthe public Internet
than they do to internal resolvers; while sonme depl oynents
differentiate internal queries frompublic queries by the source IP
address, the concerns in Section 3.1.1 relating to trusting source IP
addresses apply to such depl oynents. Wen the internal address space
range is private [RFC1918], this makes it both easier for the server
to discrimnate public fromprivate and harder for public entities to
i npersonate nodes in the private network. Networks that are nade
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private physically, or logically by cryptographic tunnels, make these
private depl oynents nore secure. The nost conpl ex depl oynents al ong
these lines use nultiple virtual private networks to serve different
answers for the sanme nane to many di stinct networks.

The use cases that notivate split-horizon DNS typically involve

restricting access to sone network services -- intranet resources
such as internal web sites, devel opnent servers, or directories, for
exanple -- while preserving the ease of use offered by domain nanes

for internal users. Wile for many of these resources the split

hori zon woul d not return answers to public resolvers for those

i nternal resources (those records are kept confidential fromthe
public), in sone cases the sane nane (e.g., "mmil.exanple.con) mnight
resolve to one host internally but another externally. The

requi rements for multiple-VPN private depl oynents, however, are
different: in this case the authoritative server gives different, and
confidential, answers to a set of resolvers querying for the same
nane. While these sorts of use cases rarely arise for traditiona
donmai n nanes, where, as [RFC2826] says, users and applications expect
a unique resolution for a nane, they can easily arise when other
sorts of identifiers have been translated by a mechani smsuch as the
"First Well Known Rule" of DDDS into "domain name syntax". Tel ephone
calls, for exanple, are traditionally routed through highly medi ated
networks, in which an attenpt to find a route for a call often
requires finding an appropriate intermedi ary based on the source
network and |l ocation rather than finding an endpoint (see the

di stinction between the Look-Up Function and Location Routing
Function in [ RFC5486]). Moreover, the need for responses tailored to
the originator, and for confidentiality, is easily nmotivated when the
data returned by the DNS is no | onger "describing protocol addresses,
networ k resources and services" [RFC2826] but instead is arbitrary
data. Although, for example, ENUM was originally intended for

depl oyment in the global public root of the DNS (under el64.arpa),
the requirenents of maintaining tel ephone identifiers in the DNS

qui ckly steered operators into private depl oynents.

In private environnents, it is also easier to deploy any necessary
extensions than it is in the public DNS: in the first place,
proprietary non-standard extensions and paraneters can nore easily be
integrated into DNS queries or responses, as the inplenentations of
resol vers and servers can |likely be controlled; secondly,
confidentiality and custom responses can be provided by depl oyi ng,
respectively, underlying physical or virtual private networks to
shield the private tree frompublic queries, and effectively
different virtual DNS trees for each administrative entity that m ght
launch a query; thirdly, in these constrained environments, caching
and recursive resolvers can be managed or elimnated in order to
prevent any unexpected internediary behavior. Wile these private
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depl oyments serve an inportant role in the marketplace, there are
risks in using techniques intended only for deploynent in private and
constrained environnents as the basis of a standard solution. Wen
proprietary parameters or extensions are deployed in private

envi ronnents, experience teaches us that these inplementations wll
begin to interact with the public DNS and that the private practices
will [|eak.

Wi | e such | eakage is not a probl emwhen using the mechani sims
described in Sections 3.1, 3.2, and 3.5 (with private RR types) of

[ RFC5507], other extension mechani snms m ght cause confusion or harm
if | eaked. The use of a dedicated suffix (Section 3.3 of [RFC5507])
in a private environnment mght cause confusion if |eaked to the
public Internet, for exanple.

That this kind of |eakage of protocol elements from private

depl oyments to public deploynents does happen has been denpnstrat ed,
for exanple, with SIP: SIP inmplenmented a category of supposedly
private extensions ( the "P-" headers) that saw w despread success
and use outside of the constrained environments for which they were
specifically designed. There is no reason to think that

i mpl enentations with simlar "private" extensions to the DNS
protocols would not simlarly end up in use in public environnents.

5. Principles and Gui dance

The success of the global public DNS relies on the fact that it is a
di stributed database, one that has the property that it is |oosely
coherent and offers | ookup instead of search functionality. Loose
coherency nmeans that answers to queries are coherent within the
bounds of data replication between authoritative servers (as
controlled by the admi nistrator of the zone) and cachi ng behavi or by
recursive nane servers. Today, this termincreasingly nust also

i ncl ude | oad-bal ancing or related features that rely on the source IP
address of the resolver. It is critical that application designers
who intend to use the DNS to support their applications consider the
inmplications that their uses have for the behavior of resolvers;

i nternedi ari es, including caches and recursive resolvers; and
authoritative servers.
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It is likely that the DNS provi des a good nmatch whenever the needs of
applications are aligned with the follow ng properties:

o Data stored in the DNS can be propagated and cached using
conventional DNS nechani sns, w thout internediaries needing to
under st and exceptional |ogic (considerations beyond the nane,
type, and class of the query) used by the authoritative server to
formul ate responses

o Data stored in the DNS is indexed by keys that do not violate the
syntax or semantics of domain nanes

o Applications invoke the DNS to resol ve conpl ete nanes, not
fragments

0 Answers do not depend on an application-layer identity of the
entity doing the query

o Utinately, applications invoke the DNS to assist in comunicating
with a service whose nane is resolved through the DNS

VWhenever one of the five properties above does not apply to one’s
data, one should seriously consider whether the DNS is the best place
to store actual data. On the other hand, if one has to worry about
the following itens, then these itens are good indicators that the
DNS is not the appropriate tool for solving problens:

o Popul ating nmetadata about domain boundaries within the tree -- the
poi nts of adm nistrative delegation in the DNS are something that
applications are not in general aware of

o Domain names derived fromidentifiers that do not share a semantic
or adm nistrative nodel conpatible with the DNS

0 Selective disclosure of data stored in and provided by the DNS

o DNS responses not fitting into UDP packets, unless EDNS(0) is
avai l abl e, and only then with the caveats discussed in
Section 3.2.1

In cases where applications require these sorts of features, they are
likely better instantiated by independent application-I|layer protocols
than the DNS. For exanmple, the objects that HITP can carry in both
gueries and responses can easily contain the necessary structure to
manage conmpound queries. Many applications already use HTTP because
of w despread support for it in mddl eboxes. Simlarly, HITP has
nunerous ways to provide the necessary authentication, authorization
and confidentiality properties that sone features require, as well as
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the redirection properties discussed in Section 3.4. These

di fferences highlight the fact that the DNS and HTTP of fer very

di fferent services and have different applicabilities; while both are
guery-response protocols, HITP should not be doing the job of DNS

and DNS shoul d not be doing the job of HITP. Simlarly, DNS should
not be doing the job of Dianeter, LDAP, or other application-|ayer
protocols. The overhead of using any application-|layer protocol nay
not be appropriate for all environnents, of course, but even in
environnents where a nore |ightweight protocol is appropriate, DNS is
usual ly not the only alternative.

Where the administrative del egations of the DNS form a necessary
conponent in the instantiation of an application feature, there are
various ways that the DNS can bootstrap access to an independent
application-layer protocol better suited to field the queries in
guestion. For exanple, since NAPTR or URI [URI -RR] Resource Records
can contain URIs, those URIs can in turn point to an external query-
response service such as an HTTP service where nore syntactically and
semantically rich queries and answers m ght be exchanged. Any

prot ocol designer considering where to inplenent features nust
performtheir own gap anal ysis and determi ne whether or not

i mpl enenting sone features is worth the potential cost in increased
network state, |atency, and so on, but inplenenting sone features
sinmply requires heavier structures than others.

6. Security Considerations

Many of the concerns about how applications use the DNS di scussed in
this document involve security. The perceived need to authenticate
the source of DNS queries (see Section 3.1.1) and authorize access to
particul ar resource records also illustrates the fundanental security
principles that arise fromoffloading certain application features to
the DNS. As Section 3.2.1 observes, large data in the DNS can
provi de a neans of generating reflection attacks, and wi thout the
renmedi es discussed in that section (regarding the use of EDNS(0) and
TCP) the presence of large sets of records (e.g., ANY queries) is not
recommended. Section 3.4 discusses a security problem concerning
redirection that has surfaced in a nunber of protocols (see

[ HARD- PROBLEM ) .

VWil e DNSSEC, were it depl oyed universally, can play an inportant
part in securing application redirection in the DNS, DNSSEC does not
provide a neans for a resolver to authenticate itself to a server,
nor a framework for servers to return selective answers based on the
authenticated identity of resolvers, nor a confidential nmechanism
Sone i npl enentati ons may support authenticating users through TSI G
provided that the security association with a conpliant server has
been pre-established, though authentication is typically not needed
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for queries in the global public DNS. The existing feature set of
DNSSEC i s, however, sufficient for providing security for nost of the
ways that applications traditionally have used the DNS. The

depl oyment of DNSSEC ([ RFC4033] and rel ated specifications) is
heartily encouraged. Nothing in this docunment is intended to

di scourage the inplenentation, deploynment, or use of Secure DNS
Dynam ¢ Updates [ RFC3007], though this docunment does recomrend that
large data in the DNS be treated in accordance with the guidance in
Section 3.2.1.
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