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I nt roducti on
1. Discard Count Report Bl ock

Thi s docunent defines a new block type to augnent those defined in

[ RFC3611] for use in a range of RTP applications. The new bl ock type
supports the reporting of the nunber of packets that are received
correctly but are never played out, typically because they arrive too
|ate (buffer underflow) or too early (buffer overflow) to be played
out. The metric is applicable both to systens that use packet |oss
repair techni ques (such as forward error correction [ RFC5109] or
retransm ssi on [ RFC4588]) and to those that do not.

This metric is useful for identifying the existence, and
characterizing the severity, of packet transport problens that may
af fect users’ perceptions of a service delivered over RTP

This block may be used in conjunction with [ RFC7003], which provides
additional information on the pattern of discarded packets. However,
the metric in [RFC7003] nmay be used independently of the metrics in
this bl ock.

Cark, et al. St andards Track [ Page 2]



RFC 7002 RTCP XR Di scard Sept ember 2013

When a Discard Count Metrics Block is sent together with a Burst/ Gap
Di scard Metrics Block (defined in [RFC7003]) to the nedia sender or
RTP- based network nanagenment system the information carried in the
Di scard Count Metrics Block and the Burst/Gap Discard Metrics Bl ock
all ows systens receiving the blocks to cal cul ate burst/gap summary
statistics (e.g., the gap discard rate).

The netric belongs to the class of transport-related end-system
netrics defined in [ RFC6792].

1.2. RTCP and RTCP Extended Reports

The use of RTCP for reporting is defined in [RFC3550]. [RFC3611]
defined an extensible structure for reporting using an RTCP Extended
Report (XR). This docunent defines a new Extended Report bl ock for
use with [ RFC3550] and [ RFC3611].

1.3. Performance Metrics Framework

"Cui delines for Considering New Perfornmance Metric Devel oprment™”

[ RFC6390] provides guidance on the definition and specification of
performance metrics. "Quidelines for Use of the RTP Monitoring
Framewor k" [ RFC6792] provi des gui dance for reporting bl ock fornmat
using RTCP XR. The netrics block described in this docunment is in
accordance with the guidelines in [ RFC6390] and [ RFC6792] .

1.4. Applicability

This nmetric is believed to be applicable to a | arge class of RTP
applications that use a de-jitter buffer [RFC5481].

Di scards due to late or early arriving packets affect user

experi ence. The reporting of discards alerts senders and ot her
receivers to the need to adjust their transm ssion or reception
strategies. The reports allow network managers to di agnose these
user experience probl ens.

The ability to detect duplicate packets can be used by managers to
detect network | ayer or sender behavior, which may indicate network
or device issues. Based on the reports, these issues nmay be
addressed prior to any inpact on user experience.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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In addition, the following terns are defined:
Recei ved, Lost, and Di scarded

A packet shall be regarded as lost if it fails to arrive within an
i npl enentation-specific tine window. A packet that arrives within
this time window but is either too early or too late to be played
out or is thrown away before playout due to packet duplication or
redundancy shall be regarded as di scarded. A packet shall not be
regarded as discarded if it arrives within this time w ndow but is
dropped during decoding by some higher |ayer decoder, e.g., due to
a decoding error. A packet shall be classified as one of the
followi ng: received (or OK), discarded, or lost. The discard
count metric counts only discarded packets. The netric
“cumul ati ve nunber of packets lost" defined in [RFC3550] reports a
count of packets lost fromthe nmedia stream (single
synchroni zati on source (SSRC) within a single RTP session).
Simlarly, the netric "nunber of packets discarded" reports a
count of packets discarded fromthe nedia stream (single SSRC
within a single RTP session) arriving at the receiver. Another
nmetric defined in [RFC5725] is available to report on packets that
are not recovered by any repair techniques that may be in use.

3. Discard Count Metrics Block

Metrics in this block report on the nunber of packets discarded in
the streamarriving at the RTP end system The neasurenent of these
metrics is made at the receiving end of the RTP stream Instances of
this nmetrics block use the SSRC to refer to the separate auxiliary
Measurenent Information Bl ock [ RFC6776], which describes neasurenent
periods in use (see [ RFC6776], Section 4.2). This netrics bl ock
relies on the nmeasurement interval in the Measurement |nfornation

Bl ock indicating the span of the report and MJUST be sent in the sane
conpound RTCP packet as the Measurement Information Block. |If the
measurenment interval is not received in the same conpound RTCP packet
as this metrics block, this metrics bl ock MIST be discarded.
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3. 1.

Report Bl ock Structure

The structure of the Discard Count Metrics Block is as foll ows.

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S

| BT=24 | I |DT | resv | Bl ock Length = 2
S E C s e o e ki S R R
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Di scard Count
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3. 2.

Figure 1: Report Block Structure

Definition of Fields in the D scard Count Metrics Bl ock

Bl ock Type (BT): 8 bhits

A Discard Count Metrics Block is identified by the constant 24.

Interval Metric flag (1): 2 bits

d ark,

This field indicates whether the reported netric is an Interval,
Cumul ative, or Sanpled netric [ RFC6792]:

| =10: Interval Duration - the reported value applies to the
nost recent measurement interval duration between successive
netrics reports.

| =11: Cunul ative Duration - the reported value applies to the
accunul ation period characteristic of cumulative neasurenents.

| =01: Sanpl ed Value - the reported value is a sanpl ed
i nst ant aneous val ue.

In this docunent, the discard count nmetric can only be neasured
over definite intervals and cannot be sanmpled. Accordingly, the
val ue 1=01, indicating a sanpled value, MJST NOT be sent, and MJST
be di scarded when received. 1In addition, the value 1=00 is
reserved and al so MUST NOT be sent, and MJUST be di scarded when
received.
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Di scard Type (DT): 2 bits

This field is used to identify the discard type used in this
report block. The discard type is defined as foll ows:

00: Report packet discarded or being thrown away before playout
due to packet duplication

01: Report packet discarded due to too early to be played out.
10: Report packet discarded due to too |late to be played out.

The value DT=11 is reserved for future definition and MUST NOT be
sent, and MJST be di scarded when recei ved.

An endpoi nt MAY report any conbi nati on of discard types in each
reporting interval by including several Discard Count Metrics
Bl ocks in a single RTCP XR packet.

Sone systens send duplicate RTP packets for robustness or error
resilience. This is NOI RECOMMENDED since it breaks RTCP packet
statistics. If duplication is desired for error resilience, the
mechani sm descri bed in [ RTPDUP] can be used, since this will not
cause breakage of RTP streanms or RTCP statistics.

Reserved (resv): 4 bits

These bits are reserved. They MJST be set to zero by senders and
i gnored by receivers (see [ RFC6709], Section 4.2).

Bl ock Length: 16 bits
The I ength of this report block in 32-bit words, minus one, in
accordance with the definition in [RFC3611]. This field MJST be
set to 2 to match the fixed |l ength of the report block. The bl ock
MUST be discarded if the block length is set to a different val ue.
SSRC of Source: 32 bits

As defined in Section 4.1 of [RFC3611].
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Di scard Count

Nunber of packets di scarded over the period (Interval or
Cumul ative) covered by this report.

The neasured value is an unsigned value. |[|f the neasured val ue
exceeds OxFFFFFFFD, the val ue OxFFFFFFFE MUST be reported to

i ndi cate an over-range neasurenent. |f the neasurenent is
unavail abl e, the val ue OxFFFFFFFF MJUST be reported.

Note that the number of packets expected in the period associ ated
with this metric (whether Interval or Cunulative) is available
fromthe difference between a pair of extended sequence nunbers in
the Measurenent Information Block [RFC6776], so it need not be
repeated in this bl ock.

4. SDP Signaling

[ RFC3611] defines the use of the Session Description Protocol (SDP)
[ RFC4566] for signaling the use of XR blocks. However, XR bl ocks MAY
be used without prior signaling (see Section 5 of RFC 3611).

4.1. SDP rtcp-xr Attribute Extension

This section augnents the SDP [ RFC4566] attribute "rtcp-xr" defined
in [RFC3611] by providing an additional value of "xr-format" to
signal the use of the report block defined in this document. The
ABNF [ RFC5234] syntax is as follows.

xr-format =/ xr-pdc-bl ock
Xr-pdc-bl ock = "pkt-discard-count™

4.2. Ofer/Answer Usage
When SDP is used in O fer/Answer context, the SDP O fer/Answer usage
defined in [RFC3611] for unilateral "rtcp-xr" attribute paraneters
applies. For detailed usage of O fer/Answer for unilatera
paraneters, refer to Section 5.2 of [RFC3611].

5. | ANA Consi derations
New bl ock types for RTCP XR are subject to | ANA registration. For

general guidelines on | ANA considerations for RTCP XR, refer to
[ RFC3611] .
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5.1. New RTCP XR Bl ock Type Val ue

Thi s docunent assigns the block type value 24 in the | ANA "RTP
Control Protocol Extended Reports (RTCP XR) Bl ock Type Registry" to
the "Di scard Count Metrics Bl ock".

5.2. New RTCP XR SDP Par anet er

Thi s docunent al so registers a new paraneter "pkt-discard-count" in
the "RTP Control Protocol Extended Reports (RTCP XR) Session
Description Protocol (SDP) Paraneters Registry”

5.3. Contact Information for Registrations

The following contact information is provided for all registrations
in this docunent:

Q n Wi (sunseawg@uawei . com

101 Software Avenue, Yuhua District
Nanj i ng, Jiangsu 210012

Chi na

6. Security Considerations

In sone situations, returning very detailed error information (e.g.
over-range measurenent or mneasurenent unavail abl e) using this report
bl ock can provide an attacker with insight into the security
processing. Were this is a concern, the inplenentation should apply
encryption and authentication to this report block. For example,
this can be achieved by using the Audio-Visual Profile with Feedback
(AVPF) profile together with the Secure RTP profile, as defined in

[ RFC3711]; an appropriate conbination of those two profiles ("SAVPF")
is specified in [ RFC5124].

Besides this, it is believed that this RTCP XR bl ock introduces no
new security considerations beyond those described in [ RFC3611].
Thi s bl ock does not provide per-packet statistics, so the risk to
confidentiality documented in Section 7, paragraph 3 of [RFC3611]
does not apply.

7. Contributors

Ceof f Hunt wote the initial draft of this docunent.

Cark, et al. St andards Track [ Page 8]



RFC 7002 RTCP XR Di scard Sept ember 2013

8.

9.

9.

Acknowl edgnent s

The authors gratefully acknow edge revi ews and feedback provided by
Bruce Adans, Philip Arden, Amit Arora, Claire Bi, Bob Biskner,
CGonzal o Camarillo, Benoit C aise, Kevin Connor, C aus Dahm Spencer
Dawki ns, Randy Ethier, Roni Even, Stephen Farrel, Jim Frauenthal,
Kevin Gross, Albert Higashi, Tom Hock, Shane Hol t haus, Paul Jones,
Raj esh Kumar, Keith Lantz, Jonathan Lennox, Mhaned Mstafa, Ay
Pendl eton, Colin Perkins, Mke Ramal ho, Ravi Raviraj, Dan Ronascanu,
Al brecht Schwarz, Varun Singh, Tom Tayl or, Dan W ng, and Hi deaki
Yamada.

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP: A Transport Protocol for Real-Tine
Applications", STD 64, RFC 3550, July 2003.

[ RFC3611] Friedman, T., Caceres, R, and A dark, "RTP Control
Prot ocol Extended Reports (RTCP XR)", RFC 3611, Novenber
2003.

[ RFC3711] Baugher, M, McGew, D., Naslund, M, Carrara, E., and K
Norrman, "The Secure Real -tinme Transport Protocol (SRTP)",
RFC 3711, March 2004.

[ RFC4566] Handl ey, M, Jacobson, V., and C Perkins, "SDP: Session
Description Protocol", RFC 4566, July 2006.

[ RFC5124] Ot, J. and E. Carrara, "Extended Secure RTP Profile for
Real -tinme Transport Control Protocol (RTCP)-Based Feedback
(RTP/ SAVPF) ", RFC 5124, February 2008.

[ RFC5234] Crocker, D. and P. Overell, "Augrmented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234, January 2008.

[ RFC6709] Carpenter, B., Aboba, B., and S. Cheshire, "Design
Consi derations for Protocol Extensions", RFC 6709,
Sept enber 2012.

[ RFC6776] Cdark, A and Q W, "Measurement ldentity and I nformation
Reporting Using a Source Description (SDES) Item and an
RTCP Extended Report (XR) Bl ock", RFC 6776, COctober 2012.

Cark, et al. St andards Track [ Page 9]



RFC 7002

9.2.

RTCP XR Di scard Sept ember 2013

I nformati ve References

[ RFCA588]

[ RFC5109]

[ RFC5481]

[ RFC5725]

[ RFC6390]

[ RFC6792]

[ RFC7003]

[ RTPDUP]

d ark,

et al.

Rey, J., Leon, D., Myazaki, A, Varsa, V., and R
Hakenberg, "RTP Retransm ssion Payl oad Format", RFC 4588,
July 2006.

Li, A, "RTP Payl oad Format for Generic Forward Error
Correction", RFC 5109, Decemnber 2007.

Morton, A and B. C aise, "Packet Delay Variation
Applicability Statenment”, RFC 5481, March 2009.

Begen, A., Hsu, D., and M Lague, "Post-Repair Loss RLE
Report Bl ock Type for RTP Control Protocol (RTCP) Extended
Reports (XRs)", RFC 5725, February 2010.

Cark, A and B. Cdaise, "Guidelines for Considering New
Performance Metric Devel opnent”, BCP 170, RFC 6390,
Oct ober 2011.

Wi, Q, Hunt, G, and P. Arden, "Quidelines for Use of the
RTP Monitoring Franmework", RFC 6792, Novemrber 2012.

Clark, A, Huang, R, and Q Wi, Ed., "RTP Control
Pr ot ocol (RTCP) Extended Report (XR) Bl ock for Burst/Gap
Di scard Metric Reporting”, RFC 7003, Septenber 2013.

Begen, A. and C. Perkins, "Duplicating RTP Streams", Wrk
in Progress, March 2013.

St andards Track [ Page 10]



RFC 7002 RTCP XR Di scard Sept ember 2013

Appendi x A.  Metrics Represented Using the Tenplate from RFC 6390
a. Number of Packets Discarded Metric
* Metric Nanme: Number of RTP packets di scarded.

* NMetric Description: Nunmber of RTP packets di scarded over the
peri od covered by this report.

*  Met hod of Measurenment or Cal cul ation: See Section 3.2, Discard
Count definition.

*  Units of Measurenment: See Section 3.2, Discard Count
definition.

*  Measurement Point(s) with Potential Measurement Donain: See
Section 3, 1st paragraph.

*  Measurenent Tining: See Section 3, 1lst paragraph for
measurenment tinming and Section 3.2 for Interval Metric flag.

* Use and Applications: See Section 1.4.

* Reporting Mdel: See RFC 3611.
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