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Abstract

The RTP Control Protocol (RTCP) Canonical Name (CNAME) is a
persistent transport-level identifier for an RTP endpoint. Wile the
Synchroni zati on Source (SSRC) identifier of an RTP endpoi nt may
change if a collision is detected or when the RTP application is
restarted, its RTCP CNAME is meant to stay unchanged, so that RTP
endpoi nts can be uniquely identified and associated with their RTP
medi a streans.

For proper functionality, RTCP CNAMEs shoul d be unique within the
partici pants of an RTP session. However, the existing guidelines for
choosi ng the RTCP CNAME provided in the RTP standard (RFC 3550) are
insufficient to achieve this uniqueness. RFC 6222 was published to
update those guidelines to allow endpoints to choose uni que RTCP
CNAMEs. Unfortunately, later investigations showed that sone parts
of the new al gorithms were unnecessarily conplicated and/or
ineffective. This docunent addresses these concerns and replaces RFC
6222.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7022.
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1. Introduction

In Section 6.5.1 of [RFC3550], there are a nunber of recommendations
for choosing a uni que RTCP CNAME for an RTP endpoint. However, in
practice, sonme of these nmethods are not guaranteed to produce a

uni que RTCP CNAME. [RFC6222] updated the guidelines for choosing
RTCP CNAMEs, superseding those presented in Section 6.5.1 of

[ RFC3550]. Unfortunately, sonme parts of the new algorithns are
rather conplicated and al so produce RTCP CNAMEs that, in sone cases,
are potentially linkable over nmultiple RTCP sessions even if a new
RTCP CNAME is generated for each session. This docunent specifies a
repl acenent for the algorithmin Section 5 of [RFC6222], which does
not have this limtation and is also sinpler to inplement.
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2.

For a discussion on the linkability of RTCP CNAVEs produced by
[ RFC6222], refer to [ RESCORLA]

Requi rement s Not ati on

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119].

Deficiencies with Earlier Guidelines for Choosing an RTCP CNAME

The recomendation in [ RFC3550] is to generate an RTCP CNAME of the
form"user@uost" for nultiuser systenms, or "host" if the usernane is
not available. The "host" part is specified to be the fully
qualified domain name (FQDN) of the host fromwhich the real-time
data originates. Wile this guidance was appropriate at the time

[ RFC3550] was witten, FQDNs are no |onger necessarily unique and can
soneti nes be common across several endpoints in |arge service

provi der networks. This docunent replaces the use of the FQDN as an
RTCP CNAME by al ternative nechani sns.

| Pv4 addresses are al so suggested for use in RTCP CNAMES in

[ RFC3550], where the "host" part of the RTCP CNAME is the nuneric
representation of the | Pv4 address of the interface fromwhich the
RTP data originates. As noted in [RFC3550], the use of private

net wor k address space [RFC1918] can result in hosts having network
addresses that are not globally unique. Additionally, this shared
use of the sane |Pv4 address can occur with public I Pv4 addresses if
nmul tiple hosts are assigned the sane public |IPv4 address and are
connected to a Network Address Transl ation (NAT) device [ RFC3022].
When nmultiple hosts share the same | Pv4 address, whether private or
public, using the I Pv4 address as the RTCP CNAME | eads to RTCP CNAMES
that are not necessarily unique.

It is also noted in [RFC3550] that if hosts with private addresses
and no direct |IP connectivity to the public Internet have their RTP
packets forwarded to the public Internet through an RTP-1eve
translator, they could end up having non-uni que RTCP CNAMES. The
suggestion in [ RFC3550] is that such applications provide a
configuration option to allow the user to choose a uni que RTCP CNAME
this technique puts the burden on the translator to translate RTCP
CNAMEs from private addresses to public addresses if necessary to
keep private addresses from bei ng exposed. Experience has shown that
this does not work well in practice.
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4.

4.

Choosi ng an RTCP CNAMVE

It is difficult, and in sone cases inmpossible, for a host to
determine if there is a NAT between itself and its RTP peer

Furt hernore, even sonme public |IPv4 addresses can be shared by
nmultiple hosts in the Internet. Using the nuneric representation of
the 1 Pv4 address as the "host" part of the RTCP CNAME is NOT
RECOMVENDED.

1. Persistent RTCP CNAMEs versus Per-Session RTCP CNAMES

The RTCP CNAME can be either persistent across different RTP sessions
for an RTP endpoint or uni que per session, neaning that an RTP
endpoi nt chooses a different RTCP CNAME for each RTP session

An RTP endpoint that is emtting multiple related RTP streans that
requi re synchroni zati on at the other endpoint(s) MJIST use the sane
RTCP CNAME for all streanms that are to be synchronized. This
requires a short-term persistent RTCP CNAME that is conmon across
several RTP streans, and potentially across several related RTP
sessions. A common exanpl e of such use occurs when syncing audi o and
video streans in a nultinedia session, where a single participant has
to use the sane RTCP CNAME for its audio RTP session and for its

vi deo RTP session. Another exanple mght be to synchronize the

| ayers of a layered audi o codec, where the sanme RTCP CNAME has to be
used for each |ayer.

If the multiple RTP streams in an RTP session are not rel ated, and
thus do not require synchronization, an RTP endpoint can use
different RTCP CNAMEs for these streans.

A longer-term persistent RTCP CNAME is sonetines useful to facilitate
third-party nonitoring, consistent with [RFC3550]. One such use

m ght be to all ow network nanagement tools to correlate the ongoing
quality of service for a participant across multiple RTP sessions for
fault diagnosis and to understand | ong-term network perfornmance
statistics. An application devel oper that w shes to discourage this
type of third-party nonitoring can choose to generate a uni que RTCP
CNAME for each RTP session, or group of related RTP sessions, that
the application will join. Such a per-session RTCP CNAME cannot be
used for traffic analysis, and so provides some linmted form of
privacy. Note that there are non-RTP neans that can be used by a
third party to correlate RTP sessions, so the use of per-session RTCP
CNAMEs wi Il not prevent a determined traffic analyst from nonitoring
such sessions.
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This meno defines several different ways by which an inpl enentation
can choose an RTCP CNAME. It is possible, and legitimte, for

i ndependent inplementations to nake different choi ces of RTCP CNAME
when running on the same host. This can hinder third-party

nmoni toring, unless sone external nmeans is provided to configure a
persi stent choice of RTCP CNAMVE for those inplenentations.

Note that there is no backwards conpatibility issue (with
i mpl enent ati ons conpatible with [RFC3550]) introduced in this neno,
since the RTCP CNAMEsS are opaque strings to renpte peers.

4.2. Requirenents

RTP endpoints will choose to generate RTCP CNAMEs that are persistent
or per-session. An RTP endpoint that wi shes to generate a persistent
RTCP CNAME MUST use one of the follow ng two met hods:

o To produce a long-term persistent RTCP CNAME, an RTP endpoi nt MJST
generate and store a Universally Unique |IDentifier (UU D)
[ RFC4122] for use as the "host" part of its RTCP CNAME. The UU D
MUST be version 1, 2, or 4, as described in [ RFC4122], with the
"urn:uuid:" stripped, resulting in a 36-octet printable string
representation.

0 To produce a short-term persistent RTCP CNAVE, an RTP endpoi nt
MUST generate and use an identifier by followi ng the procedure
described in Section 5. That procedure is perforned at |east once
per initialization of the software. After obtaining an
identifier, minimally the |east significant 96 bits SHOULD be
converted to ASCI| using Base64 encodi ng [ RFC4648] (to conprom se
bet ween packet size and uniqueness -- refer to Section 6.1). |If
96 bits are used, the resulting string will be 16 octets. Note
t he Base64 encoded val ue cannot exceed the maxi mum RTCP CNAME
| ength of 255 octets [ RFC3550].

In the two cases above, the "user@ part of the RTCP CNAME NAY be
om tted on single-user systens and MAY be replaced by an opaque token
on nultiuser systems, to preserve privacy.

An RTP endpoint that wi shes to generate a per-session RTCP CNAME MUST
use the foll owi ng nethod:

o For every new RTP session, a new RTCP CNAME i s generated foll ow ng
the procedure described in Section 5. After performng that
procedure, mininmally the least significant 96 bits SHOULD be
converted to ASCI| using Base64 encodi ng [ RFC4648]. The RTCP
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CNAME cannot change over the life of an RTP session [ RFC3550].
The "user@ part of the RTCP CNAME is omitted when generating
per - sessi on RTCP CNAMEs.

It is believed that obtaining uniqueness (with a high probability) is
an inportant property that requires careful evaluation of the nethod.
Thi s docunent provides a nunber of nethods, at |east one of which
woul d be suitable for any given depl oynent scenarios. This docunent
therefore does not provide for the inplenentor to define and sel ect
an alternative nethod.

A future specification mght define an alternative nethod for
generating RTCP CNAMEs, as |ong as the proposed nethod has
appropriate uni queness and there is consistency between the nethods
used for multiple RTP sessions that are to be correlated. However,
such a specification needs to be reviewed and approved before

depl oynent .

The nechani sns described in this docunent are to be used to generate
RTCP CNAMEs, and they are not to be used for generating general -
pur pose uni que identifiers.

5. Procedure to Generate a Unique ldentifier

To locally produce a unique identifier, one sinply generates a
crypt ographi cal |y pseudorandom val ue as described in [ RFC4086]. This
val ue MJUST be at | east 96 bits.

The biggest bottleneck to inplenmentation of this algorithmis the
avai lability of an appropriate cryptographically secure pseudorandom
nunber generator (CSPRNG. In any setting that already has a secure
PRNG this algorithmdescribed is far sinpler than the algorithm
described in Section 5 of [RFC6222]. SIP stacks [RFC3261] are
required to use cryptographically random nunbers to generate To and
Fromtags (Section 19.3). Real-Tine Conmunications on the Wb
(RTCWEB) i nplenmentations [ARCH will need to have secure PRNGs to

i mpl enent | CE [ RFC5245] and DTLS- SRTP [ RFC5764]. And, of course,
essentially every Web browser already supports TLS, which requires a
secure PRNG
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6. Security Considerations

The security considerations of [RFC3550] apply to this menp.
6.1. Considerations on Uni queness of RTCP CNAMEs

The considerations in this section apply to random RTCP CNAMES.

The recommendati ons given in this docunent for RTCP CNAME generation
ensure that a set of cooperating participants in an RTP session wll,
with very high probability, have uni que RTCP CNAMES. However,

nei ther [RFC3550] nor this docunent provides any way to ensure that
participants will choose RTCP CNAMEs appropriately; thus,

i mpl enentati ons MUST NOT rely on the uniqueness of RTCP CNAMEs for
any essential security services. This is consistent with [ RFC3550],
whi ch does not require that RTCP CNAMES are unique within a session
but instead says that condition SHOULD hold. As described in the
Security Considerations section of [RFC3550], because each
participant in a sessionis free to choose its own RTCP CNAME, they
can do so in such a way as to inpersonate another participant. That
is, participants are trusted not to inpersonate each other. No
recomendati on for generating RTCP CNAMEs can prevent this

i mper sonati on, because an attacker can neglect the stipulation.
Secure RTP (SRTP) [RFC3711] keeps unauthorized entities out of an RTP
session, but it does not aimto prevent inpersonation attacks from
aut hori zed entities.

Because of the properties of the PRNG there is no significant
privacy/linkability difference between | ong and short RTCP CNAMEs.
However, the requirenent to generate unique RTCP CNAMEsS inplies a
certain mninmnumlength. A length of 96 bits allows on the order of
27{40} RTCP CNAMEs gl obally before there is a | arge chance of
collision (there is about a 50% chance of one collision after 27{48}
RTCP CNAMES) .

6.2. Session Correl ati on Based on RTCP CNAMES

Earlier recomendati ons for RTCP CNAME generation allowed a fixed
RTCP CNAME val ue, which allows an attacker to easily link separate
RTP sessions, elimnating the obfuscation provided by IPv6 privacy
addresses [ RFC4941] or |1Pv4 Network Address Port Translation (NAPT)
[ RFC3022] .

Thi s specification no | onger describes a procedure to generate fixed

RTCP CNAME val ues, so RTCP CNAME val ues no | onger provide such
I i nkage between RTP sessions. This was necessary to elimnate such
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8.

8.

8.

linking by an attacker, but of course conplicates linking by traffic
anal ysis devices (e.g., devices that are | ooking for dropped or
del ayed packets).
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