I nt ernet Engi neering Task Force (1 ETF) A. Farre

Request for Comments: 7026 Juni per Networ ks
Updat es: 5586 S. Bryant
Cat egory: Standards Track Cisco Systemns
| SSN: 2070- 1721 Sept enber 2013

Retiring TLVs fromthe Associ ated Channel Header
of the MPLS Generic Associ ated Channel

Abst ract

The MPLS Generic Associ ated Channel (G ACh) is a generalization of
the applicability of the pseudowire (PW Associ ated Channel Header
(ACH). RFC 5586 defines the concept of TLV constructs that can be
carried in messages on the G ACh by placing themin the ACH between
the fixed header fields and the G ACh nessage. These TLVs are called
ACH TLVs

No Associ ated Channel Type yet defined uses an ACH TLV. Furthernore,
it is believed that handling TLVs in hardware introduces significant
problens to the fast path, and since G ACh nessages are intended to

be processed substantially in hardware, the use of ACH TLVs is

undesi r abl e.

Thi s docunent updates RFC 5586 by retiring ACH TLVs and renoving the
associ ated registry.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further

i nformation on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this docunment, any

errata, and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7026.
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction and Scope

RFC 4385 [ RFC4385] says that if the first nibble of a PW packet
carried over an MPLS network has a value of 1, then the packet starts
with a specific header format called the Pseudow re Associ ated
Channel Header (PWACH) or nore generally known as the ACH  This
mechani sm creat es an Associ ated Channel that is a nessage channe
associated with a specific pseudowire (PW.

The applicability of the ACHis generalized in RFC 5586 [ RFC5586] to
define the MPLS Generic Associated Channel (G ACh). This creates a

conmon encapsul ati on header for control channel nessages associ ated

with MPLS Sections, Label Switching Paths (LSPs), and PWs.

As part of nmking the ACH fully generic, RFC 5586 defines ACH TLV
constructs. According to RFC 5586:

In some applications of the generalized associated control channel
it is necessary to include one or nore ACH TLVs to provide
addi tional context information to the G ACh packet.

RFC 5586 goes on to say:
If the G ACh nessage MAY be preceded by one or nore ACH TLVs, then
this MIST be explicitly specified in the definition of an ACH
Channel Type.

However, at the tine of witing, of the 18 ACH Channel Types defi ned,

none allows the use of ACH TLVs [I ANA-ACH. At the tinme of witing,
there are no unexpired Internet-Drafts that utilize ACH TLVs.
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Furthernore, G ACh packets are intended to be substantially processed
in hardware; however, processing TLVs in hardware can be difficult
because of the unpredictable formats and | engths that they introduce
to the normal ACH fornat.

Thi s docunent states that ACH TLVs, as specified in RFC 5586, are not
useful and might be harnful. It updates RFC 5586 by deprecating the
ACH TLV and updating the associated | ANA registries as described in
Section 4 of this document. This document nakes no comment about the
use of TLVs in other places. |In particular, proposals to use TLVs

wi thin ACH nessages or as an appendage to ACH nmessages, are not in
scope of this docunent.

1. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
Update to RFC 5586
Section 3 of RFC 5586 is del eted.
Ref erences to ACH TLVs in Section 4 of RFC 5586 should al so be
di sregarded. Note that the text in Section 4 currently uses phrases
i ke "ACH TLV(s), if present” so, with the renmoval of Section 3 that
used to define ACH TLVs, they will not be present.
Implication for the ACH
A G ACh nessage MUST NOT be preceded by an ACH TLV.
| ANA Consi derati ons
Thi s docunent details two changes to the 1 ANA registries.
1. Associated Channel Header TLV Registry
The "Pseudowi re Nanme Spaces (PWE3)" registry has a subregistry called
the "Associ ated Channel Header TLV Registry”. |ANA has entirely
deleted this subregistry but has left a tonbstone record in the top-
level list of registries that says:

Associ ated Channel Header TLV Registry (DELETED)

Ref er ence
[ RFC5586] [ RFC7026]
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4.2. Pseudowi re Associ ated Channel Types Registry

The "Pseudowi re Name Spaces (PWE3)" registry has a subregistry
call ed the "Pseudow re Associ ated Channel Types" registry. This
subregi stry previously included a colum marked "TLV Fol | ows".

| ANA has entirely deleted this columm | eaving no record.

5. Manageabi lity Considerations

Thi s docunent will have no inpact on network or device
manageabi l ity because there are no ACH Types that allow the use of
TLVs. The docunent renoves a feature that night have been used to
enhance managenent messages, and especially Qperations, Managenent,
and Administration (OAM nessages. However, given the considerable
experience in defining MPLS OAM nmessages in the |last few years, it
woul d appear that this feature is not useful.

It is possible that packet sniffers that have already been
i mpl enented will ook for ACH TLVs. The deletion of the construct
wi Il not have a negative inpact.

6. Security Considerations

Del eting the ACH TLV has a nmarginal positive effect on security
because it renobves a feature that nmight have been used as an attack
vector to carry false information or to bloat G ACh nessages.

On the other hand, it had been suggested that the ACH TLV coul d
have been used to carry security parameters to secure the messages
on the GACh in a generic way. However, no nechani sns have been
proposed at the tine of witing, and it has generally been
considered that it is the responsibility of the specification that
defines G ACh nessages to consider the security requirements of
those nessages that may be different for the different
applications.

Q herwi se, this docunent has no inplications for security.
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