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1. Introduction

Thi s docunent defines a data object for use when answering a
reputation query. It also defines a nedia type to carry the response
set data when using a transport nethod that follows the nedia type
framewor k, such as the query nethod based on the Hyper Text Transfer
Protocol (HTTP) defined in [RFC7072]. Any future query mnethods that
m ght be devel oped are expected to use the same data object.

Al'so included is the specification for an | ANA registry to contain

definitions and synbolic nanmes for known reputation applications and
correspondi ng response sets.
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2. Terninology and Definitions
This section defines terns used in the rest of the docunent.
2.1. Reputon

A "reputon" is a single independent object containing reputation
information. A particular query about a subject of interest wll
receive one or nore reputons in response, depending on the nature of
the data collected and reported by the server.

2.2. Key Wrds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2.3. Oher Definitions

QO her terns of inportance in this docunent are defined in [ RFC7070],
the base docunent in this docunment series.

3. Description

The neta-format selected for the representation of a reputon is
JavaScript Object Notation (JSON), defined in [JSON]. Accordingly, a
new rmedi a type, "application/reputon+json”, is defined for the JSON
representation of reputational data, typically in response to a
client making a request for such data about sone subject. This nedia
type takes no paraneters.

The body of the nedia type consists of a JSON docunent that contains
the reputation information requested. A detailed description of the
expected structure of the reply is provided bel ow

The nedia type conprises a single nmenber indicating the nane of the
application context (see Section 5.1 of [RFC7070]) in which the
reputational data are being returned. The application nane refers to
a registration as described in Section 7.2, which defines the valid
assertions and any extensions that mght also be valid (i.e., the
response set) for that application
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3.1. Reputon Attributes

The key pieces of data found in a reputon for all reputation
applications are defined as foll ows:

rater: The identity of the entity aggregating, conputing, and
providing the reputation information, typically expressed as a DNS
donai n nane.

assertion: A key word indicating the specific assertion or claim
bei ng rat ed.

rated: The identity of the entity being rated. The nature of this
field is application specific; it could be domain nanes, enai
addresses, driver’s |license nunbers, or anything that uniquely
identifies the entity being rated. Documents that define specific
reputation applications are required to define syntax and
semantics for this field.

rating: The overall rating score for that entity, expressed as a
fl oati ng- poi nt nunber between 0.0 and 1.0 inclusive. See
Section 4 for discussion.

The following are OPTIONAL for all applications, to be used in
contexts where they are appropriate:

confidence: the level of certainty the reputation provider has that
the value presented is appropriate, expressed as a fl oating-point
nunber between 0.0 and 1.0 inclusive.

normal -rating: An indication of what the reputation provider would
normal |y expect as a rating for the subject. This allows the
client to note that the current rating is or is not in line with
expect ati ons.

sanpl e-si ze: The nunber of data points used to conpute the rating,
possi bly an approxi mation. Expressed as an unsi gned 64-bit
integer. Consumers can assune that the count refers to distinct
data points rather than a count of aggregations (for exanple,
i ndi vi dual votes rather than aggregated vote counts) unless it is
speci fied out-of-band that some other interpretation is nore
appropriate. The units are deliberately not normatively
specified, since not all reputation service providers will collect
data the sanme way.

generated: A timestanp indicating when this value was generat ed.

Expressed as the nunmber of seconds since January 1, 1970 00: 00
utC.
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expires: Atinestanp indicating a tinme beyond which the score
reported is likely not to be valid. Expressed as the nunber of
seconds since January 1, 1970 00: 00 UTC. See Section 5 for
di scussi on.

A particular application that registers itself with | ANA (per
Section 7.2, below) can define additional application-specific
attribute/value pairs beyond these standard ones.

An application service provider nmight operate with an enhanced form
of common services, which mght in turn pronpt devel opnent and
reporting of specialized reputation information. The details of the
enhancenents and specialized informati on are beyond the scope of this
docunent, except that the underlying JSON syntax is extensible for
encodi ng such provider-specific information.

4. Ratings

The score presented as the value in the rating attribute appears as a
fl oating-point value between 0.0 and 1.0 inclusive. The intent is
that the definition of an assertion within an application wll

decl are what the anchor values 0.0 and 1.0 specifically nean.
CGeneral ly speaking, 1.0 inplies full agreement with the assertion,
while 0.0 indicates no support for the assertion

The definition will also specify the type of scale in use when
generating scores, to which all reputation service providers for that
application space must adhere. Further discussion can be found in

[ RFC7070] .

5. Caching

A reputon can contain an "expires" field indicating a tinmestanp after
which the client SHOULD NOT use the rating it contains and SHOULD
i Sssue a new query.

Thi s specification does not mandate any caching of ratings on the
part of the client, but there are obvious operational benefits to
doing so. In the context of reputation, a cached (and hence, stale)
rati ng can cause desirable traffic to be identified as undesirable,
or vice versa

Reputation data is typically nost volatile when the subject of the
reputation is young. Accordingly, if a service chooses to include
expiration timestanps as part a reply, these val ues SHOULD be | ower
for subjects about which little data has been coll ected.
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6. Reputons
6.1. Syntax

A reputon expressed in JSON is a set of key-value pairs, where the
keys are the nanes of particular attributes that conprise a reputon
(as listed above, or as provided with specific applications), and
val ues are the content associated with those keys. The set of keys
that make up a reputon within a given application are known as that
application’s "response set".

A reputon object typically contains a reply corresponding to the
assertion for which a client nade a specific request. For exanple, a
client asking for assertion "sends-spani about donain "exanple.conf
woul d expect a reply consisting of a reputon nmaki ng a "sends-spant
assertion about "exanple.com' and nothing nmore. |If a client makes a
request about a subject but does not specify an assertion of

interest, the server can return reputons about any assertion for
which it has data; in effect, the client has asked for any avail abl e
i nformati on about the subject. A client that receives an irrel evant
reputon sinply ignores it.

An enpty reputon is an acknow edgnment by the server that the request
has been received, and serves as a positive indication that the
server does not have the information requested. This is semantically
equi valent to returning a reputon with a "sanpl e-size" of zero.

6.2. Formal Definition
[JSON] defines the structure of JSON objects and arrays using a set
of primtive elenments. Those elenents will be used to describe the
JSON structure of a reputation object.

6.2.1. Inported JSON Terns
OBJECT: a JSON object, defined in Section 2.2 of [JSON|
MEMBER: a nmenber of a JSON object, defined in Section 2.2 of [JSON

MEMBER- NAME: the nanme of a MEMBER, defined as a "string" in
Section 2.2 of [JSON|

MEMBER- VALUE: the value of a MEMBER, defined as a "value" in
Section 2.2 of [JSON|

ARRAY: an array, defined in Section 2.3 of [JSON|
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ARRAY- VALUE: an el enent of an ARRAY, defined in Section 2.3 of
[ JSON]

NUMBER: a "nunber" as defined in Section 2.4 of [JSON|

INTEGER an "integer" as defined in Section 2.4 of [JSON|

STRING a "string" as defined in Section 2.5 of [JSON|
6.2.2. Reputon Structure

Using the above terns for the JSON structures, the syntax of a
reputation object is defined as follows:

reput ati on-object: an OBJECT contai ning a MEMBER reput ati on-cont ext
and a MEMBER reputon-li st

reputation-context: a MEMBER with MEMBER- NAME "application" and
MEMBER- VALUE a STRI NG (see Section 3)

reputon-list: a MEMBER wi th MEMBER- NAME "reputons” and MEMBER- VALUE
a reputon-array

reputon-array: an ARRAY, where each ARRAY-VALUE is a reputon
reputon: an OBJECT, where each MEMBER i s a reputon-el enent
reputon-element: one of the follow ng, defined bel ow rater-value,
assertion-val ue, rated-value, rating-val ue, conf-value, nornal-
val ue, sanpl e-val ue, gen-val ue, expire-val ue, ext-value; note the
fol | owi ng:
* The order of reputon-element nmenbers is not significant.

* A specific reputon-el enent MJUST NOT appear nore than once.

* rater-value, assertion-value, rated-value, and rating-value are
REQUI RED.

rater-value: a MEMBER with MEMBER-NAME "rater" and NMEMBER- VALUE a
STRING (see "rater" in Section 3.1)

assertion-value: a MEMBER with NMEMBER- NAME "assertion” and MEMBER-
VALUE a STRING (see "assertion" in Section 3.1)

rat ed-val ue: a MEMBER with MEMBER- NAME "rated" and MEMBER- VALUE a
STRING (see "rated" in Section 3.1)
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rati ng-value: a MEMBER with MEMBER-NAME "rating" and MEMBER- VALUE a
NUMBER between 0.0 and 1.0 inclusive (see "rating" in
Section 3.1); the nunber SHOULD NOT not have nore than three
deci mal pl aces of precision

conf-value: a MEMBER with MEMBER- NAME "confi dence" and MEMBER- VALUE
a NUMBER between 0.0 and 1.0 inclusive (see "confidence" in
Section 3.1); the nunber SHOULD NOT not have nore than three
deci mal places of precision

nor mal -val ue: a MEMBER wi th MEMBER- NAME "normal -rating" and MEMBER-
VALUE a NUMBER between 0.0 and 1.0 inclusive (see "normal" in
Section 3.1); the nunber SHOULD NOT not have nore than three
deci mal places of precision

sampl e-value: a MEMBER with MEMBER- NAME "sanpl e-si ze" and MEMBER-
VALUE a non-negative | NTEGER (see "sanple-size" in "normal" in
Section 3.1)

gen-val ue: a MEMBER wi th MEMBER- NAME "generated" and MEMBER- VALUE a
non- negati ve | NTEGCER (see "generated" in Section 3.1)

expire-value: a MEMBER with MEMBER- NAME "expires" and MEMBER- VALUE a
non- negative | NTEGER (see "expires" in Section 3.1)

ext-value: a MEMBER, for extension purposes; MEMBER-NAME and MEMBER-
VALUE wi |l be defined in separate application registrations
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6.3. Exanples
The foll owi ng sinple exanple:

Cont ent - Type: application/reputon+json

"application": "baseball",
"reputons": [
{
"rater": "RatingsRUs.exanpl e.conf
"assertion": "is-good",
"rated": "Al ex Rodriguez",
"rating": 0.99,
"sanpl e-si ze": 50000
}
]
}

...indicates to the client that "RatingsRUs. exanpl e.com' consol i dated
50000 data points (perhaps fromeveryone in Yankee Stadi un) and

concl uded that Alex Rodriguez is very, very good (0.99) at sonething.
It doesn’t tell us what he’s good at, and while it mght be playing
basebal |, it could just as well be paying his taxes on tine.

A nore sophisticated usage woul d define a baseball application with a
response set of specific assertions, so that this exanple:

Cont ent - Type: application/reputon+json

{
"application": "baseball",
“reputons:" [
"rater": "basebal |l -reference. exanpl e. cont
"assertion": "hits-for-power",
"rated": "Al ex Rodriguez",
"rating": 0.99,
"sanpl e-si ze": 50000
}
]
}

...woul d indicate that 50000 fans polled by the entity baseball -
reference. exanpl e.comrate Al ex Rodriguez very highly in hitting for
power, whereas this exanple:
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Cont ent - Type: application/reputon+json

{
"application": "baseball",
"reputons”: [
{
"rater": "basebal |l -reference. exanpl e. cont
"assertion": "strong-hitter",
"rated": "Al ex Rodriguez",
"rating": 0.4,
"confidence": 0.2,
"sanpl e-si ze": 50000
}
]
}
...would indicate that a simlar poll indicated a sonewhat weak
consensus that Alex Rodriguez tends to fail in critical batting

situations during basebal |l ganes.

The followi ng is an exanple reputon generated using this schena
including the media type definition line that identifies a specific
reputation application context. Here, reputation agent
"rep.exanple.net" is asserting within the context of the "email-id"
application (see [ RFC7073]) that "exanple.coni appears to be

associ ated with spam 1. 2% of the tine, based on just short of 17
mllion nmessages anal yzed or reported to date. The "email-id"
application has declared the extension key "email-id-identity" to

i ndi cate how the subject identifier was used in the observed data,
est abl i shing sone nore-specific semantics for the "rating" value. 1In
this case, the extension is used to show the identity "exanple.cont
the subject of the query, is extracted fromthe anal yzed nessages
usi ng the Domai nKeys ldentified Mail [DKIM "d=" paraneter for
nmessages where signatures validate. The reputation agent is 95%
confident of this result. A second reputon is also present
indicating simlar information for the sane domain as it is used in
the context of Sender Policy Franework [ SPF] eval uations. (See

[ RFC7073] for details about the registered email identifiers
application.)
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7.

7.

Cont ent - Type: application/reputon+json

{
"application": "email-id",
"reputons”: [
{

"rater": "rep.exanple.net"
"assertion": "spani,
"identity": "dkin',
"rated": "example.cont,
"confidence": 0.95,
"rating": 0.012,
"sanpl e-si ze": 16938213,
"updat ed": 1317795852

"rater": "rep.exanple.net”
"assertion": "spani,
"identity": "spf",
"rated": "exanple.coni,
"confidence": 0.98,
"rating": 0.023,
"sanpl e-si ze": 16938213,
"updat ed": 1317795852
}
]
}

| ANA Consi derations
Thi s docunent presents two actions for ANA -- nanely, the creation
of the new nedi a type "application/reputon+json” and the creation of
a registry for reputation application types. Another document in
this series creates an initial registry entry for the latter.
appl i cation/reputon+json Media Type Registration

This section provides the nedia type registration application from
[M ME-REG for processing by | ANA

To: nedi a-types@ana. org
Subj ect: Registration of nedia type application/reputon+json
Type nane: application

Subt ype name: reputon+json
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Requi red paraneters: none
Optional parameters: none

Encodi ng considerations: "7bit" encoding is sufficient and is used
to nmaintain readability when viewed by non-M ME mail readers.

Security considerations: See Section 8 of [RFC7071].

Interoperability considerations: |Inplenenters nay encounter "app"
val ues, attribute/value pairs, or response set itens that they do
not support, which are to be ignored.

Publ i shed specification: [RFC7071]

Applications that use this media type: Any application that w shes
to query a service that provides reputation data using the form
defined in [RFC7072]. The exanple application is one that
provi des reputation data about DNS domai n nanes and ot her
identifiers found in enmail nessages.

Fragment identifier considerations: NA

Additional information: The value of the "app" paraneter is
regi stered with | ANA,

Deprecated alias nanes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and enmai|l address to contact for further information:
Murray S. Kucherawy <superuser @nuil.conp
I nt ended usage: COWVMON
Restrictions on usage: NA
Aut hor:
Nat hani el Borenstein

Murray S. Kucherawy

Change controller: |ESG
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Provisional registration?: no

7.2. Reputation Applications Registry
| ANA has created the "Reputation Applications” registry. This
regi stry contains nanes of applications used with the
application/reputon+json nedia type (and other nedia types that carry
reputons), as defined by this docunent.
New regi strations or updates are published in accordance with either
the "I ETF Revi ew' or "Specification Required" guidelines as described
i n [ 1 ANA- CONSI DERATI ONS] .

New regi strations and updates are to contain the follow ng
i nformati on:

1. Synbolic nane of the application being registered or updated.
Valid nanmes conformto the ABNF construction "token" as defined
in Multipurpose Internet Mail Extensions (M ME) Part One [ M MVE]

2. Short description of the application (i.e., the class of entity
about which it reports reputation data)

3. The docunent in which the application is defined
4. New or updated status, which is to be one of:
current: The application is in current use

deprecated: The application is in current use but its use is
di scour aged

historic: The application is no longer in current use
A specification for an application space needs to be specific and
clear enough to allow interoperability, and include at |east the
foll owi ng details:

o The application’s synbolic name, as it appears in the registration
(see above)

o A description of the subject of a query within this reputation
and a legal syntax for the sane
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o0 An optional table of query paraneters that are specific to this
application; each table entry nust include:

Nane: Nanme of the query paraneter
Status: (as above)
Description: A short description of the purpose of this paraneter

nt ax: A reference to a description of valid syntax for the
p y
par amet er’s val ue

Requi r ed: yes" if the paraneter is mandatory; "no" otherwi se
o Alist of one or nore assertions registered within this

application; each table entry is to include:
Name: Nane of the assertion

Description: A short description of the assertion, with specific
meani ngs for values of 0.0 and 1.0

Scale: A short description of the scale used in conputing the
val ue (see Section 4 of this docunent)

0o An optional list of one or nore response set extension keys for
use within this application; each table entry is to include:

Nane: Name of the extension key
Description: A short description of the key's intended neaning

Syntax: A description of valid values that can appear associ ated
with the key

The nanes of attributes registered should be prefixed by the nane of
the application itself (e.g., the "foo" application registering a
"bar" attribute should call it "foo-bar") to avoid nanespace

col l'i sions.

For registrations qualifying under "Specification Required" rules,
the Designated Expert [I| ANA- CONSI DERATI ONS] shoul d confirmthe
document neets the m nina descri bed above and ot herw se | ooks
general | y acceptabl e, and then approve the registration
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8. Security Considerations

This docunent is primarily an | ANA action registering a nedia type.
It does not describe a new protocol that mght introduce security
consi derati ons.

Di scussion of the security and operational inpacts of using
reputation services in general can be found throughout
[ CONSI DERATI ONS] .
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