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Terms Used in Routing for Low Power and Lossy Networ ks

Abstract

Thi s docunent provides a glossary of term nology used in routing
requi renents and solutions for networks referred to as Low Power and
Lossy Networks (LLNs). An LLN is typically conmposed of many enbedded
devices with linmted power, nenory, and processing resources

i nterconnected by a variety of links. There is a wi de scope of
application areas for LLNs, including industrial nonitoring, building
automation (e.g., heating, ventilation, air conditioning, lighting,
access control, fire), connected hone, health care, environnenta

noni toring, urban sensor networks, energy nmanagenment, assets
tracking, and refrigeration.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7102
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Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent provides a glossary of term nology used in routing
requi renments and solutions for networks referred to as Low Power and
Lossy Networks (LLNs).

LLNs are typically conposed of nany enbedded devices with limted
power, nenory, and processing resources interconnected by a variety
of links, such as | EEE 802.15.4 or |owpower W-Fi. There is a wi de
scope of application areas for LLNs, including industrial nonitoring,
bui | di ng automati on (heating, ventilation, air conditioning,
lighting, access control, fire), connected home, health care,
environnental nonitoring, urban sensor networks, energy nanagenent,
assets tracking, and refrigeration

Since these applications are usually highly specific (for exanple,

i ndustrial automation, building automation, etc.), it is not unconmon
to see a nunber of disparate terns used to describe the sane device
or functionality. Thus, in order to avoid confusion or

di screpanci es, this docunment specifies the comopn term nol ogy to be
used in all ROLL working group docunents. The terns defined in this
docunent are used in [RFC5548], [RFC5673], [RFC5826], and [ RFC5867].

Term nol ogy specific to a particular application is out of the scope
of this docunent.
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It is expected that all routing docurments defining requirenents or
speci fying solutions for LLN will use the common termn nol ogy
specified in this docunent. This docunent should be |listed as an
i nformative reference

2. Term nol ogy

Actuator: A field device that controls a set of equipnent. For
exanpl e, an actuator might control and/or nodulate the flow of a
gas or liquid, control electricity distribution, performa
nmechani cal operation, etc.

AM : Advanced Metering Infrastructure. Makes use of Smart Gid
technol ogies. A canonical Smart Gid application is smart-
nmet eri ng.

Channel : Radi o frequency sub-band used to transmt a nodul ated signa
carryi ng packets.

Channel Hopping: A procedure by which field devices synchronously
change channel s during operation

Conmi ssi oni ng Tool : Any physical or |ogical device tenporarily added
to the network for the express purpose of setting up the network
and devi ce operational paraneters. The conm ssioning tool can
also be tenporarily added to the LLN for schedul ed or unschedul ed
mai nt enance.

Cl osed Loop Control: A procedure whereby a device controller controls
an actuator based on input information sensed by one or nore field
devi ces.

Controller: A field device that can receive sensor input and
automatically change the environment in the facility by
mani pul ating digital or anal og actuators.

DA: Distribution Autonation. Part of Smart Gid. Enconpasses
technol ogi es for mmi ntenance and nmanagenent of el ectrica
di stribution systens.

DAG Directed Acyclic Graph. A directed graph with no directed
cycles (a graph formed by a collection of vertices and directed
edges where each edge connects one vertex to another, such that
there is no way to start at some vertex v and follow a sequence of
edges that eventually | oops back to vertex v again).

Data sink: A device that collects data fromnodes in an LLN
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Downstream Data direction traveling fromoutside of the LLN (e.g.
traffic comng froma LAN, WAN, or the Internet) via an LLN Border
Router (LBR), or in general, "deeper" in the Directed Acyclic
Graph computed by the routing protocol

Field Device: Afield device is a physical device placed in the
network’s operating environnment (e.g., plant, urban area, or
hone). Field devices include sensors and actuators as well as
routers and Low Power and Lossy Network Border Routers (LBRs). A
field device is usually (but not always) a device wi th constrained
CPU, menory footprint, storage capacity, bandw dth, and somnetines
power (battery operated). At the tine of witing, for the sake of
illustration, a typical sensor or actuator would have a few
Ki | obytes of RAM a few dozens of Kilobytes of ROM Fl ash nenory, a
8-/16-/32-bit mcrocontroller, and comunication capabilities
ranging froma few kbits/s to a few hundred kbits/s. Although
conti nuous inprovenment of hardware and software technologies is
expected, such devices will likely continue to be seen as
resour ce-constrai ned devices conpared to conputers and routers
used in the rest of the Internet.

Fl ash Menory: non-vol atile menory that can be re-programred

FMS: Facility Managenent System A global term applied across al
the vertical designations within a building, including heating,
ventilation, and air conditioning (also referred to as HVAC),
fire, security, lighting, and el evator control

HART: H ghway Addressabl e Renote Transducer. A group of
specifications for industrial process and control devices
adm ni stered by the HART Foundation (see [HART]). The | atest
version for the specifications is HART7, which includes the
additions for Wrel essHART.

HVAC. Heating, Ventilation, and Air Conditioning. A termapplied to
nmechani sms used to maintain the confort |evel of an interna
space.

| SA: International Society of Automation. An ANSI accredited
st andar ds- maki ng society. |1SA100 is an | SA committee whose
charter includes defining a famly of standards for industria
automation. [ISA100.11a] is a working group within |ISA100 that is
wor ki ng on a standard for nonitoring and non-critical process-
control applications.

LAN: Local Area Network.
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LBR: Low Power and Lossy Network Border Router. A device that
connects the Low Power and Lossy Network to another routing domain
such as a LAN, a WAN, or the Internet where a different routing
protocol may be in operation. The LBR acts as a routing device
and may possibly host other functions such as data collector or
aggr egat or.

LLN: Low Power and Lossy Network. Typically conposed of nany
enbedded devices with limted power, nmenory, and processing
resources interconnected by a variety of |inks, such as |EEE

802.15.4 or |lowpower W-Fi. There is a wide scope of application
areas for LLNs, including industrial nonitoring, building
automation (HVAC, |ighting, access control, fire), connected hone,

health care, environnental nonitoring, urban sensor networks,
ener gy nmanagenment, assets tracking, and refrigeration

MP2P: Multipoint-to-Point. Used to describe a particular traffic
pattern (e.g., MP2P flows collecting informati on from many nodes
flowi ng upstreamtowards a collecting sink or an LBR)

MAC:. Medi um Access Control. Refers to algorithns and procedures used
by the data link layer to coordinate use of the physical |ayer.

Non- Sl eepy Node: A node that always remains in a fully powered-on
state (i.e., always awake) where it has the capability to perform
conmuni cati on.

Open Loop Control: A process whereby a plant operator nanually
mani pul at es an actuator over the network where the decision is
i nfluenced by information sensed by field devices.

PER. Packet Error Rate. A ratio of the nunber of unusable packets
(not received at all or received in error, even after any
applicable error correction has been applied) to the total number
of packets that woul d have been received in the absence of errors.

P2P. Point To Point. Refers to traffic exchanged between two nodes
(regardl ess of the nunber of hops between the two nodes).

P2MP: Point-to-Miltipoint. Refers to traffic between one node and a
set of nodes. This is simlar to the P2MP concept in Milticast or
MPLS Traffic Engineering ([ RFC4461] and [ RFC4875]). A common use
case for the Routing Protocol for Low Power and Lossy Networks
(RPL) involves P2MP flows fromor through a DAG root outward
towards ot her nodes contained in the DAG

RAM Random Access Menory. A volatile nenory.
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RFI D: Radi o Frequency | Dentification
ROM Read-Only Menory.
ROLL: Routing Over Low Power and Lossy Networks.

RPL: An I Pv6 Routing Protocol for Low Power and Lossy Networks that
provi des a mechani sm whereby multipoint-to-point traffic from
devices inside the LLN towards a central control point as well as
point-to-multipoint traffic fromthe central control point to the
devices inside the LLN are supported. RPL also supports point-to-
point traffic between any arbitrary nodes in the LLN

RPL Dommin: A collection of RPL routers under the control of a single
adnmi ni stration. The boundaries of routing domains are defined by
net wor k managenment by setting some links to be exterior, or inter-
domai n, |inks.

Schedul e: An agreed execution, wake-up, transm ssion, reception
etc., tinmetable between two or nore field devices.

Sensor: A device that neasures a physical quantity and converts it to
an anal og or digital signal that can be read by a programor a
user. Sensed data can be of many types: el ectromagnetic (e.qg.
current, voltage, power, or resistance), nechanical (e.g.

pressure, flow, liquid density, or humdity), chenmical (e.g.
oxygen or carbon nonoxi de), acoustic (e.g., noise or ultrasound),
etc.

Sl eepy Node: A node that nay sonmetines go into a sleep node (i.e., go
into a | owpower state to conserve power) and tenporarily suspend
protocol communi cati on. When not in sleep node, the sl eepy node
isinafully powered-on state where it has the capability to
per form conmmuni cati on.

Smart &rid: A broad class of applications to network and automate
utility infrastructure.

Timeslot: A fixed time interval that may be used for the transm ssion
or reception of a packet between two field devices. A tineslot
used for comrunications is associated with a slotted-Iink

Upstream Data direction traveling fromthe LLN via the LBRto
outside of the LLN (LAN, WAN, or Internet) or generally closer to
the root of the DAG conmputed by the routing protocol

VWAN: W de Area Network.
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3.

Security Considerations

Since this docunent specifies term nology and does not specify new
procedures or protocols, it raises no new security issues.
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