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Abst r act

Thi s docunent updates RFC 5066. It anends that specification by
inform ng the Internet comunity about the transition of the

EFM CU-M B nmodul e fromthe concluded | ETF Et hernet Interfaces and Hub
M B Wrking Goup to the Institute of Electrical and El ectronics

Engi neers (1 EEE) 802.3 worki ng group

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7124.

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction
RFC 5066 [ RFC5066] defines two M B nodul es:

EFM CU-MB, with a set of objects for managi ng 10PASS-TS and
2BASE-TL Ethernet in the First M| e Copper (EFMCu) interfaces;

| F- CAP- STACK-M B, with a set of objects describing cross-connect
capability of a managed device with nulti-Iayer (stacked)

i nterfaces, extending the stack management objects in the
Interfaces Goup MB and the Inverted Stack Table M B nodul es.

Wth the conclusion of the [HUBM B] working group, the responsibility
for the mai ntenance and further devel opnent of a M B nodul e for
managi ng 2BASE- TL and 10PASS-TS interfaces has been transferred to
the Institute of Electrical and El ectronics Engineers (I EEE) 802.3

[ EEE802. 3] working group. In 2011, the | EEE devel oped the

| EEE8023- EFM CU- M B nodul e, based on the original EFM CU-M B nodul e

[ RFC5066]. The current revision of | EEE8023-EFM CU-MB is defined in
| EEE Std 802.3.1-2013 [I| EEE802. 3.1].

The | EEE8023- EFM CU-M B and EFM CU-M B M B nodul es can coexi st.

Exi sting depl oynents of the EFM CU-M B need not be upgraded, but
operators using the MB shoul d expect that new equi pnment will use the
| EEE8023- EFM CU- M B.

Pl ease note that the |F- CAP- STACK-M B nodul e was not transferred to
| EEE and remains as defined in RFC 5066. This neno provi des an
updat ed security considerations section for that nodule, since the
original RFC did not list any security considerations for

| F- CAP- STACK- M B.
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2.

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Mappi ng bet ween EFM CU-M B and | EEE8023- EFM CU- M B

The current version of | EEE8023-EFM CU-M B, defined in | EEE Std

802. 3.1-2013, has MODULE-I DENTITY of ieee8023ef MCuM B wi th an obj ect
identifier allocated under the { iso(1l)

i so-identified-organization(3) ieee(111)

st andar ds- associ at i on- nunber ed- seri es- st andards(2) | an-man-stds(802)
i eee802dot 3(3) i eee802dot 3dot 1mi bs(1) } sub-tree.

The EFM CU-M B has MODULE-| DENTI TY of efnCuM B with an obj ect
identifier allocated under the m b-2 sub-tree.

The nanes of the objects in the first version of the

| EEE8023- EFM CU-M B are identical to those in the EFM CU M B.
However, since both MB nodul es have different O D val ues, they can
coexi st, allow ng the managenent of the newer | EEE M B-based devices
al ongsi de the | egacy | ETF M B-based devi ces.

Updating the M B Mdul es

Wth the transfer of the responsibility for maintenance and further
devel opnent of the EFM CU-M B nodul e to the | EEE 802. 3 wor ki ng group,
the EFM CU-M B defined in RFC 5066 beconmes the | ast version of that
M B nodul e.

Al further devel opnent of the EFM Copper Interfaces MB will be done
by the | EEE 802.3 working group in the | EEE8023- EFM CU-M B nodul e.
Requests and comrents pertaining to EFM Copper Interfaces M B shoul d
be sent to the | EEE 802.3.1 task force, currently chartered with MB
devel opnent, via its mailing list [LIST802.3.1].

The | F- CAP- STACK-M B renmi ns under | ETF control and is currently
mai nt ai ned by the [ OPSAWS wor ki ng group.
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5.

Security Considerations

There are no managed objects defined in the | F- CAP- STACK-M B nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. So, if
this MB nmodule is inplenented correctly, then there is no risk that
an intruder can alter or create any nanagenent objects of this MB
nodul e via direct SNVWP SET operations.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents.

In particular, ifCapStackStatus and iflnvCapStackStatus can identify
cross-connect capability of nulti-layer (stacked) network interfaces,
potentially revealing the underlying hardware architecture of the
managed devi ce.

It is thus inportant to control even GET and/or NOTIFY access to
these objects and possibly to even encrypt the val ues of these
obj ects when sending them over the network via SNWP

SNWVP versions prior to SNVMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/ change/create/delete) the objects in this
M B nodul e.

| mpl ement ati ons SHOULD provide the security features described by the
SNWPv3 framework (see [RFC3410]), and inplenentations claimng
conpliance to the SNWPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm|[RFC3826]. |Inplementations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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