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Aut henti cated Deni al of Existence in the DNS
Abst ract

Aut henti cated denial of existence allows a resolver to validate that
a certain domain nane does not exist. It is also used to signal that
a domai n name exists but does not have the specific resource record
(RR) type you were asking for. When returning a negative DNS
Security Extensions (DNSSEC) response, a nane server usually includes
up to two NSEC records. Wth NSEC version 3 (NSEC3), this anpunt is
t hree.

Thi s docunent provides additional background comentary and some
context for the NSEC and NSEC3 mechani sms used by DNSSEC to provide
aut henti cat ed deni al - of - exi st ence responses.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
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i mpl enentati on or deployment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7129
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1

| ntroducti on

DNSSEC can be somewhat of a conplicated matter, and there are certain
areas of the specification that are nore difficult to conprehend than
others. One such area is "authenticated denial of existence".

Deni al of existence is a mechanismthat informs a resolver that a
certain domain nane does not exist. It is also used to signal that a
domai n nane exi sts but does not have the specific RR type you were
asking for.

The first is referred to as a nonexi stent domai n ( NXDOVAI N)
([ RFC2308], Section 2.1) and the latter as a NODATA ([ RFC2308],
Section 2.2) response. Both are al so known as negative responses.

Aut henti cat ed deni al of existence uses cryptography to sign the
negative response. However, if there is no answer, what is it that
needs to be signed? To further conplicate this matter, there is the
desire to pre-generate negative responses that are applicable for al
gueries for nonexistent nanmes in the signed zone. See Section 3 for
the details.

In this document, we will explain how authenticated denial of

exi stence works. We begin by explaining the current technique in the
DNS and work our way up to DNSSEC. W explain the first steps taken
i n DNSSEC and descri be how NSEC and NSEC3 work. The NXT, NO, NSEC2,
and DNSNR records al so briefly nmake their appearance, as they have
paved the way for NSEC and NSECS.

To conplete the picture, we also need to explain DNS wildcards as
these conplicate matters, especially when conbi ned with CNAME
records.

Note: In this docunent, domain names in zone file exanples will have

atrailing dot, but in the running text they will not. This text is

witten for people who have a fair understandi ng of DNSSEC. The

following RFCs are not required reading, but they help in

under st andi ng t he probl em space.

o [RFC5155] -- DNS Security (DNSSEC) Hashed Authenticated Denial of
Exi st ence;

o0 [RFC4592] -- The Role of Wldcards in the Donmai n Nane System
And, these provide sone general DNSSEC i nformation.

o |[RFC4033], [RFC4034], and [ RFC4035] -- DNSSEC specifications;
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0 [RFC4956] -- DNS Security (DNSSEC) Opt-1n. This RFC has an
Experimental status but is a good read.

These three docunments give some background information on the NSEC3
devel opnent.

0 The NO record [ DNSEXT];
0 The NSEC2 record [ DNSEXT- NSEC?];
0 The DNSNR record [ DNSNR-RR].

2. Denial of Existence
W start with the basics and take a | ook at NXDOVAI N handling in the
DNS. To make it nore visible, we are going to use a snall DNS zone
with three nanes ("exanple.org", "a.exanple.org", and
"d.exanple.org") and four types (SOA, NS, A and TXT). For brevity,

the class is not shown (defaults to IN) and the SOA record is
shortened, resulting in the followi ng zone file:

exanpl e. org. SOA ( ... )
exanpl e. org. NS a. exanpl e. org.
a. exanpl e. org. A 192.0.2.1
TXT "a record"
d. exanpl e. org. A 192.0.2.1

TXT "d record"

Figure 1: The Unsigned "exanpl e.org" Zone

2.1. NXDOWVAI N Responses
If a resolver asks the name server serving this zone for the TXT type
bel onging to "a.example.org", it sends the foll ow ng question
"a.exanple.org TXT".
The nane server |looks in its zone data and generates an answer. In
this case, a positive one: "Yes, it exists and this is the data",
resulting in this reply:
;; status: NOERROR, id: 28203

7 ANSVER SECTI ON
a. exanpl e. org. TXT "a record"

;5 AUTHORI TY SECTI ON
exanpl e. org. NS a. exanpl e. org.
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The "status: NOERROR' signals that everything is OK and the "id" is
an integer used to match questions and answers. In the ANSVER
section, we find our answer. The AUTHORITY section holds the nanes
of the nane servers that have information concerning the
"exanpl e. org" zone. Note that including this information is

opti onal

If a resolver asks for "b.exanple.org TXT", it gets an answer that
this name does not exist:

;; status: NXDOVAIN, id: 7042
;7 AUTHORI TY SECTI ON
exanpl e. org. SQA (... )

In this case, we do not get an ANSWER section, and the status is set
to NXDOVAIN. Fromthis, the resolver concludes that "b.exanple.org"
does not exist. The AUTHORI TY section holds the SOA record of
"exanpl e. org" that the resolver can use to cache the negative
response.

2.2. NODATA Responses

It is inmportant to realize that NXDOVAIN is not the only type of
does-not - exi st response. A nane nay exist, but the type you are
asking for may not. This occurrence of nonexistence is called a
NODATA response. Let us ask our nane server for "a.exanple.org AAAA
and | ook at the answer:

;; status: NOERROR, id: 7944

7 AUTHORI TY SECTI ON
exanpl e. org. SQA (... )

The status NOERROR shows that the "a.exanple.org" name exists, but
the reply does not contain an ANSVWER section. This differentiates a
NODATA response from an NXDOVAI N response; the rest of the packet is
very simlar. The resolver has to put these pieces of information
toget her and conclude that "a.exanple.org" exists, but it does not
have a "AAAA" record.
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3. Secure Denial of Existence

The above has to be translated to the security-aware world of DNSSEC.
But, there are a few principles DNSSEC brings to the table:

1. A nanme server is free to conpute the answer and signature(s) on
the fly, but the protocol is witten with a "first sign, then
| oad" attitude in mnd. It is rather asymetrical, but a |ot of
the design in DNSSEC stens from fact that you need to acconmodat e
aut henti cated denial of existence. |If the DNS did not have
NXDOVAI N, DNSSEC woul d be a lot sinpler, but a ot |ess useful!

2. The DNS packet header is not signed. This neans that a "status:
NXDOVAI N' cannot be trusted. |In fact, the entire header nmay be
forged, including the AD bit (AD stands for Authentic Data; see
[ RFC3655]), which nmay give sone food for thought;

3. DNS wildcards and CNAME records conplicate matters significantly.
See nore about this later in Sections 5.3 and 5. 4.

The first principle inplies that all denial-of-exi stence answers need
to be preconputed, but it is imnmpossible to preconmpute (al
concei vabl e) nonexi st ence answers.

A generic denial record that can be used in all denial-of-existence
proofs is not an option: such a record is susceptible to replay
attacks. Wen you are querying a nanme server for any record that
actually exists, a man in the mddle could replay that generic denia
record that is unlimted inits scope, and it would be inpossible to

tell whether the response was genuine or spoofed. |n other words,
the generic record can be replayed to falsely deny _all_ possible
responses.

We could al so use the QNAME in the answer and sign that, essentially
signing an NXDOMAI N response. While this approach coul d have worked
technically, it is inconpatible with offline signing.

The way this has been solved is by introducing a record that defines
an interval between two existing nanes. O, to put it another way,

it defines the holes (nonexisting nanes) in the zone. This record
can be signed beforehand and given to the resolver. Appendices A and
B descri be online signing techniques that are conpatible with this
schene.

G ven all these troubles, why didn't the designers of DNSSEC go
for the easy route and allow for online signing? WelIl, at that
time (pre 2000), online signing was not feasible with the then-
current hardware. Keep in mind that the | arger servers get
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bet ween 2000 and 6000 queries per second (gps), with peaks up to
20,000 gps or nore. Scaling signature generation to these kind of
| evel s is always a challenge. Another issue was (and is) key
management. For online signing to work, _each_ authoritative nane
server needs access to the private key(s). This is considered a
security risk. Hence, the protocol is required not to rely on
on-1line signing.

The road to the current solution (NSEC/NSEC3) was long. It started
with the NXT (next) record. The NO (not existing) record was

i ntroduced, but it never made it into an RFC. Later on, NXT was
superseded by the NSEC (next secure) record. Fromthere, it went
through NSEC2/DNSNR to finally reach NSEC3 (Next SECure version 3) in
RFC 5155.

3.1. NXT

The first attenpt to specify authenticated denial of existence was
NXT ([ RFC2535]). Section 5.1 of RFC 2535 introduces the record:

The NXT resource record is used to securely indicate that RRs with
an owner nane in a certain name interval do not exist in a zone
and to indicate what RR types are present for an existing name.

By specifying what you do have, you inplicitly tell what you don't
have. NXT is superseded by NSEC. |In the next section, we explain
how NSEC (and thus NXT) worKks.

3.2. NSEC

In [ RFC3755], all the DNSSEC types were given new nanes: SIG was
renaned RRSI G KEY becanme DNSKEY, and NXT was renanmed NSEC, and a
m nor issue was fixed in the process, nanely the type bitnmap was
redefined to allow nmore than 127 types to be listed ([ RFC2535],
Section 5.2).

Just as NXT, NSEC is used to describe an interval between nanes: it
indirectly tells a resolver which nanes do not exist in a zone.

For this to work, we need our "exanple.org" zone to be sorted in
canoni cal order ([RFC4034], Section 6.1), and then create the NSECs.
We add three NSEC records, one for each name, and each one covers a
certain interval. The last NSEC record points back to the first as
requi red by RFC 4034 and depicted in Figure 2.

1. The first NSEC covers the interval between "exanple.org" and
"a.exanple.org";
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2. The second NSEC covers "a.exanple.org" to "d.exanple.org"

3. The third NSEC points back to "exanple.org" and covers
"d.exanmple.org" to "exanple.org" (i.e., the end of the zone).

As we have defined the intervals and put those in resource records,
we now have sonet hing that can be signed.

exanpl e.org
* *

oo *¥F <4

(1) 1 . . \ (3)
/. . \
| |
Vo |
* * (2) * *
a.example.org ** --------- > ** d. exanpl e.org
Figure 2: The NSEC records of "exanple.org". The arrows represent

NSEC records, starting fromthe apex.

This signed zone is | oaded into the name server. It |looks like this:
exanpl e. org. SOA ( ... )
DNSKEY ( ... )

NS a.exanple. org.
NSEC a. exanpl e. org. NS SOA RRSI G NSEC DNSKEY
RRSIGNS) ( ... )
RRSI G(SQA) (... )
RRSI G(NSEC) ( ... )
RRSI G(DNSKEY) ( ... )
a. exanpl e. org. A 192.0.2.1
TXT "a record"
NSEC d. exanpl e. org. A TXT RRSI G NSEC
RRSIGA) (... )
RRSIG(TXT) ( ... )
RRSI G(NSEC) ( ... )
d. exanpl e. or g. A 192.0.2.1
TXT "d record"
NSEC exanpl e. org. A TXT RRSI G NSEC
RRSIGA) (... )
RRSIG(TXT) ( ... )
RRSI G(NSEC) ( ... )

Fi gure 3: The signed and sorted "exanpl e.org" zone with the added
NSEC records (and signatures). For brevity, the class is
not shown (defaults to IN) and the SOA, DNSKEY, and RRSI G
records are shortened.
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I f a DNSSEC-aware resol ver asks for "b.exanple.org", it gets back a
"status: NXDOMAI N' packet, which by itself is neaningless (renmenber
that the DNS packet header is not signed and thus can be forged). To
be able to securely detect that "b" does not exist, there must also
be a signed NSEC record that covers the name space where "b" lives.

The record:

a. exanpl e. org. NSEC d. exanple.org. A TXT RRSI G NSEC

does precisely that: "b" should come after "a", but the next owner
nane is "d.exanple.org", so "b" does not exist.

Only by making that calculation is a resolver able to conclude that
the nanme "b" does not exist. |If the signature of the NSEC record is
valid, "b" is proven not to exist. W have authenticated denial of
exi stence. A simlar NSEC record needs to be included to deny

wi | dcard expansi on, see Section 5. 3.

Note that a nan in the nmddle may still replay this NXDOMAI N response
when you’'re querying for, say, "c.exanple.org". But, it would not do
any harmsince it is provable that this is the proper response to the

query.
3.3. NODATA Responses

NSEC records are al so used i n NODATA responses. In that case, we
need to | ook nore closely at the type bitmap. The type bitmap in an
NSEC record tells which types are defined for a nanme. |If we | ook at

the NSEC record of "a.exanple.org", we see the followi ng types in the
bitmap: A, TXT, NSEC, and RRSIG So, for the nane "a", this
i ndi cates we nust have an A, TXT, NSEC, and RRSIG record in the zone.

Wth the type bitmap of the NSEC record, a resolver can establish
that a name is there, but the type is not. For exanple, if a

resol ver asks for "a.exanple.org AAAA", the reply that cones back is:
;; Status: NOERROR, id: 44638

;; AUTHORI TY SECTI ON

exanpl e. org. SQA ( ..

exanpl e. org. RRSIG(SQA) ( ... )

a. exanpl e. org. NSEC d. exanpl e. org. A TXT RRSI G NSEC
a. exanpl e. org. RRSI G(NSEC) ( ... )
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The resol ver should check the AUTHORI TY section and concl ude that:

(1) "a.exanple.org" exists (because of the NSEC with that owner
nane); and

(2) the type (AAAA) does not exist as it is not listed in the type
bi t map.

The techni ques used by NSEC formthe basics of authenticated denia
of existence in DNSSEC.

3.4. Drawbacks of NSEC

There were two issues with NSEC (and NXT). The first is that it

all ows for zone wal king. NSEC records point fromone name to

anot her; in our exanple: "exanple.org" points to "a.exanple.org"

whi ch points to "d.exanmple.org”, which points back to "exanple.org"
So, we can reconstruct the entire "exanple.org" zone, thus defeating
attenpts to administratively block zone transfers ([ RFC2065],
Section 5.5).

The second issue is that when a | arge, del egation-centric ([RFC5155],
Section 1.1) zone depl oys DNSSEC, every name in the zone gets an NSEC
plus RRSIG So, this leads to a huge increase in the zone size (when
signed). This would in turn nmean that operators of such zones who
are depl oyi ng DNSSEC face up-front costs. This could hi nder DNSSEC
adopti on.

These two issues eventually | ead to NSEC3, which

0 Adds a way to garble the owner names thus thwarting zone wal ki ng;

o Makes it possible to skip names for the next owner nane. This
feature is called Opt-Qut (see Section 5.1). It means not al
nanes in your zone get an NSEC3 plus ditto signature, making it
possible to "grow into" your DNSSEC depl oynment.

Note that there are other ways to mitigate zone wal king. RFC 4470

[ RFC4470] prevents zone wal king by introducing mininally covering

NSEC records. This technique is described in Appendix A

Before we delve into NSEC3, let us first take a look at its
predecessors: NO, NSEC2, and DNSNR
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4.

Experi mental and Deprecated Mechanisns: NO, NSEC2, and DNSNR

Long before NSEC was defined, the NO record was introduced. It was
the first record to use the idea of hashed owner names to fix the
i ssue of zone wal king that was present with the NXT record. It also

fixed the type bitmap issue of the NXT record, but not in a space-
efficient way. At that time (around 2000), zone wal ki ng was not
consi dered inportant enough to warrant the new record. People were
al so worried that DNSSEC depl oynent woul d be hi ndered by devel opi ng
an alternate neans of denial of existence. Thus, the effort was
shel ved and NXT renai ned.

When t he new DNSSEC specificati on [ RFC4034] was witten, people were
still not convinced that zone wal king was a problem that should be
solved. So, NSEC saw the light and inherited the two issues from
NXT.

Several years after, NSEC2 was introduced as a way to solve the two
i ssues of NSEC. The NSEC2 docunent [ DNSEXT- NSEC2] contains the
foll owi ng paragraph:

Thi s docunent proposes an alternate schene which hides owner nanes
while permtting authenticated denial of existence of non-existent
nanes. The schenme uses two new RR types: NSEC2 and EXI ST.

When an aut henti cated deni al - of - exi stence scheme starts to tal k about
EXI ST records, it is worth paying extra attention. The EXI ST record
was defined as a record wi thout RDATA that woul d be used to signha
the presence of a domain name. From [ DNSEXT- NSEC2?] :

In order to prove the nonexistence of a record that m ght be
covered by a wildcard, it is necessary to prove the existence of
its closest encloser. This record does that. Its owner is the
cl osest encloser. It has no RDATA. |If there is another RR that
proves the existence of the closest encloser, this SHOULD be used
i nstead of an EXI ST record.

The introduction of this record | ed to questions about what wi | dcards
actually nean (especially in the context of DNSSEC). It is probably
not a coincidence that "The Role of Wl dcards in the Donmai n Name
Systent [RFC4592] was standardi zed before NSEC3 was.

NSEC2 sol ved t he zone-wal ki ng i ssue by hashing (with SHA1 and a salt)
the "next owner name" in the record, thereby nmaking it useless for
zone wal king. But, it did not have Opt-Cut.

The DNSNR record was another attenpt that used hashed nanmes to foi
zone wal king, and it also introduced the concept of opting out
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(called "Authoritative Only Flag"), which limted the use of DNSNR in
del egati on-centric zones.

Al of these proposals didn't make it, but they did provide val uabl e
insights. To sunmari ze:

o The NO record introduced hashing, but this idea lingered in the
background for a long tine;

0 The NSEC2 record nade it clear that w |l dcards were not completely
under st ood;

0 The DNSNR record used a new flag field in the RDATA to signal Opt-
Qut .

5. NSEC3

From t he experience gained with NSEC2 and DNSNR, NSEC3 was forged.

It incorporates both Opt-Qut and the hashing of nanes. NSEC3 sol ves
any issues people mght have with NSEC, but it introduces some
additi onal conplexity.

NSEC3 di d not supersede NSEC, they are both defined for DNSSEC. So,
DNSSEC i s bl essed with two different nmeans to perform aut henticated
deni al of existence: NSEC and NSEC3. In NSEC3, every nane is hashed,
i ncl udi ng the owner nanme. This neans that the NSEC3 chain is sorted
in hash order, instead of canonical order. Because the owner nanes
are hashed, the next owner nanme for "exanple.org" is unlikely to be
"a.exanple.org". Because the next owner nane is hashed, zone wal ki ng
becones nore difficult.

To make it even nore difficult to retrieve the original nanes, the
hashi ng can be repeated several tines, each time taking the previous
hash as input. To prevent the reuse of pre-generated hash val ues

bet ween zones, a (per-zone) salt can also be added. |In the NSEC3 for
"exanpl e. org", we have hashed the nanes thrice ([ RFC5155], Section 5)
and used the salt "DEAD'. Let's look at a typical NSEC3 record:

15bg9l 6359f 5ch23e34ddua6bnlri hl 9h. exanpl e. org. (
NSEC3 1 0 2 DEAD A6EDKB6V8VL50L8JNQQLT74QVI7HEB84
NS SQA RRSI G DNSKEY NSEC3PARAM )

On the first line, we see the hashed owner nane:

"15bg9l 6359f 5ch23e34ddua6bnlri hl 9h. exanpl e.org"; this is the hashed
nane of the fully qualified domain name (FQDN) "exanple.org" encoded
as Base32 [ RFC4648]. Note that even though we hashed "exanpl e.org"
the zone’s nane is added to make it |look |like a domain name again

In our zone, the basic format is "Base32(SHAL(FQDN)). exanpl e. org"
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The next hashed owner nane "A6EDKB6VBVL50L8INQQAT74QVI7HEB84" (i ne
2) is the hashed version of "d.exanple.org", represented as Base32.

Note that "d.exanple.org" is used as the next owner nane because in
the hash ordering, its hash comes after the hash of the zone’s apex.
Al so, note that ".exanple.org" is not added to the next hashed owner
nane, as this name always falls in the current zone

The "1 0 2 DEAD' segment of the NSEC3 st ates:

o Hash Algorithm= 1 (SHAl is the default; no other hash al gorithms
are currently defined for use in NSEC3; see Section 3.1.1 of
[ RFC5155] ) ;

0 Opt-Qut = 0 (disabled; see Section 6 of [ RFC5155]);

0 Hash Iterations = 2 (this yields three iterations, as a zero val ue
is already one iteration; see Section 3.1.3 of [RFC5155]);

o Salt = "DEAD' (see Section 3.1.5 of [RFC5155].

At the end, we see the type bitmap, which is identical to NSEC s
bitmap, that lists the types present at the origi nal owner name.

Note that the type NSEC3 is absent fromthe list in the exanple
above. This is due to the fact that the original owner nane
("exampl e. org") does not have the NSEC3 type. It only exists for the
hashed nane.

Nanes |ike "1.h.exanple.org" hash to one | abel in NSEC3 and

"1. h. exanmpl e. org" becones:
"117gercprcj gg8j 04evlindr k8dljt 14k. exanpl e. org" when used as an owner
nane. This is an inportant observation. By hashing the nanes, you

| ose the depth of a zone -- hashing introduces a flat space of nanes,
as opposed to NSEC.

The nane used above ("1.h.exanple.org") creates an enpty non-
terminal. Enpty non-terninals are donain nanmes that have no RRs
associated with them and exi st only because they have one or nore
subdonai ns that do ([ RFC5155], Section 1.3). The record:

1. h. exanpl e. org. TXT "1.h record"
creates two nanes:

1. "1.h.exanple.org" that has the type: TXT;

2. "h.exanple.org", which has no types. This is the enpty non-
term nal
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An enpty non-terminal will get an NSEC3 record but not an NSEC
record. |In Section 5.5, how the resolver uses these NSEC3 records to
val i date the deni al - of - exi stence proofs is shown.

Not e that NSEC3 m ght not always be useful. For exanple, highly

structured zones, like the reverse zones ip6.arpa and in-addr. arpa,
can be wal ked even with NSEC3 due to their structure. Also, the
nanes in snmall, trivial zones can be easily guessed. In these cases,

it does not help to defend agai nst zone wal king, but it does add the
conput ati onal | oad on authoritative servers and vali dators.

5.1. Opt-Out

Hashing mtigates the zone-wal ki ng i ssue of NSEC. The other issue,
the high costs of securing a delegation to an insecure zone, is
tackled with Opt-Qut. When using Opt-Qut, nanes that are an insecure
del egation (and enpty non-termnals that are only derived from

i nsecure del egations) don't require an NSEC3 record. For each

i nsecure del egation, the zone size can be decreased (conpared with a
fully signed zone without using Opt-Qut) with at |east two records:
one NSEC3 record and one corresponding RRSIG record. |If the insecure
del egation woul d i ntroduce enpty non-termnals, even nore records can
be omtted fromthe zone

Opt - Qut NSEC3 records are not able to prove or deny the existence of
the insecure delegations. |In other words, those del egations do not
benefit fromthe cryptographic security that DNSSEC provi des.

A recently discovered corner case (see RFC Errata | D 3441 [Err3441])
shows that not only those del egations remain insecure but also the
enpty non-termnal space that is derived fromthose del egati ons.

Because the nanmes in this enpty non-terminal space do exist according
to the definition in [ RFC4592], the server should respond to queries
for these names wi th a NODATA response. However, the validator
requires an NSEC3 record proving the NODATA response ([RFC5155],
Section 8.5):

The validator MJUST verify that an NSEC3 RR that nmatches QNAME i s
present and that both the QI'YPE and the CNAME type are not set in
its Type Bit Maps field.

A way to resolve this contradiction in the specification is to always

provide enpty non-ternminals with an NSEC3 record, even if it is only
derived froman insecure del egation
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5.2. Loadi ng an NSEC3 Zone

Whenever an authoritative server receives a query for a non-existing
record, it has to hash the incom ng query nane to deternine into

whi ch interval between two existing hashes it falls. To do that, it
needs to know the zone's specific NSEC3 paraneters (hash iterations

and salt).

One way to learn themis to scan the zone during | oading for NSEC3
records and gl ean the NSEC3 parameters fromthem However, it would
need to make sure that there is at |east one conplete set of NSEC3
records for the zone using the sane paraneters. Therefore, it would
need to inspect all NSEC3 records.

A nmore graceful solution was designed. The solution was to create a
new record, NSEC3PARAM which rmust be placed at the apex of the zone.
Its role is to provide a fixed place where an authoritative nane
server can directly see the NSEC3 paranmeters used, and by putting it
in the zone, it allows for easy transfer to the secondaries.

5.3. Wldcards in the DNS

So far, we have only tal ked about denial of existence in negative
responses. However, denial of existence may al so occur in positive
responses, i.e., where the ANSVER section of the response is not
enpty. This can happen because of wildcards.

W dcards have been part of the DNS since the first DNS RFCs. They
allow to define all nanes for a certain type in one go. |In our
"exanpl e. org" zone, we could, for instance, add a w ldcard record:
* . exanpl e. org. TXT "wildcard record"

For conmpl et eness, our (unsigned) zone now | ooks like this:

exanpl e. org. SOA ( ... )
exanpl e. org. NS a.exanpl e.org.
* . exanpl e. org. TXT "wildcard record"
a. exanpl e. org. A 192.0.2.1
TXT "a record"
d. exampl e. or g. A 192.0.2.1

TXT "d record”

Figure 4: The example.org Zone with a Wldcard Record
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If a resolver asks for "z.exanple.org TXT", the nane server will
respond with an expanded wil dcard instead of an NXDOVAI N:

;; status: NOERROR, id: 13658

;5 ANSWER SECTI ON:
z. exanpl e. org. TXT "wi | dcard record"

Not e, however, that the resol ver cannot detect that this answer cane
froma wildcard. It just sees the answer as is. Howwll this
answer | ook wi th DNSSEC?

;; status: NOERROR, id: 51790

;. ANSWER SECTI ON:

z. exanpl e. org. TXT "wi | dcard record"

z. exanpl e. org. RRSIGTXT) ( ... )

;7 AUTHORI TY SECTI ON:

d. exanpl e. or g. NSEC exanpl e.org. A TXT RRSI G NSEC
d. exanpl e. or g. RRSI G(NSEC) ( ... )

Figure 5: A Response with an Expanded W dcard and DNSSEC

The RRSI G of the "z.exanple.org" TXT record indicates there is a

wi | dcard configured. The RDATA of the signature lists a |abel count,
[ RFC4034], Section 3.1.3., of two (not visible in the figure above),
but the owner name of the signature has three labels. This m smatch
indicates there is a wildcard "*. exanpl e.org" confi gured.

An astute reader nmay notice that it appears as if a
"z.exanple.org" RRSIG TXT) is created out of thin air. This is
not the case. The signature for "z.exanple.org" does not exist.
The signature you are seeing is the one for "*.exanple.org", which
does exist; only the owner name is switched to "z.exanple.org".
So, even with wildcards, no signatures have to be created on the

fly.

The DNSSEC standard nmandates that an NSEC (or NSEC3) is included in
such responses. If it wasn't, an attacker could mount a replay
attack and poison the cache with fal se data. Suppose that the

resol ver has asked for "a.exanple.org TXT". An attacker could nodify
the packet in such way that it |looks |ike the response was generated
through wi |l dcard expansi on, even though a record exists for

"a.exanpl e.org TXT".
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The tweaking sinply consists of adjusting the ANSWER section to:
;; status: NOERROR, id: 31827

;5 ANSWER SECTI ON
a. exanpl e. org. TXT "wi | dcard record"
a. exanpl e. org. RRSI G TXT) ( ... )

Fi gure 6: A Forged Response without the Expanded W/ dcard

Note the subtle difference fromFigure 5 in the owner name. 1In this
response, we see a "a.exanple.org TXT" record for which a record with
di fferent RDATA (see Figure 4) exists in the zone.

That woul d be a perfectly valid answer if we would not require the

i nclusi on of an NSEC or NSEC3 record in the wildcard answer response.
The resol ver believes that "a.example.org TXT" is a wildcard record
and the real record is obscured. This is bad and defeats all the
security DNSSEC can deliver. Because of this, the NSEC or NSEC3 nust
be present.

Anot her way of putting this is that DNSSEC is there to ensure the
nane server has followed the steps as outlined in [RFCL034],

Section 4.3.2 for looking up names in the zone. It explicitly lists
wi | dcard | ookup as one of these steps (3c), so with DNSSEC this nust
be comuni cated to the resol ver: hence, the NSEC or NSEC3 record.
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5.4. CNAME Records

So far, the maxi mum nunber of NSEC records a response will have is
two: one for the denial of existence and another for the wildcard.
We say maxi num because sonetines a single NSEC can prove both. Wth
NSEC3, this is three (as to why, we will explain in the next
section).

When we take CNAME wildcard records into account, we can have nore
NSEC or NSEC3 records. For every wildcard expansion, we need to
prove that the expansion was allowed. Let’s add some CNAME wi | dcard
records to our zone:

exanpl e. org. SQA (... )
exanpl e. org. NS a.exanple. org.
* . exanpl e. org. TXT "wi | dcard record"
a. exampl e. or g. A 192.0.2.1

TXT "a record"
* . a.exanpl e. org. CNAME w. b
*. b. exanmpl e. org. CNAME w. C
*.c.exanpl e. org. A 192.0.2.1
d. exampl e. or g. A 192.0.2.1

TXT "d record”
w. exanpl e. org. CNAME w. a

Figure 7. A Wldcard CNAME Chain Added to the "exanpl e.org" Zone
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A query for "w. exanple.org A" will result in the follow ng response:
;; status: NOERROR, id: 4307

ANSWER SECTI ON:

w. exanpl e. org. CNAME w. a. exanpl e. org.
w. exanpl e. org. RRSI G(CNAME) ( ... )
w. a. exanpl e. org. CNAME w. b. exanpl e. or g.
w. a. exanpl e. or g. RRSI G(CNAME) (... )
w. b. exanpl e. or g. CNAME w. c. exanpl e. org.
w. b. exanpl e. or g. RRSI G(CNAME) (... )
w. c. exanpl e. org. A 192.0.2.1

w. c. exanpl e. org. RRSIGA) (...)

; AUTHORI TY SECTI ON:

* . a.exampl e. org. NSEC *. b. exanpl e. org. CNAME RRSI G NSEC
* . a.exampl e. org. RRSI G(NSEC) ( ... )

*. b. exanpl e. org. NSEC *. c. exanpl e. org. CNAME RRSI G NSEC
*. b. exanpl e. org. RRSI G(NSEC) ( ... )

*.c.exanpl e. org. NSEC d. exanpl e.org. A RRSI G NSEC
*.c.exanpl e. org. RRSI G(NSEC) ( ... )

The NSEC record "*.a.exanple.org" proves that w | dcard expansion to
"w. a. exanpl e.org" was appropriate: "w.a." falls in the gap "*.a" to
"* b". Simlarly, the NSEC record "*.b. exanple.org" proves that
there was no direct match for "w b.exanple.org" and "*.c. exanple.org"
denies the direct match for "w. c.exanple.org".

DNAME records and wi | dcard nanes shoul d not be used as reiterated in
[ RFC6672], Section 3.3.

5.5. The C osest Encl oser NSEC3 Record
We can have one or nore NSEC3 records that deny the existence of the
request ed name and one NSEC3 record that denies wldcard synthesis.
What do we m ss?
The short answer is that due to the hashing in NSEC3, you |ose the

depth of your zone and everything is hashed into a flat plane. To
make up for this loss of information, you need an extra record.
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To understand NSEC3, we will need two definitions:
Cl osest encloser: Introduced in [RFC4592] as:

The cl osest encloser is the node in the zone's tree of existing
domai n nanes that has the nost | abels nmatching the query nane
(consecutively, counting fromthe root |abel downward).

In our exanple, if the query name is "x.2.exanple.org", then
"exanple.org" is the "cl osest encloser"”;

Next cl oser nane: Introduced in [RFC5155], this is the cl osest
encloser with one nore | abel added to the left. So, if
"exanple.org" is the closest encloser for the query nane
"Xx.2.example.org", "2.exanple.org" is the "next closer nane".

An NSEC3 "cl osest encl oser proof" consists of:

1. An NSEC3 record that *matches* the "cl osest encloser”. This
nmeans the unhashed owner nane of the record is the cl osest
encloser. This bit of information tells a resolver: "The nane
you are asking for does not exist; the closest | have is this".

2. An NSEC3 record that *covers* the "next closer nanme". This neans
it defines an interval in which the "next closer nane" falls.
This tells the resolver: "The next closer nane falls in this
interval, and therefore the name in your question does not exist.
In fact, the closest encloser is indeed the cl osest | have".

These two records already deny the exi stence of the requested nane,
so we do not need an NSEC3 record that covers the actual queried
name. By denying the existence of the next closer name, you al so
deny the existence of the queried nane.

Note that with NSEC, the existence of all enpty non-term nals between
the two nanmes are denied, hence it inmplicitly contains the cl osest
encl oser.

For a given query nane, there is one (and only one) place where
wi | dcard expansion is possible. This is the "source of synthesis"
and is defined ([ RFC4592], Sections 2.1.1 and 3.3.1) as:

<asterisk | abel >. <cl osest encl oser>
In other words, to deny wildcard synthesis, the resolver needs to
know t he hash of the source of synthesis. Since it does not know

bef orehand what the cl osest encloser of the query nane is, it nust be
provided in the answer.
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Take the followi ng exanple. W have a zone with two TXT records to
it. The records added are "1.h.exanple.org" and "3. 3. exanple.org"
It is signed with NSEC3, resulting in the follow ng unsi gned zone

exanpl e. org. SQA ( ... )

exanpl e. org. NS a.exanple.org.
1. h. exanpl e. org. TXT "1.h record"
3. 3. exanpl e. org. TXT "3.3 record"

Figure 8: The TXT records in exanple.org. These records create two
enpty non-term nals: h.exanple.org and 3. exanpl e. org.

The resol ver asks the followi ng: "x.2.exanple.org TXT". This |eads
to an NXDOWAI N response fromthe server, which contains three NSEC3
records. A list of hashed owner nanes can be found in Appendix C
Al so, see Figure 9; the nunbers in that figure correspond with the
foll owi ng NSEC3 records:

15bg9l 6359f 5ch23e34dduaénlri hl 9h. exanpl e. org. (
NSEC3 1 0 2 DEAD 1AVWQN74SG75UKFVF25DGCETHGQE38EK NS SOA RRSI G
DNSKEY NSEC3PARAM )

lavvgn74sg75ukf vf 25dgcet hgg638ek. exanpl e. org. (
NSEC3 1 0 2 DEAD 75B9I D679QQOV6LDFHD8OCSHSSSB6JVQ )

75b9i d679qgqov6l df hd8ocshsssb6j vqg. exampl e. org. (
NSEC3 1 0 2 DEAD 8555T7QEGAU7PIJTKSNBCHATD2MIIJNP] TXT RRSI G )

If we would follow the NSEC approach, the resolver is only interested

in one thing. Does the hash of "x.2.exanple.org" fall in any of the
intervals of the NSEC3 records it got?
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exanpl e. org
* %

+- - * % .
() /7 .~
/A
o
VoL | . .
* % | (2) * % ++
h.exanple.org ** ----+4----> ** 3 exanple.org ++ 2. exanple.org
/ o
I (5) | (3)
/ |
o Y .
1. h. exanple.org ** ** ++
R ** 3.3.exanple.org ++ x.2.exanple.org
(4)

Figure 9: "x.2.exanple.org" does not exist. The five arrows
represent the NSEC3 records; the ones nunbered (1), (2),
and (3) are the NSEC3s returned in our answer.
"2.exanple.org" is covered by (3) and "x.2.exanple.org" is
covered by (4).

The hash of "x.2.exanple.org" is "ndtu6dste50pr4alf2qvr1v31g00i 2i 1".
Checking this hash on the first NSEC3 yields that it does not fall in
between the interval: "15bg9l 6359f 5ch23e34ddua6nlri hl 9h" to
"lavvgn74sg75ukf vf 25dgcet hggq638ek”. For the second NSEC3, the answer
is also negative: the hash sorts outside the interval described by
"lavvgn74sg75ukf vf 25dgcet hgq638ek” and

"75b9i d679qqov6l df hd8ocshsssb6jvg". And, the third NSEC3, with

i nterval "75b9i d679gqov6l df hd8ocshsssh6j vg" to

" 8555t 7gegau7pj t ksnbchg4t d2mDj npj " also isn’t of any help

VWhat is a resolver to do? It has been given the maxi num anount of
NSEC3s and they all seem usel ess.

So, this is where the cl osest encloser proof cones into play. And,
for the proof to work, the resolver needs to know what the cl osest
encl oser is. There nust be an existing ancestor in the zone: a nane
must exi st that is shorter than the query nane. The resol ver keeps
hashi ng i ncreasingly shorter nanes fromthe query nane until an owner
name of an NSEC3 matches. This owner nane is the cl osest encl oser

When the resol ver has found the cl osest encloser, the next step is to
construct the next closer name. This is the closest encloser with
the | ast chopped | abel fromthe query nane prepended to it: "<l ast
chopped | abel >. <cl osest encl oser>". The hash of this nane should be
covered by the interval set in any of the NSEC3 records.
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Then, the resolver needs to check the presence of a wildcard. It
creates the wildcard nane by prepending the asterisk |abel to the
cl osest encloser, "*.<closest encloser>", and uses the hash of that.

Goi ng back to our exanple, the resolver nust first detect the NSEC3
that matches the cl osest encloser. It does this by chopping up the
qguery nane, hashing each instance (with the sane nunber of iterations
and hash as the zone it is querying), and conparing that to the
answers given. So, it has the follow ng hashes to work with:

X. 2. exampl e.org: "ndtu6dste50pr4alf2qvr1v31g00i 2i 1", |ast chopped
| abel : "<empty>";

2. exampl e.org: "7t70drgd4ekc28v93q7gnbl eopa7vl p6qg", |ast chopped
| abel : "x";

exanpl e.org: "15bg9l 6359f 5ch23e34ddua6nlri hl 9h", | ast chopped | abel
" 2",

O these hashes, only one matches the owner nane of one of the NSEC3
records: "15bg9l 6359f 5ch23e34ddua6nlri hl 9h". This rmust be the

cl osest encl oser (unhashed: "exanple.org"). That’'s the nmain purpose
of that NSEC3 record: tell the resolver what the closest encloser is.

When using Opt-Qut, it is possible that the actual closest encloser
to the ONAME does not have an NSEC3 record. |If so, we will have to
do with the cl osest provable encloser, which is the closest enclosing
aut horitative name that does have an NSEC3 record. In the worst

case, this is the NSEC3 record corresponding to the apex; this name
nust al ways have an NSEC3 record

Wth the closest (provable) encloser, the resolver constructs the
next closer, which in this case is: "2.exanple.org"; "2" is the |ast

| abel chopped when "exanple.org" is the closest encloser. The hash
of this name should be covered in any of the other NSEC3s. And, it
is -- "7t70drgd4ekc28v93q7gnbl eopa7vl p6g" falls in the interval set by
" 75b9i d679qqov6l df hd8ocshsssb6j vg" and

" 8555t 7gegau7pj t ksnbchg4t d2mDj npj " (this is our second NSEC3).

So, what does the resolver learn fromthis?

o "exanple.org" exists;

o "2.exanple.org" does not exist.

And, if "2.exanple.org" does not exist, there is also no direct match

for "x.2.exanple.org". The last step is to deny the existence of the
source of synthesis to prove that no wildcard expansi on was possi bl e.
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The resol ver hashes "*.exanple.org" to

"22670tr pl hsr 72pgqmed! t glkdgeol b7" and checks that it is covered. |In
this case, by the last NSEC3 (see Figure 9), the hash falls in the

i nterval set by "lavvqgn74sg75ukf vf25dgcet hgq638ek” and

" 75b9i d679qqov6l df hd8ocshsssb6j vg”". This means there is no w ldcard
record directly below the cl osest encloser, and "x. 2. exanpl e.org"
definitely does not exist.

When we have validated the signatures, we have reached our goal
aut henti cated deni al of existence.

5.6. Three to Tango

One extra NSEC3 record plus an additional signature may seemlike a
ot just to deny the existence of the wildcard record, but we cannot

leave it out. |If the standard would not mandate the cl osest encl oser
NSEC3 record but instead required two NSEC3 records -- one to deny
the query nane and one to deny the wildcard record -- an attacker

could fool the resolver that the source of synthesis does not exist,
while it in fact does.

Suppose the wildcard record does exist, so our unsigned zone | ooks

l'i ke this:

exanpl e. org. SOA ( ... )

exanpl e. org. NS a.exanple. org.

* . exanpl e. org. TXT "wil dcard record"
1. h. exanpl e. org. TXT "1.h record"

3. 3. exanpl e. org. TXT "3.3 record”

The query "x. 2.exanple.org TXT" shoul d now be answered with:
X. 2. exanpl e. or g. TXT "wil dcard record"

An attacker can deny this wildcard expansion by cal cul ati ng the hash
for the wildcard nanme "*. 2. exanpl e.org" and searching for an NSEC3
record that covers that hash. The hash of "*.2.exanple.org" is
"fbq73bf kj | rkdogs27k5qf 8laqqd7hho". Looki ng through the NSEC3
records in our zone, we see that the NSEC3 record of "3.3" covers
this hash:

8555t 7gqegau7pj t ksnbchg4t d2nDj npj . exanpl e. org. (
NSEC3 1 0 2 DEAD 15B@L6359F5CH23E34DDUAGNLRI HLOH TXT RRSI G )

This record al so covers the query nanme "x.2.exanple.org"
(" ndt uédst e50pr 4alf 2qvr 1v31g00i 2i 1") .
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Now an attacker adds this NSEC3 record to the AUTHORI TY section of
the reply to deny both "x.2.exanple.org" and any wi |l dcard expansi on
The net result is that the resolver determ nes that "x.2.exanple.org"
does not exist, while in fact it should have been synthesized via

wi | dcard expansion. Wth the NSEC3 matching the cl osest encl oser
"exanpl e.org", the resolver can be sure that the w | dcard expansion
shoul d occur at "*.exanple.org" and nowhere el se.

Conmi ng back to the original question: Wiy do we need up to three
NSEC3 records to deny a requested nane? The resol ver needs to be
explicitly told what the "cl osest encloser” is, and this takes up a
full NSEC3 record. Then, the next closer nane needs to be covered in
an NSEC3 record. Finally, an NSEC3 must say sonething about whet her
wi | dcard expansi on was possible. That nmakes three to tango.

6. Security Considerations

DNSSEC does not protect agai nst denial -of-service attacks, nor does
it provide confidentiality. For nore general security considerations
rel ated to DNSSEC, pl ease see [ RFC4033], [RFC4034], [RFC4035], and

[ RFC5155] .

These RFCs are conci se about why certain design choices have been
made in the area of authenticated denial of existence.

| mpl ementations that do not correctly handle this aspect of DNSSEC
create a severe hole in the security DNSSEC adds. This is
specifically troublesone for secure delegations. |[If an attacker is
able to deny the existence of a Del egation Signer (DS) record, the
resol ver cannot establish a chain of trust, and the resolver has to
fall back to insecure DNS for the remai nder of the query resolution

This docunent ainms to fill this "docunentation gap" and provide
woul d- be i npl ementors and other interested parties with enough
background know edge to better understand authenticated denial of
exi stence.

7. Acknow edgnents

Thi s docunent woul d not be possible without the help of Ed Lewis, Roy
Arends, Wbuter W jngaards, O af Kol kman, Carsten Strotmann, Jan-Piet
Mens, Peter van Dijk, Marco Davids, Esther Mkaay, Antoin Verschuren
Lukas Winner, Joe Abley, Ralf Wber, Geoff Huston, Dave Lawr ence,
Tony Finch, and Mark Andrews. Al so valuable was the source code of
Unbound ("validator/val _nsec3.c") [Unbound].

Ext ensi ve feedback for early versions of this document was received
from Karst Koymans.

G eben & Mekki ng I nf or mati onal [ Page 25]



RFC 7129

8. References

Aut henti cated Denial in DNS February 2014

8.1. Nornmtive References

[ RFC1034] Mockapetris, P., "Domain names - concepts and facilities”,
STD 13, RFC 1034, Novenber 1987.

[ RFC2065] Eastl ake, D. and C. Kaufman, "Domain Nanme System Security
Ext ensi ons", RFC 2065, January 1997.

[ RFC2308] Andrews, M, "Negative Caching of DNS Queries (DNS
NCACHE) ", RFC 2308, March 1998.

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "DNS Security Introduction and Requirenents", RFC
4033, March 2005.

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, March 2005.

[ RFC4035] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Protocol Mdifications for the DNS Security
Ext ensi ons", RFC 4035, March 2005.

[ RFC4592] Lewis, E., "The Role of Wldcards in the Donmain Name
Systent, RFC 4592, July 2006.

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, October 2006.

[ RFC5155] Laurie, B., Sisson, G, Arends, R, and D. Blacka, "DNS
Security (DNSSEC) Hashed Aut henticated Denial of
Exi stence", RFC 5155, March 2008.

[ RFC6672] Rose, S. and W W/ ngaards, "DNAME Redirection in the
DNS', RFC 6672, June 2012.

8.2. Informative References

[ DNSEXT- NSEC2]

[ DNSEXT]

Laurie, B., "DNSSEC NSEC2 Omer and RDATA Format", Work in
Progress, Cctober 2004.

Josefsson, S., "Authenticating denial of existence in DNS
wi th m ni mum di scl osure”, Work in Progress, November 2000.

G eben & Mekki ng I nf or mati onal [ Page 26]



RFC 7129 Aut henti cated Denial in DNS February 2014

[ DNSNR- RR] Arends, R, "DNSSEC Non- Repudi ati on Resource Record", Wrk
in Progress, June 2004.

[Err3441] RFC Errata, Errata |ID 3441, RFC 5155,
<http://ww.rfc-editor.org>.

[ RFC2535] Eastlake, D., "Donmain Name System Security Extensions",
RFC 2535, March 1999.

[ RFC3655] Wellington, B. and O Gudnundsson, "Redefinition of DNS
Aut henticated Data (AD) bit", RFC 3655, Novenber 2003.

[ RFC3755] Weiler, S., "Legacy Resolver Conpatibility for Del egation
Signer (DS)", RFC 3755, May 2004.

[ RFC4470] Weiler, S. and J. lhren, "Mnimally Covering NSEC Records
and DNSSEC On-1line Signing", RFC 4470, April 2006.

[ RFC4956] Arends, R, Kosters, M, and D. Blacka, "DNS Security
(DNSSEC) Opt-In", RFC 4956, July 2007.

[ Unbound] NLnet Labs, "Unbound: a validating, recursive, and caching
DNS resol ver", 2006, <http://unbound. net>.

[ phreebi rd]

Kam nsky, D., "Phreebird: a DNSSEC proxy", January 2011,
<htt p: / / dankami nsky. com phreebird/ >.

G eben & Mekki ng I nf or mati onal [ Page 27]



RFC 7129 Aut henti cated Denial in DNS February 2014

Appendix A. Online Signing: Mninmally Covering NSEC Records

An NSEC record lists the next existing name in a zone and thus nakes
it trivial to retrieve all the names fromthe zone. This can also be
done with NSEC3, but an adversary will then retrieve all the hashed
nanes. Wth DNSSEC online signing, zone wal king can be prevented by
faki ng the next owner nane.

To prevent retrieval of the next owner name with NSEC, a different,
non-exi sting (according to the existence rules in [ RFC4592],
Section 2.2) nane is used. However, not just any name can be used
because a validator may make assunptions about the size of the span
the NSEC record covers. The span nust be | arge enough to cover the
QNAME but not too large that it covers existing names.

[ RFC4470] introduces a scheme for generating mnimlly covering NSEC
records. These records use a next owner nanme that is lexically

cl oser to the NSEC owner nane than the actual next owner nane,
ensuring that no existing nanes are covered. The next owner nane can
be derived fromthe QNAME with the use of so-called epsilon
functions.

For exanple, to deny the existence of "b.exanple.org" in the zone
fromSection 3.2, the follow ng NSEC record coul d have been
gener at ed:

a. exanpl e. org. NSEC c. exanpl e. org. RRSI G NSEC

This record al so proves that "b.exanple.org" al so does not exist, but
an adversary _cannot_ use the next owner nane in a zone-wal ki ng
attack. Note the type bitmap only has the RRSI G and NSEC set because
[ RFC4470] states:

The generated NSEC record’s type bitmap MJST have the RRSI G and
NSEC bits set and SHOULD NOT have any other bits set.

This is because the NSEC records nmay appear at nanmes that did not
exi st before the zone was signed. In this case, however,
"a.exanple.org" exists with other RR types, and we could have al so
set the A and TXT types in the bitmap.

Because DNS ordering is very strict, the span should be shortened to
amnmm |In order to do so, the last character in the |eftnost

| abel of the NSEC owner nane needs to be decrenented, and the | abe
must be filled with octets of value 255 until the |abel Iength
reaches the maxi mum of 63 octets. The next owner name is the OQNAME
with a leading label with a single null octet added. This gives the
following minimally covering record for "h.exanple.org"
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a\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. exanpl e. org. (

NSEC \ 000. b. exanpl e. org. RRSI G NSEC )

Appendi x B. Online Signing: NSEC3 Wite Lies

The sane principle of minimally covering spans can be applied to
NSEC3 records. This nechani sm has been dubbed "NSEC3 Wite Lies"
when it was inplemented in Phreebird [phreebird]. Here, the NSEC3
owner nane is the hash of the QNAME minus one, and the next owner
nane is the hash of the QNAME pl us one.

The following NSEC3 white lie denies "b.exanple.org" (recall that
this hashes to "iuu8l 5l m 76j el t pObi r 3t rg4u3uu8e7") :

i uu8l 51 nt 76j el t pObi r 3t rg4u3uuBeb. exanpl e. org. (
NSEC3 1 0 2 DEAD | UU815LMI76JELTPOBI R3STMXAU3UUSES )

The type bitmap is enpty in this case. |If the hash of
"b.exanmple.org" - 1 is acollision with an existing nane, the bitmp
shoul d have been filled with the RR types that exist at that namne.
This record actually denies the existence of the next closer nane
(which is conveniently "b.exanple.org"). O course, the NSEC3
records to match the cl osest encloser and the one to deny the
wildcard are still required. These can be generated too:

# Matching ‘exanple.org’: ‘15bg9l 6359f 5ch23e34ddua6nlri hl 9h'
15bg9l 6359f 5ch23e34dduaénlri hl 9h. exanpl e. org. (
NSEC3 1 0 2 DEAD 15BEIL6359F5CH23E34DDUAGNLRI HL9I NS SOA RRSI G
DNSKEY NSEC3PARAM )

# Covering ‘*.example.org': '22670trpl hsr72pqqmed! t glkdqgeol b7
22670t r pl hsr 72pqgned! t glkdgeol b6. exanpl e. or g. (
NSEC3 1 0 2 DEAD 22670TRPLHSR72PQQVEDLTGLKDQEOLBS )
Appendi x C. List of Hashed Owner Nanes

The foll owi ng owner nanes are used in this docunment. The origin for
these nanes is "exanple.org"
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S R +

| Original Nanme | Hashed Nane

. e +
"a" "04sknapcabal 7qos3kn®l 9t | 3p50kqg4c”
"1.h" "117gercprcj gg8j O4evindr k8d1jt 14k"
"@ " 15bg9l 6359f 5ch23e34dduabnlri hl 9h"

|
|
"lavvgn74sg75ukf vf 25dgcet hgq638ek”
"22670t r pl hsr 72pgqned! t glkdgeol b7"
" 75b9i d679qqgov6l df hd8ocshsssb6j vg"
"7t 70dr g4ekc28v93q7gnbl eopa7vl p6qg”
|
|
|
|
|

X o FQWNW %I
w

" 8555t 7qegau7pj t ksnbchg4t d2n0j npj "
"a6edkb6v8vl 50l 8] nqql t 74gnj 7heb84"
"fbqg73bf kj I rkdogs27k5qf 81aqqd7hho”
“iuu8l 51 nt 76j el t pObi r 3t ng4u3uu8e7"
"ndt uédst e50pr 4alf 2qvr 1v31g00i 2i 1"

N

2||

Table 1: Hashed Omner Nanes for "exanple.org" in Hash O der
Aut hors’ Addresses

R (M ek) G eben
Googl e

EMai | : m ek@oogl e. com

W (Matthijs) Mekking
NLnet Labs

Sci ence Park 400

Anst erdam 1098 XH
NL

EMai | : matthijs@l netl abs. nl
URI : http://ww. nl netl abs. nl/
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