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Abst ract

Many | nternet applications have a need for object-based security
mechani sns in addition to security mechani snms at the network |ayer or
transport layer. For many years, the Cryptographi c Message Syntax
(CGvs) has provided a binary secure object format based on ASN. 1.

Over tine, binary object encodings such as ASN. 1 have becone | ess
conmon t han text-based encodi ngs, such as the JavaScript Object
Notation (JSON). This docunent defines a set of use cases and

requi renents for a secure object format encoded using JSON, drawn
froma variety of application security nechanisns currently in

devel opnent.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7165
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1

| ntroducti on

Internet applications rest on the |ayered architecture of the
Internet and take advantage of security mechanisnms at all |ayers.
Many applications rely primarily on channel -based security
technol ogi es such as | Psec and Transport Layer Security (TLS), which
create a secure channel at the IP |layer or transport |ayer over which
application data can flow [ RFC4301] [ RFC5246]. These nechani sns,
however, cannot provide end-to-end security in some cases. For
exanple, in protocols with application-|layer internediaries, channel-
based security protocols would protect nessages from attackers

bet ween intermediaries, but not fromthe internediaries thensel ves.
These cases require object-based security technol ogi es, which enbed
application data within a secure object that can be safely handl ed by
untrusted entities.

The nost wel | -known exanpl e of such a protocol today is the use of
Secure/ Mul ti purpose Internet Mail Extensions (S/MME) protections
within the email system [ RFC5751] [ RFC5322]. An enmil nessage
typically passes through a series of internediate Mail Transfer
Agents (MTFAs) en route to its destination. Wile these MIAs often
apply channel -based security protections to their interactions (e.g.
STARTTLS [ RFC3207]), these protections do not prevent the MIAs from
interfering with the nessage. In order to provide end-to-end
security protections in the presence of untrusted MIAs, nmail users
can use S/MME to enbed nessage bodies in a secure object format that
can provide confidentiality, integrity, and data origin

aut henti cati on.

SIM ME is based on the Cryptographi c Message Syntax (CWVS) for secure
objects [RFC5652]. CMS is defined using Abstract Syntax Notation 1
(ASN. 1) and typically encoded using the ASN. 1 Di stingui shed Encodi ng
Rul es (DER), which define a binary encoding of the protected nessage
and associ ated paraneters [ITU. X690.2002]. 1In recent years, usage of
ASN. 1 has decreased (along with other binary encodings for genera

obj ects), while nore applications have cone to rely on text-based
formats such as the Extensible Markup Language (XM.) [WBC. REC-xm] or
the JavaScript Object Notation (JSON) [RFC7159].

Many current applications thus have nuch nore robust support for
processi ng objects in these text-based formats than ASN. 1 objects;
i ndeed, many lack the ability to process ASN.1 objects at all. To
sinmplify the addition of object-based security features to these
applications, the I ETF JSON Obj ect Signing and Encryption (JOSE)
wor ki ng group has been chartered to devel op a secure object fornat
based on JSON. Wile the basic requirenents for this object format
are straightforward -- nanely, confidentiality and integrity
nmechani sns encoded in JSON -- discussions in the working group
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i ndicated that different applications hoping to use the formats
defined by JOSE have different requirements. This docunent

sunmari zes the use cases for JOSE envisioned by those potentia
applications and the resulting requirenents for security nechani sns
and obj ect encodi ngs.

Sone systens that use XM. have specified the use of XM.-based
security nechani sns for object security, nanely XML Digita

Si gnatures and XM Encryption [ WBC. xm dsi g-core] [WBC. xm enc-core].
These nechani sns are used by several security token systems (e.g.
Security Assertion Markup Language (SAM.) [QASIS.sam -core-2.0-0s],
Web Services Federation [W5-Federation]), and the Comon Alerting
Protocol (CAP) emergency alerting format [CAP]. In practice,
however, XM.-based secure object formats introduce sinilar |evels of
conplexity to ASN.1 (e.g., due to the need for XM canonicali zation),
so devel opers that |ack the tools or notivation to handl e ASN. 1
aren’t likely to use XML security either. This situation notivates
the creation of a JSONbased secure object format that is sinple
enough to inplenent and deploy that it can be easily adopted by
devel opers with mininal effort and tools.

2. Definitions

Thi s docunent nakes extensive use of standard security term nol ogy
[ RFC4949]. In addition, because the use cases for JOSE and CMS are
simlar, we will sonetinmes nake anal ogi es to some CVMS concepts

[ RFC5652] .

The JOSE working group charter calls for the group to define three
basi ¢ JSON obj ect formats:

1. Integrity-protected object format
2. Confidentiality-protected object format
3. A format for expressing keys

In this docunent, we will refer to these as the "signed object
format", the "encrypted object format", and the "key format",
respectively. The JOSE working group items intended to describe
these formats are JSON Wb Signature [JW5], JSON Wb Encryption
[JVWE], and JSON Wb Key [JVWK], respectively. Algorithns and
algorithmidentifiers used by JW5 JWE, and JWK are defined in JSON
Web Al gorithms [JWA].

In general, where there is no need to distinguish between asymretric

and symetric operations, we will use the terns "signing",
"signature", etc., to denote both true digital signatures involving
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asymmetric cryptography as well as Message Aut hentication Codes
(MACs) using synmetric keys.

In the lifespan of a secure object, there are two basic roles, an
entity that creates the object (e.g., encrypting or signing a

payl oad) and an entity that uses the object (decrypting and
verifying). W will refer to these roles as "sender" and
"recipient", respectively. Note that while sone requirenents and use
cases may refer to these as single entities, each object may have
multiple entities in each role. For exanmple, a nmessage may be signed
by multiple senders or decrypted by nultiple recipients.

3. Basic Requirenents

For the encrypted and signed object formats, the necessary
protections will be created using appropriate cryptographic

mechani snms: symetric or asynmetric encryption for confidentiality
and MACs or digital signatures for integrity protection. |In both
cases, it is necessary for the JOSE format to support both symetric
and asymmetric operations.

o The JOSE encrypted object format nust support object encryption in
the case where the sender and receiver share a symetric key.

o The JCSE encrypted object format nust support object encryption in
the case where the sender has only a public key for the receiver.

o The JOSE signed object format nust support integrity protection
usi ng MACs, for the case where the sender and receiver share only
a symetric key.

o The JOSE signed object format nust support integrity protection
using digital signatures, for the case where the receiver has only
a public key for the sender.

In sone applications, the key used to process a JOSE object is

i ndi cated by application context, instead of directly in the JOSE
obj ect. However, in order to avoid confusion, endpoints that |ack
the necessary context need to be able to recognize this and fai
cleanly. Oher than keys, JOSE objects do not support pre-

negoti ation; all cryptographic paranmeters nmust be expressed directly
in the JOSE object.

o The JCSE signed and encrypted object formats nust define the
process by which an inplenmentation recogni zes whether it has the
key required to process a given object, whether the key is
specified by the object or by sone out-of-band nmechani sm
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o Each algorithmused for JOSE nmust define which paraneters are
required to be present in a JOSE object using that algorithm

In cases where two entities are going to be exchangi ng several JOSE
objects, it mght be helpful to pre-negotiate sonme paranmeters so that
they do not have to be signaled in every JOSE object. However, so as
not to confuse endpoints that do not support pre-negotiation, it is
useful to signal when pre-negotiated paraneters are in use in those
cases.

o It should be possible to extend the base JOSE signed and encrypted
object formats to indicate that pre-negotiated paraneters are to
be used to process the object. This extension should al so provide
a neans of indicating which paraneters are to be used.

The purpose of the key format is to provide the recipient with
sufficient information to use the encoded key to process
cryptographi c nessages. Thus, it is sonetines necessary to include
addi ti onal paraneters along with the bare key.

0 The JOSE key format nust enable inclusion of all algorithm
par amet ers necessary to use the encoded key, including an
identifier for the algorithmw th which the key is used as well as
any additional paraneters required by the algorithm(e.g.
elliptic curve paraneters).

4. Requirenents on Application Protocols

The JOSE secure object formats descri be how cryptographi c processing

i s done on secured content, ensuring that the recipient of an object

is able to properly decrypt an encrypted object or verify a

signature. |In order to nmake use of JOSE, however, applications wll

need to specify several aspects of how JOSE is to be used

o What application content is to be protected

o Wich cryptographic algorithnms are to be used

o How application protocol entities establish keys

o Wiether keys are to be explicitly indicated in JOSE objects or
associ ated by application context

o Wiich serialization(s) of JOSE objects are to be used
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5.

5.

5.

Use Cases

Several | ETF working groups devel opi ng application-layer protocols
have expressed a desire to use the JOSE data formats in their designs
for end-to-end security features. 1In this section, we sumuarize the
use cases proposed by these groups and di scuss the requirenments that
they inply for the JOSE object fornats.

1. Security Tokens

Security tokens are a common use case for object-based security, for
exanpl e, SAML assertions [QASIS.saml -core-2.0-0s]. Security tokens
are used to convey information about a subject entity ("clains" or
"assertions") froman issuer to a recipient. The security features
of a token format enable the recipient to verify that the clains cane
fromthe issuer and, if the object is confidentiality protected, that
they were not visible to other parties.

Security tokens are used in federation protocols such as SAML 2.0

[ QASI S. sam - core-2.0-0s], W5 Federation [W5- Federation], Mzilla
Persona [ Persona], and Openl D Connect [OpenlD. Core], as well as in
resource authorization protocols such as QAuth 2.0 [RFC6749],

i ncluding for QAuth bearer tokens [RFC6750]. |In sonme cases, security
tokens are used for client authentication and for access contro

[ JWI- BEARER] [ SAML2] .

JSON Wb Token [JWI] is a security token format based on JSON and
JOSE. It is used with Mzilla Persona, OpenlD Connect, and CQAuth.
Because JWIs are often used in contexts with limted space (e.g.
HTTP query paraneters), it is a core requirenent for JWSs, and thus
JOSE, to have a conpact, URL-safe representation

2. QAuth

The QAut h protocol defines a mechanismfor distributing and using

aut hori zation tokens using HTTP [RFC6749]. A client that wishes to
access a protected resource requests authorization fromthe resource
owner. |If the resource owner allows this access, he directs an

aut hori zation server to issue an access token to the client. When
the client wishes to access the protected resource, he presents the
token to the rel evant resource server, which verifies the validity of
the token before providing access to the protected resource.
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Figure 1. The QAuth Process

In effect, this process noves the token fromthe authorization server
(as a sender of the object) to the resource server (recipient) via
the client as well as the resource owner (the latter because of the
HTTP nechani cs underlying the protocol). As with email, we have a
case where an application object is transported via untrusted

i ntermedi ari es.

This application has two essential security requirements: integrity
and data origin authentication. Integrity protection is required so
that the resource owner and the client cannot nodify the perm ssion
encoded in the token. Although the resource owner is ultimately the
entity that grants authorization, it is not trusted to nodify the
aut hori zation token, since this could, for exanple, grant access to
resources not owned by the resource owner.

Data origin authentication is required so that the resource server
can verify that the token was issued by a trusted authorization
server.

Confidentiality protection may al so be needed if the authorization
server is concerned about the visibility of perm ssions information
to the resource owner or client. For exanple, permssions related to
soci al networking mght be considered private information. Note,
however, that QAuth already requires that the underlying HITP
transactions be protected by TLS, so tokens are already
confidentiality protected fromentities other than the resource owner
and client.
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The confidentiality and integrity needs are nmet by the basic

requi rements for signed and encrypted object formats, whether the
signing and encryption are provided using asynmetric or synmetric
cryptography. The choice of which nechanismis applied will depend
on the rel ationship between the two servers, namely whether they
share a symmetric key or only public keys.

Aut hentication requirenments will al so depend on depl oynent
characteristics. Were there is a relatively strong bindi ng between
the resource server and the authorization server, it may suffice for
the authorization server issuing a token to be identified by the key
used to sign the token. This requires that the protocol carry either
the public key of the authorization server or an identifier for the
public or synmetric key. |In QAuth, the "client_id" paraneter
(external to the token) identifies the key to be used.

There may al so be nore advanced cases where the authorization
server’s key is not known in advance to the resource server. This
may happen, for instance, if an entity instantiated a collection of
aut hori zation servers (say for |oad bal ancing), each of which has an
i ndependent key pair. In these cases, it may be necessary to al so
include a certificate or certificate chain for the authorization
server, so that the resource server can verify that the authorization
server is an entity that it trusts.

The HTTP transport for QAuth inposes a particular constraint on the
encoding. |In the QAuth protocol, tokens frequently need to be passed
as query parameters in HITP URI s [ RFC2616] after havi ng been
base64url encoded [ RFC4648]. VWhile there is no specified limt on
the length of URIs (and thus of query paraneters), in practice, URls
of nore than 2,048 characters are rejected by sone user agents. So
this use case requires that JOSE objects be sufficiently snmall, even
after being signed and possi bly encrypted.

5.3. Openl D Connect

The Openl D Connect protocol [OpenlD.Core] is a sinple, REST/JSO\
based identity federation protocol |layered on QAuth 2.0. It uses the
JWI and JOSE formats both to represent security tokens and to provide
security for other protocol messages (perform ng signing and
optionally encryption). OpenlD Connect negotiates the algorithms to
be used and distributes informati on about the keys to be used using
protocol elenents that are not part of the JW and JOSE header

par anmet ers.

In the Openl D Connect context, it is possible for the recipient of a

JWI to accept it without integrity protection in the JW itself. 1In
such cases, the recipient chooses to rely on transport security
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rather than object security. For example, if the payload is
delivered over a TLS-protected channel, the recipient nmay regard the
protections provided by TLS as sufficient, so JOSE protecti on would
not be required.

However, even in this case, it is desirable to associate sone
netadata with the JW payload (claimset), such as the content type

or other application-specific netadata. In a signed or encrypted
obj ect, these netadata values could be carried in a header wi th other
nmet adata required for signing or encryption. It would thus sinplify

the design of OpenlD Connect if there could be a JOSE object format
that does not apply cryptographic protections to its payl oad, but
allows a header to be attached to the payload in the sane way as a
signed or encrypted object.

5.4. XWPP

The Extensible Messagi ng and Presence Protocol (XMPP) routes nessages
fromone end client to another by way of XMPP servers [RFC6120].
There are typically two servers involved in delivering any given
nmessage: The first client (Alice) sends a nessage for another client
(Bob) to her server (A). Server A uses Bob’s identity and the DNS to
| ocate the server for Bob’s domain (B) and then delivers the nessage
to that server. Server B then routes the nessage to Bob

| Alice |--> Server A|--> Server B |-->| Bob

Figure 2: Delivering an XMPP Message

The untrusted-internediary problens are especially acute for XMPP
because in many current deploynments, the hol der of an XMPP domai n
out sources the operation of the domain’s servers to a different
entity. In this environment, there is a clear risk of exposing the
domain holder’'s private information to the domai n operator. XWPP

al ready has a defined nechanismfor end-to-end security using S/M M
but it has failed to gain w despread depl oynment [RFC3923], in part
because of key nmanagenent chall enges and in part because of the
difficulty of processing S/M ME objects.

The XMPP working group is in the process of devel oping a new
end-to-end encryption systemw th an encodi ng based on JOSE and a

cl earer key nmanagenment system [ XMPP-E2E]. The process of sending an
encrypted nessage in this systeminvolves two steps: First, the
sender generates a symetric Session Master Key (SMK), encrypts the
nmessage content (including a per-nessage Content Master Key), and
sends the encrypted nmessage to the desired set of recipients.
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Second, each recipient "dials back" to the sender, providing his
public key. The sender then responds with the rel evant SMK, w apped
with the recipient’s public key.

E + Fom e oo - - + Fom e oo - - + +- - - - +
| Alice |<-> Server A |<-> Server B |<->| Bob
Fomm o - + R + R + +o-m o - +

| | | |

[-----c-nn--- Encrypted nessage---------- >|

| |

SRR TR Public key--------------

| | | |

| ------mm - - W apped SMK------------- >

Figure 3: Delivering a Secure XMPP Message

The main thing that this systemrequires fromthe JOSE formats is
confidentiality protection via content encryption, plus an integrity
check via a MAC derived fromthe sane symmetric key. The separation
of the key exchange fromthe transm ssion of the encrypted content,
however, requires that the JOSE encrypted object format all ow w apped
symretric keys to be carried separately fromthe encrypted payl oad.
In addition, the encrypted object will need to have a tag for the key
that was used to encrypt the content, so that the recipient (Bob) can
present the tag to the sender (Alice) when requesting the wapped
key.

Anot her inportant feature of XMPP is that it allows for the

si mul taneous delivery of a nessage to nultiple recipients. 1In the

di agranms above, Server A could deliver the nessage not only to Server
B (for Bob) but also to Servers C, D, E, etc., for other users. In
such cases, to avoid the multiple "dial back" transactions inplied by
the above mechanism XMPP systenms will likely reuse a given SW for
mul tiple individual nessages, refreshing the SMK on a periodic and/or
event-driven basis (e.g., when the recipient’s presence changes).
They m ght al so cache public keys for end recipients, so that wapped
keys can be sent along with content on future nessages. This inplies
that the JOSE encrypted object format mnmust support the provision of
mul tiple versions of the same wapped SMK (rmuch as a CMVB

Envel opedData structure can include nmultiple Recipientlnfo
structures).

In the current draft of the XMPP end-to-end security system each
party is authenticated by virtue of the other party’s trust in the
XMPP message routing system The sender is authenticated to the
recei ver because he can receive nmessages for the identifier "Aice"
(in particular, the request for wapped keys) and can originate
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nessages for that identifier (the wapped key). Likew se, the
receiver is authenticated to the sender because he received the
original encrypted nmessage and originated the request for a wapped
key. So, the authentication here requires not only that XMPP routing
be done properly, but also that TLS be used on every hop. Mboreover,
it requires that the TLS channel s have strong authentication, since a
man in the mddle on any of the three hops can nasquerade as Bob and
obtain the key material for an encrypted nmessage.

Because this authentication is quite weak (depending on the use of
TLS on three hops) and unverifiable by the endpoints, it is possible
that the XMPP working group will integrate some sort of credentials
for end recipients, in which case there would need to be a way to
associ ate these credentials with JOSE objects.

Finally, it’s worth noting that XMPP is based on XM, not JSON. So
by using JOSE, XMPP will be carrying JSON objects within XM.. It is
thus a desirable property for JOSE objects to be encoded in such a
way as to be safe for inclusion in XM.. Oherw se, an explicit CDATA
i ndi cation nmust be given to the parser to indicate that it is not to
be parsed as XM.. One way to neet this requirenent would be to apply
base64url encodi ng, but for XMPP nessages of mediumto-I|arge size,
this could inpose a fair degree of overhead.

5.5. ALTO

Application-Layer Traffic Optimization (ALTO is a systemfor

di stributing network topology information to end devi ces, so that
those devices can nodify their behavior to have a | ower inpact on the
network [ RFC6708]. The ALTO protocol distributes topol ogy
information in the formof JSON objects carried in HTTP [ RFC2616]
[ALTQ. The basic version of ALTOis sinply a client-server
protocol, so sinple use of HITPS suffices for this case [ RFC2818].
However, there is beginning to be sone di scussion of use cases for
ALTO i n which these JSON objects will be distributed through a
collection of internmediate servers before reaching the client, while
still preserving the ability of the client to authenticate the
original source of the object. Even the base ALTO protocol notes
that "ALTO Cients obtaining ALTO i nformation through redistribution
nmust be able to validate the received ALTO information" to ensure
that it was generated by an appropriate ALTO server.

In this case, the security requirenents are straightforward. JGCSE
obj ects carrying ALTO payl oads will need to bear digital signatures
fromthe originating servers, which will be bound to certificates
attesting to the identities of the servers. There is no requirenent
for confidentiality in this case, since ALTO information is generally
public.
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The nore interesting questions are encodi ng questions. ALTO objects
are likely to be nuch larger than payloads in the two cases above,
with sizes of up to several megabytes. Processing of such |arge
objects can be done nore quickly if it can be done in a single pass,
whi ch may be possible if JOSE objects require specific orderings of
fields within the JSON structure

In addition, because ALTO objects are al so encoded as JSON, they are
al ready safe for inclusion in a JOSE object. Signed JOSE objects
will likely carry the signed data in a string al ongside the
signature. JSON objects have the property that they can be safely
encoded in JSON strings. Al they require is that unnecessary white
space be renoved, a much sinpler transformation than, say, base64ur
encoding. This raises the question of whether it mght be possible
to optimze the JOSE encoding for certain "JSON safe" cases.

Finally, it may be desirable for ALTO to have a "detached signature”
nmechanism that is, a way to encode signature information separate
fromthe protected content. This would allow the ALTO protocol to

i nclude the signature in an HTTPS header, with the signed content as
the HTTPS entity body.

5.6. Energency Alerting

Energency alerting is an energi ng use case for |IP networks
[ALERT-REQ. Alerting systens allow authorities to warn users of

i mpendi ng danger by sending al ert nessages to connected devices. For
exanple, in the event of a hurricane or tornado, alerts m ght be sent
to all devices in the path of the storm

The nost critical security requirenment for alerting systens is that
it must not be possible for an attacker to send false alerts to
devices. Such a capability would potentially allow an attacker to
create wi de-spread panic. In practice, alert systens prevent these
attacks both by controls on sendi ng nessages at points where alerts
are originated, and by having recipients of alerts verify that the
alert was sent by an authorized source. The former type of contro
is inplenented with local security on hosts fromwhich alerts can be
originated. The latter type is inplenmented by digital signatures on
al ert messages (using channel -based or object-based nmechani smns).
Wth an object-based nechanism the signature value is encoded in a
secure object. Wth a channel -based nmechanism the alert is "signed"
by virtue of being sent over an authenticated, integrity-protected
channel
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Alerts typically reach end recipients via a series of internmediaries.
For exanple, while a national weather service mght originate a
hurricane alert, it mght first be delivered to a national gateway
and then to network operators, who broadcast it to end subscribers.

S + S + S +
| Originator | | Originator | | Originator |
- + - + - +
|
R R Fo
|
\Y,
- +
| Gateway |
S +
|
S S +
| |
Y, Y,
S + S +
| Network | | Network |
S + S +
| |
S R, +---- - + S R, +---- - +
| | | |
V V V V
S S R S R S R +
| Device | | Device | | Device | | Device |
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Figure 4. Delivering an Emergency Alert

In order to verify alert signatures, recipients nust be provisioned
with the proper public keys for trusted alert authorities. This
trust may be "piece-wi se" along the path the alert takes. For
exanpl e, the alert relays operated by networks m ght have a full set
of certificates for all alert originators, while end devices may only
trust their local alert relay. O, devices might require that a

devi ce be signed by an authorized originator and by its |oca
network’s rel ay.

This scenario creates a need for nmultiple signatures on alert
docunents, so that an alert can bear signatures fromany or all of
the entities that processed it along the path. 1In order to mnimnze
conpl exity, these signatures should be "nmodular"” in the sense that a
new si gnature can be added without a need to alter or recompute
previ ous signatures.
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5.7. Wb Cryptography

The WBC Wb Cryptography APl defines a standard cryptographic APl for
the Wb [WebCrypto]. |If a browser exposes this APl, then JavaScri pt
provi ded as part of a Wb page can ask the browser to perform
cryptographi c operations, such as digest, MAC, encryption, or digita
si gni ng.

One of the key reasons to have the browser perform cryptographic
operations is to avoid allow ng JavaScript code to access the keying
material used for these operations. For exanple, this separation
woul d prevent code injected through a cross-site scripting (XSS)
attack fromreading and exfiltrating keys stored within a browser.
While the malicious code could still use the key while running in the
browser, this vulnerability can only be exercised while the malicious
code is active in a user’s browser.

However, the Web Cryptography APl al so provides a key export
functionality, which can allow JavaScript to extract a key fromthe
APl in wapped form For exanple, JavaScript code might provide a
public key for which the corresponding private key is held by anot her
device. The w apped key provided by the APl could then be used to
safely transport the key to the new device. Wile this could
potentially allow nalicious code to export a key, the need for an
explicit export operation provides a control point, allow ng for user
notification or consent verification

The Web Crypt ography APl also allows browsers to inpose limtations
on the usage of the keys it handles. For exanple, a symetric key

m ght be marked as usable only for encryption, and not for MAC. Wen
a key is exported in wapped form these attributes should be carried
along with it.

The Web Cryptography APl thus requires formats to express severa
forns of keys. (Qbviously, the public key froman asynmetric key pair
can be freely inported to and exported fromthe browser, so there
needs to be a format for public keys. There is also a need for a
format to express private keys and symetric keys. For non-public
keys, the primary need is for a wapped form where the
confidentiality and integrity of the key is assured
cryptographically; these protections should also apply to any
attributes of the key. It may also be useful to define a direct,

unw apped fornmat for use within a security boundary.
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5.8. Constrai ned Devices

This section describes use cases for constrai ned devices as defined
in [ CONSTRAI NED]. Typical issues with this type of device are
[imted nmenory, |imted power supply, |ow processing power, and
severe nessage size lintations for the comunication protocols.

5.8.1. Exanple: MAC Based on ECDH Derived Key

Suppose a small, | ow power device maker has deci ded on using the

out put of the JOSE working group as their encryption and

aut hentication framework. The device naker has a |limted budget for
both gates and power. For this reason there are a nunber of short
cuts and design decisions that have been nade in order to minimze

t hese needs.

The design team has determ ned that the use of MACs is going to be
sufficient to provide the necessary authentication. However,

al t hough a MAC is going to be used, they do not want to use a single
| ong-term shared secret. Instead, they have adopted the follow ng
proposal for conputing a shared secret that can be validated:

O An Elliptic-Curve Diffie-Hellman (ECDH) key pair is generated for
the device at the tinme of manufacturing. (O, as part of the
configuration process during installation.)

0 An ECDH public key for the controller is configured at the tinme of
confi gurati on.

o The configuration systemperforns the ECDH conputation and
configures the device with the resulting shared secret. This
process elimnates the need for the device to be able to perform
the required ECDH processing. The security requirenments on
protecting this conputed shared secret are the sane as the
requi rements on protecting the private ECDH key.

o A counter and an increnent value are configured onto the device.

o Wen a nessage is to be sent by the device, the counter is
i ncrenented and a new MAC key is conmputed fromthe ECDH secret and
the counter value. A custom Key Derivation Function (KDF) based
on AES-CBC is used to derive the required MAC key. The MAC key is
then used to compute the MAC val ue for the nessage.
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In a simlar manner, the KDF function can be used to conpute an

Aut henti cated Encryption with Associ ated Data (AEAD) al gorithm key
when the system needs to provide confidentiality for the nessage.

The controller, being a |larger device, will performthe ECDH step and
use a random nunber generator to generate the sender nonce val ue.

5.8.2. nject Security for CoAP

This use case deals with constrained devices of class CO/Cl (see

[ CONSTRAI NED] ). These devi ces comuni cate usi ng RESTful requests and
responses transferred using the Constrained Application Protoco
[CoAP]. To sinplify matters, all comrunication is assuned to be
unicast; i.e., these security nmeasures don't cover multicast or

br oadcast .

In this type of setting, it may be too costly to use session-based
security (e.g., to run a 4-pass authentication protocol) since
receiving and in particul ar sending consunes a | ot of power,
especially for wireless devices. Therefore, to just secure the CoAP
payl oad by replacing a plaintext payload of a request or response
with a JWE object is an inportant alternative solution, which allows
a trade-of f between protection (the CoAP headers are not protected)
and performance.

In a sinple setting, consider the payload of a CoAP CET response from
a sensor type device. The information in a sensor readi ng may be
privacy or business sensitive and needs both integrity protection and
encryption.

However, sonme sensor readings are very short, say, a few bytes, and
in this case, default encryption and integrity protection algorithns
(such as 128-bit AES-CBC with HVAC SHA256) may cause a dramatic
expansi on of the payl oad, even disregardi ng JVWE headers.

Al so, the value of certain sensor readings may decline rapidly, e.g.
traffic or environnental neasurenments, so it nust be possible to
reduce the security overhead.

This leads to the follow ng requirenents that coul d be covered by
specific JWE JW5 profiles:

o The size of the secure object shall be as snall as possible.
Recei vi ng an object may cost orders of nagnitude nore in terns of
power than performng, say, public key cryptography on the object,
in particular in a wireless setting.
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6.

6.

Bar nes

o

Integrity protection: The object shall be able to support
integrity protection, i.e., have a field containing a digita
signature, both public key signatures and keyed MACs shall be
support ed.

Encryption: The object shall be able to support encryption as an
optional addition to integrity protection. It shall be possible
to exclude certain fields fromencryption, which are needed before
verifying integrity or decrypting the object.

Ci pher suites: It should be possible to support a variety of
ci pher suites to support the constrained devices’ use cases. For
exanpl e:

* Block ciphers with bl ock sizes of, e.g., 96 bits, in addition
to the standard 128 bits.

* NMbdes of operation for block ciphers that do not expand the
nessage size to a bl ock boundary, such as AES- GCM

* Cipher suites that support conbined encryption and MAC
calculation (i.e., AEAD nodes for block ciphers).

Requi renent s

This section sunmarizes the requirenents fromthe above use cases and
lists further requirements not directly derived fromthe above use
cases. There are also sone constraints that are not hard

requi rements but that are still desirable properties for the JOSE
systemto have.

Functi onal Requirenents

F1 Define formats for secure objects that provide the foll ow ng

security properties:

* Digital signature (integrity/authentication under an asynmmetric
key pair)

* Message authentication (integrity/authentication under a
symmetric key)

* Authenticated encryption

F2 Define a format for public keys and private keys for asymetric

cryptographic algorithns, with associated attributes, including a
wr apped formfor private keys.
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F3

F4

F5

F6

F7

F8

6. 2.

S1

S2

Bar nes

Define a format for symetric keys with associated attri butes,
allowi ng for both wapped and unw apped keys.

Define a JSON serialization for each of the above objects. An
object in this encoding nust be valid according to the JSON ABNF
syntax [RFC7159].

Define a conmpact, URL-safe text serialization for the encrypted
and si gned object formats.

Allow for attributes associated to w apped keys to be bound to
t hem crypt ographically.

Al ow for wapped keys to be separated froma secure object that
uses a symetric key. In such cases, cryptographic conponents of
the secure object other than the wapped key (e.g., ciphertext,
MAC val ues) must be independent of the wrapped form of the key.
For exanple, if an encrypted object is prepared for nultiple

reci pients, then only the wrapped key may vary, not the

ci phertext.

Do not inpose nore overhead than is required to nmeet the
requirements in this docunment, especially when a | arge anmount of
application content is being protected.

Security Requirenents

Provi de nechani snms to avoid repeated use of the same symretric key

for encryption or MAC conputation. Instead, |long-lived keys
shoul d be used only for key wapping, not for direct encryption/
MAC. It should be possible to use any of the key managenent

techni ques provided in CM5 [ RFC5652] :

* Key transport (wapping for a public key)

* Key enci pherment (wapping for a symmetric key)

* Key agreenment (wapping for a Diffie-Hellman (DH) public key)

* Password- based encryption (w apping under a key derived froma
passwor d)

Were long-lived symetric keys are used directly for
cryptographic operations (i.e., where requirenment S1 is not net),
provi de depl oynent gui dance on key managenent practices, such as
the need to limt key lifetimes.
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6.

3.

S3 Use cryptographic algorithnms in a manner conpatible with major
val i dation processes. For exanple, if typical validation
standards allow algorithm A to be used for purpose X but not
purpose Y, then JOSE shoul d not reconmmrend using al gorithmA for
pur pose Y.

S4 Support operation with or without pre-negotiation. It nust be
possible to create or process secure objects wthout any
configuration beyond key provisioning. |If it is possible for keys
to be derived fromapplication context, it must be possible for a
reci pient to recogni ze when it does not have the appropriate key.

Desi der at a

D1 Maxim ze conpatibility with the WBC Wb Crypto specifications,
e.g., by coordinating with the Web Crypto working group to
encour age alignnment of algorithms and algorithmidentifiers.

D2 Avoi d JSON canoni calization to the extent possible. That is, al
ot her things being equal, techniques that rely on fixing a
serialization of an object (e.g., by encoding it with base64url)
are preferred over those that require converting an object to a
canoni cal form

D3 Maxi m ze the extent to which the inputs and outputs of JOSE
crypt ographi c operations can be controlled by the applications, as
opposed to involving processing specific to JOSE. This allows
JOSE the flexibility to address the needs of many cryptographic
protocols. For example, in sonme cases, it mght allow JOSE
objects to be translated to | egacy formats such as CVMS wit hout the
need for re-encryption or re-signing.

Security Considerations

The primary focus of this docunent is the requirements for a JSON
based secure object format. At the |evel of general security

consi derations for object-based security technol ogies, the security
consi derations for this format are the same as for CMS [ RFC5652] .
The primary difference between the JOSE format and CMS is that JOSE
i s based on JSON, which does not have a canonical representation

The [ ack of a canonical formmeans that it is difficult to determ ne
whet her two JSON obj ects represent the sane information, which could
lead to vulnerabilities in sone usages of JOSE
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