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Abst ract

Thi s docunent specifies a nmethod for generating IPv6 Interface
Identifiers to be used with IPv6 Statel ess Address Autoconfiguration
(SLAAC), such that an IPv6 address configured using this nmethod is
stable within each subnet, but the corresponding Interface ldentifier
changes when the host noves from one network to another. This nethod
is meant to be an alternative to generating Interface Identifiers
based on hardware addresses (e.g., |EEE LAN Media Access Contro

(MAC) addresses), such that the benefits of stable addresses can be
achi eved without sacrificing the security and privacy of users. The
met hod specified in this docunent applies to all prefixes a host may
be enmpl oying, including |ink-1ocal, global, and uni que-Ilocal prefixes
(and their correspondi ng addresses).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7217
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1

| ntroducti on

[ RFC4862] specifies Statel ess Address Autoconfiguration (SLAAC) for

| Pv6 [ RFC2460], which typically results in hosts configuring one or
nore "stabl e" addresses conposed of a network prefix advertised by a
| ocal router, and an Interface ldentifier (I1D) that typically enbeds
a hardware address (e.g., an | EEE LAN MAC address) [ RFC4291].
Cryptographically Generated Addresses (CGAs) [RFC3972] are yet

anot her method for generating Interface Identifiers; CGAs bind a
public signhature key to an | Pv6 address in the SEcure Nei ghbor

Di scovery (SEND) [RFC3971] protocol

CGenerally, the traditional SLAAC addresses are thought to sinplify
net wor k managenent, since they sinplify Access Control Lists (ACLS)
and | oggi ng. However, they have a nunmber of drawbacks:

o Since the resulting Interface Ildentifiers do not vary over tine,
they allow correlation of host activities within the sane network,
thus negatively affecting the privacy of users (see
[ ADDR- GEN- PRI VACY] and [ | AB- PRI VACY]).

o Since the resulting Interface Identifiers are constant across
networks, the resulting I Pv6 addresses can be | everaged to track
and correlate the activity of a host across nultiple networks
(e.g., track and correlate the activities of a typical client
connecting to the public Internet fromdifferent |ocations), thus
negatively affecting the privacy of users.

o Since enbedding the underlying |ink-1ayer address in the Interface
Identifier will result in specific address patterns, such patterns
may be | everaged by attackers to reduce the search space when
perform ng address-scanni ng attacks [IPV6-RECON]. For exanple,
the 1 Pv6 addresses of all hosts nmanufactured by the same vendor

(within a given tinme frame) will likely contain the sane | EEE
Organi zationally Unique lIdentifier (QUI) in the Interface
I dentifier.

o Enbeddi ng the underlying hardware address in the Interface
Identifier |eaks device-specific information that could be
| everaged to | aunch device-specific attacks.

o Enbedding the underlying |ink-layer address in the Interface
Identifier neans that replacenent of the underlying interface
hardware will result in a change of the | Pv6 address(es) assigned
to that interface
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[ ADDR- GEN- PRI VACY] provides additional details regardi ng how the
af orementi oned vulnerabilities could be exploited and the extent to
whi ch the method di scussed in this docunent mitigates them

The "Privacy Extensions for Statel ess Address Autoconfiguration in

| Pv6" [ RFC4941] (henceforth referred to as "tenporary addresses")
were introduced to conplicate the task of eavesdroppers and ot her

i nformation collectors (e.g., |Pv6e addresses in web server |ogs or
emai | headers, etc.) to correlate the activities of a host, and
basically result in tenmporary (and random) Interface ldentifiers.
These tenporary addresses are generated in addition to the
traditional |Pv6 addresses based on | EEE LAN MAC addresses, with the
temporary addresses being enpl oyed for "outgoing comunications", and
the traditional SLAAC addresses being enployed for "server" functions
(i.e., receiving inconing connections).

It should be noted that tenporary addresses can be challenging in a
nunber of areas. For exanple, from a network-nmanagenent point of
view, they tend to increase the conplexity of event | ogging,

troubl eshooti ng, enforcenent of access controls, and quality of
service, etc. As a result, sone organizations disable the use of
tenmporary addresses even at the expense of reduced privacy

[ BROERSMA] . Tenporary addresses may also result in increased

i mpl enentati on conpl exity, which mght not be possible or desirable
in sone inplenentations (e.g., sone enbedded devices).

In scenarios in which tenporary addresses are deliberately not used
(possibly for any of the aforenentioned reasons), all a host is left
with is the stabl e addresses that have typically been generated from
the underlying hardware addresses. |n such scenarios, it may stil

be desirable to have addresses that mtigate address-scanni ng attacks
and that, at the very least, do not reveal the host’s identity when
roam ng fromone network to another -- without conplicating the
operation of the correspondi ng networKks.

However, even with tenporary addresses in place, a nunber of issues
remain to be nmtigated. Nanely,

0 since tenporary addresses [RFC4941] do not elim nate the use of
fixed identifiers for server-like functions, they only partially
mtigate host-tracking and activity correl ati on across networks
(see [ ADDR- GEN- PRI VACY] for sone exanple attacks that are stil
possi ble with tenporary addresses).

0 since tenporary addresses [RFC4941] do not replace the traditiona
SLAAC addresses, an attacker can still |everage patterns in SLAAC
addresses to greatly reduce the search space for "alive" nodes
[ GONT- DEEPSEC2011] [CPNI -1 PV6] [ PV6- RECON] .
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Hence, there is a notivation to inprove the properties of "stable"
addresses regardl ess of whether or not tenporary addresses are
enpl oyed.

Thi s docunent specifies a method to generate Interface Identifiers
that are stable for each network interface within each subnet, but
that change as a host nobves fromone network to another. Thus, this
net hod enabl es keeping the "stability" properties of the Interface
Identifiers specified in [RFC4291], while still mtigating address-
scanni ng attacks and preventing correlation of the activities of a
host as it moves from one network to another

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Relationship to Gther Standards

The net hod specified in this document is orthogonal to the use of
tenmporary addresses [RFC4941], since it is nmeant to inprove the
security and privacy properties of the stable addresses that are

enpl oyed along with the aforenentioned tenporary addresses. In
scenarios in which tenporary addresses are enpl oyed, inplenentation
of the nechani smdescribed in this docunment (in replacenent of stable
addresses based on, e.g., |EEE LAN MAC addresses) will mitigate

addr ess-scanni ng attacks and also mitigate the remaining vectors for
correlating host activities based on the host’s constant (i.e.

stabl e across networks) Interface lIdentifiers. On the other hand,
for hosts that currently disable tenporary addresses [ RFC4941],

i mpl ement ation of this nechanismwould nitigate the host-tracki ng and
addr ess-scanni ng i ssues discussed in Section 1.

VWi le the method specified in this document is neant to be used with
SLAAC, this does not preclude this algorithmfrom being used with

ot her address configuration nechani sns, such as DHCPv6 [ RFC3315] or
manual address configuration.
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4.

Desi gn CGoal s

Thi s docunent specifies a method for generating Interface Identifiers
to be used with IPv6 SLAAC, with the foll owi ng goal s:

o

The resulting Interface Identifiers remain stable for each prefix
used with SLAAC wi thin each subnet for the same network interface.
That is, the algorithmgenerates the same Interface lIdentifier
when configuring an address (for the sane interface) belonging to
the sane prefix within the sane subnet.

The resulting Interface Identifiers nmust change when addresses are
configured for different prefixes. That is, if different

aut oconfiguration prefixes are used to configure addresses for the
same network interface card, the resulting Interface Identifiers
must be (statistically) different. This neans that, given two
addresses produced by the method specified in this document, it
must be difficult for an attacker to tell whether the addresses
have been generated by the sane host.

It nust be difficult for an outsider to predict the Interface
Identifiers that will be generated by the algorithm even with
know edge of the Interface lIdentifiers generated for configuring
ot her addresses.

Dependi ng on the specific inplenentati on approach (see Section 5
and Appendix A), the resulting Interface lIdentifiers may be

i ndependent of the underlying hardware (e.g., |EEE LAN MAC
address). For example, this nmeans that replacing a Network
Interface Card (NIC) or adding links dynamcally to a Link
Aggregation Group (LAG will not have the (generally undesirable)
ef fect of changing the I Pv6 addresses used for that network
interface.

The nethod specified in this docunment is meant to be an
alternative to producing | Pv6 addresses based on hardware
addresses (e.g., |EEE LAN MAC addresses, as specified in

[ RFC2464]). That is, this docunent does not formally obsolete or
deprecate any of the existing algorithns to generate Interface

Identifiers. It is meant to be enployed for all of the stable
(i.e., non-temporary) |Pv6 addresses configured with SLAAC for a
given interface, including global, link-local, and unique-Ioca

| Pv6 addresses.

We note that this nethod is incrementally depl oyable, since it does
not pose any interoperability inplications when depl oyed on networks
where ot her nodes do not inplement or enploy it. Additionally, we
note that this docunent does not update or nodify |IPv6 Statel ess

Gont
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Addr ess Autoconfiguration (SLAAC) [ RFC4862] itself, but rather it
only specifies an alternative algorithmto generate Interface
Identifiers. Therefore, the usual address lifetime properties (as
specified in the corresponding Prefix Informati on Options) apply when
| Pv6 addresses are generated as a result of enploying the al gorithm
specified in this docunent with SLAAC [ RFC4862]. Additionally, from
the point of view of renunbering, we note that these addresses behave
like the traditional |Pv6 addresses (that enbed a hardware address)
resulting from SLAAC [ RFC4862] .

5. Al gorithm Specification

| Pv6 i npl ementations conformng to this specification MJST generate
Interface Identifiers using the algorithmspecified in this section
as a replacenent for any other algorithnms for generating "stable"
addresses with SLAAC (such as those specified in [ RFC2464],

[ RFC2467], and [ RFC2470]). However, inplementations conformng to
this specification MAY enploy the algorithmspecified in [RFC4941] to
generate tenporary addresses in addition to the addresses generated
with the algorithmspecified in this docunent. The method specified
in this document MJUST be enpl oyed for generating the Interface
Identifiers with SLAAC for all the stable addresses, including |IPv6
gl obal, link-1ocal, and uni que-Ilocal addresses.

| mpl enent ations conformng to this specification SHOULD provide the
neans for a systemadnmnistrator to enable or disable the use of this
algorithm for generating Interface Identifiers.

Unl ess ot herwi se noted, all of the paraneters included in the
expression bel ow MUST be included when generating an Interface
I dentifier.

1. Conpute a random (but stable) identifier with the expression
RID = F(Prefix, Net_Iface, Network_|ID, DAD Counter, secret_key)
Wher e:

Rl D
Random (but stable) Identifier

F():
A pseudor andom function (PRF) that MJST NOT be conputable from
the outside (without knowl edge of the secret key). F() MJST
also be difficult to reverse, such that it resists attenpts to
obtain the secret_key, even when given sanples of the output
of F() and know edge or control of the other input paraneters.
F() SHOULD produce an output of at least 64 bits. F() could
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Gont

be i mpl enented as a cryptographic hash of the concatenation of
each of the function paraneters. SHA-1 [FIPS-SHS] and SHA- 256
are two possible options for F(). Note: MD5 [RFCL321] is
consi dered unacceptable for F() [RFC6151].

Prefix:
The prefix to be used for SLAAC, as |learned froman | CMPv6
Rout er Advertisenment nessage, or the link-local |Pv6 unicast
prefix [ RFC4291].

Net Iface
An i npl enent ati on-dependent stable identifier associated with
the network interface for which the RID is being generated.
An inplenmentati on MAY provide a configuration option to sel ect
the source of the identifier to be used for the Net Iface
parameter. A discussion of possible sources for this val ue
(along with the correspondi ng trade-offs) can be found in
Appendi x A.

Net wor k_I D
Sone networ k-specific data that identifies the subnet to which
this interface is attached -- for exanple, the | EEE 802.11
Service Set ldentifier (SSID) corresponding to the network to
which this interface is associated. Additionally, Sinple DNA
[ RFC6059] describes ideas that could be | everaged to generate
a Network I D paraneter. This paranmeter is OPTI ONAL.

DAD Count er:
A counter that is enployed to resolve Duplicate Address
Detection (DAD) conflicts. It MJST be initialized to 0, and
increnented by 1 for each new tentative address that is
configured as a result of a DAD conflict. |Inplenmentations
that record DAD Counter in non-volatile nenmory for each
{Prefix, Net_ Iface, Network ID} tuple MJIST initialize
DAD Counter to the recorded value if such an entry exists in
non-vol atile nenory. See Section 6 for additional details.

secret _key:
A secret key that is not known by the attacker. The secret
key SHOULD be of at least 128 bits. It MJST be initialized to
a pseudo-random number (see [ RFC4086] for randomess
requirenents for security) when the operating systemis
installed or when the | Pv6 protocol stack is "bootstrapped"
for the first tine. An inplenentation MAY provi de the means
for the systemadnministrator to di splay and change the secret
key.
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2. The Interface ldentifier is finally obtained by taking as many
bits fromthe RID value (conputed in the previous step) as
necessary, starting fromthe | east significant bit.

We note that [RFC4291] requires that the Interface | Ds of al
uni cast addresses (except those that start with the binary
val ue 000) be 64 bits Iong. However, the nethod discussed in
this docunment coul d be enployed for generating Interface |IDs
of any arbitrary length, albeit at the expense of reduced
entropy (when enploying Interface IDs smaller than 64 bits).

The resulting Interface Identifier SHOULD be conpared agai nst the
reserved | Pv6 Interface ldentifiers [ RFC5453] [| ANA- RESERVED- | | D
and against those Interface ldentifiers already enployed in an
address of the sanme network interface and the same network
prefix. In the event that an unacceptable identifier has been
generated, this situation SHOULD be handl ed in the same way as
the case of duplicate addresses (see Section 6).

Thi s docunent does not require the use of any specific PRF for the
function F() above, since the choice of such PRF is usually a trade-
of f between a nunber of properties (processing requirenents, ease of
i mpl enent ati on, possible intellectual property rights, etc.), and
since the best possible choice for F() might be different for

di fferent types of devices (e.g., enbedded systens vs. regul ar
servers) and mght possibly change over tine.

I ncl udi ng the SLAAC prefix in the PRF conputation causes the
Interface Identifier to vary across each prefix (link-1ocal, gl obal
etc.) enployed by the host and, consequently, also across networks.
This mtigates the correlation of activities of nmultihomed hosts
(since each of the corresponding addresses will typically enploy a
different prefix), host-tracking (since the network prefix wll
change as the host noves fromone network to another), and any ot her
attacks that benefit frompredictable Interface Identifiers (such as
| Pv6 address-scanni ng attacks).

The Net _Iface is a value that identifies the network interface for
which an | Pv6 address is being generated. The follow ng properties
are required for the Net_Iface paraneter:

o It MJIST be constant across system bootstrap sequences and ot her
network events (e.g., bringing another interface up or down).

o It MIST be different for each network interface sinultaneously in
use.
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Since the stability of the addresses generated with this nethod
relies on the stability of all argunments of F(), it is key that the
Net | face paraneter be constant across system bootstrap sequences and
ot her network events. Additionally, the Net _Iface parameter nust

uni quely identify an interface within the host, such that two

i nterfaces connecting to the sane network do not result in duplicate
addresses. Different types of operating systens m ght benefit from
different stability properties of the Net |face paranmeter. For
exanple, a client-oriented operating system night want to enpl oy

Net Iface identifiers that are attached to the NIC, such that a
renovabl e NI C al ways gets the same | Pv6 address, irrespective of the
system conmuni cations port to which it is attached. On the other
hand, a server-oriented operating systemm ght prefer Net_Iface
identifiers that are attached to system slots/ports, such that

repl acement of a NIC does not result in an | Pv6 address change.
Appendi x A di scusses possible sources for the Net_Iface along with
their pros and cons.

I ncl udi ng the optional Network | D paraneter when conputing the RID
val ue above causes the algorithmto produce a different Interface

I dentifier when connecting to different networks, even when
configuring addresses belonging to the sane prefix. This means that
a host would enploy a different Interface ldentifier as it noves from
one network to another even for IPv6 |ink-local addresses or Unique
Local Addresses (ULAs) [RFC4193]. |In those scenarios where the
Network_I D is unknown to the attacker, including this paranmeter m ght
help mitigate attacks where a victimhost connects to the sane subnet
as the attacker and the attacker tries to learn the Interface
Identifier used by the victimhost for a rembte network (see

Section 8 for further details).

The DAD Counter paraneter provides the means to intentionally cause
this algorithmto produce different |Pv6 addresses (all other
parameters being the sane). This could be necessary to resolve DAD
conflicts, as discussed in detail in Section 6.

Note that the result of F() in the algorithmabove is no nore secure
than the secret key. |If an attacker is aware of the PRF that is
bei ng used by the victim (which we should expect), and the attacker
can obtain enough material (i.e., addresses configured by the
victim, the attacker may sinply search the entire secret-key space
to find matches. To protect against this, key lengths of at |east
128 bits shoul d be adequate. The secret key is initialized at system
installation tine to a pseudorandom nunber, thus allowing this
mechani smto be enabl ed and used automatically, w thout user
intervention. Providing a mechanismto display and change the
secret _key would allow an adm nistrator to cause a new repl acenent
system (with the sane inplenentation of this specification) to
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generate the sane | Pv6 addresses as the system being replaced. W
note that since the privacy of the schene specified in this docunent
relies on the secrecy of the secret_key paraneter, inplenentations
shoul d constrain access to the secret_key paraneter to the extent
practicable (e.g., require superuser privileges to access it).
Furthernore, in order to prevent | eakages of the secret key
paraneter, it should not be used for any purposes other than being a
paranmeter to the schene specified in this docunent.

We note that all of the bits in the resulting Interface IDs are
treated as "opaque" bits [RFC7136]. For exanple, the universal/loca
bit of Modified EU-64 fornat identifiers is treated as any other bit
of such an identifier. |In theory, this mght result in |IPv6 address
col l'i sions and DAD failures that woul d otherw se not be encountered.
However, this is not deemed as a likely issue because of the

foll owi ng consi derations:

o The interface IDs of all addresses (except those of addresses that
start with the binary value 000) are 64 bits long. Since the
nmet hod specified in this docunment results in random Interface |Ds,
the probability of DAD failures is very small

0 Real-world data indicates that MAC address reuse is far nore
conmon than assuned [ HD-MOORE]. This neans that even | Pv6
addresses that enploy (allegedly) unique identifiers (such as | EEE
LAN MAC addresses) might result in DAD failures and, hence
i mpl enent ati ons shoul d be prepared to gracefully handl e such
occurrences. Additionally, sone virtualization technol ogies
al ready enpl oy hardware addresses that are randomy sel ected, and,
hence, cannot be guaranteed to be unique [IPV6- RECON] .

o Since sonme popul ar and wi dely depl oyed operating systens (such as
M crosoft W ndows) do not enbed hardware addresses in the
Interface IDs of their stable addresses, reliance on such unique
identifiers is reduced in the depl oyed world (fewer depl oyed
systens rely on themfor the avoi dance of address collisions).

Finally, we note that since different inplenmentations are likely to
use different values for the secret_key paraneter, and may al so

enpl oy different PRFs for F() and different sources for the Net |Iface
paranmeter, the addresses generated by this schene shoul d not expected
to be stable across different operating-systeminstallations. For
exanpl e, a host that is dual-boot or that is reinstalled may result
in different |1 Pv6 addresses for each operating system and/or
installation.
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6. Resolving DAD Conflicts

If, as a result of perform ng DAD [ RFC4862], a host finds that the
tentative address generated with the algorithmspecified in Section 5
is a duplicate address, it SHOULD resol ve the address conflict by
trying a new tentative address as foll ows:

o DAD Counter is increnented by 1.

o AnewlInterface Identifier is generated with the algorithm
specified in Section 5, using the increnmented DAD Counter val ue.

Hosts SHOULD i ntroduce a random del ay between 0 and | DGEN DELAY
seconds (see Section 7) before trying a new tentative address, to
avoi d | ockstep behavior of nultiple hosts.

Thi s procedure may be repeated a nunber of tines until the address
conflict is resolved. Hosts SHOULD try at |east | DGEN RETRIES (see
Section 7) tentative addresses if DAD fails for successive generated
addresses, in the hopes of resolving the address conflict. W also
note that hosts MUST linmit the nunmber of tentative addresses that are
tried (rather than indefinitely try a new tentative address until the
conflict is resolved).

In those unlikely scenarios in which duplicate addresses are detected
and the order in which the conflicting hosts configure their
addresses varies (e.g., because they may be bootstrapped in different
orders), the algorithmspecified in this section for resol ving DAD
conflicts could lead to addresses that are not stable within the sane
subnet. In order to mtigate this potential problem hosts NAY
record the DAD Counter val ue enpl oyed for a specific {Prefix,

Net |face, Network ID} tuple in non-volatile nmenory, such that the
same DAD Counter value is enployed when configuring an address for
the sanme Prefix and subnet at any other point in time. W note that
the use of non-volatile nenory is OPTIONAL, and hosts that do not

i npl enent this feature are still conpliant to this protoco

speci fication.

In the event that a DAD conflict cannot be solved (possibly after
trying a nunber of different addresses), address configurati on would
fail. 1In those scenarios, hosts MJST NOT automatically fall back to
enpl oyi ng other algorithnms for generating Interface ldentifiers.
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7. Specified Constants
Thi s docunent specifies the foll owi ng constant:

| DGEN_RETRI ES
defaults to 3.

| DGEN_DELAY:
defaults to 1 second.

8. Security Considerations

Thi s docunent specifies an algorithmfor generating Interface
Identifiers to be used with IPv6 Statel ess Address Autoconfiguration
(SLAAC), as an alternative to e.g., Interface Identifiers that emnbed
har dwar e addresses (such as those specified in [ RFC2464], [RFC2467],
and [ RFC2470]). When conpared to such identifiers, the identifiers
specified in this docunent have a nunber of advantages:

0 They prevent trivial host-tracking based on the |Pv6 address,
si nce when a host noves from one network to another the network
prefix used for autoconfiguration and/or the Network ID (e.qg.
| EEE 802.11 SSID) will typically change; hence, the resulting
Interface Identifier will also change (see [ ADDR- GEN- PRI VACY]).

o They nmitigate address-scanning techni ques that |everage
predictable Interface Identifiers (e.g., known Organizationally
Uni que Identifiers) [IPV6-RECON] .

o They may result in IPv6 addresses that are independent of the
underlying hardware (i.e., the resulting |Pv6 addresses do not
change if a network interface card is replaced) if an appropriate
source for Net_Iface (see Section 5) is enployed

o They prevent the information | eakage produced by enbeddi ng
hardware addresses in the Interface Identifier (which could be
exploited to | aunch devi ce-specific attacks).

o Since the method specified in this document will result in
different Interface ldentifiers for each configured address,
know edge or | eakage of the Interface lIdentifier enployed for one
stabl e address will not negatively affect the security/privacy of
ot her stabl e addresses configured for other prefixes (whether at
the same tinme or at some other point in time).

We note that while sone probing techniques (such as the use of | CWPV6

Echo Request and | CMPv6 Echo Response packets) could be mitigated by
a personal firewall at the target host, for other probing vectors,
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such as listening to | CMPv6 "Destination Unreachabl e, Address
Unreachabl e" (Type 1, Code 3) error nessages that refer to the target
addresses [I PV6-RECON], there is nothing a host can do (e.g., a
personal firewall at the target host would not be able to mitigate
this probing technique). Hence, the nethod specified in this
docunent is still of value for hosts that enploy personal firewalls.

In scenarios in which an attacker can connect to the same subnet as a
victimhost, the attacker might be able to learn the Interface
Identifier enployed by the victimhost for an arbitrary prefix by
simply sending a forged Router Advertisenent [RFC4861] for that
prefix, and subsequently learning the correspondi ng address
configured by the victimhost (either listening to the Duplicate
Address Detection packets or to any other traffic that enploys the
new y configured address). W note that a number of factors might
l[imt the ability of an attacker to successfully perform such an
attack:

o First-Hop security nechanisns such as Router Advertisenment Guard
(RA- Guard) [RFC6105] [RFC7113] could prevent the forged Router
Advertisement fromreaching the victimhost.

o If the victiminplenentation includes the (optional) Network ID
paraneter for conmputing F() (see Section 5), and the Network ID
enpl oyed by the victimfor a renmbte network is unknown to the
attacker, the Interface lIdentifier learned by the attacker would
differ fromthe one used by the victimwhen connecting to the
| egi ti mat e networKk.

In any case, we note that at the point in which this kind of attack
beconmes a concern, a host should consider enpl oying SEND [ RFC3971] to
prevent an attacker fromillegitimtely claim ng authority for a

net wor k prefix.

We note that this algorithmis nmeant to be an alternative to
Interface Identifiers such as those specified in [ RFC2464], but it is
not meant as an alternative to tenporary Interface lIdentifiers (such
as those specified in [RFC4941]). dearly, tenporary addresses nay
help to mitigate the correlation of activities of a host within the
same network, and they may al so reduce the attack exposure w ndow
(since tenporary addresses are short-lived when conpared to the
addresses generated with the nmethod specified in this docunment). W
note that the inplenmentation of this specification would stil

benefit those hosts enploying tenporary addresses, since it would
mtigate host-tracking vectors still present when such addresses are
used (see [ ADDR- GEN- PRI VACY]) and woul d al so mitigate address-
scanni ng techni ques that |everage patterns in |IPv6 addresses that
enmbed | EEE LAN MAC addresses. Finally, we note that the nethod
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10.

10.

described in this docunent addresses sonme of the privacy concerns
arising fromthe use of |Pv6 addresses that enbed | EEE LAN MAC
addresses, wi thout the use of tenporary addresses, thus possibly
offering an interesting trade-off for those scenarios in which the
use of tenporary addresses is not feasible.
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Appendi x A.  Possible Sources for the Net |face Paraneter

The foll owi ng subsections describe a nunber of possible sources for
the Net Iface paraneter enployed by the F() function in Section 5.
The choice of a specific source for this value represents a number of
trade-offs, which may vary fromone inplenentation to another

A.1l. Interface |ndex

The Interface Index [RFC3493] [ RFC3542] of an interface uniquely
identifies that interface within the node. However, these
identifiers mght or mght not have the stability properties required
for the Net _|face value enployed by this method. For exanple, the
Interface I ndex m ght change upon renmoval or installation of a
network interface (typically one with a smaller value for the
Interface | ndex, when such a naming schene is used) or when network
interfaces happen to be initialized in a different order. W note
that sone inplenmentations are known to provide configuration knobs to
set the Interface Index for a given interface. Such configuration
knobs coul d be enployed to prevent the Interface Index from changing
(e.g., as a result of the removal of a network interface).

A 2. I nterface Nane

The Interface Nane (e.g., "eth0", "enD", etc.) tends to be nore
stable than the underlying Interface Index, since such stability is
requi red or desired when interface names are enployed in network
configuration (firewall rules, etc.). The stability properties of
Interface Names depend on inplenmentation details, such as what is the
nanespace used for Interface Nanes. For exanple, "generic" interface
nanes such as "eth0" or "w an0" will generally be invariant with
respect to network interface card repl acenents. On the other hand,
vendor - dependent interface nanes such as "rtk0" or the like wll
general | y change when a network interface card is replaced with one
froma different vendor

We note that Interface Nanes m ght still change when network
interfaces are added or renoved once the system has been boot strapped
(for example, consider USB-based network interface cards that m ght
be added or renoved once the system has been boot strapped).

A. 3. Link-Layer Addresses

Li nk-l ayer addresses typically provide for unique identifiers for
network interfaces; although, for obvious reasons, they generally
change when a network interface card is replaced. In scenarios in
whi ch neither Interface Indexes nor Interface Names have the
stability properties specified in Section 5 for Net_Iface, an
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i mpl enentati on m ght want to enploy the |ink-I1ayer address of the
interface for the Net |face paranmeter, albeit at the expense of
maki ng the correspondi ng | Pv6 addresses dependent on the underlying
network interface card (i.e., the corresponding | Pv6 addresses woul d
typically change upon repl acenent of the underlying network interface
card).

A. 4. Logical Network Service ldentity

Host operating systenms with a conception of |ogical network service
identity, distinct fromnetwork interface identity or index, may keep
a Universally Unique ldentifier (UU D) [RFC4122] or simlar
identifier with the stability properties appropriate for use as the
Net | face paraneter.
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