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Enhanced Route Refresh Capability for BGP-4
Abst r act

In this docunent, we enhance the existing BGP route refresh

mechani sns to provide for the denarcation of the beginning and the
ending of a route refresh. The enhancement can be used to facilitate
correction of BGP Routing Informati on Base (RIB) inconsistencies in a
non-di sruptive manner. This docunent updates RFC 2918.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7313.

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

It is sonetimes necessary to performrouting consistency validations
such as checking for possible nmissing route withdrawal s between BGP
speakers [ RFC4271]. Currently, such validations typically involve
of fl i ne, manual operations that can be tedious and time-consum ng

In this document, we enhance the existing BGP route refresh
mechani sns [ RFC2918] to provide for the demarcati on of the begi nning
and the ending of a route refresh (which refers to the conplete
re-advertisement of the Adj-RIB-Qut to a peer, subject to routing
policies). The enhancenent can be used to facilitate online, non-

di sruptive consistency validation of BGP routing updates.

Thi s docunent updates [ RFC2918] by redefining a field in the ROUTE-
REFRESH nessage that was previously designated as Reserved.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] only when
they appear in all upper case. They nay al so appear in |ower or

m xed case as English words, w thout any nornmative meani ng.

3. Protocol Extensions
The BGP protocol extensions introduced in this docunent include the
definition of a new BGP capability, naned "Enhanced Route Refresh

Capabi lity", and the specification of the nessage subtypes for the
ROUTE- REFRESH nessage.
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3.1. Enhanced Route Refresh Capability

The "Enhanced Route Refresh Capability" is a new BGP capability
[ RFC5492]. | ANA has assigned a Capability Code of 70 for this
capability. The Capability Length field of this capability is zero.

By advertising this capability to a peer, a BGP speaker conveys to
the peer that the speaker supports the nessage subtypes for the
ROUTE- REFRESH nessage and the rel ated procedures described in this
docurent .

3.2. Subtypes for ROUTE- REFRESH Message

The "Reserved" field of the ROUTE- REFRESH nessage specified in
[ RFC2918] is redefined as the "Message Subtype" with the follow ng
val ues:

0 - Normal route refresh request [RFC2918]
wi t h/ wi t hout Qutbound Route Filtering (ORF) [ RFC5291]
1 - Demarcation of the beginning of a route refresh
(BoRR) operation
2 - Demarcation of the ending of a route refresh
(EoRR) operation
255 - Reserved

The remai ni ng val ues of the nmessage subtypes are reserved for future
use; see Section 6 ("IANA Considerations"). The use of the new
nmessage subtypes is described in Section 4 ("Operation").

4. Operation

A BGP speaker that supports the nessage subtypes for the ROUTE-
REFRESH nessage and the rel ated procedures SHOULD advertise the
"Enhanced Route Refresh Capability".

The foll owi ng procedures are applicable only if a BGP speaker has
recei ved the "Enhanced Route Refresh Capability" from a peer

Bef ore the speaker starts a route refresh that is either initiated
locally, or in response to a "normal route refresh request” fromthe
peer, the speaker MJST send a BoRR nessage. After the speaker

conpl etes the re-advertisenent of the entire Adj-RIB-Qut to the peer
it MJUST send an EoRR nessage.

Conceptually, the "entire Adj-RIB-Qut" for a peer in this section
refers to all the route entries in the "Adj-RIB-Qut" for the peer at
the start of the route refresh operation. These route entries
conprise both the reachability as well as unreachability information.
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When a route entry in the "Adj-RI B-Qut" changes, only the nodified
route entry needs to be advertised.

I n processi ng a ROUTE- REFRESH nmessage from a peer, the BGP speaker
MJST exami ne the "nessage subtype” field of the nessage and take the
appropriate actions. The nessage processing rul es for ROUTE- REFRESH
nessage with subtype of 0 are described in [ RFC2918] and [ RFC5291].
A BGP speaker can receive a BoRR nessage froma peer at any tine,
either as a result of a peer responding to a ROUTE- REFRESH nessage,
or as a result of a peer unilaterally initiating a route refresh.
VWhen a BGP speaker receives a BoRR nessage froma peer, it MJST mark
all the routes with the given Address Family Identifier and
Subsequent Address Family ldentifier, <AFl, SAFI> [RFC2918], from
that peer as stale. As it receives routes fromits peer’s subsequent
Adj - RIB-Qut re-advertisenent, these replace any corresponding stale
routes. When a BGP speaker receives an EORR message froma peer, it
MJST i mmedi ately renove any routes fromthe peer that are stil

marked as stale for that <AFl, SAFI>. Such purged routes MAY be

| ogged for future analysis. A BGP speaker NMAY ignore any EORR
nessage recei ved without a prior receipt of an associ ated BoRR
nmessage. Such nessages MAY be | ogged for future anal ysis.

An i mpl enentati on MAY i nmpose a locally configurable upper bound on
how long it would retain any stale routes. Once the upper bound is
reached, the inplenentati on MAY renove any routes fromthe peer that
are still marked as stale for that <AFl, SAFI> wi thout waiting for an
EoRR nessage.

The foll owi ng procedures are specified in order to sinplify the
interaction with the BGP Graceful Restart [RFC4724]. |In particular,
these procedures ensure that End-of-RI B (EoR) defined in Gacefu
Restart and EoRR as defined in this specification are kept separate,
thereby avoi ding any premature cleanup of stale routes. For a BGP
speaker that supports the BGP G aceful Restart, it MJST NOT send a
BoRR for an <AFl, SAFI> to a neighbor before it sends the EoR for the
<AFl, SAFI> to the neighbor. A BGP speaker that has received the
Graceful Restart Capability fromits nei ghbor MJST ignore any BoRRs
for an <AFl, SAFI> fromthe nei ghbor before the speaker receives the
EoR for the given <AFl, SAFI> fromthe nei ghbor. The BGP speaker
SHOULD | og an error of the condition for further analysis.
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5. FError Handling
Thi s docunent defines a new NOTI FI CATI ON error code:
Error Code Nane
7 ROUTE- REFRESH Message Error
The followi ng error subcode is defined as well:
Subcode Nane
1 Invalid Message Length
The error handling specified in this section is applicable only when
a BGP speaker has received the "Enhanced Route Refresh Capability"
froma peer.
If the length, excluding the fixed-size nessage header, of the
recei ved ROUTE- REFRESH nessage wi th Message Subtype 1 and 2 is not 4,
then the BGP speaker MUST send a NOTI FI CATI ON nmessage with the Error
Code of "ROUTE- REFRESH Message Error" and the subcode of "lnvalid
Message Length". The Data field of the NOTIFI CATI ON nmessage MJST
contain the conpl ete ROUTE- REFRESH nessage.
When the BGP speaker receives a ROUTE- REFRESH nessage with a "Message

Subtype" field other than 0, 1, or 2, it MJST ignore the received
ROUTE- REFRESH nmessage. It SHOULD | og an error for further analysis.
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6. | ANA Consi derations

Thi s docunent defines the Enhanced Route Refresh Capability for BGP.
In the "Capability Codes" registry, |ANA has assigned it value 70,
referencing this docunent.

Thi s docunent al so defines two new subcodes for the Route Refresh
nmessage. They have been registered with the ANA in a new registry
as foll ows:

Under "Border Gateway Protocol (BGP) Paraneters":

Regi stry: "BGP Route Refresh Subcodes"

Ref erence: [RFC7313]

Regi stration Procedure(s): Values 0-127 Standards Acti on,
val ues 128-254 First Come First Served

Val ue Code Ref er ence

0 Rout e- Ref resh [ RFC2918], [RFC5291]
1 BoRR [ RFC7313]

2 EoRR [ RFC7313]

3-254 Unassi gned

255 Reser ved [ RFC7313]

In addition, this docunment defines a NOTIFI CATI ON error code and an
error subcode related to the ROUTE- REFRESH nessage. | ANA has changed
the nane of the "BGP Error Codes" to "BGP Error (Notification) Codes"
and added this docurment as a reference. |ANA has allocated a new
error code fromthat registry with the nane "ROUTE- REFRESH Message
Error", referencing this document.

| ANA has created a new registry for the error subcodes as foll ows:

Under "Border Gateway Protocol (BGP) Paraneters",

under "BGP Error Subcodes":

Regi stry: "BGP ROUTE- REFRESH Message Error subcodes”

Ref erence: [RFC7313]

Regi stration Procedure(s): Values 0-127 Standards Acti on,
val ues 128-255 First Conme First Served

Val ue Nane Ref er ence
0 Reser ved [ RFC7313]
1 Invalid Message Length [ RFC7313]

2- 255 Unassi gned
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7.

Security Considerations

Security considerations are given in [RFC4272] , but they do not
cover Route-Refresh and many ot her BGP extensions. This docunent
does not significantly change the underlying security issues
regardi ng Rout e- Refresh, although inproved error handling may aid
operational security.
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