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Abst ract

Thi s docunent specifies the usage of Datagram Transport Layer
Security (DTLS) as a transport protocol for Session Traversal
Uilities for NAT (STUN). It provides guidance on when and how to
use DILS with the currently standardi zed STUN usages. It also
specifies nodifications to the STUN and Traversal Using Relay NAT
(TURN) URIs and to the TURN resol ution nmechanismto facilitate the
resolution of STUN and TURN URIs into the |IP address and port of STUN
and TURN servers supporting DILS as a transport protocol. This
docunent updates RFCs 5389 and 5928.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7350.
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1

| ntroducti on

STUN [ RFC5389] defines Transport Layer Security (TLS) over TCP
(sinmply referred to as TLS [ RFC5246]) as the transport for STUN due
to additional security advantages it offers over plain UDP or TCP
transport. But, TCP (and thus TLS-over-TCP) is not an optim
transport when STUN is used for its originally intended purpose,
which is to support nultinedia sessions. This is a well docunented
and understood transport limtation for real-tinme conmmuni cations.

DTLS-over-UDP (referred to in this docunent as sinply DILS [ RFC6347])
of fers the sanme security advantages as TLS-over-TCP, but without the
undesi rabl e concerns.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "MAY", and "OPTI ONAL"
in this document are to be interpreted as described in [ RFC2119] when
they appear in ALL CAPS. When these words are not in ALL CAPS (such
as "nmust" or "Must"), they have their usual English nmeanings, and are
not to be interpreted as RFC 2119 key words.

DTLS as Transport for STUN

STUN [ RFC5389] defines three transports: UDP, TCP, and TLS. This
document adds DTLS as a valid transport for STUN

STUN over DTLS MJST use the sane retransm ssion rules as STUN over
UDP (as described in Section 7.2.1 of [RFC5389]). It MUST al so use
the same rules that are described in Section 7.2.2 of [RFC5389] to
verify the server identity. Instead of TLS RSA WTH AES 128 CBC SHA
which is the default cipher suite for STUN over TLS, inplenmentations
of STUN over DTLS, and depl oyed clients and servers, MJST support
TLS DHE RSA W TH_AES 128 GCM SHA256 and

TLS ECDHE _RSA W TH _AES 128 GCM SHA256, and MAY support ot her ci pher
suites. Perfect Forward Secrecy (PFS) cipher suites MJST be
preferred over non-PFS cipher suites. Cipher suites with known
weaknesses, such as those based on (single) DES and RC4, MJUST NOT be
used. Inplenmentations MUST disable TLS-1evel conpression. The sane
rul es established in Section 7.2.2 of [RFC5389] for keeping open and
cl osing TCP/ TLS connecti ons MJST be used as well for DILS
associ ati ons.

In addition to the path MIU rul es described in Section 7.1 of

[ RFC5389], if the path MIU is unknown, the actual STUN message needs
to be adjusted to take into account the size of the (13-byte) DILS
Record header, the MAC size, and the padding size.
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By default, STUN over DTLS MJST use port 5349, the sane port nunber

as STUN over TLS. However, the Service Record (SRV) procedures can

be inmplenented to use a different port (as described in Section 9 of
[ RFC5389]). Wen using SRV records, the service name MJST be set to
"stuns" and the protocol nanme to "udp".

Classi ¢ STUN [ RFC3489] (which was obsol eted by [ RFC5389]) defines
only UDP as a transport, and DTLS MJST NOT be used. Any STUN request
or indication without the magi c cookie (see Section 6 of [RFC5389])
over DTLS MJST always result in an error

4. STUN Usages

Section 7.2 of [RFC5389] states that STUN usages nust specify which
transport protocol is used. The follow ng sections discuss if and
how t he exi sting STUN usages are used with DTLS as the transport.
Future STUN usages MJST take into account DTLS as a transport and

di scuss its applicability. 1In all cases, new STUN usages MJST
explicitly state if inplenenting the denial-of-service counterneasure
described in Section 4.2.1 of [RFC6347] is mandatory.

4.1. NAT Discovery Usage

As stated by Section 13 of [RFC5389], "...TLS provides m ni nal
security benefits..." for this particular STUN usage. DILS will also
simlarly offer only limted benefit. This is because the only
mandatory attribute that is TLS/ DTLS protected is the

XOR- MAPPED- ADDRESS, which is al ready known by an on-path attacker
since it is the same as the source address and port of the STUN
request. On the other hand, using TLS/DTLS will prevent an active
attacker to inject XOR MAPPED- ADDRESS in responses. The TLS/ DTLS
transport will also protect the SOFTWARE attri bute, which can be used
to find vulnerabilities in STUN inpl enentations.

Regardl ess, this usage is rarely used by itself, since using TURN

[ RFC5766] with Interactive Connectivity Establishnent (1CE) [ RFC5245]
is generally indispensable, and TURN provi des the sane NAT Di scovery
feature as part of an allocation creation. |In fact, with ICE the
NAT Di scovery usage is only used when there is no | onger any resource
avai l abl e for new allocations in the TURN server.

A STUN server inplenmenting the NAT D scovery usage and using DTLS

MUST i npl enent the deni al -of -service counterneasure described in
Section 4.2.1 of [RFC6347].
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4.1.1. DITLS Support in STUN URIs

Thi s docunent does not meke any changes to the syntax of a STUN UR
[ RFC7064]. As indicated in Section 3.2 of [RFC7064], secure
transports |ike STUN over TLS, and now STUN over DTLS, MJST use the
"stuns" URI schene.

The <host> val ue MJUST be used when using the rules in Section 7.2.2
of [RFC5389] to verify the server identity. A STUN URI containing an
| P address MJST be rejected, unless the donmain name is provided by
the sanme mechani smthat provided the STUN URI, and that domain nane
can be passed to the verification code.

4.2. Connectivity Check Usage

Usi ng DTLS woul d hi de the USERNAME, PRI ORI TY, USE- CANDI DATE

| CE- CONTROLLED, and | CE- CONTROLLI NG attributes. But, because
MESSAGE- | NTEGRI TY protects the entire STUN response using a password
that is known only by | ooking at the Session Description Protoco
(SDP) exchanged, it is not possible for an attacker that does not
have access to this SDP to inject an incorrect XOR- MAPPED- ADDRESS
whi ch woul d subsequently be used as a peer reflexive candi date.

Addi ng DTLS on top of the connectivity check woul d del ay, and
consequently inpair, the ICE process. Adding additional round trips
to ICE is undesirable, so nuch that there is a proposal ([I|CE-DTLS])
to use the DTLS handshake used by the WbRTC Secure Real -tinme
Transport Protocol (SRTP) streans as a replacenment for the
connectivity checks.

STUN URI's are not used with this usage.

4.3. Media Keep-Alive Usage
VWhen STUN Bindi ng Indications are being used for nedia keep-alive
(described in Section 10 of [RFC5245]), it runs al ongside an RTP or
RTP Control Protocol (RTCP) session. It is possible to send these
nedi a keep-alive packets inside a separately negotiated non- SRTP DTLS
session if DTLS-SRTP [ RFC5764] is used, but that woul d add overhead,
with mnimal security benefit.

STUN URI's are not used with this usage.

Petit-Huguenin & Sal gueiro St andards Track [ Page 5]



RFC 7350 STUN over DTLS August 2014

4.4. SIP Keep-Aive Usage

The SI P keep-alive (described in [RFC5626]) runs inside a SIP flow.
This flow would be protected if a SIP over DILS transport mechani sm
is inmplenmented (such as described in [SIP-DILS]).

STUN URI's are not used with this usage.
4.5. NAT Behavi or Di scovery Usage

The NAT Behavi or Discovery usage is Experinmental and to date has
never been effectively deployed. Despite this, using DILS would add
the sanme security properties as for the NAT Di scovery usage

(Section 4.1).

The STUN URI can be used to access the NAT Discovery feature of a NAT
Behavi or Di scovery server, but accessing the full features would
require definition of a "stun-behaviors:" URI, which is out of scope
for this document.

A STUN server inplenmenting the NAT Behavi or Di scovery usage and usi ng
DTLS MUST i nmpl enent the deni al - of -service counterneasure described in
Section 4.2.1 of [RFC6347].

4.6. TURN Usage

TURN [ RFC5766] defines three conbinations of transports/allocations:
UDP/ UDP, TCP/ UDP, and TLS/ UDP. This docunent adds DTLS/ UDP as a
valid conbination. A TURN server using DILS MJST i npl enent the

deni al - of - servi ce counternmeasure described in Section 4.2.1 of

[ RFC6347] .

[ RFC6062] states that TCP all ocations cannot be obtained using a UDP
associ ati on between client and server. The fact that DTLS uses UDP
inmplies that TCP all ocati ons MJUST NOT be obtai ned using a DTLS
associ ati on between client and server.

By default, TURN over DTLS uses port 5349, the sane port nunber as
TURN over TLS. However, the SRV procedures can be inplenented to use
a different port (as described in Section 6 of [RFC5766]). Wen
usi ng SRV records, the service nane MJST be set to "turns" and the
protocol name to "udp".
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4.6.1. DITLS Support in TURN URIs

Thi s docunent does not meke any changes to the syntax of a TURN UR

[ RFC7065]. As indicated in Section 3 of [ RFC7065], secure transports
i ke TURN over TLS, and now TURN over DTLS, MJUST use the "turns" UR
schene. Wen using the "turns" URl schene to designate TURN over
DTLS, the transport value of the TURN URI, if set, MJST be "udp".

The <host> val ue MJUST be used when using the rules in Section 7.2.2
of [RFC5389] to verify the server identity. A TURN URI containing an
| P address MJST be rejected, unless the domain is provided by the
sanme mechani smthat provided the TURN URI, and that donmmi n nane can
be passed to the verification code.

4.6.2. Resolution Mechanismfor TURN over DTLS

Thi s docunent defines a new Straightforward-Nam ng Authority Pointer
(S-NAPTR) application protocol tag: "turn.dtls".

The <transport> conmponent, as provisioned or resulting fromthe
parsing of a TURN URI, is passed without nodification to the TURN
resol uti on mechani smdefined in Section 3 of [RFC5928], but with the
following alterations to that algorithm

o The acceptable values for the transport name are extended with the
addition of "dtls".

o The acceptable values in the ordered list of supported TURN
transports is extended with the addition of "Datagram Transport
Layer Security (DTLS)"

o The resolution algorithmcheck rules list is extended with the
addition of the follow ng step:

If <secure> is true and <transport> is defined as "udp" but the
list of TURN transports supported by the application does not
contain DTLS, then the resolution MJST stop with an error

o The 5th rule of the resolution algorithmcheck rules list is
nodi fied to read |ike this:

If <secure> is true and <transport> is not defined but the |ist
of TURN transports supported by the application does not
contain TLS or DTLS, then the resolution MJST stop with an
error.

Petit-Huguenin & Sal gueiro St andards Track [ Page 7]



RFC 7350 STUN over DTLS August 2014

o Table 1 is nodified to add the follow ng |ine:

e R L R LR +
| <secure> | <transport> | TURN Transport |
Fom e oo - - T oo o - +
| true | "udp" | DTLS

e Fom e Fom o +

0o In step 1 of the resolution algorithm the default port for DTLS
is 5349.

0 In step 4 of the resolution algorithm the following is added to
the list of conversions between the filtered list of TURN
transports supported by the application and application protoco
t ags:

"turn.dtls" is used if the TURN transport is DILS.

Note that using the resolution nechanismin [ RFC5928] does not inply

that additional round trips to the DNS server will be needed (e.g.
the TURN client will start imediately if the TURN URI contains an IP
addr ess).

5. Security Considerations

STUN over DTLS as a STUN transport does not introduce any specific
security considerations beyond those for STUN over TLS detailed in
[ RFC5389] .

The usage of "udp" as a transport paranmeter with the "stuns" UR
schene does not introduce any specific security issues beyond those
di scussed in [ RFC7064].

TURN over DTLS as a TURN transport does not introduce any specific
security considerations beyond those for TURN over TLS detailed in
[ RFC5766] .

The usage of "udp" as a transport paraneter with the "turns" UR
schene does not introduce any specific security issues beyond those
di scussed in [ RFC7065].

The new S-NAPTR application protocol tag defined in this docunent as
wel | as the nodifications this document makes to the TURN resol ution
nmechani sm descri bed in [ RFC5928] do not introduce any additiona
security considerations beyond those outlined in [ RFC5928].
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6. | ANA Consi derations
6.1. S-NAPTR Application Protocol Tag

Thi s specification contains the registration information for one
S- NAPTR application protocol tag in the "Straightforward- NAPTR

(S-NAPTR) Paraneters" registry under "S-NAPTR Application Protoco
Tags" (in accordance with [ RFC3958]).

Application Protocol Tag: turn.dtls

I ntended Usage: See Section 4.6.2
Interoperability considerations: NA
Security considerations: See Section 5
Rel evant publications: This document

Contact information: Marc Petit-Huguenin <petithug@cm org>
Aut hor/ Change controller: The | ESG

6.2. Service Nane and Transport Protocol Port Nunber
This specification contains the registration information for two
Service Nanme and Transport Protocol Port Nunbers in the "Service

Nanes and Transport Protocol Port Nunbers/Service Nane and Transport
Protocol Port Number” registry (in accordance with [ RFC6335]).
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.1. The "stuns" Service Nane

| ANA has nodified the following entry in the registry "Service Nanes
and Transport Protocol Port Nunbers/Service Nane and Transport
Protocol Port Nunber™:

Service Nane: stuns
Port Nunber: 5349

Transport Protocol: udp

Description: Reserved for a future enhancement of STUN
Assi gnee:

Cont act :

Ref erence: RFC 5389
So that it contains the follow ng:

Service Name: stuns

Port Number: 5349

Transport Protocol: udp

Description: STUN over DTLS

Assi gnee: | ESG

Contact: |ETF Chair <chair@etf.org>

Ref erence: RFC 7350

Assi gnnent Notes: This service nane was initially created by
RFC 5389.
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6.2.2. The "turns" Service Name

| ANA has nodified the following entry in the registry "Service Nanes
and Transport Protocol Port Nunbers/Service Nane and Transport
Protocol Port Nunber™:

Service Nane: turns
Port Nunber: 5349

Transport Protocol: udp

Description: Reserved for a future enhancerment of TURN
Assi gnee:

Cont act :

Ref erence: RFC 5766
So that it contains the follow ng:

Service Name: turns

Port Number: 5349

Transport Protocol: udp

Description: TURN over DTLS

Assi gnee: | ESG

Contact: |ETF Chair <chair@etf.org>

Ref erence: RFC 7350

Assi gnnent Notes: This service nane was initially created by
RFC 5766.
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Appendi x A.  Exanpl es

Table 1 shows how the <secure>, <port>, and <transport> conponents
are popul ated for a TURN URI that uses DILS as its transport. For
all these examples, the <host> conponent is populated with
"exanpl e. net".

o m e e e e e e e eeee s S Fomm e Fom e +

| URI | <secure> | <port> | <transport>

o m e e e e e e e e e e e e e e e e o S B R S +

| turns:exanpl e. net?transport=udp | true | | DTLS |

oo e e e e e e e oo - oo . E - T +
Table 1

Wth the DNS Resource Records (RRs) in Figure 1 and an ordered TURN
transport list of {DTLS, TLS, TCP, UDP}, the resolution algorithm
will convert the TURN URI "turns:exanple.net" to the ordered |ist of
| P address, port, and protocol tuples in Table 2.

exanpl e. net .
I N NAPTR 100 10 "" RELAY:turn.udp:turn.dtls "" datagram exanpl e. net.
N NAPTR 200 10 "" RELAY:turn.tcp:turn.tls "" stream exanpl e. net.

dat agr am exanpl e. net .

I N NAPTR 100 10 S RELAY:turn.udp "" _turn._udp. exanpl e. net.
N NAPTR 200 10 S RELAY:turn.dtls "" _turns._udp. exanpl e. net.
st ream exanpl e. net .

IN NAPTR 100 10 S RELAY:turn.tcp "" _turn._tcp. exanpl e. net.
IN NAPTR 200 10 A RELAY:turn.tls "" a.exanple. net.

_turn. _udp. exanpl e. net.
IN SRV 0 0 3478 a.exanpl e. net.

_turn. _tcp. exanpl e. net.
IN SRV 0 0 5000 a.exanple.net.

_turns. _udp. exanpl e. net.
IN SRV 0 0 5349 a.exanple.net.

a. exanpl e. net .
IN A 192.0.2.1

Figure 1
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Fomm o - R Fom ek Fomm o +

| Order | Protocol | IP address | Port |

R S T S R +

| 1 | DTLS | 192.0.2.1 | 5349 |

| 2 | TLS | 192.0.2.1 | 5349 |

R, Fomm e m e S S R, +
Table 2
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