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Abst ract

Thi s docunent registers code points to allow status codes to be
returned to an email client to indicate that a message is being
rejected or deferred specifically because of email authentication
failures.

Thi s docunent updates RFC 7208, since sone of the code points
regi stered replace the ones recomrended for use in that docunent.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7372

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. | nt roducti on

[ RFC3463] introduced Enhanced Mail System Status Codes, and [ RFC5248]
created an | ANA registry for these.

[ RFC6376] and [ RFC7208] introduced, respectively, Donai nKeys
Identified Mail (DKIM and Sender Policy Framework (SPF), two
protocol s for conducting nmessage authentication. Another common
emai | acceptance test is the reverse Domami n Nane System (DNS) check
on an enmail client’s | P address, as described in Section 3 of

[ RFC7001] .

The current set of enhanced status codes does not include any code
for indicating that a message is being rejected or deferred due to

| ocal policy reasons related to any of these nechanisns. This is
potentially useful information to agents that need nore than

rudi mentary handling informati on about the reason a nessage was
rejected on receipt. This docunent introduces enhanced status codes
for reporting those cases to clients.

Section 3.2 updates [ RFC7208], as new enhanced status codes rel evant
to that specification are being registered and recommended for use.

2. Key Wrds
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .
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3. New Enhanced Status Codes

The new enhanced status codes are defined in the follow ng
subsecti ons.

3.1. DKIMFailure Codes

In the code point definitions below, the follow ng definitions are
used:

passing: A signature is "passing” if the basic DKIMverification
algorithm as defined in [ RFC6376], succeeds.

acceptable: A signature is "acceptable"” if it satisfies all locally
defined requirenents (if any) in addition to passing the basic
DKIM verification algorithm(e.g., certain header fields are
included in the signed content, no partial signatures, etc.).

Code: X.7.20

Sanpl e Text: No passing DKI M signature found

Associ at ed basic status code: 550

Descri pti on: This status code is returned when a nessage

did not contain any passing DKIM
signatures. (This violates the
advi ce of Section 6.1 of RFC 6376.)

Ref er ence: [ RFC7372]; [RFC6376]

Submitter: M  Kucher awy

Change controller: |ESG

Code: X.7.21

Sanpl e Text: No acceptabl e DKI M si gnature found

Associ ated basic status code: 550

Descri pti on: This status code is returned when a nessage

contai ns one or nore passing DKIM signatures,
but none are acceptable. (This violates the
advi ce of Section 6.1 of RFC 6376.)

Ref er ence: [ RFC7372]; [RFC6376]

Submitter: M  Kucher awy

Change controller: |ESG
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Code: X 7.22

Sanpl e Text: No val i d author-nmatched DKIM signature found
Associ at ed basic status code: 550

Descri pti on: This status code is returned when a nessage

contai ns one or nore passing DKIM
signatures, but none are acceptabl e because
none have an identifier(s)

that matches the aut hor address(es) found in
the From header field. This is a specia
case of X. 7.21. (This violates the advice

of Section 6.1 of RFC 6376.)

Ref er ence: [ RFC7372]; [ RFC6376]
Submitter: M  Kucher awy
Change controller: |ESG

3.2. SPF Failure Codes

Code: X.7.23

Sanpl e Text: SPF validation failed

Associ ated basic status code: 550

Descri pti on: This status code is returned when a nessage
conpl eted an SPF check that produced a
"fail" result, contrary to |local policy

requirenents. Used in place of 5.7.1, as
described in Section 8.4 of RFC 7208.

Ref er ence: [ RFC7372]; [ RFC7208]

Submitter: M  Kucher awy

Change controller: |ESG

Code: X. 7.24

Sanpl e Text: SPF val idation error

Associ ated basic status code: 451/550

Descri pti on: This status code is returned when eval uation

of SPF relative to an arriving nessage
resulted in an error. Used in place of
4.4.3 or 5.5.2, as described in Sections
8.6 and 8.7 of RFC 7208.

Ref er ence: [ RFC7372]; [ RFC7208]

Submitter: M  Kucher awy

Change controller: |ESG
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3.

3. Reverse DNS Failure Code
Code: X.7.25
Sanpl e Text: Reverse DNS validation failed
Associ at ed basic status code: 550
Descri pti on: This status code is returned when an SMIP

client’s | P address failed a reverse DNS
val i dation check, contrary to |local policy
requi renents.

Ref er ence: [ RFC7372]; Section 3 of [RFC7001]
Submitter: M Kucher awy
Change controller: |ESG

3.4. Miltiple Authentication Failures Code

4.

Code: X.7.26

Sanpl e Text: Mul tipl e authentication checks failed
Associ ated basic status code: 550

Descri pti on: This status code is returned when a nessage

failed nore than one nessage authentication
check, contrary to local policy requirenents.
The particul ar mechani sms that failed are not

speci fi ed.
Ref er ence: [ RFC7372]
Submitter: M Kucher awy
Change controller: |ESG

Ceneral Consi derations

By the nature of the Sinple Mail Transfer Protocol (SMIP), only one
enhanced status code can be returned for a given exchange between
client and server. However, an operator night decide to defer or
reject a message for a plurality of reasons. dients receiving these
codes need to consider that the failure reflected by one of these
status codes mght not reflect the only reason, or the nost inportant
reason, for non-acceptance of the nmessage or conmmand.

It is inmportant to note that Section 6.1 of [RFC6376] discourages
speci al treatment of messages bearing no valid DKIM signature. There
are some operators that disregard this advice, a few of which go so
far as to require a valid Author Domain Signature (that is, one

mat chi ng the domain(s) in the From header field) in order to accept
the nessage. Moreover, sone nascent technol ogies built atop SPF and
DKI M depend on such authentications. This work does not endorse
configurations that violate DKIM s reconmendati ons but rather

acknow edges that they do exist and nerely seeks to provide for

i mproved interoperability with such operators.
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A specific use case for these codes is mailing list software, which
processes rejections in order to renove fromthe subscriber set those
addresses that are no longer valid. There is a need in that case to
di stingui sh authentication failures fromindications that the

reci pient address is no |onger valid.

If a receiving server performs nultiple authentication checks and
nore than one of themfails, thus warranting rejection of the
nmessage, the SMIP server SHOULD use the code that indicates nultiple
nmet hods failed rather than only reporting the first one that failed.
It may be the case that one nethod is al ways expected to fail; thus,
returning that nethod' s specific code is not information useful to
the sendi ng agent.

The reverse | P DNS check is defined in Section 3 of [RFC7001].

Any message aut hentication or policy enforcenent technol ogies

devel oped in the future should also include registration of their own
enhanced status codes so that this kind of specific reporting is
avail abl e to operators that wish to use them

5. Security Considerations

Use of these codes reveals local policy with respect to enai

aut hentication, which can be useful infornation to actors attenpting
to deliver undesired nmail. It should be noted that there is no
specific obligation to use these codes; if an operator w shes not to
reveal this aspect of local policy, it can continue using a generic
result code such as 5.7.7, 5.7.1, or even 5.7.0.

6. | ANA Consi derations
Regi strati on of new enhanced status codes, for addition to the

Enumer at ed St atus Codes sub-registry of the SMIP Enhanced Status
Codes Registry, can be found in Section 3.
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