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1. | nt roducti on

Virtual Private LAN Service (VPLS), as defined in [ RFC4664],

[ RFC4761], and [ RFC4762], is a proven and widely depl oyed technol ogy.
However, the existing solution has a nunber of limtations when it
cones to nultihomng and redundancy, multicast optim zation
provisioning sinplicity, flow based |oad bal anci ng, and mul ti pat hi ng;
these imtations are inportant considerations for Data Center (DC)
depl oyments. [RFC7209] describes the notivation for a new sol ution
to address these limtations. It also outlines a set of requirenents
that the new solution nmust address.

Thi s docunent describes procedures for a BGP MPLS-based sol ution
call ed Ethernet VPN (EVPN) to address the requirenments specified in
[ RFC7209]. Please refer to [RFC7209] for the detailed requirenents
and notivation. EVPN requires extensions to existing | P/MPLS
protocol s as described in this docunent. 1In addition to these
extensi ons, EVPN uses several building blocks from existing MPLS

t echnol ogi es.

2. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
3. Term nol ogy
Broadcast Domain: In a bridged network, the broadcast domain
corresponds to a Virtual LAN (VLAN), where a VLAN is typically
represented by a single VLAN ID (VID) but can be represented
by several VIDs where Shared VLAN Learning (SVL) is used
per [802.1Q.
Bridge Table: An instantiation of a broadcast domain on a MAC- VRF.

CE: Custoner Edge device, e.g., a host, router, or swtch.
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EVI: An EVPN instance spanning the Provider Edge (PE) devices
participating in that EVPN

MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE.

Et hernet Segrment (ES): Wen a custoner site (device or network) is
connected to one or nore PEs via a set of Ethernet |inks, then
that set of links is referred to as an ' Ethernet segnent’.

Et hernet Segment ldentifier (ESI): A unique non-zero identifier that
identifies an Ethernet segnent is called an ' Et hernet Segnent
Identifier’.

Et hernet Tag: An Ethernet tag identifies a particular broadcast
domain, e.g., a VLAN. An EVPN instance consists of one or nore
br oadcast domai ns.

LACP: Link Aggregation Control Protocol.

MP2MP: Mul tipoint to Multipoint.

MP2P: Ml tipoint to Point.

P2MP: Point to Miultipoint.

P2P: Point to Point.

PE: Provi der Edge devi ce.

Si ngl e- Acti ve Redundancy Mde: Wen only a single PE, anong all the
PEs attached to an Ethernet segnent, is allowed to forward traffic
to/fromthat Ethernet segnent for a given VLAN, then the Ethernet
segnent is defined to be operating in Single-Active redundancy
node.

Al'l - Active Redundancy Mode: When all PEs attached to an Ethernet
segnent are allowed to forward known unicast traffic to/fromthat

Et hernet segnent for a given VLAN, then the Ethernet segnent is
defined to be operating in All-Active redundancy node.
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4.

BGP MPLS-Based EVPN Overvi ew

This section provides an overview of EVPN. An EVPN instance

conpri ses Custoner Edge devices (CEs) that are connected to Provider
Edge devices (PEs) that formthe edge of the MPLS infrastructure. A
CE may be a host, a router, or a switch. The PEs provide virtua
Layer 2 bridged connectivity between the CEs. There nmay be nultiple
EVPN i nstances in the provider’s network.

The PEs may be connected by an MPLS Label Switched Path (LSP)
infrastructure, which provides the benefits of MPLS technol ogy, such
as fast reroute, resiliency, etc. The PEs may al so be connected by
an | P infrastructure, in which case | P/GRE (Generic Routing

Encapsul ation) tunneling or other |P tunneling can be used between
the PEs. The detailed procedures in this docunment are specified only
for MPLS LSPs as the tunneling technol ogy. However, these procedures
are designed to be extensible to IP tunneling as the Packet Switched
Net wor k (PSN) tunneling technol ogy.

In an EVPN, MAC | earning between PEs occurs not in the data plane (as
happens with traditional bridging in VPLS [ RFC4761] [ RFC4A762]) but in
the control plane. Control-plane |earning offers greater contro

over the MAC | earning process, such as restricting who | earns what,
and the ability to apply policies. Furthernore, the control plane
chosen for advertising MAC reachability information is multi-protoco
(MP) BCGP (simlar to IP VPNs [RFC4364]). This provides flexibility
and the ability to preserve the "virtualization" or isolation of
groups of interacting agents (hosts, servers, virtual nmachines) from
each other. In EVPN, PEs advertise the MAC addresses |earned from
the CEs that are connected to them along with an MPLS | abel, to
other PEs in the control plane using Miltiprotocol BGP (MP-BGP).
Control -pl ane | earni ng enabl es | oad bal ancing of traffic to and from
CEs that are multihoned to multiple PEs. This is in addition to | oad
bal anci ng across the MPLS core via multiple LSPs between the sane
pair of PEs. In other words, it allows CEs to connect to multiple
active points of attachment. It also inproves convergence tines in
the event of certain network failures.

However, |earning between PEs and CEs is done by the nmethod best
suited to the CE data-plane |earning, |EEE 802.1x, the Link Layer
Di scovery Protocol (LLDP), |EEE 802.1laq, Address Resol ution Protoco
(ARP), nmnagenent plane, or other protocols.

It is a local decision as to whether the Layer 2 forwarding table on

a PE is populated with all the MAC destination addresses known to the
control plane, or whether the PE i nplenents a cache-based schene.

For instance, the MAC forwarding table nay be popul ated only with the
MAC destinations of the active flows transiting a specific PE
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The policy attributes of EVPN are very simlar to those of |P-VPN

An EVPN instance requires a Route Distinguisher (RD) that is unique
per MAC-VRF and one or nore globally unique Route Targets (RTs). A
CE attaches to a MAGC-VRF on a PE, on an Ethernet interface that nmay
be configured for one or nore Ethernet tags, e.g., VLAN IDs. Sone
depl oyment scenari os guarantee uni queness of VLAN | Ds across EVPN

i nstances: all points of attachnent for a given EVPN i nstance use the
same VLAN I D, and no other EVPN instance uses this VLANID. This
docunent refers to this case as a "Unique VLAN EVPN' and descri bes
simplified procedures to optimze for it.

5. Ethernet Segnent

As indicated in [ RFC7209], each Ethernet segment needs a uni que
identifier in an EVPN. This section defines how such identifiers are
assigned and how they are encoded for use in EVPN signaling. Later
sections of this document describe the protocol nechanisns that
utilize the identifiers.

When a custoner site is connected to one or nore PEs via a set of

Et hernet links, then this set of Ethernet |inks constitutes an

"Et hernet segment". For a nmultihomed site, each Ethernet segnent
(ES) is identified by a unique non-zero identifier called an Ethernet
Segnent ldentifier (ESI). An ESI is encoded as a 10-octet integer in
line format with the nost significant octet sent first. The
following two ESI val ues are reserved:

- ESI 0 denotes a single-honmed site.
- ESI {OxFF} (repeated 10 tines) is known as MAX-ESI and is reserved

In general, an Ethernet segnment SHOULD have a non-reserved ESI that
is unique network wide (i.e., across all EVPN instances on all the
PEs). If the CE(s) constituting an Ethernet segment is (are) managed
by the network operator, then ESI uni queness shoul d be guaranteed,;
however, if the CE(s) is (are) not managed, then the operator MJST
configure a network-w de unique ESI for that Ethernet segnent. This
is required to enabl e auto-di scovery of Ethernet segnents and

Desi gnat ed Forwarder (DF) el ection
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In a network with managed and non-nmanaged CEs, the ESI has the
foll owi ng format

S

| T | ESI Val ue
B T S T T e i S e

Wher e:

T (ESI Type) is a 1-octet field (most significant octet) that
specifies the format of the remaining 9 octets (ESI Value). The
followi ng six ESI types can be used:

- Type 0 (T=0x00) - This type indicates an arbitrary 9-octet ESI
val ue, which is nanaged and configured by the operator.

- Type 1 (T=0x01) - Wen | EEE 802. 1AX LACP is used between the PEs
and CEs, this ESI type indicates an auto-generated ESI val ue
determ ned from LACP by concatenating the follow ng paraneters:

+ CE LACP System MAC address (6 octets). The CE LACP System NMAC
address MJST be encoded in the high-order 6 octets of the ESI
Val ue field.

+ CE LACP Port Key (2 octets). The CE LACP port key MJST be
encoded in the 2 octets next to the System MAC address.

+ The remaining octet will be set to 0x00.

As far as the CE is concerned, it would treat the nmultiple PEs that
it is connected to as the sane switch. This allows the CE to
aggregate links that are attached to different PEs in the sane
bundl e.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requi renent specified above.
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- Type 2 (T=0x02) - This type is used in the case of indirectly
connected hosts via a bridged LAN between the CEs and the PEs. The
ESI Value is auto-generated and determni ned based on the Layer 2
bri dge protocol as follows: If the Miltiple Spanning Tree Protoco
(MSTP) is used in the bridged LAN, then the value of the ESI is
derived by listening to Bridge PDUs (BPDUs) on the Ethernet
segnent. To achieve this, the PEis not required to run MSTP
However, the PE nmust |earn the Root Bridge MAC address and Bridge
Priority of the root of the Internal Spanning Tree (1ST) by
listening to the BPDUs. The ESI Value is constructed as foll ows:

+ Root Bridge MAC address (6 octets). The Root Bridge MAC address
MUST be encoded in the high-order 6 octets of the ESI Val ue
field.

+ Root Bridge Priority (2 octets). The CE Root Bridge Priority
MJST be encoded in the 2 octets next to the Root Bridge MAC
addr ess.

+ The remaining octet will be set to 0x00.

Thi s mechani smcould be used only if it produces ESIs that satisfy
the uni queness requirement specified above.

- Type 3 (T=0x03) - This type indicates a MAC-based ESI Val ue that
can be auto-generated or configured by the operator. The ESI Val ue
is constructed as foll ows:

+ System MAC address (6 octets). The PE MAC address MJST be
encoded in the high-order 6 octets of the ESI Value field.

+ Local Discrimnator value (3 octets). The Local Discrimnator
val ue MJUST be encoded in the loworder 3 octets of the ESI Val ue.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requi renent specified above.

- Type 4 (T=0x04) - This type indicates a router-1D ESI Val ue that
can be auto-generated or configured by the operator. The ESI Val ue
is constructed as foll ows:

+ Router ID (4 octets). The systemrouter |ID MIUST be encoded in
the high-order 4 octets of the ESI Val ue field.

+ Local Discrimnator value (4 octets). The Local Discrinmnnator
val ue MJUST be encoded in the 4 octets next to the |IP address.

+ The | oworder octet of the ESI Value will be set to 0x00.

Saj assi, et al. St andards Track [ Page 9]



RFC 7432 BGP MPLS-Based Et hernet VPN February 2015

6.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requi renment specified above.

- Type 5 (T=0x05) - This type indicates an Autononpbus System
(AS) - based ESI Val ue that can be auto-generated or configured by
the operator. The ESI Value is constructed as foll ows:

+ AS nunber (4 octets). This is an AS nunber owned by the system
and MUST be encoded in the high-order 4 octets of the ESI Val ue
field. |If a 2-octet AS nunber is used, the high-order extra
2 octets will be 0x0000.

+ Local Discrimnator value (4 octets). The Local Discrimnator
val ue MJUST be encoded in the 4 octets next to the AS nunber

+ The | oworder octet of the ESI Value will be set to 0x00.

Thi s mechani smcould be used only if it produces ESIs that satisfy
the uni queness requi renent specified above.

Et hernet Tag ID

An Ethernet Tag IDis a 32-bit field containing either a 12-bit or
24-bit identifier that identifies a particular broadcast donmain
(e.g., a VLAN) in an EVPN instance. The 12-bit identifier is called
the VLAN ID (VID). An EVPN instance consists of one or nore

br oadcast donmmins (one or nore VLANs). VLANs are assigned to a given
EVPN i nstance by the provider of the EVPN service. A given VLAN can
itself be represented by multiple VIDs. In such cases, the PEs
participating in that VLAN for a given EVPN i nstance are responsible
for performing VLAN ID translation to/fromlocally attached CE

devi ces.

If a VLANis represented by a single VID across all PE devices
participating in that VLAN for that EVPN instance, then there is no
need for VID translation at the PEs. Furthernore, sone depl oynent
scenari os guarantee uni queness of VIDs across all EVPN instances; al
points of attachment for a given EVPN i nstance use the sane VID, and
no ot her EVPN i nstances use that VID. This allows the RT(s) for each
EVPN i nstance to be derived automatically fromthe correspondi ng VI D,
as described in Section 7.10.1.

The foll owi ng subsections discuss the rel ati onship between broadcast
donmains (e.g., VLANs), Ethernet Tag IDs (e.g., VIDs), and MAC- VRFs as
wel |l as the setting of the Ethernet Tag ID, in the various EVPN BGP
routes (defined in Section 8), for the different types of service

i nterfaces described in [RFC7209].
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The following Ethernet Tag I D value is reserved:
- Ethernet Tag | D {OxFFFFFFFF} is known as MAX- ET.

6.1. VLAN-Based Service Interface

Wth this service interface, an EVPN i nstance consists of only a
singl e broadcast domain (e.g., a single VLAN). Therefore, there is a
one-to-one mappi ng between a VID on this interface and a MAC- VRF.
Since a MAC-VRF corresponds to a single VLAN, it consists of a single
bridge table corresponding to that VLAN. If the VLAN is represented
by multiple VIDs (e.g., a different VID per Ethernet segnent per PE)
then each PE needs to performVID translation for franes destined to
its Ethernet segment(s). In such scenarios, the Ethernet franes
transported over an MPLS/IP network SHOULD renmain tagged with the
originating VID, and a VID transl ati on MJST be supported in the data
path and MJUST be perforned on the disposition PE. The Ethernet Tag
IDin all EVPN routes MJST be set to O.

6.2. VLAN Bundle Service Interface

Wth this service interface, an EVPN i nstance corresponds to nultiple
broadcast domains (e.g., multiple VLANs); however, only a single
bridge table is maintai ned per MAC-VRF, which nmeans nultiple VLANs
share the same bridge table. This inplies that MAC addresses MJST be
uni que across all VLANs for that EVI in order for this service to
work. I n other words, there is a many-to-one mappi ng between VLANs
and a MAC-VRF, and the MAC-VRF consists of a single bridge table.
Furthernore, a single VLAN nust be represented by a single VID --
e.g., no VIDtranslation is allowed for this service interface type.
The MPLS-encapsul ated frames MJUST renain tagged with the originating
VID. Tag translation is NOT permitted. The Ethernet Tag ID in al
EVPN routes MJUST be set to O.

6.2.1. Port-Based Service Interface

This service interface is a special case of the VLAN bundl e service
interface, where all of the VLANs on the port are part of the sane
service and map to the sane bundle. The procedures are identical to
those described in Section 6. 2.

6.3. VLAN Aware Bundl e Service Interface
Wth this service interface, an EVPN instance consists of multiple
broadcast domains (e.g., multiple VLANs) with each VLAN having its

own bridge table -- i.e., multiple bridge tables (one per VLAN) are
mai nt ai ned by a single MAC VRF corresponding to the EVPN instance.
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Br oadcast, unknown unicast, or nulticast (BUM traffic is sent only
to the CEs in a given broadcast donai n; however, the broadcast
domains within an EVI either MAY each have their own P-Tunnel or MAY
share P-Tunnels -- e.g., all of the broadcast domains in an EVI MAY
share a single P-Tunnel

In the case where a single VLAN is represented by a single VID and
thus no VID translation is required, an MPLS-encapsul ated packet MJST
carry that VID. The Ethernet Tag IDin all EVPN routes MJST be set
to that VID. The advertising PE MAY advertise the MPLS Labell in the
MAC/ | P Advertisement route representing ONLY the EVI or representing
both the Ethernet Tag ID and the EVI. This decision is only a loca
matter by the advertising PE (which is also the disposition PE) and
doesn’t affect any other PEs.

In the case where a single VLAN is represented by different VIDs on
different CEs and thus VID translation is required, a normalized

Et hernet Tag ID (VID) MJUST be carried in the EVPN BGP routes.
Furthernore, the advertising PE advertises the MPLS Labell in the
MAC/ | P Advertisenment route representing both the Ethernet Tag I D and
the EVI, so that upon receiving an MPLS-encapsul ated packet, it can
identify the corresponding bridge table fromthe MPLS EVPN | abel and
perform Ethernet Tag ID translation ONLY at the disposition PE --
i.e., the Ethernet franmes transported over the MPLS/IP network MJST
remain tagged with the originating VID, and VID translation is
performed on the disposition PE. The Ethernet Tag IDin all EVPN
routes MJUST be set to the normalized Ethernet Tag | D assigned by the
EVPN provi der.

6.3.1. Port-Based VLAN-Aware Service Interface

This service interface is a special case of the VLAN-aware bundl e
service interface, where all of the VLANs on the port are part of the
same service and are mapped to a single bundle but w thout any VID
translation. The procedures are a subset of those described in
Section 6. 3.
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7. BGP EVPN Rout es

Thi s docunent defines a new BGP Network Layer Reachability
Information (NLRI) called the EVPN NLRI

The format of the EVPN NLRI is as foll ows:

o m e e e e e e e e e e eme— oo +
| Route Type (1 octet) |
o m e e e e e e e e e e memao - +
| Length (1 octet)

o e m e e e e e e e e e e e e ao oo +
| Route Type specific (variable) |
o m e e e e e e e e e e eme— oo +

The Route Type field defines the encoding of the rest of the EVPN
NLRI (Route Type specific EVPN NLRI).

The Length field indicates the length in octets of the Route Type
specific field of the EVPN NLRI

Thi s docunent defines the follow ng Route Types:

- Ethernet Auto-Discovery (A-D) route

- MAC/IP Advertisenent route

- Inclusive Milticast Ethernet Tag route
- Ethernet Segnment route

+ + + +
DWN R

The detail ed encoding and procedures for these route types are
descri bed i n subsequent sections.

The EVPN NLRI is carried in BGP [ RFC4271] using BGP Miltiprotoco
Ext ensi ons [ RFC4760] with an Address Fanily ldentifier (AFlI) of 25
(L2VPN) and a Subsequent Address Family ldentifier (SAFlI) of 70
(EVPN). The NLRI field in the MP_REACH NLRI/MP_UNREACH NLRI
attribute contains the EVPN NLRI (encoded as specified above).

In order for two BGP speakers to exchange | abel ed EVPN NLRI, they
nmust use BGP Capabilities Advertisenments to ensure that they both are
capabl e of properly processing such NLRI. This is done as specified
in [RFC4760], by using capability code 1 (multiprotocol BGP) with an
AFl of 25 (L2VPN) and a SAFI of 70 (EVPN).
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7.1. FEthernet Auto-discovery Route

An Ethernet A-D route type specific EVPN NLRI consists of the

fol | owi ng:
o e m e e e e e e e e e e m e +
| Route Distinguisher (RD) (8 octets) |
o m e e e e e e e e e e eaa oo +
| Et hernet Segnent Identifier (10 octets)]|
o m e e e e e e e e e m e e memamao - +
| Ethernet Tag ID (4 octets) |
o e m e e e e e e e e e e m e +
| MPLS Label (3 octets) |
o m e e e e e e e e e e eaa oo +

For the purpose of BGP route key processing, only the Ethernet
Segnment ldentifier and the Ethernet Tag ID are considered to be part
of the prefix in the NLRI. The MPLS Label field is to be treated as
aroute attribute as opposed to being part of the route.

For procedures and usage of this route, please see Sections 8.2
("Fast Convergence") and 8.4 ("Aliasing and Backup Path").

7.2. MAC/ I P Adverti senent Route

A MAC/ I P Advertisenent route type specific EVPN NLRI consists of the

foll ow ng:
o e m e e e e e e e e e e e e e e e +
| RD (8 octets) |
T O S +
| Et hernet Segnent Identifier (10 octets)]|
Y™ +
| Ethernet Tag ID (4 octets) |
o e m e e e e e e e e e e e e e e e +
| MAC Address Length (1 octet) |
T T +
| MAC Address (6 octets) |
ST +
| |P Address Length (1 octet) |
o e m e e e e e e e e e e e e e e e +
| P Address (0, 4, or 16 octets) |
T O +
| MPLS Labell (3 octets) |
ST +
| MPLS Label2 (0 or 3 octets) |
o e m e e e e e e e e e e e e e e e +
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For the purpose of BGP route key processing, only the Ethernet Tag

| D, MAC Address Length, MAC Address, | P Address Length, and IP
Address fields are considered to be part of the prefix in the NLRI.
The Et hernet Segnment ldentifier, MPLS Label1l, and MPLS Label 2 fields
are to be treated as route attributes as opposed to being part of the
"route". Both the IP and MAC address lengths are in bits.

For procedures and usage of this route, please see Sections 9
("Determ ning Reachability to Unicast MAC Addresses") and 14 ("Load
Bal anci ng of Uni cast Packets").

7.3. Inclusive Milticast Ethernet Tag Route

An Inclusive Milticast Ethernet Tag route type specific EVPN NLRI
consi sts of the follow ng:

o e m e e e e e e e e e e e e e e e +
| RD (8 octets) |
T O S +
| Ethernet Tag ID (4 octets) |
T T +
| |P Address Length (1 octet) |
o e m e e e e e e e e e e e e e e e +

| Oiginating Router’s | P Address |
| (4 or 16 octets) |

For procedures and usage of this route, please see Sections 11
("Handling of Miulti-destination Traffic"), 12 ("Processing of Unknown
Uni cast Packets"), and 16 ("Milticast and Broadcast"). The IP
address length is in bits. For the purpose of BGP route key
processing, only the Ethernet Tag ID, |P Address Length, and
Oiginating Router’s | P Address fields are considered to be part of
the prefix in the NLRI.
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7.4. Ethernet Segnment Route

An Et hernet Segnent route type specific EVPN NLRI consists of the

fol | owi ng:

o e m e e e e e e e e e e m e +
| RD (8 octets)

o m e e e e e e e e e e eaa oo +
| Et hernet Segnent Identifier (10 octets)]|
o m e e e e e e e e e m e e memamao - +
| | P Address Length (1 octet) |
o e m e e e e e e e e e e m e +

| Oiginating Router’s |IP Address |
| (4 or 16 octets)

For procedures and usage of this route, please see Section 8.5

("Desi gnated Forwarder Election"). The IP address length is in bits.
For the purpose of BGP route key processing, only the Ethernet
Segnent I D, |IP Address Length, and Originating Router’s | P Address
fields are considered to be part of the prefix in the NLRI

7.5. ESI Label Extended Comunity

This Extended Comunity is a new transitive Extended Comunity having
a Type field value of 0x06 and the Sub-Type 0x01l. It nmay be
advertised along with Ethernet Auto-discovery routes, and it enabl es
split-horizon procedures for nmultihomed sites as described in

Section 8.3 ("Split Horizon"). The ESI Label field represents an ES
by the advertising PE, and it is used in split-horizon filtering by
other PEs that are connected to the sane nulti honed Ethernet segnent.

Each ESI Label extended conmunity is encoded as an 8-octet value, as
fol |l ows:

01234567890123456789012345678901
T S s S e St SR S R S S S
| Type=0x06 | Sub- Type=0x01 | Flags(l octet)| Reserved=0
I I s S S T i I S S it SN S
| Reserved=0 | ESI Label |
B s i S i I i S S S i i

The | ow order bit of the Flags octet is defined as the
"Single-Active" bit. A value of 0 neans that the nultihoned site
is operating in All-Active redundancy node, and a value of 1 neans
that the multihoned site is operating in Single-Active redundancy
node.
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7.6. ES-Inport Route Target

This is a newtransitive Route Target extended community carried with
the Ethernet Segnent route. Wen used, it enables all the PEs
connected to the same nultihomed site to inmport the Ethernet Segnent
routes. The value is derived automatically for the ESI Types 1, 2,
and 3, by encoding the high-order 6-octet portion of the 9-octet ESI
Val ue, which corresponds to a MAC address, in the ES-Inmport Route
Target. The format of this Extended Community is as follows:

01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Type=0x06 | Sub- Type=0x02 | ES- | mport
s S S i I S R R e h T Tk e S S S o T S
| ES- I mport Cont’ d
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Thi s docunent expands the definition of the Route Target extended
conmunity to allow the value of the high-order octet (Type field) to
be 0x06 (in addition to the values specified in [RFC4360]). The

| oworder octet (Sub-Type field) value 0x02 indicates that this

Ext ended Community is of type "Route Target". The new Type field

val ue 0x06 indicates that the structure of this RT is a 6-octet val ue
(e.g., a MAC address). A BGP speaker that inplenents RT Constraint

[ RFC4684] MUST apply the RT Constraint procedures to the ES-Inport RT
as wel | .

For procedures and usage of this attribute, please see Section 8.1
("Mul ti honed Ethernet Segnent Auto-discovery").

Saj assi, et al. St andards Track [ Page 17]



RFC 7432 BGP MPLS-Based Et hernet VPN February 2015

7.

7.

7.

7.

8.

9.

MAC Mobility Extended Conmunity

Thi s Extended Comunity is a new transitive Extended Comunity having
a Type field value of 0x06 and the Sub-Type 0x00. It may be
advertised along with MAC/I P Adverti senent routes. The procedures
for using this Extended Comunity are described in Section 15 ("MAC
Mobi lity").

The MAC Mobility extended comunity is encoded as an 8-octet val ue,
as follows:

01234567890123456789012345678901
T S s S e St SR S R S S S
| Type=0x06 | Sub- Type=0x00 | Fl ags(1 octet)| Reserved=0 |
i I s S R T Sl S SR S S S
| Sequence Number |
B s i S i I i S S S i i

The | ow order bit of the Flags octet is defined as the
"Sticky/static" flag and nay be set to 1. A value of 1 neans that
the MAC address is static and cannot nove. The sequence nunber is
used to ensure that PEs retain the correct MAC/ I P Advertisenent route
when multiple updates occur for the same MAC address.

Defaul t Gat eway Extended Conmunity

The Default Gateway conmunity is an Extended Community of an Opaque
Type (see Section 3.3 of [RFC4360]). It is a transitive conmunity,
whi ch neans that the first octet is 0x03. The value of the second
octet (Sub-Type) is 0x0d (Default Gateway) as assigned by I ANA. The
Value field of this community is reserved (set to O by the senders,

i gnored by the receivers). For procedures and usage of this
attribute, please see Section 10.1 ("Default Gateway").

Rout e Di stingui sher Assignnent per MAC- VRF

The Route Distinguisher (RD) MJST be set to the RD of the MAC VRF
that is advertising the NLRI. An RD MUST be assigned for a given
MAC-VRF on a PE. This RD MJUST be uni que across all MAC VRFs on a PE.
It is RECOWENDED to use the Type 1 RD [ RFC4364]. The value field
conprises an | P address of the PE (typically, the | oopback address)
foll owed by a nunber unique to the PE. This nunber may be generated
by the PEE O, in the Unique VLAN EVPN case, the |oworder 12 bits
may be the 12-bit VLAN ID, with the remaining high-order 4 bits set
to O.
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7.10. Route Targets

The EVPN route MAY carry one or nore Route Target (RT) attributes.
RTs may be configured (as in IP VPNs) or may be derived
automatical ly.

If a PE uses RT Constraint, the PE advertises all such RTs using RT
Constraints per [RFC4684]. The use of RT Constraints allows each
EVPN route to reach only those PEs that are configured to inmport at
| east one RT fromthe set of RTs carried in the EVPN route

7.10.1. Auto-derivation fromthe Ethernet Tag ID
For the "Uni que VLAN EVPN' scenario, it is highly desirable to
auto-derive the RT fromthe Ethernet Tag ID (VLAN ID) for that EVPN
i nstance. The procedure for performng such auto-derivation is as
fol | ows:

+ The dobal Administrator field of the RT MUST be set to the
Aut onomous System (AS) nunber with which the PE is associ ated.

+ The 12-bit VLAN I D MJST be encoded in the Iowest 12 bits of the
Local Administrator field, with the remaining bits set to zero

8. Miltihom ng Functions
This section discusses the functions, procedures, and associ ated BGP
routes used to support nultihoming in EVPN. This covers both
mul ti homed device (MHD) and nmul ti homed network (MHN) scenari os.

8.1. Miltihomed Ethernet Segnent Auto-discovery
PEs connected to the sane Ethernet segnment can autonatically discover
each other with mininmal to no configuration through the exchange of
the Ethernet Segnent route.

8.1.1. Constructing the Ethernet Segment Route
The Route Distinguisher (RD) MIST be a Type 1 RD [ RFC4364]. The
value field conprises an | P address of the PE (typically, the
| oopback address) followed by a nunber unique to the PE

The Ethernet Segnment ldentifier (ESI) MJUST be set to the 10-octet
val ue described in Section 5.

The BGP advertisenent that advertises the Ethernet Segment route MJST
also carry an ES-Inmport Route Target, as defined in Section 7.6.
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The Ethernet Segnent route filtering MJUST be done such that the

Et hernet Segnment route is inported only by the PEs that are
mul ti honmed to the same Ethernet segnent. To that end, each PE that
is connected to a particul ar Ethernet segnent constructs an inport
filtering rule to inport a route that carries the ES-Inmport Route
Target, constructed fromthe ESI

8.2. Fast Convergence

In EVPN, MAC address reachability is |earned via the BG contro

pl ane over the MPLS network. As such, in the absence of any fast
protecti on mechanism the network convergence tine is a function of
the nunber of MAC/ I P Advertisenment routes that nust be wi thdrawn by
the PE encountering a failure. For highly scaled environnents, this
schene yi el ds sl ow convergence.

To alleviate this, EVPN defines a mechanismto efficiently and
quickly signal, to renote PE nodes, the need to update their
forwardi ng tabl es upon the occurrence of a failure in connectivity to
an Ethernet segnent. This is done by having each PE advertise a set
of one or nore Ethernet A-D per ES routes for each locally attached
Et hernet segment (refer to Section 8.2.1 below for details on how
these routes are constructed). A PE nmay need to advertise nmore than
one Ethernet A-D per ES route for a given ES because the ES may be in
a nultiplicity of EVIs and the RTs for all of these EVIs may not fit
into a single route. Advertising a set of Ethernet A-D per ES routes
for the ES all ows each route to contain a subset of the conplete set
of RTs. Each Ethernet A-D per ES route is differentiated fromthe
other routes in the set by a different Route Distinguisher (RD).

Upon a failure in connectivity to the attached segnent, the PE

wi t hdraws the correspondi ng set of Ethernet A-D per ES routes. This
triggers all PEs that receive the withdrawal to update their next-hop
adj acencies for all MAC addresses associated with the Ethernet
segnent in question. |If no other PE had advertised an Ethernet A-D
route for the same segnent, then the PE that received the wthdrawa
sinmply invalidates the MAC entries for that segnent. Oherw se, the
PE updates its next-hop adjacenci es accordingly.
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8.2.1. Constructing Ethernet A-D per Ethernet Segnent Route

This section describes the procedures used to construct the Ethernet
A-D per ES route, which is used for fast convergence (as discussed
above) and for advertising the ESI |abel used for split-horizon
filtering (as discussed in Section 8.3). Support of this route is
REQUI RED.

The Route Distinguisher (RD) MIST be a Type 1 RD [ RFC4364]. The
value field conprises an | P address of the PE (typically, the
| oopback address) followed by a nunber unique to the PE

The Ethernet Segnent Identifier MJUST be a 10-octet entity as
described in Section 5 ("Ethernet Segment"). The Ethernet A-D route
i s not needed when the Segnent Identifier is set to O (e.g., single-
honed scenari o0s).

The Ethernet Tag I D MJST be set to MAX-ET.
The MPLS label in the NLRI MJST be set to O.

The ESI Label extended conmunity MJST be included in the route. |If
Al'l - Active redundancy node is desired, then the "Single-Active" bit
in the flags of the ESI Label extended comunity MJST be set to 0 and
the MPLS | abel in that Extended Community MUST be set to a valid MPLS
| abel value. The MPLS |abel in this Extended Community is referred
to as the ESI |abel and MJST have the sane value in each Ethernet A-D
per ES route advertised for the ES. This |abel MJST be a downstream
assigned MPLS | abel if the advertising PE is using ingress
replication for receiving nulticast, broadcast, or unknown uni cast
traffic fromother PEs. |f the advertising PE is using P2MP MPLS
LSPs for sending multicast, broadcast, or unknown unicast traffic,
then this |l abel MJUST be an upstream assigned MPLS | abel. The usage
of this label is described in Section 8. 3.

If Single-Active redundancy node is desired, then the "Single-Active"
bit in the flags of the ESI Label extended community MJST be set to 1
and the ESI | abel SHOULD be set to a valid MPLS | abel val ue.

8.2.1.1. Ethernet A-D Route Targets
Each Ethernet A-D per ES route MJUST carry one or nore Route Target
(RT) attributes. The set of Ethernet A-D routes per ES MJST carry

the entire set of RTs for all the EVPN i nstances to which the
Et her net segnent bel ongs.

Saj assi, et al. St andards Track [ Page 21]



RFC 7432 BGP MPLS-Based Et hernet VPN February 2015

8.3. Split Horizon

Consider a CE that is nultihomed to two or nore PEs on an Ethernet
segnment ES1 operating in All-Active redundancy node. |If the CE sends
a broadcast, unknown unicast, or nulticast (BUM packet to one of the
non- Desi gnat ed Forwarder (non-DF) PEs, say PEl, then PELlL will forward
that packet to all or a subset of the other PEs in that EVPN

i nstance, including the DF PE for that Ethernet segnment. |In this
case, the DF PE to which the CE is nultihoned MJST drop the packet
and not forward back to the CE. This filtering is referred to as
"split-horizon filtering" in this docunent.

When a set of PEs are operating in Single-Active redundancy node, the
use of this split-horizon filtering nechanismis highly recomended
because it prevents transient loops at the time of failure or
recovery that would i npact the Ethernet segment -- e.g., when two PEs
think that both are DFs for that segment before the DF el ection
procedure settles down.

In order to achieve this split-horizon function, every BUM packet
originating froma non-DF PE is encapsulated with an MPLS | abel that
identifies the Ethernet segment of origin (i.e., the segment from
which the frane entered the EVPN network). This label is referred to
as the ESI |abel and MJST be distributed by all PEs when operating in
Al'l - Active redundancy node using a set of Ethernet A-D per ES routes,
per Section 8.2.1 above. The ESI |abel SHOULD be distributed by al
PEs when operating in Single-Active redundancy node using a set of

Et hernet A-D per ES routes. These routes are inported by the PEs
connected to the Ethernet segnment and al so by the PEs that have at

| east one EVPN instance in common with the Ethernet segnment in the
route. As described in Section 8.1.1, the route MJUST carry an ESI
Label extended community with a valid ESI |abel. The disposition PE
relies on the value of the ESI |abel to determ ne whether or not a
BUMfrane is allowed to egress a specific Ethernet segnent.

8.3.1. ESI Label Assignnent

The foll owi ng subsections describe the assignnment procedures for the
ESI | abel, which differ depending on the type of tunnels being used
to deliver nulti-destination packets in the EVPN networKk.

8.3.1.1. Ingress Replication

Each PE that operates in All-Active or Single-Active redundancy node
and that uses ingress replication to receive BUMtraffic advertises a
downstream assi gned ESI |abel in the set of Ethernet A-D per ES
routes for its attached ES. This |abel MJST be programed in the

pl atform | abel space by the advertising PE, and the forwarding entry
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for this | abel must result in NOT forwardi ng packets received with
this label onto the Ethernet segnent for which the | abel was
di stri but ed.

The rules for the inclusion of the ESI |abel in a BUM packet by the
i ngress PE operating in All-Active redundancy node are as follows:

- A non-DF ingress PE MJST include the ESI |abel distributed by the
DF egress PE in the copy of a BUM packet sent to it.

- An ingress PE (DF or non-DF) SHOULD include the ESI | abe
di stributed by each non-DF egress PE in the copy of a BUM packet
sent to it.

The rule for the inclusion of the ESI |abel in a BUM packet by the
i ngress PE operating in Single-Active redundancy node is as foll ows:

- An ingress DF PE SHOULD include the ESI |abel distributed by the
egress PE in the copy of a BUM packet sent to it.

In both All-Active and Single-Active redundancy node, an ingress PE
MUST NOT include an ESI |abel in the copy of a BUM packet sent to an
egress PE that is not attached to the ES through which the BUM packet
entered the EVI

As an exanpl e, consider PE1l and PE2, which are nultihonmed to CE1l on
ES1 and operating in All-Active nultihonm ng node. Further, consider
that PE1 is using P2P or MP2P LSPs to send packets to PE2. Consider
that PE1 is the non-DF for VLAN1 and PE2 is the DF for VLANL, and PEl
recei ves a BUM packet from CEL on VLANL on ES1. 1In this scenario,
PE2 distributes an Inclusive Milticast Ethernet Tag route for VLANL
corresponding to an EVPN instance. So, when PEl sends a BUM packet
that it receives fromCEL, it MJIST first push onto the MPLS | abe
stack the ESI |abel that PE2 has distributed for ES1. It MJST then
push onto the MPLS | abel stack the MPLS | abel distributed by PE2 in
the Inclusive Miulticast Ethernet Tag route for VLANL. The resulting
packet is further encapsulated in the P2P or MP2P LSP | abel stack
required to transmt the packet to PE2. Wen PE2 receives this
packet, it determnes, fromthe top MPLS | abel, the set of ESIs to
which it will replicate the packet after any P2P or MP2P LSP | abel s
have been removed. |[If the next |abel is the ESI |abel assigned by
PE2 for ES1, then PE2 MJUST NOT forward the packet onto ESL. |If the
next |abel is an ESI |abel that has not been assigned by PE2, then
PE2 MUST drop the packet. It should be noted that in this scenario,
if PE2 receives a BUM packet for VLANL from CE1, then it SHOULD
encapsul ate the packet with an ESI |abel received from PEL when
sending it to PE1 in order to avoid any transient |oops during a
failure scenario that would inpact ES1 (e.g., port or link failure).
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8.3.1.2. P2MP MPLS LSPs

The non-DF PEs that operate in All-Active redundancy node and t hat
use P2MP LSPs to send BUMtraffic adverti se an upstream assi gned ESI

| abel in the set of Ethernet A-D per ES routes for their comon
attached ES. This label is upstream assigned by the PE that
advertises the route. This |abel MJST be programmed by the other PEs
that are connected to the ESI advertised in the route, in the context
| abel space for the advertising PE. Further, the forwarding entry
for this | abel must result in NOT forwardi ng packets received with
this label onto the Ethernet segnent for which the | abel was
distributed. This |label MJUST al so be programred by the other PEs
that inport the route but are not connected to the ESI advertised in
the route, in the context |abel space for the advertising PE

Further, the forwarding entry for this |abel must be a | abel pop with
no ot her associ ated acti on.

The DF PE that operates in Single-Active redundancy node and that
uses P2MP LSPs to send BUMtraffic should adverti se an upstream
assigned ESI |abel in the set of Ethernet A-D per ES routes for its
attached ES, just as described in the previous paragraph

As an exampl e, consider PE1 and PE2, which are nmultihomed to CE1l on
ES1 and operating in All-Active multihom ng node. Al so, consider
that PE3 belongs to one of the EVPN i nstances of ES1. Further,
assume that PE1, which is the non-DF, is using P2MP MPLS LSPs to send
BUM packets. Wen PEl sends a BUM packet that it receives from CEl
it MUST first push onto the MPLS | abel stack the ESI |abel that it
has assigned for the ESI on which the packet was received. The
resulting packet is further encapsulated in the P2MP MPLS | abel stack
necessary to transnt the packet to the other PEs. Penultimte hop
poppi ng MUST be di sabled on the P2MP LSPs used in the MPLS transport
infrastructure for EVPN. Wen PE2 receives this packet, it

decapsul ates the top MPLS | abel and forwards the packet using the
context | abel space determi ned by the top label. |If the next |abe
is the ESI |abel assigned by PEL to ES1, then PE2 MJST NOT forward
the packet onto ES1. Wen PE3 receives this packet, it decapsul ates
the top MPLS | abel and forwards the packet using the context |abe
space determ ned by the top label. |If the next label is the ESI

| abel assigned by PE1 to ES1 and PE3 is not connected to ES1, then
PE3 MJST pop the |abel and flood the packet over all local ESIs in
that EVPN i nstance. It should be noted that when PE2 sends a BUM
frane over a P2MP LSP, it shoul d encapsulate the frane with an ESI

| abel even though it is the DF for that VLAN, in order to avoid any
transient loops during a failure scenario that would i nmpact ES1
(e.g., port or link failure).
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8.4. Aliasing and Backup Path

In the case where a CEis nmultihomed to nultiple PE nodes, using a

Li nk Aggregation Goup (LAG wth All-Active redundancy, it is
possible that only a single PE | earns a set of the MAC addresses
associated with traffic transmtted by the CEE This leads to a
situation where renote PE nodes receive MAC/ | P Advertisenment routes
for these addresses froma single PE, even though nultiple PEs are
connected to the nulti homed segnment. As a result, the renmpte PEs are
not able to effectively | oad bal ance traffic anong the PE nodes
connected to the nultihomed Ethernet segment. This could be the
case, for exanple, when the PEs perform data-plane | earning on the
access, and the | oad-bal ancing function on the CE hashes traffic from
a given source MAC address to a single PE

Anot her scenari o where this occurs is when the PEs rely on control -
pl ane | earning on the access (e.g., using ARP), since ARP traffic
will be hashed to a single link in the LAG

To address this issue, EVPN introduces the concept of 'aliasing,
which is the ability of a PE to signal that it has reachability to an
EVPN i nstance on a given ES even when it has | earned no MAC addresses
fromthat EVI/ES. The Ethernet A-D per EVI route is used for this
purpose. A renpote PE that receives a MAC/IP Advertisenent route with
a non-reserved ESI SHOULD consider the adverti sed MAC address to be
reachable via all PEs that have advertised reachability to that MAC
address’s EVI/ES via the conbination of an Ethernet A-D per EVI route
for that EVI/ES (and Ethernet tag, if applicable) AND Ethernet A-D
per ES routes for that ES with the "Single-Active” bit in the flags
of the ESI Label extended conmmunity set to O.

Note that the Ethernet A-D per EVI route may be received by a renpte
PE before it receives the set of Ethernet A-D per ES routes.
Therefore, in order to handl e corner cases and race conditions, the
Et hernet A-D per EVI route MJST NOT be used for traffic forwarding by
aremote PE until it also receives the associ ated set of Ethernet A-D
per ES routes.

The backup path is a closely related function, but it is used in

Si ngl e- Active redundancy node. |In this case, a PE al so adverti ses
that it has reachability to a given EVI/ES using the sane conbi nation
of Ethernet A-D per EVI route and Ethernet A-D per ES route as

di scussed above, but with the "Single-Active" bit in the flags of the
ESI Label extended conmunity set to 1. A renote PE that receives a
MAC/ | P Advertisenent route with a non-reserved ESI SHOULD consi der
the adverti sed MAC address to be reachable via any PE that has
advertised this combination of Ethernet A-D routes, and it SHOULD
install a backup path for that MAC address.
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8.4.1. Constructing Ethernet A-D per EVPN Instance Route

This section describes the procedures used to construct the Ethernet
A-D per EVPN instance (EVI) route, which is used for aliasing (as
di scussed above). Support of this route is OPTI ONAL.

The Route Distinguisher (RD) MJST be set per Section 7.9.

The Ethernet Segnent Identifier MJST be a 10-octet entity as
described in Section 5 ("Ethernet Segment"). The Ethernet A-D route
is not needed when the Segnent ldentifier is set to O.

The Ethernet Tag IDis the identifier of an Ethernet tag on the

Et hernet segnent. This value may be a 12-bit VLAN ID, in which case
the loworder 12 bits are set to the VLAN ID and the high-order

20 bits are set to 0. O, it may be another Ethernet tag used by the
EVPN. It MAY be set to the default Ethernet tag on the Ethernet
segnent or to the value O.

Note that the above allows the Ethernet A-D route to be adverti sed
with one of the followi ng granularities:

+ One Ethernet A-D route per <ESI, Ethernet Tag I D> tuple per
MAC-VRF. This is applicable when the PE uses MPLS-based
di sposition with VID translation or may be applicable when the
PE uses MAC-based disposition with VID translation.

+ One Ethernet A-D route for each <ESI> per MAC- VRF (where the
Ethernet Tag IDis set to 0). This is applicable when the PE uses
MAC- based di sposition or MPLS-based disposition w thout VID
transl ation.

The usage of the MPLS |abel is described in Section 14 ("Load
Bal anci ng of Uni cast Packets").

The Next Hop field of the MP_REACH NLRI attribute of the route MJUST
be set to the IPv4 or | Pv6 address of the advertising PE

The Ethernet A-D route MJST carry one or nore Route Target (RT)
attributes, per Section 7.10.
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8.5. Designated Forwarder Election

Consider a CE that is a host or a router that is nultihomed directly
to nore than one PE in an EVPN i nstance on a given Ethernet segnent.
One or nore Ethernet tags may be configured on the Ethernet segnent.
In this scenario, only one of the PEs, referred to as the Designated
Forwarder (DF), is responsible for certain actions:

- Sending nulticast and broadcast traffic, on a given Ethernet tag on
a particular Ethernet segnent, to the CE

- Fl oodi ng unknown uni cast traffic (i.e., traffic for which a PE does
not know the destination MAC address), on a given Ethernet tag on a
particul ar Ethernet segnent to the CE, if the environnment requires
fl oodi ng of unknown unicast traffic.

Note that this behavior, which allows selecting a DF at the

granul arity of <ES, VLAN> or <ES, VLAN bundle> for nulticast,

br oadcast, and unknown unicast traffic, is the default behavior in
this specification.

Note that a CE al ways sends packets belonging to a specific flow
using a single link towards a PE. For instance, if the CEis a host,
then, as nentioned earlier, the host treats the nultiple |links that
it uses to reach the PEs as a Link Aggregation Goup (LAG. The CE
enpl oys a |l ocal hashing function to map traffic flows onto links in
the LAG

If a bridged network is nultihomed to nmore than one PE in an EVPN
network via switches, then the support of All-Active redundancy node
requires the bridged network to be connected to two or nore PEs using
a LAG

If a bridged network does not connect to the PEs using a LAG then
only one of the links between the bridged network and the PEs nust be
the active link for a given <ES, VLAN> or <ES, VLAN bundle> In this
case, the set of Ethernet A-D per ES routes advertised by each PE
MUST have the "Single-Active" bit in the flags of the ESI Labe

ext ended comunity set to 1

The default procedure for DF election at the granularity of <ES,
VLAN> for VLAN- based service or <ES, VLAN bundl e> for VLAN- (aware)
bundl e service is referred to as "service carving". Wth service
carving, it is possible to elect nultiple DFs per Ethernet segnent
(one per VLAN or VLAN bundle) in order to performload bal anci ng of
multi-destination traffic destined to a given segnent. The | oad-
bal anci ng procedures carve up the VLAN space per ES ampong the PE
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nodes evenly, in such a way that every PE is the DF for a disjoint
set of VLANs or VLAN bundles for that ES. The procedure for service
carving is as foll ows:

1. When a PE discovers the ESI of the attached Ethernet segment, it
advertises an Ethernet Segnent route with the associ ated ES-Inport
ext ended comunity attribute.

2. The PE then starts a timer (default value = 3 seconds) to allow
the reception of Ethernet Segnent routes from other PE nodes
connected to the sanme Ethernet segment. This timer value should
be the same across all PEs connected to the sane Ethernet segment.

3. When the tiner expires, each PE builds an ordered list of the IP
addresses of all the PE nodes connected to the Ethernet segnent
(including itself), in increasing nuneric value. Each |IP address
inthis list is extracted fromthe "Originating Router’s IP
address" field of the advertised Ethernet Segnent route. Every PE
is then given an ordinal indicating its position in the ordered
list, starting with O as the ordinal for the PE with the
nunmerically |owest | P address. The ordinals are used to deternmnine
whi ch PE node will be the DF for a given EVPN i nstance on the
Et her net segnment, using the follow ng rule:

Assumi ng a redundancy group of N PE nodes, for VLAN based service,
the PE with ordinal i is the DF for an <ES, VLAN V> when (V nod N)
=i. In the case of VLAN (aware) bundl e service, then the
nunerically |l owest VLAN value in that bundle on that ES MJST be
used in the nmodul o function

It should be noted that using the "Originating Router’'s IP
address" field in the Ethernet Segment route to get the PE IP
address needed for the ordered list allows for a CE to be

mul ti honed across different ASes if such a need ever ari ses.

4. The PE that is elected as a DF for a given <ES, VLAN> or <ES, VLAN
bundl e> wi Il unblock multi-destination traffic for that VLAN or
VLAN bundl e on the corresponding ES. Note that the DF PE unbl ocks
multi-destination traffic in the egress direction towards the
segnment. All non-DF PEs continue to drop multi-destination
traffic in the egress direction towards that <ES, VLAN> or <ES,
VLAN bundl e>.

In the case of link or port failure, the affected PE withdraws its
Et hernet Segnment route. This will re-trigger the service carving
procedures on all the PEs in the redundancy group. For PE node
failure, or upon PE comm ssioning or decomm ssioning, the PEs
re-trigger the service carving. In the case of Single-Active
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8.

6.

nmul ti hom ng, when a service noves fromone PE in the redundancy
group to another PE as a result of re-carving, the PE, which ends
up being the elected DF for the service, SHOULD trigger a MAC
address flush notification towards the associ ated Et hernet
segnent. This can be done, for exanple, using the |IEEE 802. lak
Mul tiple VLAN Registration Protocol (MVRP) 'new declaration

Interoperability with Single-Honm ng PEs

Let’s refer to PEs that only support single-honed CE devices as
singl e-hom ng PEs. For single-homng PEs, all the above multihom ng
procedures can be omtted; however, to allow for single-hom ng PEs
to fully interoperate with nmultihom ng PEs, sone of the multihom ng
procedures descri bed above SHOULD be supported even by single-
honi ng PEs:

- procedures related to processing Ethernet A-D routes for the
pur pose of fast convergence (Section 8.2 ("Fast Convergence")), to
| et single-honming PEs benefit fromfast convergence

- procedures related to processing Ethernet A-D routes for the
pur pose of aliasing (Section 8.4 ("Aliasing and Backup Path")), to
| et single-homng PEs benefit from | oad bal anci ng

- procedures related to processing Ethernet A-D routes for the
pur pose of a backup path (Section 8.4 ("Aliasing and Backup
Path")), to let single-hom ng PEs benefit fromthe correspondi ng
conver gence i nprovement
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9. Determning Reachability to Uni cast MAC Addresses

PEs forward packets that they receive based on the destination MAC
address. This inplies that PEs nmust be able to learn how to reach a
gi ven destination unicast MAC address.

There are two conponents to MAC address |learning -- "local |earning"
and "renote | earning":

9.1. Local Learning

A particular PE nust be able to |l earn the MAC addresses fromthe CEs
that are connected to it. This is referred to as |ocal | earning.

The PEs in a particular EVPN instance MJST support |ocal data-plane

| earni ng usi ng standard | EEE Et hernet |earning procedures. A PE nust
be capabl e of |earning MAC addresses in the data plane when it

recei ves packets such as the following fromthe CE network:

- DHCP requests
- An ARP Request for its own NMAC
- An ARP Request for a peer

Alternatively, PEs MAY |learn the MAC addresses of the CEs in the
control plane or via managenent-plane integration between the PEs and
t he CEs.

There are applications where a MAC address that is reachable via a
given PE on a locally attached segnent (e.g., with ESI X) may nove,
such that it becones reachabl e via another PE on another segnent
(e.g., with ESI Y). This is referred to as "MAC Mbility".
Procedures to support this are described in Section 15 ("MAC

Mobi lity").

9.2. Renpte Learning

A particular PE nmust be able to determ ne howto send traffic to MAC
addresses that belong to or are behind CEs connected to other PEs,
i.e., torenote CEs or hosts behind renote CEs. We call such MAC
addresses "renote" MAC addresses.

Thi s docunent requires a PE to learn renote MAC addresses in the
control plane. |In order to achieve this, each PE advertises the MAC
addresses it learns fromits locally attached CEs in the control

pl ane, to all the other PEs in that EVPN instance, using MP-BGP and,
specifically, the MAC/ I P Advertisement route.
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9.2.1. Constructing MAC/ | P Address Adverti senent

BGP is extended to advertise these MAC addresses using the MAC/IP
Advertisement route type in the EVPN NLRI

The RD MJST be set per Section 7.9.

The Ethernet Segnment Identifier is set to the 10-octet ESI descri bed
in Section 5 ("Ethernet Segment").

The Ethernet Tag ID may be zero or may represent a valid Ethernet
Tag ID. This field may be non-zero when there are nultiple bridge
tables in the MAGC-VRF (i.e., the PE needs to support VLAN aware
bundl e service for that EVI).

VWen the Ethernet Tag IDin the NLRI is set to a non-zero value for a
particul ar broadcast domain, then this Ethernet Tag I D may be either
the CE's Ethernet tag value (e.g., CE VLAN ID) or the EVPN provider’s
Et hernet tag value (e.g., provider VLAN ID). The latter would be the
case if the CE Ethernet tags (e.g., CE VLAN ID) for a particular
broadcast donmain are different on different CEs.

The MAC Address Length field is in bits, and it is set to 48. NAC
address |l ength values other than 48 bits are outside the scope of
this docunent. The encoding of a MAC address MJST be the 6-octet MAC
address specified by [802.1QF and [802. 1D REV].

The I P Address field is optional. By default, the I P Address Length
field is set to 0, and the IP Address field is omtted fromthe
route. Wen a valid |IP address needs to be advertised, it is then
encoded in this route. Wen an |P address is present, the | P Address
Length field is in bits, and it is set to 32 or 128 bits. CQher IP
Address Length val ues are outside the scope of this docunment. The
encodi ng of an | P address MJST be either 4 octets for |Pv4 or

16 octets for IPv6. The Length field of the EVPN NLRI (which is in
octets and is described in Section 7) is sufficient to determ ne
whet her an | P address is encoded in this route and, if so, whether
the encoded | P address is | Pv4d or |Pve6.

The MPLS Label 1l field is encoded as 3 octets, where the high-order

20 bits contain the | abel value. The MPLS Label 1 MJUST be downstream
assigned, and it is associated with the MAC address being adverti sed
by the advertising PE. The advertising PE uses this |abel when it
recei ves an MPLS-encapsul at ed packet to perform forwardi ng based on
the destinati on MAC address toward the CE. The forwardi ng procedures
are specified in Sections 13 and 14.
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A PE may advertise the sane single EVPN | abel for all MAC addresses
in a given MAC-VRF. This |abel assignment is referred to as a per
MAC- VRF | abel assignnment. Alternatively, a PE nay advertise a unique
EVPN | abel per <MAC- VRF, Ethernet tag> conbination. This |abel
assignment is referred to as a per <MAC- VRF, Ethernet tag> | abel
assignment. As a third option, a PE may advertise a uni que EVPN

| abel per <ESI, Ethernet tag> conbination. This |abel assignnment is
referred to as a per <ESI, Ethernet tag> | abel assignnment. As a
fourth option, a PE may advertise a unique EVPN | abel per MAC
address. This label assignment is referred to as a per MAC | abel
assignment. All of these | abel assignnent nmethods have their
trade-offs. The choice of a particular |abel assignment methodol ogy
is purely local to the PE that originates the route.

An assi gnnment per MAC-VRF | abel requires the | east nunber of EVPN

| abel s but requires a MAC | ookup in addition to an MPLS | ookup on an
egress PE for forwarding. On the other hand, a unique |abel per
<ESl, Ethernet tag> or a unique |abel per MAC allows an egress PE to
forward a packet that it receives fromanother PE, to the connected
CE, after looking up only the MPLS | abel s wi thout having to performa
MAC | ookup. This includes the capability to perform appropriate VLAN
ID translation on egress to the CE.

The MPLS Label 2 field is an optional field. |If it is present, then
it is encoded as 3 octets, where the high-order 20 bits contain the
| abel val ue.

The Next Hop field of the MP_REACH NLRI attribute of the route MJUST
be set to the IPv4 or |1 Pv6 address of the advertising PE

The BGP advertisenent for the MAC/I P Advertisenent route MJST al so
carry one or nore Route Target (RT) attributes. RTs may be
configured (as in IP VPNs) or nmay be derived automatically fromthe
Et hernet Tag ID, in the Unique VLAN case, as described in

Section 7.10.1.

It is to be noted that this docunent does not require PEs to create
forwarding state for renote MACs when they are learned in the control
pl ane. Wen this forwarding state is actually created is a |ocal

i mpl enentati on matter.

9.2.2. Route Resolution

If the Ethernet Segnent Identifier field in a received MAC/IP
Advertisenent route is set to the reserved ESI value of 0 or NMAX-ESI,
then if the receiving PE decides to install forwarding state for the
associ ated MAC address, it MJUST be based on the MAC/ I P Adverti senent
rout e al one.
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10.

If the Ethernet Segnent Identifier field in a received MAC/ I P
Advertisenent route is set to a non-reserved ESI, and the receiving
PE is locally attached to the sane ESI, then the PE does not alter
its forwardi ng state based on the received route. This ensures that
| ocal routes are preferred to rempte routes.

If the Ethernet Segnent Identifier field in a received MAC/ I P
Advertisenment route is set to a non-reserved ESI, then if the
receiving PE decides to install forwarding state for the associated
MAC address, it MJST be when both the MAC/ I P Adverti senment route AND
the associ ated set of Ethernet A-D per ES routes have been received.
The dependency of MAC route installation on Ethernet A-D per ES
routes is to ensure that MAC routes don’t get accidentally installed
during a nmass withdraw peri od.

To illustrate this with an exanple, consider two PEs (PEl and PE2)
connected to a nultihomed Ethernet segnent ES1. All-Active
redundancy node is assuned. A given MAC address ML is | earned by PEl
but not PE2. On PE3, the followi ng states may ari se:

T1 When the MAC/ | P Advertisenent route from PE1 and the set of
Et hernet A-D per ES routes and Ethernet A-D per EVI routes from
PE1 and PE2 are received, PE3 can forward traffic destined to
ML to both PE1 and PE2.

T2 If after T1 PE1 withdraws its set of Ethernet A-D per ES
routes, then PE3 forwards traffic destined to ML to PE2 only.

T2 If after T1 PE2 withdraws its set of Ethernet A-D per ES
routes, then PE3 forwards traffic destined to ML to PEl1l only.

T2'' |If after T1 PE1 withdraws its MAC/|I P Adverti sement route, then
PE3 treats traffic to ML as unknown uni cast.

T3 PE2 al so advertises a MAC route for ML, and then PE1 wi t hdraws
its MACroute for ML. PE3 continues forwarding traffic
destined to ML to both PEL and PE2. |In other words, despite M
wi t hdrawal by PE1, PE3 forwards the traffic destined to ML to
both PE1 and PE2. This is because a flow fromthe CE,
resulting in ML traffic getting hashed to PEl, can get
term nated, resulting in ML being aged out in PEl; however, M
can be reachabl e by both PE1 and PE2.

ARP and ND
The I P Address field in the MAC/ I P Adverti sement route may optionally

carry one of the I P addresses associated with the MAC address. This
provi des an option that can be used to nminimze the flooding of ARP

Saj assi, et al. St andards Track [ Page 33]



RFC 7432 BGP MPLS-Based Et hernet VPN February 2015

10.

or Nei ghbor Di scovery (ND) nessages over the MPLS network and to
renote CEs. This option also mnimzes ARP (or ND) nessage

processi ng on end-stations/hosts connected to the EVPN network. A PE
may |learn the | P address associated with a MAC address in the control
or managenent plane between the CE and the PEE O, it may learn this
bi ndi ng by snooping certain nessages to or froma CE. Wen a PE

| earns the | P address associated with a MAC address of a locally
connected CE, it may advertise this address to other PEs by including
it in the MAC/IP Advertisenent route. The IP address may be an | Pv4
address encoded using 4 octets or an | Pv6 address encoded using

16 octets. For ARP and ND purposes, the IP Address Length field MJST
be set to 32 for an | Pv4 address or 128 for an |Pv6 address.

If there are nultiple I P addresses associated with a MAC address,
then nultiple MAC/I P Advertisement routes MJST be generated, one for
each | P address. For instance, this may be the case when there are
both an 1 Pv4 and an | Pv6 address associated with the same MAC address
for dual-1P-stack scenarios. Wen the |P address is dissociated with
the MAC address, then the MAC/ I P Advertisement route with that
particular | P address MJST be withdrawn.

Note that a MAC-only route can be advertised along with, but

i ndependent from a MAC/IP route for scenarios where the MAC | earning
over an access network/node is done in the data plane and i ndependent
from ARP snoopi ng that generates a MAC/ IP route. In such scenari os,
when the ARP entry tines out and causes the MAC/IP to be withdrawn,
then the MAC information will not be lost. In scenarios where the
host MAC/IP is | earned via the nanagenment or control plane, then the
sender PE may only generate and advertise the MAC/IP route. [If the
recei ving PE receives both the MAC-only route and the MAC/I P route,
then when it receives a w thdraw nessage for the MAC/IP route, it
MUST del ete the corresponding entry fromthe ARP table but not the
MAC entry fromthe MAC-VRF table, unless it receives a wthdraw
nmessage for the MAC-only route.

When a PE receives an ARP Request for an |IP address froma CE, and if
the PE has the MAC address binding for that |IP address, the PE SHOULD
perform ARP proxy by responding to the ARP Request.

1. Default Gateway

When a PE needs to performinter-subnet forwarding where each subnet
is represented by a different broadcast domain (e.g., a different
VLAN), the inter-subnet forwarding is perfornmed at Layer 3, and the
PE that performs such a function is called the default gateway for
the EVPN instance. |In this case, when the PE receives an ARP Request
for the I P address configured as the default gateway address, the PE
originates an ARP Reply.
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Each PE that acts as a default gateway for a given EVPN i nstance MAY
advertise in the EVPN control plane its default gateway MAC address
using the MAC/ I P Advertisenent route, and each such PE indicates that
such a route is associated with the default gateway. This is
acconplished by requiring the route to carry the Default Gateway

ext ended comunity defined in Section 7.8 ("Default Gateway Extended
Conmunity"). The ESI field is set to zero when advertising the MAC
route with the Default Gateway extended comunity.

The I P Address field of the MAC/ I P Advertisement route is set to the
default gateway | P address for that subnet (e.g., an EVPN instance).
For a given subnet (e.g., a VLAN or EVPN instance), the default
gateway | P address is the sane across all the participant PEs. The

i nclusion of this |IP address enables the receiving PE to check its
configured default gateway |P address against the one received in the
MAC/ | P Advertisement route for that subnet (or EVPN instance), and if
there is a discrepancy, then the PE SHOULD notify the operator and

| og an error message.

Unless it is known a priori (by nmeans outside of this docunment) that
all PEs of a given EVPN instance act as a default gateway for that
EVPN i nstance, the MPLS | abel MJUST be set to a valid downstream

assi gned | abel

Furthernore, even if all PEs of a given EVPN i nstance do act as a
default gateway for that EVPN instance, but only sone, but not all

of these PEs have sufficient (routing) information to provide

i nter-subnet routing for all the inter-subnet traffic originated
within the subnet associated with the EVPN i nstance, then when such a
PE advertises in the EVPN control plane its default gateway MAC
address using the MAC/ I P Advertisenent route and indicates that such
aroute is associated with the default gateway, the route MJST carry
a valid downstream assi gned | abel

If all PEs of a given EVPN instance act as a default gateway for that
EVPN i nstance, and the sanme default gateway MAC address is used
across all gateway devices, then no such advertisenent is needed.
However, if each default gateway uses a different MAC address, then
each default gateway needs to be aware of other gateways’ MAC
addresses and thus the need for such an advertisenent. This is
call ed MAC address aliasing, since a single default gateway can be
represented by nultiple MAC addresses.

Each PE that receives this route and inports it as per procedures

specified in this docunent follows the procedures in this section
when replying to ARP Requests that it receives.
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11.

Each PE that acts as a default gateway for a given EVPN i nstance that
receives this route and inports it as per procedures specified in
this docunment MJST create MAC forwarding state that enables it to
apply IP forwarding to the packets destined to the MAC address
carried in the route.

Handl i ng of Multi-destination Traffic

Procedures are required for a given PE to send broadcast or nulticast
traffic received froma CE encapsulated in a given Ethernet tag
(VLAN) in an EVPN instance to all the other PEs that span that

Et hernet tag (VLAN) in that EVPN instance. |In certain scenarios, as
described in Section 12 ("Processing of Unknown Uni cast Packets"), a
given PE may al so need to flood unknown unicast traffic to other PEs.

The PEs in a particular EVPN instance may use ingress replication
P2\MP LSPs, or MP2MP LSPs to send unknown uni cast, broadcast, or
multicast traffic to other PEs.

Each PE MJST advertise an "lnclusive Milticast Ethernet Tag route" to
enabl e the above. The foll owi ng subsection provides the procedures
to construct the Inclusive Milticast Ethernet Tag route. Subsequent
subsections describe its usage in further detail

1. Constructing Inclusive Milticast Ethernet Tag Route
The RD MJST be set per Section 7.9.

The Ethernet Tag IDis the identifier of the Ethernet tag. It may be
set to O or to a valid Ethernet tag val ue.

The Originating Router’s I P Address field value MIST be set to an IP
address of the PE that should be conmon for all the EVIs on the PE
(e.g., this address nmay be the PE s | oopback address). The IP
Address Length field is in bits.

The Next Hop field of the MP_REACH NLRI attribute of the route MJUST
be set to the IPv4d or |Pv6 address of the advertising PE

The BGP advertisenent for the Inclusive Milticast Ethernet Tag route
MJST al so carry one or nore Route Target (RT) attributes. The
assi gnment of RTs as described in Section 7.10 MJST be foll owed.
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11.2. P-Tunnel Identification

In order to identify the P-tunnel used for sending broadcast, unknown
uni cast, or multicast traffic, the Inclusive Milticast Ethernet Tag
route MJST carry a Provider Milticast Service Interface (PMSI) Tunne
attribute as specified in [ RFC6514].

Dependi ng on the technol ogy used for the P-tunnel for the EVPN
i nstance on the PE, the PMSI Tunnel attribute of the Inclusive
Mul ticast Ethernet Tag route is constructed as foll ows.

+ If the PE that originates the advertisenent uses a P-nulticast tree
for the P-tunnel for EVPN, the PMSI Tunnel attribute MJUST contain
the identity of the tree (note that the PE could create the
identity of the tree prior to the actual instantiation of the
tree).

+ A PE that uses a P-nulticast tree for the P-tunnel MAY aggregate
two or nore EVPN i nstances (EVIs) present on the PE onto the sane
tree. In this case, in addition to carrying the identity of the
tree, the PMSI Tunnel attribute MJST carry an MPLS upstream
assigned | abel, which the PE has bound uniquely to the EVI
associated with this update (as determned by its RTS).

If the PE has already advertised |Inclusive Milticast Ethernet Tag
routes for two or nore EVIs that it now desires to aggregate, then
the PE MUST re-advertise those routes. The re-advertised routes
MJST be the same as the original ones, except for the PVMSI Tunne
attribute and the | abel carried in that attribute.

+ If the PE that originates the advertisenent uses ingress
replication for the P-tunnel for EVPN, the route MJST include the
PMSI Tunnel attribute with the Tunnel Type set to Ingress
Replication and the Tunnel ldentifier set to a routable address of
the PE. The PMSI Tunnel attribute MJST carry a downstream assi gned
MPLS | abel. This label is used to demultiplex the broadcast,
mul ticast, or unknown unicast EVPN traffic received over an MP2P
tunnel by the PE

+ The Leaf Information Required flag of the PMSI Tunnel attribute
MJST be set to zero and MJST be ignored on receipt.
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12.

Processi ng of Unknown Uni cast Packets

The procedures in this docunment do not require the PEs to flood

unknown uni cast traffic to other PEs. If PEs | earn CE MAC addr esses
via a control -plane protocol, the PEs can then distribute MAC
addresses via BGEP, and all unicast MAC addresses will be |earned

prior to traffic to those destinations.

However, if a destination MAC address of a received packet is not
known by the PE, the PE may have to fl ood the packet. Wen fl ooding,
one nust take into account "split-horizon forwarding” as follows: The
principles behind the follow ng procedures are borrowed fromthe
split-horizon forwarding rules in VPLS solutions [RFC4761] [RFC4762].
When a PE capable of flooding (say PEx) receives an unknown
destinati on MAC address, it floods the frame. |If the frame arrived
froman attached CE, PEx nust send a copy of that frame on every

Et her net segment (belonging to that EVI) for which it is the DF

ot her than the Ethernet segnment on which it received the frane. In
addition, the PE nust flood the frane to all other PEs participating
in that EVPN instance. |If, on the other hand, the frame arrived from

anot her PE (say PEy), PEx must send a copy of the packet on each

Et her net segment (belonging to that EVI) for which it is the DF. PEx
MJUST NOT send the frame to other PEs, since PEy woul d have al ready
done so. Split-horizon forwarding rules apply to unknown NMAC

addr esses.

Whet her or not to flood packets to unknown destinati on MAC addresses
shoul d be an adm nistrative choice, depending on how | earni ng happens
bet ween CEs and PEs.

The PEs in a particular EVPN instance nay use ingress replication
usi ng RSVP-TE P2P LSPs or LDP MP2P LSPs for sendi ng unknown uni cast
traffic to other PEs. O, they may use RSVP-TE P2MP or LDP P2MP for
sendi ng such traffic to other PEs.

1. Ingress Replication

If ingress replication is in use, the P-tunnel attribute, carried in
the Inclusive Miulticast Ethernet Tag routes for the EVPN instance,
speci fies the downstream | abel that the other PEs can use to send
unknown uni cast, multicast, or broadcast traffic for that EVPN
instance to this particular PE

The PE that receives a packet with this particular MPLS | abel MJST
treat the packet as a broadcast, multicast, or unknown uni cast

packet. Further, if the MAC address is a unicast MAC address, the PE
MJST treat the packet as an unknown uni cast packet.
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2. P2MP MPLS LSPs

The procedures for using P2MP LSPs are very simlar to the VPLS
procedures described in [RFC7117]. The P-tunnel attribute used by a
PE for sendi ng unknown uni cast, broadcast, or nulticast traffic for a
particular EVPN instance is advertised in the Inclusive Milticast

Et hernet Tag route as described in Section 11 ("Handling of

Mul ti-destination Traffic").

The P-tunnel attribute specifies the P2MP LSP identifier. This is
the equivalent of an Inclusive tree as described in [RFC7117]. Note
that nmultiple Ethernet tags, which may be in different EVPN

i nstances, may use the same P2MP LSP, using upstream | abels
[RFC7117]. This is the equivalent of an Aggregate Inclusive tree

[ RFC7117]. \Wen P2MP LSPs are used for floodi ng unknown uni cast
traffic, packet reordering is possible.

The PE that receives a packet on the P2MP LSP specified in the PNVSI
Tunnel attribute MIUST treat the packet as a broadcast, multicast, or
unknown uni cast packet. Further, if the MAC address is a unicast MAC
address, the PE MUST treat the packet as an unknown uni cast packet.

For war di ng Uni cast Packets

Thi s section describes procedures for forwarding uni cast packets by
PEs, where such packets are received fromeither directly connected
CEs or sone other PEs.

1. Forwardi ng Packets Received froma CE

When a PE receives a packet froma CE, on a given Ethernet Tag ID, it
nmust first | ook up the source MAC address of the packet. |In certain
envi ronnents that enable MAC security, the source MAC address MAY be
used to validate the host identity and determine that traffic from
the host can be allowed into the network. Source MAC | ookup MAY al so
be used for |ocal MAC address |earning.

If the PE decides to forward the packet, the destinati on MAC address
of the packet nust be | ooked up. |If the PE has received MAC address
advertisenents for this destination MAC address from one or nore
other PEs or has learned it fromlocally connected CEs, the MAC
address is considered a known MAC address. Oherwise, it is

consi dered an unknown MAC address.
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For known MAC addresses, the PE forwards this packet to one of the
renote PEs or to a locally attached CE. Wen forwarding to a renote
PE, the packet is encapsulated in the EVPN MPLS | abel advertised by
the renote PE, for that MAC address, and in the MPLS LSP | abel stack
to reach the renote PE

If the MAC address is unknown and if the adm nistrative policy on the
PE requires flooding of unknown unicast traffic, then:

- The PE MUST flood the packet to other PEs. The PE MJST first
encapsul ate the packet in the ESI MPLS | abel as described in
Section 8.3. |If ingress replication is used, the packet MJST be
replicated to each renote PE, with the VPN | abel being an MPLS
| abel determined as follows: This is the MPLS | abel advertised by
the remote PE in a PMSI Tunnel attribute in the Inclusive Milticast
Et hernet Tag route for a <MAC- VRF> or <MAC- VRF, Ethernet tag>
conbi nat i on.

The Ethernet tag in the route nay be the sane as the Ethernet tag
associated with the interface on which the ingress PE receives the
packet. |f P2MP LSPs are being used, the packet MJST be sent on
the P2MP LSP of which the PE is the root, for the Ethernet tag in
the EVPN instance. |f the sane P2MP LSP is used for all Ethernet
tags, then all the PEs in the EVPN i nstance MJST be the | eaves of
the P2MP LSP. If a distinct P2MP LSP is used for a given Ethernet
tag in the EVPN instance, then only the PEs in the Ethernet tag
MJST be the | eaves of the P2MP LSP. The packet MJST be

encapsul ated in the P2MP LSP | abel stack

If the MAC address is unknown, then, if the adm nistrative policy on
the PE does not allow floodi ng of unknown unicast traffic:

- the PE MUST drop the packet.
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2. Forwardi ng Packets Received froma Renpote PE

This section describes the procedures for forwardi ng known and
unknown uni cast packets received froma renmpte PE

2.1. Unknown Unicast Forwarding

When a PE receives an MPLS packet froma renmpte PE, then, after
processing the MPLS | abel stack, if the top MPLS | abel ends up being
a P2MP LSP | abel associated with an EVPN instance or -- in the case
of ingress replication -- the downstream | abel advertised in the
P-tunnel attribute, and after perform ng the split-horizon procedures
described in Section 8.3:

- If the PE is the designated forwarder of BUMtraffic on a
particul ar set of ESIs for the Ethernet tag, the default behavior
is for the PE to flood the packet on these ESIs. In other words,
the default behavior is for the PE to assunme that for BUMtraffic
it is not required to performa destinati on MAC address | ookup. As
an option, the PE may perform a destinati on MAC | ookup to flood the
packet to only a subset of the CE interfaces in the Ethernet tag.
For instance, the PE may decide to not flood a BUM packet on
certain Ethernet segnents even if it is the DF on the Ethernet
segnent, based on adm nistrative policy.

- If the PE is not the designated forwarder on any of the ESIs for
the Ethernet tag, the default behavior is for it to drop the
packet .

2.2. Known Uni cast Forwarding

If the top MPLS | abel ends up being an EVPN | abel that was advertised
in the uni cast MAC advertisenents, then the PE either forwards the
packet based on CE next-hop forwarding information associated with
the | abel or does a destination MAC address | ookup to forward the
packet to a CE

Load Bal anci ng of Unicast Packets

Thi s section specifies the | oad-bal anci ng procedures for sending
known uni cast packets to a multihomed CE

1. Load Balancing of Traffic froma PE to Renote CEs

Whenever a renote PE inmports a MAC/I P Advertisenent route for a given
<ESl, Ethernet tag> in a MAG-VRF, it MJST exam ne all inported

Et hernet A-D routes for that ESI in order to deternmine the |oad-

bal anci ng characteristics of the Ethernet segnent.
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1.1. Single-Active Redundancy Mde

For a given ES, if the renote PE has inported the set of Ethernet A-D
per ES routes fromat |east one PE, where the "Single-Active" flag in
the ESI Label extended community is set, then the rennote PE MJUST
deduce that the ES is operating in Single-Active redundancy node. As
such, the MAC address will be reachable only via the PE announci ng
the associated MAC/ | P Advertisenent route -- this is referred to as
the primary PE. The other PEs advertising the set of Ethernet A-D
per ES routes for the same ES provide backup paths for that ES, in
case the primary PE encounters a failure, and are referred to as
backup PEs. It should be noted that the primary PE for a given <ES,
VLAN> (or <ES, VLAN bundle>) is the DF for that <ES, VLAN> (or <ES,
VLAN bundl e>) .

If the primary PE encounters a failure, it MAY withdraw its set of
Et hernet A-D per ES routes for the affected ES prior to w thdraw ng
its set of MAC/IP Advertisement routes.

If there is only one backup PE for a given ES, the renote PE MAY use
the primary PE s withdrawal of its set of Ethernet A-D per ES routes
as a trigger to update its forwarding entries, for the associated MAC
addresses, to point towards the backup PE. As the backup PE starts

| earning the MAC addresses over its attached ES, it will start

sendi ng MAC/ I P Advertisenent routes while the failed PE withdraws its
routes. This mechanism mnim zes the flooding of traffic during
fail-over events.

If there is nore than one backup PE for a given ES, the renmpte PE
MUST use the primary PE's withdrawal of its set of Ethernet A-D per
ES routes as a trigger to start flooding traffic for the associated
MAC addresses (as long as flooding of unknown uni cast packets is
admnistratively allowed), as it is not possible to select a single
backup PE.

1.2. A l-Active Redundancy Mde

For a given ES, if the renote PE has inported the set of Ethernet A-D
per ES routes fromone or nore PEs and none of them have the
"Single-Active" flag in the ESI Label extended community set, then
the rembte PE MJST deduce that the ES is operating in All-Active
redundancy node. A renpote PE that receives a MAC/ I P Adverti senent
route with a non-reserved ESI SHOULD consi der the advertised MAC
address to be reachable via all PEs that have advertised reachability
to that MAC address’s EVI/ES via the conbination of an Ethernet A-D
per EVI route for that EVI/ES (and Ethernet tag, if applicable) AND
an Ethernet A-D per ES route for that ES. The rennte PE MJST use
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recei ved MAC/ I P Advertisenent routes and Ethernet A-D per EVI/per ES
routes to construct the set of next hops for the advertised MAC
address.

Each next hop comprises an MPLS | abel stack that is to be used by the
egress PE to forward the packet. This |abel stack is determ ned as
fol |l ows:

- If the next hop is constructed as a result of a MAC route, then
this |l abel stack MJST be used. However, if the MAC route doesn’t
exi st for that PE, then the next hop and the MPLS | abel stack are
constructed as a result of the Ethernet A-D routes. Note that the
foll owi ng description applies to determning the |abel stack for a
particul ar next hop to reach a given PE, fromwhich the remote PE
has received and inported Ethernet A-D routes that have the sane
ESI and Ethernet tag as the ones present in the MAC adverti senent.
The Ethernet A-D routes nentioned in the follow ng description
refer to the ones inported fromthis given PE

- If a set of Ethernet A-D per ES routes for that ES AND an Et hernet
A-D route per EVI exist, only then nust the |abel fromthat latter
route be used.

The foll owi ng exanpl e expl ai ns the above.

Consider a CE (CEl1l) that is dual-honmed to two PEs (PE1 and PE2) on a
LAG interface (ESl), and is sending packets with source MAC address
MACL on VLAN1 (mapped to EVI1). A renpnte PE, say PE3, is able to
learn that MACl1 is reachable via PE1l and PE2. Both PE1 and PE2 may
advertise MACL in BGP if they receive packets with MACL from CE1. |If
this is not the case, and if MACL is advertised only by PEl, PE3
still considers MACL as reachable via both PE1 and PE2, as both PEl
and PE2 advertise a set of Ethernet A-D per ES routes for ES1 as well
as an Ethernet A-D per EVI route for <EVI1, ES1>.

The MPLS | abel stack to send the packets to PEl is the MPLS LSP stack
to get to PE1 (at the top of the stack) foll owed by the EVPN | abel
advertised by PE1 for CE1l's MAC

The MPLS | abel stack to send packets to PE2 is the MPLS LSP stack to
get to PE2 (at the top of the stack) followed by the MPLS | abel in
the Ethernet A-D route advertised by PE2 for <ES1, VLANLl>, if PE2 has
not advertised MACL in BGP.

W will refer to these | abel stacks as MPLS next hops.
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The renote PE (PE3) can now | oad bal ance the traffic it receives from
its CEs, destined for CEl, between PEl and PE2. PE3 may use N-tuple
flowinformation to hash traffic into one of the MPLS next hops for

| oad bal ancing of IP traffic. Alternatively, PE3 may rely on the
source MAC addresses for |oad bal anci ng.

Note that once PE3 decides to send a particular packet to PEL or PEZ2,
it can pick one out of nultiple possible paths to reach the
particul ar renote PE using regular MPLS procedures. For instance, if
the tunneling technology is based on RSVP-TE LSPs and PE3 decides to
send a particul ar packet to PEl, then PE3 can choose frommultiple
RSVP-TE LSPs that have PEl as their destination

When PE1 or PE2 receives the packet destined for CEL fromPE3, if the
packet is a known unicast, it is forwarded to CE1l. |If it is a BUM
packet, then only one of PEl1 or PE2 nust forward the packet to the
CE. Wether PE1l or PE2 forwards this packet to the CE is determ ned
based on which of the two is the DF

2. Load Bal ancing of Traffic between a PE and a Local CE

A CE may be configured with nore than one interface connected to
different PEs or the same PE for |oad bal anci ng, using a technol ogy
such as a LAG The PE(s) and the CE can | oad bal ance traffic onto
these interfaces using one of the follow ng nmechani smns.

2.1. Data-Plane Learning

Consi der that the PEs perform data-plane |earning for |ocal MAC
addresses learned fromlocal CEs. This enables the PE(s) to learn a
particul ar MAC address and associate it with one or nore interfaces,
if the technol ogy between the PE and the CE supports multi pat hing.
The PEs can now | oad bal ance traffic destined to that MAC address on
the multiple interfaces.

Whet her the CE can | oad bal ance traffic that it generates on the
nmultiple interfaces is dependent on the CE inplenentation

2.2. Control -Plane Learning

The CE can be a host that advertises the same MAC address using a
control protocol on all interfaces. This enables the PE(s) to learn
the host’s MAC address and associate it with all interfaces. The PEs
can now | oad bal ance traffic destined to the host on all these
interfaces. The host can also | oad bal ance the traffic it generates
onto these interfaces, and the PE that receives the traffic enploys
EVPN forwardi ng procedures to forward the traffic.

Saj assi, et al. St andards Track [ Page 44]



RFC 7432 BGP MPLS-Based Et hernet VPN February 2015

15.

MAC Mobi | ity

It is possible for a given host or end-station (as defined by its MAC
address) to nove from one Ethernet segnent to another; this is
referred to as 'MAC Mobility’ or "MAC nove’, and it is different from
the nmultihomng situation in which a given MAC address is reachabl e
via multiple PEs for the sane Ethernet segnent. |In a MAC nove, there
woul d be two sets of MAC/IP Advertisenent routes -- one set with the
new Et hernet segnment and one set with the previous Ethernet segnent

-- and the MAC address woul d appear to be reachable via each of these
segnent s.

In order to allow all of the PEs in the EVPN instance to correctly
determ ne the current |ocation of the MAC address, all advertisenents
of it being reachable via the previ ous Ethernet segnent MJST be

wi thdrawn by the PEs, for the previous Ethernet segment, that had
advertised it.

If local learning is perforned using the data plane, these PEs will
not be able to detect that the MAC address has noved to anot her

Et hernet segnent, and the receipt of MAC/IP Advertisement routes,
with the MAC Mobility extended comunity attribute, from other PEs
serves as the trigger for these PEs to withdraw their advertisenents.
If local learning is performed using the control or nanagenent

pl anes, these interactions serve as the trigger for these PEs to

wi thdraw t heir advertisenents.

In a situation where there are multiple noves of a given MAC,

possi bly between the sane two Et hernet segnments, there may be
nmultiple withdrawal s and re-advertisements. |In order to ensure that
all PEs in the EVPN instance receive all of these correctly through
the intervening BGP infrastructure, introducing a sequence nunber
into the MAC Mobility extended comunity attribute is necessary.

In order to process nobility events correctly, an inplenentati on MIUST
handl e scenarios in which sequence nunber w aparound occurs.

Every MAC nobility event for a given MAC address will contain a
sequence nunber that is set using the follow ng rules:

- A PE advertising a MAC address for the first time advertises it
with no MAC Mobility extended community attri bute.

- A PE detecting a locally attached MAC address for which it had
previously received a MAC/ I P Advertisenment route with a different
Et hernet segment identifier advertises the MAC address in a MAC/IP
Advertisement route tagged with a MAC Mobility extended conmunity
attribute with a sequence nunber one greater than the sequence
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nunber in the MAC Mobility extended comunity attribute of the
received MAC/ I P Advertisement route. |In the case of the first
mobility event for a given MAC address, where the received MAC I P
Advertisement route does not carry a MAC Mbility extended
conmunity attribute, the value of the sequence nunber in the
received route is assunmed to be 0 for the purpose of this
processi ng.

- A PE detecting a locally attached MAC address for which it had
previously received a MAC/ I P Advertisement route with the sane
non-zero Ethernet segnent identifier advertises it wth:

1. no MAC Mobility extended comunity attribute, if the received
route did not carry said attribute.

2. a MAC Mbbility extended community attribute with the sequence
nunber equal to the highest of the sequence nunber(s) in the
received MAC/I P Advertisenent route(s), if the received route(s)
is (are) tagged with a MAC Mobility extended conmunity
attribute.

- A PE detecting a locally attached MAC address for which it had
previously received a MAC/I P Advertisenent route with the sane zero
Et hernet segnment identifier (single-homed scenarios) advertises it
with a MAC Mobility extended comunity attribute with the sequence
nunber set properly. |In the case of single-honmed scenarios, there
is no need for ESI conparison. ESI conparison is done for
mul tihomng in order to prevent fal se detection of MAC nobves anobng
the PEs attached to the sane nultihonmed site.

A PE receiving a MAC/ I P Advertisenment route for a MAC address with a
di fferent Ethernet segnent identifier and a hi gher sequence nunber
than that which it had previously advertised withdraws its MAC/I P
Advertisement route. If two (or nore) PEs advertise the same MAC
address with the same sequence nunber but different Ethernet segnent
identifiers, a PE that receives these routes selects the route
advertised by the PE with the |owest | P address as the best route.

If the PE is the originator of the MAC route and it receives the sane
MAC address with the sane sequence nunber that it generated, it wll
conpare its own | P address with the I P address of the renote PE and
will select the lowest IP. [If its own route is not the best one, it
will withdraw the route.
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1. MAC Duplication Issue

A situation may arise where the sane MAC address is | earned by
different PEs in the sanme VLAN because of two (or nore) hosts being

m sconfigured with the same (duplicate) MAC address. In such a
situation, the traffic originating fromthese hosts would trigger
conti nuous MAC noves anpbng the PEs attached to these hosts. It is

i mportant to recogni ze such a situation and avoid i ncrenmenting the
sequence nunber (in the MAC Mbility extended conmunity attribute) to
infinity. 1In order to remedy such a situation, a PE that detects a
MAC nmobility event via |local learning starts an Msecond timer (with
a default value of M= 180), and if it detects N MAC noves before the
timer expires (with a default value of N =5), it concludes that a
dupl i cat e- MAC situation has occurred. The PE MJST al ert the operator
and stop sending and processing any BGP MAC/ | P Advertisenment routes
for that MAC address until a corrective action is taken by the
operator. The values of Mand N MJUST be configurable to allow for
flexibility in operator control. Note that the other PEs in the EVPN
instance will forward the traffic for the duplicate MAC address to
one of the PEs advertising the duplicate MAC address.

2. Sticky MAC Addresses

There are scenarios in which it is desired to configure sonme MAC
addresses as static so that they are not subjected to MAC noves. In
such scenarios, these MAC addresses are advertised with a MAC
Mobility extended comunity where the static flag is set to 1 and the
sequence nunber is set to zero. |If a PE receives such advertisenents
and | ater learns the same MAC address(es) via local |earning, then
the PE MJUST alert the operator.

Mul ti cast and Broadcast

The PEs in a particular EVPN i nstance may use ingress replication or
P2MP LSPs to send nulticast traffic to other PEs.

1. Ingress Replication

The PEs may use ingress replication for flooding BUMtraffic as
described in Section 11 ("Handling of Milti-destination Traffic"). A
gi ven broadcast packet nust be sent to all the rempte PEs. However,
a given nulticast packet for a multicast flow nay be sent to only a
subset of the PEs. Specifically, a given nmulticast flow may be sent
to only those PEs that have receivers that are interested in the

mul ticast flow. Determnining which of the PEs have receivers for a
given multicast flowis done using explicit tracking per [RFC7117].
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16.2. P2MP LSPs

A PE may use an "Inclusive" tree for sending a BUM packet. This
term nology is borrowed from[RFC7117].

A variety of transport technol ogies may be used in the service
provider (SP) network. For Inclusive P-nulticast trees, these
transport technol ogi es include point-to-nultipoint LSPs created by
RSVP-TE or Ml tipoint LDP (niDP).

16. 2. 1. I ncl usi ve Trees

An Inclusive tree allows the use of a single nulticast distribution
tree, referred to as an Inclusive P-multicast tree, in the SP network
to carry all the multicast traffic froma specified set of EVPN

i nstances on a given PE. A particular P-nulticast tree can be set up
to carry the traffic originated by sites belonging to a single EVPN
instance, or to carry the traffic originated by sites belonging to
several EVPN instances. The ability to carry the traffic of nore
than one EVPN i nstance on the sane tree is ternmed ' Aggregation’, and
the tree is called an Aggregate Inclusive P-nmulticast tree or
Aggregate Inclusive tree for short. The Aggregate |nclusive tree
needs to include every PE that is a nenber of any of the EVPN
instances that are using the tree. This inplies that a PE may
receive BUMtraffic even if it doesn’'t have any receivers that are
interested in receiving that traffic.

An Inclusive or Aggregate Inclusive tree as defined in this docunent
is a P2MP tree. A P2MP tree is used to carry traffic only for EVPN
CEs that are connected to the PE that is the root of the tree.

The procedures for signaling an Inclusive tree are the same as those
in [RFC7117], with the VPLS A-D route replaced with the Inclusive

Mul ticast Ethernet Tag route. The P-tunnel attribute [ RFC7117] for
an Inclusive tree is advertised with the Inclusive Milticast Ethernet
Tag route as described in Section 11 ("Handling of Multi-destination
Traffic"). Note that for an Aggregate Inclusive tree, a PE can
"aggregate" nultiple EVPN i nstances on the same P2MP LSP using
upstream | abel s. The procedures for aggregation are the sane as
those described in [RFC7117], with VPLS A-D routes replaced by EVPN

I nclusive Miulticast Ethernet Tag routes.
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17. Convergence

This section describes failure recovery fromdifferent types of
network failures.

17.1. Transit Link and Node Fail ures between PEs

The use of existing MPLS fast-reroute nechani sns can provide failure
recovery on the order of 50 ns, in the event of transit |link and node
failures in the infrastructure that connects the PEs.

17.2. PE Failures

Consider a host CE1 that is dual-honmed to PE1 and PE2. |f PEl fails,
a remote PE, PE3, can discover this based on the failure of the BGP
session. This failure detection can be in the sub-second range if

Bi di recti onal Forwarding Detection (BFD) is used to detect BGP
session failures. PE3 can update its forwarding state to start
sending all traffic for CEl to only PE2.

17.3. PE-to0-CE Network Failures

If the connectivity between the nulti homed CE and one of the PEs to
which it is attached fails, the PE MUST withdraw the set of Ethernet
A-D per ES routes that had been previously advertised for that ES.
This enables the renote PEs to renove the MPLS next hop to this
particular PE fromthe set of MPLS next hops that can be used to
forward traffic to the CEE When the MAC entry on the PE ages out,
the PE MUST withdraw the MAC address from BGP

When an Ethernet tag is decomm ssioned on an Ethernet segment, then
the PE MUST withdraw the Ethernet A-D per EVI route(s) announced for
the <ESI, Ethernet tags> that are inpacted by the decomm ssioni ng.
In addition, the PE MJST al so withdraw the MAC/ I P Adverti sement
routes that are inpacted by the deconm ssioning.

The Ethernet A-D per ES routes should be used by an inplenentation to
optim ze the withdrawal of MAC/IP Advertisenent routes. Wen a PE
receives a withdrawal of a particular Ethernet A-D route from an
advertising PE, it SHOULD consider all the MAC/IP Adverti senent
routes that are |l earned fromthe same ESI as in the Ethernet A-D
route fromthe advertising PE as having been withdrawn. This

optim zes the network convergence tines in the event of PE-to-CE
failures.
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19.

Frame Ordering

In a MAC address, if the value of the first nibble (bits 8 through 5)
of the nost significant octet of the destination MAC address (which
follows the last MPLS | abel) happens to be 0x4 or 0x6, then the

Et hernet frame can be misinterpreted as an | Pv4 or |Pv6 packet by

i nternedi ate P nodes perfornmi ng ECVP based on deep packet inspection
thus resulting in |oad bal anci ng packets bel onging to the sane fl ow
on different ECVMP pat hs and subjecting those packets to different

del ays. Therefore, packets belonging to the same flow can arrive at
the destination out of order. This out-of-order delivery can happen
during steady state in the absence of any failures, resulting in
significant inmpact on network operations.

In order to avoid any such nisordering, the following rules are
appl i ed:

- If a network uses deep packet inspection for its ECMP, then the
"Preferred PWMPLS Control Word" [ RFC4385] SHOULD be used with the
value 0 (e.g., a 4-octet field with a value of zero) when sending
EVPN- encapsul at ed packets over an MP2P LSP

- If a network uses entropy | abels [RFC6790], then the control word
SHOULD NOT be used when sendi ng EVPN-encapsul at ed packets over an
MP2P LSP

- When sendi ng EVPN-encapsul ated packets over a P2MP LSP or P2P LSP
then the control word SHOULD NOT be used.

Security Considerations

Security considerations discussed in [RFC4761] and [ RFC4762] apply to
this docunent for MAC learning in the data plane over an Attachnent
Crcuit (AC) and for flooding of unknown uni cast and ARP messages
over the MPLS/IP core. Security considerations discussed in

[ RFC4364] apply to this docunent for MAC learning in the contro

pl ane over the MPLS/IP core. This section describes additiona

consi derati ons.

As nentioned in [ RFC4761], there are two aspects to achi eving data
privacy and protecting agai nst denial -of-service attacks in a VPN
securing the control plane and protecting the forwarding path.
Conpromi se of the control plane could result in a PE sending custoner
data bel onging to sone EVPN to another EVPN, or bl ack-holing EVPN
custoner data, or even sending it to an eavesdropper, none of which
are acceptable froma data privacy point of view. In addition,
conprom se of the control plane could provide opportunities for
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unaut hori zed EVPN data usage (e.g., exploiting traffic replication
within a multicast tree to anplify a denial-of-service attack based
on sending |large amounts of traffic).

The nmechanisnms in this docunent use BGP for the control plane.
Hence, techni ques such as those discussed in [ RFC5925] help

aut henti cate BGP nessages, making it harder to spoof updates (which
can be used to divert EVPN traffic to the wong EVPN i nstance) or
wi t hdrawal s (deni al -of-service attacks). |In the nulti-AS backbone
options (b) and (c) [RFC4364], this al so neans protecting the

i nter-AS BGP sessions between the Autonompus System Border Routers
(ASBRs), the PEs, or the Route Reflectors.

Furt her discussion of security considerations for BG may be found in
the BGP specification itself [RFC4271] and in the security analysis
for BGP [ RFC4272]. The original discussion of the use of the TCP MD5
signature option to protect BGP sessions is found in [ RFC5925], while
[ RFC6952] includes an anal ysis of BGP keyi ng and aut hentication

i ssues.

Note that [RFC5925] will not help in keeping MPLS | abels private --
knowi ng the | abels, one can eavesdrop on EVPN traffic. Such
eavesdropping additionally requires access to the data path within an
SP network. Users of VPN services are expected to take appropriate
precautions (such as encryption) to protect the data exchanged over

a VPN.

One of the requirements for protecting the data plane is that the
MPLS | abel s be accepted only fromvalid interfaces. For a PE, valid
interfaces conprise links fromother routers in the PEEs owmn AS. For
an ASBR, valid interfaces conprise links fromother routers in the
ASBR s own AS, and links fromother ASBRs in ASes that have instances
of a given EVPN. It is especially inmportant in the case of multi-AS
EVPN i nstances that one accept EVPN packets only fromvalid

i nterfaces.

It is also inportant to help limt malicious traffic into a network
for an inpostor MAC address. The nechani sm described in Section 15.1
shows how duplicate MAC addresses can be detected and conti nuous
false MAC mobility can be prevented. The nechani sm described in
Section 15.2 shows how MAC addresses can be pinned to a given

Et hernet segment, such that if they appear behind any ot her Ethernet
segnents, the traffic for those MAC addresses can be prevented from
entering the EVPN network fromthe other Ethernet segnents.
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20.

21.

21.

| ANA Consi der ati ons

Thi s docunment defines a new NLRI, called "EVPN', to be carried in BG?
using multiprotocol extensions. This NLRI uses the existing AFl of
25 (L2VPN). | ANA has assigned BGP EVPNs a SAFI val ue of 70.

| ANA has allocated the followi ng EVPN Ext ended Comunity sub-types in
[ RFC7153], and this docunent is the only reference for them

0x00 MAC Mobility [ RFC7432]

0x01 ESI Label [ RFC7432]

0x02 ES- I mport Route Target [ RFC7432]
Thi s docunent creates a registry called "EVPN Route Types". New
registrations will be made through the "RFC Required" procedure

defined in [RFC5226]. The registry has a maxi num val ue of 255.
Initial registrations are as foll ows:

0 Reserved [ RFC7432]
1 Et her net Aut o-di scovery [ RFC7432]
2 MAC/ | P Adverti senment [ RFC7432]
3 I ncl usive Multicast Ethernet Tag [ RFC7432]
4 Et her net Segnent [ RFC7432]
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