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Abst r act

The term "I nternet of Things" (l10T) denotes a trend where a | arge
nunber of emnbedded devi ces enpl oy conmuni cation services offered by
Internet protocols. Many of these devices, often called "smart

obj ects", are not directly operated by hunmans but exist as components
in buildings or vehicles, or are spread out in the environnment.
Fol | owi ng the theme "Everything that can be connected will be
connected", engineers and researchers designing snart object networks
need to decide how to achieve this in practice.

Thi s docunent offers gui dance to engi neers designing Internet-
connected smart objects.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deened valuable to
provide for permanent record. It represents the consensus of the
Internet Architecture Board (1AB). Documents approved for
publication by the 1AB are not a candidate for any |level of Internet
St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7452
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1. Introduction

RFC 6574 [ RFC6574] refers to smart objects as devices with
constraints on energy, bandw dth, menory, size, cost, etc. This is a
fuzzy definition, as there is clearly a continuumin device
capabilities and there is no hard line to draw between devi ces that
can run Internet protocols and those that can't.

I nterconnecting smart objects with the Internet enables exciting new
use cases and products. An increasing number of products put the
Internet Protocol Suite on smaller and smaller devices and offer the
ability to process, visualize, and gain insight fromthe collected
sensor data. The network effect can be increased if the data
collected from many different devices can be conbi ned.
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Devel opi ng enbedded systens is a conpl ex task, and designers nust
nmake a nunber of design decisions such as:

o How long is the device designed to operate?

0 How does it interact with the physical world? 1Is it a sensor or
actuator or both?

0 How nmany "owners" does it have? One? Many? |s the owner likely
to change over the lifetime of the device?

o Is it continuously or intermttently powered? Does it sleep?
o Is it connected to a network, and if so, how?

o WII it be physically accessible for direct mmintenance after
depl oynment? How does that affect the security nodel ?

Wi | e devel opi ng enbedded systens is itself a conplex task, designing
I nternet-connected snmart objects is even harder since it requires
expertise with Internet protocols in addition to software programr ng
and hardware skills. To sinplify the devel opment task, and thereby
to lower the cost of devel opi ng new products and prototypes, we
bel i eve that reuse of prior work is essential. Therefore, we provide
hi gh-1 evel guidance on the use of Internet technology for the

devel opnent of smart objects, and connected systens in general

Utilize Existing Design Patterns

Desi gn patterns are generally reusable solutions to a commonly
occurring design problem (see [ Ganma] for nore di scussion).

Exi sting smart object depl oynents show comruni cation patterns that
can be reused by engineers with the benefit of |owering the design
effort. As discussed in the sections bel ow, individual patterns
al so have an inplication on the required interoperability between
the different entities. Depending on the desired functionality,

al ready-exi sting patterns can be reused and adjusted. Section 2
tal ks about various comruni cati on patterns.

Reuse I nternet Protocols

Most smart object deploynments can make use of the already-
standardi zed Internet Protocol Suite. Internet protocols can be
applied to al nost any environment due to their generic design and
typically offer plenty of potential for reconfiguration, which
allows themto be tailored for the specific needs. Section 3

di scusses this topic.
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The Depl oyed Internet Matters

When connecting smart objects to the Internet, take existing
depl oyment into consideration to avoid unpl easant surprises.
Assum ng an ideal, clean-slate deploynent is, in many cases, far
too optimstic since the already-deployed infrastructure is
convenient to use. In Section 4, we highlight the inportance of
this topic.

Desi gn for Change

The Internet infrastructure, applications, and preferred building
bl ocks evol ve over tine. Especially long-lived snmart object

depl oyments need to take this change into account, and Section 5
is dedicated to that topic.

2. Smart Object Comuni cation Patterns

This section illustrates a nunber of comunication patterns utilized
in the smart object environment. |t is possible that nore than one
pattern can be applied at the same time in a product. Devel opers
reusi ng those patterns will benefit fromthe experience of others as
wel | as from documentation, source code, and avail abl e products.

2.1. Device-to-Device Communi cation Pattern

Figure 1 illustrates a comuni cati on pattern where two devices

devel oped by di fferent manufacturers are desired to interoperate and
conmuni cate directly. To pick an exanple from [RFC6574], consider a
light switch that talks to a light bulb with the requirenment that
each may be manufactured by a different conpany, represented as
Manuf acturer A and B. Qher cases can be found with fitness

equi prent, such as heart rate nonitors and cadence sensors.

/ S \
| Wreless
\'  Network |
/ \
| Light | ------ R TR R \ e - - - | Light |
| Bulb | | | Switch
[ ... ' L / [ ... '
\ I
Manuf act ur er Lo Manuf act ur er
A ‘ B

Figure 1. Device-to-Device Comrunication Pattern
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In order to fulfill the prom se that devices fromdifferent

manuf acturers are able to communi cate out of the box, these vendors
need to agree on the protocol stack. They need to make deci sions
about the foll owi ng protocol -desi gn aspects:

o Wi ch physical |ayer(s) should be supported? Does it use | ow
power radi o technologies (e.g., Bluetooth Smart, |EEE 802.15.4)7?

0 Can devices be IPv6-only, or must they al so support |Pv4 for
backwar d- compati bility reasons? What |Pv4-1Pv6 transition
technol ogi es are needed?

o Wiich IP address configuration nechanisn(s) is integrated into the
devi ce?

o Wi ch comunication architectures shall be supported? Which
devi ces are constrai ned, and what are those constraints? 1|s there
a classical client-server nodel or rather a peer-to-peer nodel?

o |Is there a need for a service-discovery nechanismto allow users
to di scover light bulbs they have in their honme or office?

o Wich transport-layer protocol (e.g., UDP) is used for conveying
the sensor readi ngs/ commands?

o Wiich application-layer protocol is used (for exanple, the
Constrai ned Application Protocol (CoAP) [RFC7252])7

o Wiat information nodel is used for expressing the different |ight
| evel s?

o Wat data nodel is used to encode information? (See [RFC3444] for
a discussion about the difference between data nodels and
i nformati on nodel s.)

o Finally, security and privacy require careful thought. This
i ncludes questions |like: What are the security threats? Wat
security services need to be provided to deal with the identified
threats? Where do the security credentials come fron? At what
| ayer(s) in the protocol stack should the security mechani sm(s)
resi de? What privacy inplications are caused by various design
deci si ons?

This list is not meant to be exhaustive but ains to illustrate that
for every usage scenario, many design decisions will have to be nade
in order to accommpdat e the constrained nature of a specific device
in a certain usage scenario. Standardizing such a conmplete solution
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to acconplish a full level of interoperability between two devices
manuf actured by different vendors takes time, but there are obvious
rewards for end customers and vendors.

2.2. Device-to-C oud Communi cation Pattern

Figure 2 shows a conmunication pattern for upl oading sensor data to
an application service provider. Oten the application service

provi der (exanple.comin our illustration) also sells smart objects.
In that case, the entire conmuni cati on happens internal to the
provider and no need for interoperability arises. Still, it is

useful for exanple.comto reuse existing specifications to |ower the
design, inplenmentation, testing, and devel opment effort.

Wiile this pattern allows using |P-based conmunication end to end, it

may still lead to silos. To prevent silos, exanple.com may all ow
third-party device vendors to connect to their server infrastructure
as well. For those cases, the protocol interface used to conmunicate

with the server infrastructure needs to be nmade avail able, and
various standards are avail able, such as CoAP, Datagram Transport
Layer Security (DTLS) [RFC6347], UDP, IP, etc., as shown in Figure 2.
A frequent concern fromend users is that a change in the business
nodel (or bankruptcy) of the 10T device/service provide m ght nake
the hardware becone unusabl e. Conpanies m ght consider the
possibility of releasing their source code for the |oT device or

all owi ng other 10T operating systens (plus application software) to
be installed on the |10T device.

Simlarly, in many situations it is desirable to change which cl oud
service a device connects to, such as when an application service
provi der changes its hosting provider. Again, standard |nternet
protocol s are needed.

Since the access networks to which various smart objects are
connected are typically not under the control of the application
service provider, commonly used radi o technol ogies (such as W.AN,

wi red Ethernet, and cellular radio) together with the network access
aut hentication technol ogy have to be reused. The sanme applies to
standards used for | P address configuration.
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Appl i cation
Servi ce

| |
| |
| Pr ovi der |
| exanple.com |
| |

HTTP , L CoAP

TLS ] ‘L DTLS

TCP ‘. UDP

P -’ - IP

| Device with | | Device with |
| Tenperature | | Carbon Monoxi de

| Sensor | | Sensor |

TLS = Transport Layer Security
Fi gure 2: Device-to-C oud Conmunication Pattern
2.3. Device-to-Gateway Communi cation Pattern

The devi ce-to-cl oud conmmuni cation pattern, described in Section 2.2,
is convenient for vendors of smart objects and works well if they
choose a radio technology that is w dely deployed in the targeted

mar ket, such as W-Fi based on | EEE 802. 11 for snmart hone use cases.
Sonetimes, |ess-w del y-avail able radi o technol ogi es are needed (such
as | EEE 802. 15.4) or special application-layer functionality (e.g.

| ocal authentication and authorization) has to be provided or
interoperability is needed with | egacy, non-IP-based devices. In
those cases, sonme formof gateway has to be introduced into the
conmuni cati on architecture that bridges between the different
technol ogi es and performs ot her networking and security
functionality. Figure 3 shows this pattern graphically. Oten,
these gateways are provided by the sane vendor that offers the IoT
product, for exanple, because of the use of proprietary protocols, to
| ower the dependency on other vendors or to avoid potentia
interoperability problenms. 1t is expected that in the future, nore
generic gateways will be deployed to | ower cost and infrastructure
conplexity for end consuners, enterprises, and industria
environnents. Such generic gateways are nore likely to exist if |oT
devi ce designs nake use of generic Internet protocols and not require
application-layer gateways that translate one application-|ayer
protocol to another one. The use of application-|layer gateways wll,
in general, lead to a nore fragile deploynent, as has been observed
in the past with [RFC3724] and [ RFC3238].
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Thi s communi cati on pattern can frequently be found with smart object
depl oynments that require remote configuration capabilities and real -
time interactions. The gateway is thereby assuned to be al ways
connected to the Internet.

| Application

| Service |
| Provider |
| exanple.com |
| |

| 1Pv4/1Pv6
i....Lbééi ...... i
| Gat eway |
| |
| |
HTTP T CoAP
TLS _,’ Bluetooth Smart ‘. DTLS
TCP . | EEE 802. 11 ‘._ upbP
| Pv6 -’ | EEE 802. 15.4 - 1 Pv6
1””””””" 1””””””””"
| Device with | | Device with |
| Tenperature | | Carbon Monoxi de
| Sensor | | Sensor |

Fi gure 3: Device-to-Gateway Communi cation Pattern

If the gateway is nmobile, such as when the gateway is a smartphone,
connectivity between the devices and the Internet may be
intermttent. This limts the applicability of such a comruni cation
pattern but is neverthel ess very common with wearables and other |oT
devi ces that do not need always-on Internet or real-tine |nternet
connectivity. Froman interoperability point of view, it is worth
noti ng that smartphones, with their sophisticated software update
mechani smvia app stores, allow new functionality to be updated
regularly at the smart phone and sonetinmes even at the |oT devi ce.
Wth special apps that are tailored to each specific |10oT device,
interoperability is mainly a concern with regard to the | ower |ayers
of the protocol stack, such as the radio interface, and |l ess so at
the application layer (if users are willing to downl oad a new app for
each 10T device).
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It is also worth pointing out that a gateway all ows supporting both

| Pv6 and | Pv4 (for conpatibility with |egacy application service
providers) externally, while allow ng devices to be IPv6-only to
reduce footprint requirements. |f devices do not have the resources
to support both IPv4 and | Pv6 thensel ves, being | Pv6-only (rather
than IPv4-only) with a gateway enabl es the nost flexibility, avoiding
the need to update devices to support |IPv6 |ater, whereas |Pv4
address exhaustion makes it ill-suited to scale to smart object
networks. See [ RFC6540] for further discussion

2.4. Back-End Data Sharing Pattern

The devi ce-to-cloud pattern often leads to silos; 0T devices upl oad
data only to a single application service provider. However, users
often demand the ability to export and to anal yze data in conbination
with data fromother sources. Hence, the desire for granting access
to the upl oaded sensor data to third parties arises. This design is
shown in Figure 4. This pattern is known fromthe Wb in case of
mashups and is, therefore, reapplied to the smart object context. To
offer famliarity for developers, typically a RESTful APl design in
conbi nation with a federated authenticati on and aut hori zation
technology (like QAuth 2.0 [RFC6749]) is reused. Wiile this offers
reuse at the level of building blocks, the entire protocol stack
(including the information/data nmodel and RESTful Wb APIs) is often
not standardi zed.
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| Application
.| Service |
,-' | Provider |
| b-exanple.com |
| |

Appli cation
Servi ce QAuth 2.0

| |
| |
| Pr ovi der | JSON
| example.com |
| |

_, CoAP or e

. HTTP ' | Application
-’ ‘| Service |
T | Provider |
| Light | | c-exanple.com |
| Sensor | | |

Figure 4: Back-End Data Sharing Pattern
3. Reuse Internet Protocols

When di scussing the need for reuse of avail abl e standards versus
ext endi ng or redesigning protocols, it is useful to | ook back at the
criteria for success of the Internet.

RFC 1958 [ RFC1958] provides | essons fromthe early days of the
I nternet and says:

The Internet and its architecture have grown in evol utionary
fashi on from nodest begi nnings, rather than froma G and Pl an.

And adds:

A good anal ogy for the devel opment of the Internet is that of
constantly renewing the individual streets and buildings of a
city, rather than razing the city and rebuilding it.

Yet, because building very small, battery-powered devices is
challenging, it may be difficult to resist the tenptation to build
solutions tailored to specific applications, or even to redesign
networks fromscratch to suit a particular application
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Wi | e devel opi ng consensus-based standards in an open and transparent
process takes | onger than devel oping proprietary solutions, the
resulting solutions often remain rel evant over a |onger period of
time.

RFC 1263 [ RFC1263] considers protocol -design strategy and the
deci sion to design new protocols or to use existing protocols in a
non- backwar d conpati bl e way:

We hope to be able to design and distribute protocols in less time
than it takes a standards commttee to agree on an acceptable
neeting tine. This is inevitable because the basic problemwth
networking is the standardi zation process. Over the |last severa
years, there has been a push in the research conmunity for

['i ghtwei ght protocols, when in fact what is needed are |ightweight
standards. Also note that we have not proposed to inplenent sone
entirely new set of ’superior’ conmunications protocols, we have
sinmply proposed a system for maki ng necessary changes to the

exi sting protocol suites fast enough to keep up with the

underlying change in the network. |In fact, the first standards
organi zation that realizes that the primary inpedinment to
standardi zati on is poor |ogistical support will probably w n.

Wil e [ RFC1263] was witten in 1991 when the standardi zati on process
was nore |ightweight than today, these thoughts renmain relevant in
smart obj ect devel opnent.

Interestingly, a |large nunmber of already-standardized protocols are
rel evant for smart object deployments. RFC 6272 [ RFC6272], for
exanpl e, made the attenpt to identify relevant | ETF specifications
for use in smart grids.

Still, many comercial products contain proprietary or industry-
speci fic protocol mechani snms, and researchers have nade severa
attenpts to design new architectures for the entire Internet system
There are several architectural concerns that deserve to be

hi ghl i ght ed:

Vertical Profiles

The di scussions at the | AB workshop (see Section 3.1.2 of

[ RFC6574]) reveal ed the preference of many participants to devel op
donmai n-specific profiles that select a mninum subset of protocols
needed for a specific operating environnent. Various

st andardi zati on organi zations and industry fora are currently
engaged in activities of defining their preferred profile(s).
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Utimtely, however, the nunber of dommins where smart objects can
be used is essentially unbounded. There is also an ever-evolving
set of protocols and protocol extensions.

However, nerely changing the networking protocol to I P does not
necessarily bring the kinds of benefits that industries are

| ooking for in their evolving snart object deploynents. In
particular, a profile is rigid and leaves little roomfor
interoperability anong slightly differing or conpeting technol ogy
variations. As an example, Layer 1 through 7 type profiles do not
account for the possibility that some devices may use different
physi cal nmedia than others, and that in such situations, a sinple
router could still provide an ability to comunicate between the
parties.

I ndustry-Speci fic Solutions

The Internet Protocol Suite is nore extensive than nerely the use
of IP. Oten, significant benefits can be gai ned from using
additional, wi dely available, generic technol ogies, such as the
Web. Benefits fromusing these kinds of tools include access to a
| arge avail abl e wor kforce, software, and education al ready geared
towards enpl oyi ng the technol ogy.

Ti ght Coupling

Many applications are built around a specific set of servers,

devi ces, and users. However, often the same data and devices
could be useful for many purposes, some of which may not be easily
identifiable at the tinme the devices are depl oyed.

In addition to the architectural concerns, devel opi ng new protocols
and mechanisnms is generally nmore risky and expensive than reusing
exi sting standards, due to the additional costs involved in design,

i mpl enent ati on, testing, and depl oynent. Secondary costs, such as
the training of technical staff and, in the worst case, the training
of end users, can be substanti al

As a result, while there are sone cases where specific solutions are
needed, the benefits of general -purpose technol ogy are often
conpelling, be it choosing IP over sonme nore specific conmmunication
mechani sm a wi dely deployed Iink |ayer (such as wireless LAN) over a
nore specific one, web technol ogy over application-specific
protocols, and so on

However, when enpl oying these technologies, it is inmportant to

enbrace themin their entirety, allowing for the architectura
flexibility that is built into them As an exanple, it rarely nakes
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sense to limt conmunications to on-link or to specific nedia.
Desi gn your applications so that the participating devices can easily
interact with rmultiple other applications.

4. The Depl oyed Internet Matters

Despite the applicability of Internet protocols for smart objects,

pi cking the specific protocols for a particular use case can be
tricky. As the Internet has evolved, certain protocols and protoco
ext ensi ons have becone the norm and others have becone difficult to
use in all circunstances.

Taking into account these constraints is particularly inmportant for
smart objects, as there is often a desire to enploy specific features
to support smart object commrunication. For instance, froma pure
prot ocol - speci ficati on perspective, some transport protocols may be
nore desirable than others. These constraints apply both to the use
of existing protocols as well as designing new ones on top of the

I nternet protocol stack

The following list illustrates a few of those constraints, but every
conmuni cati on protocol cones with its own chall enges.

In 2005, Fonseca, et al. [IPoptions] studied the usage of IP
opti ons-enabl ed packets in the Internet and found that overall
approximately half of Internet paths drop packets with options,
maki ng extensions using IP options "less ideal" for extending IP

In 2010, Honda, et al. [HoneGateway] tested 34 different hone

gat eways regarding their packet dropping policy of UDP, TCP, the

Dat agr am Congesti on Control Protocol (DCCP), the Stream Contro
Transm ssion Protocol (SCTP), |ICWMP, and various tineout behavior

For exanple, nore than half of the tested devices do not conformto
the | ETF-reconmmended timeouts for UDP, and for TCP the neasured
timeouts are highly variable, ranging fromless than 4 mnutes to

| onger than 25 hours. For NAT traversal of DCCP and SCTP, the
situation is poor. None of the tested devices, for exanple, allowed
est abl i shing a DCCP connection

In 2011, the behavior of networks with regard to various TCP
extensions was tested in [ TCPextensions]: "Fromour results we

concl ude that the m ddl eboxes inplenenting |ayer 4 functionality are
very comon -- at |east 25% of paths interfered with TCP in sone way
beyond basic firewalling."

Extendi ng protocols to fulfill new uses and to add new functionality
may range fromvery easy to difficult, as [RFC6709] explains in great
detail. A challenge many protocol designers are facing is to ensure
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i ncrenental deployability and interoperability w th incunbent
elenents in a nunber of areas. |In various cases, the effort it takes
to design increnmental |y depl oyabl e protocols has not been taken
seriously enough at the outset. RFC 5218 on "Wat Mkes For a
Successful Protocol" [RFC5218] defines wildly successful protocols as
protocols that are w dely depl oyed beyond their envisioned use cases.

As these exanples illustrate, protocol architects have to take
devel opnents in the greater Internet into account, as not al
features can be expected to be usable in all environments. For

i nstance, m ddl eboxes [ RFC3234] conplicate the use of extensions in
basic I P protocols and transport |ayers.

RFC 1958 [ RFC1958] considers this aspect and says "... the community
beli eves that the goal is connectivity, the tool is the Internet
Protocol, and the intelligence is end to end rather than hidden in
the network."” This statement is challenged nore than ever with the
perceived need to develop internediaries interacting with |ess
intelligent end devices. However, RFC 3724 [ RFC3724] has this to say
about this crucial aspect: "One desirabl e consequence of the
end-to-end principle is protection of innovation. Requiring

nodi fication in the network in order to deploy new services is stil
typically nmore difficult than nodifying end nodes.” Even this
statenment will becone challenged, as |arge nunbers of devices are
depl oyed, and it indeed might be the case that changi ng those devices
will be hard. But RFC 4924 [RFC4924] adds that a network that does
not filter or transformthe data that it carries nay be said to be
"transparent"” or "oblivious" to the content of packets. Networks
that provide oblivious transport enable the depl oynent of new
services without requiring changes to the core. It is this
flexibility that is perhaps both the Internet’s npbst essentia
characteristic as well as one of the nost inportant contributors to
its success.

5. Design for Change

How to enbrace rapid innovation and at the sanme tinme acconplish a
high | evel of interoperability is one of the key aspects for
conpeting in the marketplace. RFC 1263 [RFC1263] points out that
"protocol change happens and is currently happening at a very
respectable clip... W sinmply propose [for engi neers devel oping the
technology] to explicitly deal with the changes rather [than] keep
trying to hold back the flood."

In [Tussles], Cark, et al. suggest to "design for variation in

out come, so that the outcome can be different in different places,
and the tussle takes place within the design, not by distorting or
violating it. Do not design so as to dictate the outcone. Rigid
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designs will be broken; designs that permt variation will flex under
pressure and survive." The term"tussle" refers to the process
whereby different parties, which are part of the Internet nilieu and
have interests that may be adverse to each other, adapt their m x of
mechani sns to try to achieve their conflicting goals, and others
respond by adapting the mechani sns to push back

In order to acconplish this, Cark, et al. suggest to:

1. Break conplex systens into nodul ar parts, so that one tussle does
not spill over and distort unrel ated issues.

2. Design for choice to pernmt the different players to express
their preferences. Choice often requires open interfaces.

The main challenge with the suggested approach is predicting how
conflicts anong the different players will evolve. Since tussles
evol ve over tinme, there will be changes to the architecture, too. It
is certainly difficult to pick the right set of building bl ocks and
to devel op a comunication architecture that will last a long tine,
and nmany smart object deploynents are envisioned to be rather |ong
lived.

Luckily, the design of the system does not need to be cast in stone
during the design phase. It may adjust dynamically since many of the
protocols allow for configurability and dynam ¢ di scovery. But,
ultimately, software update nechanisns nay provide the flexibility
needed to deal with nore substantial changes.

A solid software update nechanismis needed not only for dealing with
the changi ng I nternet conmunication environnment and for
interoperability inprovenents but al so for adding new features and
for fixing security bugs. This approach may appear to be in conflict
with classes of severely restricted devices since, in addition to a
sof tware update mechanism spare flash and RAM capacity is needed.

It is, however, a trade-off worth thinking about since better product
support conmes with a price.

As technol ogy keeps advancing, the constraints that technol ogy pl aces
on devices evolve as well. Mcroel ectronics have becone nore capabl e
as time goes by, often making it possible for new devices to be both
| ess expensive and nore capable than their predecessors. This trend
can, however, be in sone cases offset by the desire to enbed

comuni cations technol ogy in even snaller and cheaper objects. But

it is inportant to design comruni cations technol ogy not just for
today’s constraints but also for tomorrow s. This is particularly

i mportant since the cost of a product is not only determ ned by the
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cost of hardware but also by the cost of not reusing al ready-
avai | abl e protocol stacks and software |libraries by devel opi ng custom
sol utions.

Sof tware updates are conmon in operating systens and application
prograns today. Wthout them npst devices would pose a |atent risk
to the Internet at large. Arguably, the JavaScript-based web enpl oys
a very rapid software update nmechani smw th code being provided by
many different parties (e.g., by websites | oaded into the browser or
by smartphone apps).

6. Security Considerations

Security is often even nore inportant for smart objects than for nore
traditional computing systens, since interacting directly with the
physi cal world can present greater dangers, and smart objects often
oper ate aut onomously w t hout any human interaction for a long tine
period. The problemis conpounded by the fact that there are often
fewer resources available in constrained devices to actually

i mpl enent security (e.g., see the discussion of "Class 0 devices" in
Section 3 of [RFC7228]). As such, it is critical to design for
security, taking into account a nunber of key considerations:

o A key part of any smart object design is the problemof howto
establish trust for a smart object. Typically, bootstrapping
trust involves giving the device the credentials it needs to
operate within a | arger network of devices or services.

o Snmart objects will, in many cases, be deployed in places where
addi ti onal physical security is difficult or inpossible.
Desi gners shoul d take into account that any such device can and
will be conmprom sed by an attacker with direct physical access.
Thus, trust nodel s shoul d distinguish between devi ces susceptible
to physical conprom se and devices with sone | evel of physica
security. Physical attacks, such as timng, power analysis, and
glitching, are comonly applied to extract secrets
[ Physi cal Att acks].

o Snmart objects will, in many cases, be depl oyed as coll ections of
identical or near identical devices. Protocols should be designed
so that a conpromi se of a single device does not result in
conprom se of the entire collection, especially since the
conprom se of a |large nunber of devices can enable additiona
attacks such as a distributed denial of service. Sharing secret
keys across an entire product famly is, therefore, also
probl ematic since conprom se of a single device mght |eave al
devices fromthat product fam |y vul nerable.
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o Snart objects will, in many cases, be deployed in ways that the
desi gner never considered. Designers should either seek to
m nim ze the inpact of misuse of their systens and devices or
i mpl enent controls to prevent such m suse where applicable.

o It is anticipated that smart objects will be deployed with a |ong
(e.g., 5-40 years) life cycle. Any security nmechani smchosen at
the outset nay not be "good enough" for the full lifespan of the

device. Thus, long-lived devices should start with good security
and provide a path to deploy new security mechani sms over the
lifetime of the device.

0 Security protocols often rely on random nunbers, and offering
randommess in enbedded devices is challenging. For this reason
it is inportant to consider the use of hardware-based random
nunber generators during early states of the design process.

A nore detail ed security discussion can be found in the "Report from
the Smart Obj ect Security Wirkshop" [RFC7397] that was held prior to
the IETF nmeeting in Paris, March 2012, and in the report fromthe
Nat i onal Sci ence Foundation's "Cybersecurity |deas Lab" workshop
[NSF] that was held in February 2014. For exanple, [NSF] includes,
anmong ot her recomendati ons, these recomrendati ons specific to the

I nternet of Things:

Enhance the Security of the Internet of Things by ldentifying
Encl aves: The security chall enges posed by the emerging |nternet
of Thi ngs shoul d be addressed now, to prepare before it is fully
upon us. By identifying specific use segnents, or "encl aves",
Internet of Things infrastructure stakehol ders can address the
security requirenents and devi se event renedi ations for that

encl ave.

Create a Franmework for Managi ng Software Updates: The Internet of
Things will challenge our current channels for distributing
security updates. An environment nust be devel oped for

di stributing security patches that scales to a world where al npst
everything is connected to the Internet and many "things" are
 argel y unattended.

Finally, we reiterate that use of standards that have gotten w de
revi ew can often avoid a nunber of security issues that could

ot herwi se arise. Section 3.3 of [RFC6574] rem nds us about the | ETF
work style regarding security:
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In the devel opment of smart object applications, as with any ot her
protocol application solution, security has to be considered early
in the design process. As such, the recomrendations currently
provided to | ETF protocol architects, such as RFC 3552 [ RFC3552],
and RFC 4101 [RFC4101], apply also to the smart object space.

In the | ETF, security functionality is incorporated into each
protocol as appropriate, to deal with threats that are specific to
them It is extrenely unlikely that there is a one-size-fits-al
security solution given the |arge nunber of choices for the 'right’
protocol architecture (particularly at the application |ayer). For
this purpose, [RFC6272] offers a survey of |ETF security nechani sns
i nstead of suggesting a preferred one.

7. Privacy Considerations

Thi s docunent mainly focuses on an engi neering audi ence, i.e., those
who are designing smart object protocols and architectures. Since
there is no value-free design, privacy-related decisions also have to
be made, even if they are just inplicit in the reuse of certain
technol ogi es. RFC 6973 [ RFC6973] and the threat nodel in

[ CONFI DENTI ALI TY] were witten as guidance specifically for that

audi ence and are al so applicable to the smart object context.

For those | ooking at privacy froma depl oynent point of view the
foll owi ng additional guidelines are suggested:

Transparency: Transparency of data collection and processing is key
to avoi d unpl easant surprises for owners and users of snart
objects. Users and inpacted parties nust be put in a position to
understand what itens of personal data concerning them are
collected and stored, as well for what purposes they are sought.

Data Collection / Use Limtation: Snart objects should only store
personal data that is adequate, relevant, and not excessive in
relation to the purpose(s) for which they are processed. The use
of anonymni zed data shoul d be preferred wherever possible.

Dat a Access: Before deploynent starts, it is necessary to consider
who can access personal data collected by smart objects and under
whi ch conditions. Appropriate and cl ear procedures shoul d be
established in order to all ow data subjects to properly exercise
their rights.
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Data Security: St andardi zed data security neasures to prevent
unl awful access, alteration, or |oss of smart object data need to
be defi ned and depl oyed. Robust cryptographic techniques and
proper authentication frameworks have to be used to limt the risk
of unintended data transfers or unauthorized access.

A nore detailed treatnent of privacy considerations that extend
beyond engi neering can be found in a publication fromthe Article 29
Working Party [WP223].

8. I nformati ve References

[ CONFI DENTI ALI TY]
Barnes, R, Schneier, B., Jennings, C, Hardie, T.,
Tramell, B., Huitema, C., and D. Borknann,
"Confidentiality in the Face of Pervasive Surveillance: A
Threat Mddel and Problem Statenent”, Wrk in Progress,
draft-iab-privsec-confidentiality-threat-04, March 2015.

[ Gamma] Ganme, E., "Design Patterns: Elenments of Reusable hject-
Oiented Software", 1995.

[ HomeGat eway]
Eggert, L., "An Experinental Study of Home Gat eway
Characteristics", In Proceedings of the 10th annua
I nternet Measur enent Conference, 2010,
<http://eggert.org/ papers/2010-i nc- hgw st udy. pdf >.

[ 1 Popti ons]
Fonseca, R, Porter, G, Katz, R, Shenker, S., and |
Stoica, "IP options are not an option", Technical Report
UCB/ EECS2005- 24, 2005,
<http://citeseer.ist.psu. edu/vi ewdoc/
summar y?doi =10. 1. 1. 123. 4251>.

[ NSF] Nati onal Sci ence Foundation, "Interdisciplinary Pathways
towards a More Secure Internet”, A report on the NSF-
sponsored Cybersecurity Ideas Lab held in Arlington,
Virginia, February 2014, <http://ww.nsf.gov/cise/news/
Cybersecurityl deasLab_Jul y2014. pdf >.

[ Physi cal Att acks]
Koeune, F. and F. Standaert, "A Tutorial on Physica
Security and Si de-Channel Attacks", in Foundations of
Security Analysis and Design II1: FOSAD 2004/2005 Tutoria
Lectures; Lecture Notes in Conputer Science, Vol. 3655,
pp. 78-108, Septenber 2005,
<http://1ink.springer.com chapter/10.1007%2F11554578 3>.

Tschofenig, et al. I nf or mati onal [ Page 19]



RFC 7452 Smart Cbj ect Architectural Considerations March 2015

[RFC1263] O Malley, S. and L. Peterson, "TCP Extensions Considered
Harnful ", RFC 1263, Cctober 1991,
<http://ww. rfc-editor.org/info/rfcl263>.

[ RFC1958] Carpenter, B., "Architectural Principles of the Internet”,
RFC 1958, June 1996,
<http://ww. rfc-editor.org/info/rfcl958>.

[ RFC3234] Carpenter, B. and S. Brim "M ddl eboxes: Taxonony and
| ssues", RFC 3234, February 2002,
<http://ww.rfc-editor.org/info/rfc3234>.

[RFC3238] Floyd, S. and L. Daigle, "I AB Architectural and Policy
Consi derations for Open Pluggabl e Edge Services", RFC
3238, January 2002,
<http://ww.rfc-editor.org/info/rfc3238>.

[ RFC3444] Pras, A and J. Schoenwael der, "On the Difference between
I nformati on Model s and Data Model s", RFC 3444, January
2003, <http://www. rfc-editor.org/info/rfc3444>,

[ RFC3552] Rescorla, E. and B. Korver, "Quidelines for Witing RFC
Text on Security Considerations”, BCP 72, RFC 3552, July
2003, <http://ww.rfc-editor.org/info/rfc3552>.

[ RFC3724] Kempf, J., Austein, R, and IAB, "The Rise of the Mddle
and the Future of End-to-End: Reflections on the Evolution
of the Internet Architecture", RFC 3724, March 2004,
<http://ww. rfc-editor.org/infol/rfc3724>.

[ RFC4101] Rescorla, E. and I AB, "Witing Protocol Mdels", RFC 4101,
June 2005, <http://ww.rfc-editor.org/info/rfc4101>.

[ RFC4924] Aboba, B. and E. Davies, "Reflections on Internet
Transparency", RFC 4924, July 2007,
<http://ww. rfc-editor.org/info/rfc4924>,

[ RFC5218] Thaler, D. and B. Aboba, "Wat Mkes For a Successful
Protocol ?", RFC 5218, July 2008,
<http://ww. rfc-editor.org/info/rfc5218>.

[ RFC6272] Baker, F. and D. Meyer, "Internet Protocols for the Smart
Gid", RFC 6272, June 2011,
<http://ww. rfc-editor.org/info/rfc6272>.

[ RFC6347] Rescorla, E. and N. Mddadugu, "Datagram Transport Layer

Security Version 1.2", RFC 6347, January 2012,
<http://ww. rfc-editor.org/info/rfc6347>.

Tschofenig, et al. I nf or mati onal [ Page 20]



RFC 7452 Smart Cbj ect Architectural Considerations March 2015

[ RFC6540] George, W, Donley, C, Liljenstolpe, C, and L. Howard,
"I Pv6 Support Required for Al |P-Capabl e Nodes", BCP 177,
RFC 6540, April 2012,
<http://ww.rfc-editor.org/info/rfc6540>.

[ RFC6574] Tschofenig, H and J. Arkko, "Report fromthe Smart Object
Wor kshop", RFC 6574, April 2012,
<http://ww. rfc-editor.org/info/rfc6574>.

[ RFC6709] Carpenter, B., Aboba, B., and S. Cheshire, "Design
Consi derations for Protocol Extensions", RFC 6709,
Sept enber 2012, <http://ww.rfc-editor.org/info/rfc6709>.

[ RFC6749] Hardt, D., "The QAuth 2.0 Authorization Franmework", RFC
6749, Cctober 2012,
<http://ww. rfc-editor.org/info/rfc6749>.

[ RFC6973] Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smith, "Privacy
Consi derations for Internet Protocols", RFC 6973, July
2013, <http://www. rfc-editor.org/info/rfc6973>.

[ RFC7228] Bormann, C., Ersue, M, and A Keranen, "Term nol ogy for
Constrai ned- Node Networks", RFC 7228, May 2014,
<http://ww.rfc-editor.org/infol/rfc7228>.

[ RFC7252] Shel by, Z., Hartke, K, and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252, June 2014,
<http://ww.rfc-editor.org/infol/rfc7252>.

[RFC7397] G lger, J. and H Tschofenig, "Report fromthe Smart
oj ect Security Wrkshop", RFC 7397, Decenber 2014,
<http://ww. rfc-editor.org/info/rfc7397>.

[ TCPext ensi ons]
Honda, M, N shida, Y., Geenhalgh, A, Handley, M, and
H. Tokuda, "Is it Still Possible to Extend TCP?", In
Proceedi ngs of the ACM Internet Measurenent Conference
(IMC), Berlin, Germany, Novenber 2011,
<http://conferences. si gconm org/inc/2011/ docs/ pl81. pdf >.

[ Tussles] dark, D., Woclawski, J., Sollins, K, and R Braden,
"Tussl e in Cyberspace: Defining Tonorrow s Internet”, In
Proceedi ngs of ACM SI GCOMM 2002,
<http://conferences. si gconm or g/ si gcommi 2002/ paper s/
tussle. htm >,

Tschofenig, et al. I nf or mati onal [ Page 21]



RFC 7452 Smart Cbj ect Architectural Considerations March 2015

[ WP223] Article 29 Data Protection Wrking Party, "Opinion 8/ 2014
on the Recent Devel opnents on the Internet of Things", 14/
EN, WP 223, Septenber 2014, <http://ec.europa.eu/justicel
dat a- protection/articl e-29/docunentati on/
opi ni on-reconmendation/fil es/ 2014/ wp223_en. pdf >.

Tschofenig, et al. I nf or mati onal [ Page 22]



RFC 7452 Smart Cbj ect Architectural Considerations March 2015

Appendi x A. | AB Menbers at the Tine of Approval

Jari Arkko
Mary Bar nes
Mar ¢ Bl anchet
Joel Hal pern
Ted Hardi e

Joe Hil debrand
Russ Housl ey
Eli ot Lear

Xi ng Li

Eri k Nordmark
Andr ew Sul |'i van
Dave Thal er
Brian Tramrel |

Acknowl edgenent s

We would like to thank the participants of the | AB Snart Obj ect
wor kshop for their input to the overall discussion about smart
obj ect s.

Furthernore, we would like to thank M ke St. Johns, Jan Holler,
Patrick Wetterwald, Atte Lansisalm, Hannu Flinck, Bernard Aboba,
Mar kku Tuohi no, Wes Ceorge, Robert Sparks, S. Myonsesany, Dave
Crocker, and Steve Crocker in particular for their review comments.

Tschofenig, et al. I nf or mati onal [ Page 23]



RFC 7452 Smart Cbj ect Architectural Considerations March 2015

Aut hors’ Addr esses

Hannes Tschof enig
ARM Lt d.
6060 Hall in Tirol
Austria

EMai | : Hannes. Tschof eni g@nx. net

URI : http://ww.tschofenig.priv.at
Jari Arkko

Jorvas 02420

Fi nl and

EMai |l : jari.arkko@i uha. net

Dave Thal er

One M crosoft Way
Rednmond, WA 98052
United States

EMai | : dt hal er @n crosoft.com
Danny McPher son

12061 Bl uenont Way

Reston, VA 20190

United States

EMai | : dntpherson@eri sign.com

Tschofenig, et al. I nf or mati onal [ Page 24]






