I nt ernet Engi neering Task Force (1 ETF) S. Hol | enbeck

Request for Comments: 7481 Verisign Labs
Cat egory: Standards Track N. Kong
| SSN: 2070-1721 CNNI C

March 2015

Security Services for the Registration Data Access Protocol (RDAP)
Abst r act

The Regi stration Data Access Protocol (RDAP) provides "RESTful" web
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The Registration Data Access Protocol (RDAP) is specified in nultiple

docunents, including "Registration Data Access Protoco

(RDAP) Query

Format" [ RFC7482], "JSON Responses for the Registration Data Access
Protocol (RDAP)" [RFC7483], and "HTTP Usage in the Registration Data

Access Protocol (RDAP)" [RFC7480].

One goal of RDAP is to provide security services that do not exist in

the WHO S [ RFC3912] protocol, including access control

aut hentication, authorization, availability, data confidentiality,
and data integrity. This docunment describes how each of these
services is achieved by RDAP using features that are available in
ot her protocol layers. Additional or alternative mechani sms can be
added in the future. \Where applicable, informative references to
requirenents for a WHO S repl acenent service [ RFC3707] are noted.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].
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2.1. Acronyns and Abbreviations
DNR: Domai n Nanme Registry
HTTP: Hypertext Transfer Protocol
JSON:. JavaScript Object Notation
RDAP: Regi stration Data Access Protoco
RIR Regional Internet Registry
TLS: Transport Layer Security
3. Information Security Services and RDAP

RDAP itself does not include native security services. |nstead, RDAP
relies on features that are available in other protocol |layers to
provi de needed security services, including access control

aut hentication, authorization, availability, data confidentiality,
and data integrity. A description of each of these security services
can be found in "Internet Security d ossary, Version 2" [RFC4949].

No requirenents have been identified for other security services.

3.1. Access Contro

WHO S does not include specific features to control access to
registration information. As described in the follow ng sections,
RDAP i ncludes features to identify, authenticate, and authorize
clients, allow ng server operators to control access to information
based on a client’s identity and associ ated aut hori zati ons.
Information returned to a client can be clearly marked with a status
val ue (see Section 10.2.2 of [RFC7483]) that identifies the access
granted to the client.

3.2. Authentication

Thi s section describes security authentication mechanisms and the
need for authorization policies to include them It describes

requi rements for the inplenentations of clients and servers but does
not dictate the policies of server operators. For exanple, a server
operator with no policy regarding differentiated or tiered access to
data will have no authorization mechanisms and will have no need for
any type of authentication. A server operator with policies on
differentiated access will have to construct an authorization schene
and will need to follow the specified authentication requirenents.
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WHO S does not provide features to identify and authenticate clients.
As noted in Section 3.1.4.2 of "Cross Registry Internet Service
Protocol (CRISP) Requirements" [RFC3707], there is utility in

al l owi ng server operators to offer "varying degrees of access
dependi ng on policy and need.” Cients have to be identified and
authenticated to provide that utility.

RDAP' s aut hentication framework needs to accommpdat e anonynous access
as well as verification of identities using a range of authentication
nmet hods and credential services. To that end, RDAP clients and
servers MJST inplenment the authentication franework specified in
"Hypertext Transfer Protocol (HTTP/1.1): Authentication" [RFC7235].
The "basic" scheme can be used to send a client’s user nane and
password to a server in plaintext, base64-encoded form The "digest"
schenme can be used to authenticate a client w thout exposing the
client’s plaintext password. |[If the "basic" schene is used, HITP
over TLS [ RFC2818] MJST be used to protect the client’s credentials
fromdisclosure while in transit (see Section 3.5).

Servers MJST support either Basic or Digest authentication; they are
not required to support both. dients MIST support both to
interoperate with servers that support one or the other. Servers may
provide a |ogin page that triggers HITP authentication. dCients
shoul d conti nue sending the HTTP aut henticati on header once they
receive an initial 401 (Unauthorized) response fromthe HTTP server
as long as the schenme portion of the URL doesn’t change.

The Transport Layer Security protocol [RFC5246] includes an optiona
feature to identify and authenticate clients who possess and present
a valid X.509 digital certificate [RFC5280]. Support for this
feature is OPTI ONAL.

RDAP does not inpose any uni que server authentication requirenents.
The server authentication provided by TLS fully addresses the needs
of RDAP. 1In general, transports for RDAP must either provide a
TLS-protected transport (e.g., HTTPS) or a nechani smthat provides an
equi val ent | evel of server authentication

Work on HTTP aut hentication methods continues. RDAP is designed to
be agil e enough to support additional methods as they are defined.

3.2.1. Federated Authentication

The traditional client-server authentication nodel requires clients
to maintain distinct credentials for every RDAP server. This
situation can become unw el dy as the nunmber of RDAP servers

i ncreases. Federated authentication mechanisnms allow clients to use
one credential to access nultiple RDAP servers and reduce client
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credential managenent conplexity. RDAP MAY include a federated
aut hentication nechanismthat pernits a client to access nmultiple
RDAP servers in the sane federation with one credenti al

Feder at ed aut hentication mechani sms used by RDAP MUST be fully
supported by HTTP. QAuth, Openl D, Security Assertion Markup Language
(SAML), and nechani sns based on Certification Authority (CA) are al
possi bl e approaches to provide federated authentication. At the tine
of this docunent’s publication, negotiation or advertisenent of
federated authentication services is still an undefined nechani sm by
the noted federated authentication protocols. Developing this
nmechani smis beyond the scope of this docunment.

The OQAuth aut horization framework [ RFC6749] describes a nethod for
users to access protected web resources w thout having to hand out
their credentials. |Instead, clients are issued access tokens by

aut horization servers with the perm ssion of the resource owners.
Using QAuth, nultiple RDAP servers can forma federation, and the
clients can access any server in the sanme federation by providing one
credential registered in any server in that federation. The QAuth
aut hori zation framework is designed for use with HITP and thus can be
used wi th RDAP.

Qpenl D [Qpenl D] is a decentralized single sign-on authentication
systemthat allows users to log in at multiple web sites with one ID
i nstead of having to create nultiple unique accounts. An end user
can freely choose which Openl D provider to use and can preserve their
Identifier if they switch Openl D providers.

Note that QAuth and Openl D do not consistently require data
confidentiality services to protect interactions between providers
and consuners. HITP over TLS [ RFC2818] can be used as needed to
provi de protection against man-in-the-mddl e attacks.

SAML 2.0 [SAM.] is an XM.-based protocol that can be used to

i mpl enent web-based aut hentication and authori zation services,

i ncluding single sign on. |t uses security tokens containing
assertions to exchange infornmation about an end user between an
identity provider and a service provider

The Transport Layer Security protocol describes the specification of
aclient certificate in Section 7.4.6 of [RFC5246]. dients who
possess and present a valid X. 509 digital certificate, issued by a
CA, could be identified and authenticated by a server who trusts the
corresponding CA. A certificate authentication nethod can be used to
achi eve federated authentication in which multiple RDAP servers al
trust the same CAs, and then any client with a certificate issued by
a trusted CA can access any RDAP server in the federation. This
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certificate-based mechanismis supported by HTTPS and can be used
wi t h RDAP.

3.3. Authorization

WHO S does not provide services to grant different |evels of access
to clients based on a client’s authenticated identity. As noted in
Section 3.1.4.2 of "Cross Registry Internet Service Protocol (CRISP)
Requi renments" [RFC3707], there is utility in allow ng server
operators to offer "varying degrees of access depending on policy and
need." Access control decisions can be made once a client’s identity
has been established and authenticated (see Section 3.2).

Server operators MAY of fer varying degrees of access dependi ng on
policy and need in conjunction with the authentication nethods
described in Section 3.2. |If such varying degrees of access are
supported, an RDAP server MJST provide granul ar access controls (that
is, per registration data object) in order to inplenent authorization
policies. Sone exanpl es:

- Cients will be allowed access only to data for which they have a
rel ati onshi p.

- Unaut henticated or anonynpus access status nmay not yield any
contact information.

- Full access nmay be granted to a special group of authenticated
clients.

The type of access allowed by a server will nost likely vary from one
operator to the next. A description of the response privacy

consi derations associated with different |evels of authorization can
be found in Section 13 of [RFC7483].

3.4. Availability

An RDAP service has to be available to be useful. There are no RDAP-
uni que requirenments to provide availability, but as a genera
security consideration, a service operator needs to be aware of the

i ssues associated with denial of service. A thorough reading of

"I nternet Denial-of-Service Considerations" [RFC4732] is advised.

An RDAP service MAY use an HITP throttling nmechanismto linmt the
nunber of queries that a single client can send in a given period of
time. |If used, the server SHOULD return an HTTP 429 (Too Many
Requests) response code as described in "Additional HITP Status
Codes" [RFC6585]. A client that receives a 429 response SHOULD
decrease its query rate and honor the Retry-After header field if one
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is present. Note that this is not a defense agai nst

deni al - of -service attacks, since a nalicious client could ignore the
code and continue to send queries at a high rate. A server might use
anot her response code if it did not wish to reveal to a client that
rate limting is the reason for the denial of a reply.

3.5. Data Confidentiality

WHO S does not provide the ability to protect data from i nadvertent
di sclosure while in transit. RDAP uses HTTP over TLS [ RFC2818] to
provide that protection by encrypting all traffic sent on the
connection between client and server. HITP over TLS MJUST be used to
protect all client-server exchanges unl ess operational constraints
nake it inmpossible to neet this requirenent. It is also possible to
encrypt discrete objects (such as conmand path segments and JSON
encoded response objects) at one endpoint, send themto the other
endpoi nt via an unprotected transport protocol, and decrypt the

obj ect on receipt. Encryption algorithns as described in "Internet
Security d ossary, Version 2" [RFC4949] are conmonly used to provide
data confidentiality at the object |evel.

There are no current requirements for object-level data
confidentiality using encryption. Support for this feature could be
added to RDAP in the future.

As noted in Section 3.2, the HITP "basic" authentication schene can
be used to authenticate a client. Wen this scheme is used, HITP
over TLS MUST be used to protect the client’s credentials from

di sclosure while in transit. |[If the policy of the server operator
requires encryption to protect client-server data exchanges (such as
to protect non-public data that cannot be accessed w thout client
identification and authentication), HTTP over TLS MJST be used to
protect those exchanges.

A description of privacy threats that can be addressed with
confidentiality services can be found in Section 4. Section 10.2.2
of [RFC7483] describes status values that can be used to describe
operator actions used to protect response data from di sclosure to
unaut hori zed clients.

3.6. Data Integrity

WHO S does not provide the ability to protect data from nodification
while in transit. Wb services such as RDAP commonly use HITP over
TLS [ RFC2818] to provide that protection by using a keyed Message
Aut hentication Code (MAC) to detect nodifications. It is also
possible to sign discrete objects (such as command path segments and
JSON- encoded response objects) at one endpoint, send themto the
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ot her endpoint via a transport protocol, and validate the signature
of the object on receipt. Digital signature algorithms as described
in "Internet Security G ossary, Version 2" [RFC4949] are comonly
used to provide data integrity at the object I|evel.

There are no current requirenments for object-level data integrity
using digital signatures. Support for this feature could be added to
RDAP in the future

The nost specific need for this service is to provide assurance that
HTTP 30x redirection hints [RFC7231] and response el ements returned
fromthe server are not nodified while in transit. |[|f the policy of
the server operator requires nessage integrity for client-server data
exchanges, HTTP over TLS MUST be used to protect those exchanges.

4. Privacy Threats Associated with Registration Data

Regi stration data has historically included personal data about
registrants. WHO S services have historically nade this information
available to the public, creating a privacy risk by revealing the
personal details of registrants. WHO S services have not had the
benefit of authentication or access control nechanisns to gate access
to registration data. As a result of this, proxy and privacy
services have arisen to shield the identities of registrants.

The standardi zati on of RDAP does not change or inpact the data that
operators may require to be collected fromregistrants, but it
provi des support for a number of mechanisnms that may be used to
mtigate privacy threats to registrants should operators choose to
use t hem

RDAP i ncl udes nmechani snms that can be used to authenticate clients,
all owi ng servers to support tiered access based on | ocal policy.
This means that all registration data need no | onger be public, and
personal data or data that may be considered nmore sensitive can have
its access restricted to specifically privileged clients.

RDAP data structures allow servers to indicate via status val ues when
data returned to clients has been nmade private, redacted, obscured,

or registered by a proxy. "Private" means that the data is not
designated for public consunption. "Redacted" means that some
registration data fields are not being nade avail able. "Cbscured"

neans that data has been altered for the purposes of not readily
revealing the actual registration information. One option that
operators have available to themto reduce privacy risks to
registrants is to adopt policies that make use of these status val ues
to restrict the registrant data shared with any or all clients
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according to the sensitivity of the data, the privileges of the
clients, or sone other heuristics.

RDAP uses the jCard [ RFC7095] standard format for entity
representation. Operators may find that many of the jCard fields are
irrelevant for registry operation purposes or that they have no
reason to collect information fromregistrants that would correspond
to certain fields. Operators w shing to reduce privacy risks for
registrants may restrict which information they coll ect and/ or which
fields they popul ate in responses.

In addition to privacy risks to registrants, there are also potentia
privacy risks for those who query registration data. For exanple,
the fact that a registry enployee perforns a particular query may
reveal information about the enployee's activities that he or she
woul d have preferred to keep private. RDAP supports the use of HITP
over TLS to provide privacy protection for those querying registrant
data as well as registrants, unless operational constraints nmake it

i npossible to neet this requirenent.

5. Security Considerations

One of the goals of RDAP is to provide security services that do not
exist in the WHO S protocol. This docunent describes the security
services provided by RDAP and associ ated protocol |ayers, including
aut hentication, authorization, availability, data confidentiality,
and data integrity. Non-repudiation services were al so consi dered
and ultimately rejected due to a | ack of requirements. There are,
however, currently deployed WHO S servers that can return signed
responses that provide non-repudiation with proof of origin. RDAP
m ght need to be extended to provide this service in the future.

As an HTTP-based protocol, RDAP is susceptible to code injection
attacks. Code injection refers to adding code into a conputer system
or programto alter the course of execution. There are many types of
code injection, including SQ injection, dynam c variable or function
injection, include-file injection, shell injection, and HTM.-scri pt

i njection, anmong others. Data confidentiality and integrity services
provi de a neasure of defense against man-in-the-mddle injection
attacks, but vulnerabilities in both client- and server-side software
make it possible for injection attacks to succeed. Consistently
checki ng and validating server credentials can hel p detect
man-in-the-m ddl e attacks.

As noted in Section 3.2.1, digital certificates can be used to

i mpl enent federated authentication. There is a risk of too

prom scuous, or even rogue, CAs being included in the list of
acceptabl e CAs that the TLS server sends the client as part of the
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6.

6.

TLS client-authentication handshake and | endi ng the appearance of
trust to certificates signed by those CAs. Periodic nonitoring of
the list of CAs that RDAP servers trust for client authentication can
hel p reduce this risk.

The Transport Layer Security protocol [RFC5246] includes a nul

ci pher suite that does not encrypt data and thus does not provide
data confidentiality. This option MJST NOT be used when data
confidentiality services are needed. Additional considerations for
secure use of TLS are described in [ SECURE- TLS-DTLS].

Data integrity services are sonetimes m stakenly associated with

directory service operational policy requirenments focused on data
accuracy. "Accuracy" refers to the truthful association of data

el ements (such as nanes, addresses, and tel ephone nunbers) in the
context of a particular directory object (such as a donain nane).
Accuracy requirenents are out of scope for this protocol

Addi tional security considerations are described in the
specifications for HITP [ RFC7231], HITP Basic and Di gest access

aut hentication [ RFC7235], HTTP over TLS [RFC2818], and additi ona

HTTP status codes [ RFC6585]. Security considerations for federated
aut hentication systens can be found in the QAuth [ RFC6749] and Openl D
[ Openl D] specifications.
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