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1. Introduction

The S/M ME [ RFC5751] standard defines a data encapsul ation format for
the achi evenent of end-to-end security services such as integrity,
aut henti cation, non-repudiation, and confidentiality. By default,
S/'M ME secures nessage body parts, at the exclusion of the nessage
header fi el ds.

S/M ME provides an alternative solution to secure header fields: "the
sending client MAY wap a full MM nessage in a nessage/rfc822
wrapper in order to apply S/M ME security services to header fields".
However, the S/M ME solution doesn’t provide any gui dance regardi ng
what subset of nmessage header fields to secure, procedures for
clients to reconcile the "inner" and "outer" headers, or procedures
for client interpretation or display of any failures.

Several other security specifications supplenment S/M M features but
fail to address the target requirenent set of this docunent. Such

ot her security specifications include Dormai nKeys Identified Mai

(DKIM [RFC6376], STARTTLS [RFC3207], TLS with | MAP [ RFC2595], and an
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Internet-Draft referred to as "Protected Headers" [PRHDRS]. An
expl anati on of what these services acconplish and why they do not
solve this problemcan be found in subsequent sections.

The goal of this docurment is to define end-to-end secure header field
nmechani sns conpliant with S/MME standard. This technique is based
on the signed attribute fields of a Cryptographi c Message Synt ax
(CVB) [ RFC5652] signature.

2. Term nol ogy and Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

The terms Message User Agent (MJA), Message Submi ssion Agent (NMSA)
and Message Transfer Agent (MIA) are defined in the emnai
architecture docunent [RFC5598].

The term Domain Confidentiality Authority (DCA) is defined in the
S/'M ME Domai n Security specification [ RFC3183].

End-to-end Internet Ml exchanges are performed between nessage
originators and recipients.

The term nessage header fields is described in [RFC5322]. A header
field is conposed of a name and a val ue.

Secure Headers technol ogy uses header field statuses required to
provide a confidentiality service toward nessage headers. The
following three terns are used to describe the field statuses:

- duplicated (the default status). Wen this status is present or
if no status is specified, the signature process enbeds the header
field value in the digital signature, but the value is also
present in the nessage header fields.

- deleted. Wen this status is present, the signature process
enbeds the header field value in the digital signature, and the
encryption process deletes this field fromthe nmessage to preserve
its confidentiality.

- nodified. Wen this status is present, the signature process
enbeds the header field value in the digital signature, and the
encryption process nodi fies the value of the header field in the
nmessage. This preserves confidentiality and informs a receiver’s
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nonconpl i ant MJA that secure headers are being used. New val ues
for each field mght be configured by the sender (i.e., "This
header is secured; use a conpliant client.").

The term non-repudi ation is used throughout this docunent in
deference to the usage in the S/M M Message Specification [ RFC5751].
It is recognized that this termcarries with it mich baggage, and
that there is sone disagreenent as to its proper meani ng and usage.
However, in the context of this docunent, the termnmerely refers to
one set of possible security services that a conformng

i mpl enentati on m ght be able to provide. This docunment specifies no
normative requirements for non-repudiation

3. Context

Over the Internet, enmail use has grown and today represents a
fundanental service. Meanwhile, continually increasing threat |evels
are notivating the inplenmentation of security services.

Hi storically, SMIP [ RFC5321] and the Internet Message Format (I M)

[ RFC5322] don’'t provide, by default, security services. The SIMME
standard [ RFC5751] was published in order to address these needs.

S/'M ME defines a data encapsul ation format for the provision of end-
to-end security services such as integrity, authentication, non-
repudi ati on, and confidentiality. By default, S/ M ME secures nessage
body parts, at the exclusion of the nessage header fields. |In order
to protect nessage header fields (for instance, the "Subject", "To",
"Froni', or custom zed fields), several solutions exist.

In Section 3.1 of [RFC5751], S/ M ME defines an encapsul ation
mechani sm

[...] the sending client MAY wap a full M ME nessage in a
nmessage/ rfc822 w apper in order to apply S/M M security services
to these header fields. It is up to the receiving client to
decide how to present this "inner" header along with the
unprotected "outer" header

However, some use cases are not addressed, especially in the case of
message encryption. Wat happens when header fields are encrypted?
How does the receiving client display these header fields? How can a
subset of header fields be secured? S/ M M doesn’t address these

i ssues.
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Sone partial header protection is provided by the SSMMe Certificate
Handl i ng specification [ RFC5750]:

Recei vi ng agents MJST check that the address in the From or Sender
header of a mail message matches an Internet mmil address, if
present, in the signer’s certificate, if nmail addresses are
present in the certificate.

In some cases, this may provide assurance of the integrity of the
From or Sender header val ues. However, the solution in RFC 5750 only
provi des a mat chi ng mechani sm between enai|l addresses and provi des no
protection to other header fields.

O her security specifications (introduced bel ow) exist such as DKIM
STARTTLS and TLS with | MAP, but they neet other needs (signing
domai n, secure channels, etc.).

STARTTLS and TLS with | MAP provi de secure channel s between conmponents
of the emmil system (MJA, MSA, MIA, etc.), but end-to-end integrity
cannot be guarant eed.

DKI M defines a domai n-1evel authentication franework for email

VWhile this permts integrity and origination checks on nessage header
fields and the nmessage body, it does this for a domain actor (usually
the SMIP service or equivalent) and not for the entity that is

sendi ng, and thus signing, the nessage. (Extensions to DKIM night be
able to solve this issue by authenticating the sender and making a
statenment of this fact as part of the signed nessage headers.) DKIM
is also deficient for our purposes, as it does not provide a
confidentially service.

An Internet-Draft referred to as "Protected Headers" [PRHDRS] has
been proposed. Mechani sns described in that docunent are the
fol | owi ng:

[...] a digest value is conputed over the canonicalized version of
sone sel ected header fields. This technique resenbles header
protection in [RFC4871]. Then the digest value is included in a
signed attribute field of a CM5 signature.

(Note that RFC 4871 has been obsol eted by RFC 6376.)

That specification doesn’t address all conceivable requirenents as
noted below. |If the protected header field has been altered, the
original value cannot be determ ned by the recipient. |In addition
the encryption service cannot provide confidentiality for fields that
must remain present in the nmessage header during transport.
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Thi s docunent proposes a technol ogy for securing nessage header
fields. I1t's referred to as "Secure Headers". It is based on SIMME
and CMS standards. It provides security services such as data
integrity, confidentiality, and non-repudiation of the sender

Secure Headers is backward conpatible with other S/MME clients.

S/M ME clients who have not inplenented Secure Headers technol ogy
need nerely ignore specific signed attributes fields in a CVB
signature (which is the default behavior).

4. Mechanisnms to Secure Message Header Fields

Secure Headers technol ogy invol ves the description of a security
policy. This policy MIST describe a secure nessage profile and |i st
the header fields to secure. How this security policy is agreed upon
or communi cated is beyond the scope of this docunent.

Secure headers are based on the signed attributes field as defined in
CMB. The details are as follows. The nmessage header fields to be
secured are integrated in a structure (SecureHeaderFiel ds structure)
that is encapsulated in the signed attributes structure of the
Signerinfo object. There is only one val ue of HeaderFi el ds encoded
into a single SignedAttribute in a signature. See Appendix A for an
exanpl e. For each header field present in the secure signature, a
status can be set. Then, as described in Section 5.4 of CMV5

[ RFC5652], the nessage digest cal cul ation process conputes a nessage
di gest on the content together with the signed attributes. Details
of the signature generation process are in Section 4.5.1 of this
docunent .

Verification of secure header fields is based on the signature
verification process described in CM5. At the end of this process, a
conpari son between the secure header fields and the corresponding
nmessage header fields is performed. |If they match, the signature is
valid. Oherwi se, the signature is invalid. Details of the
signature verification process are in Section 4.5.2 of this docunent.

Non-conforming SIMME clients will ignore the signed attribute
cont ai ni ng the SecureHeaderFi el ds structure, and only performthe
verification process described in CM5. This guarantees backward
conpatibility.

Secure headers provide security services such as data integrity, non-
repudi ati on, and confidentiality.
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For different reasons (e.g., usability, limts of | MAP [ RFC3501]),
encryption and decryption processes are perforned by a third party.
The third party that perforns these processes is referred to in the
Domai n Security specification as a Domain Confidentiality Authority
(DCA). Details of the encryption and decryption processes are in
Sections 4.6.1 and 4.6.2 of this docunent.

The architecture of Secure Headers is presented below. The MJA
performs the signature generation process (C) and signature
verification process (F). The DCA perfornms the nmessage encryption
process (D) and nmessage decryption process (E). The encryption and
decryption processes are optional.

A Domai n B Domai n
oo + oo +
+--- - - + +--- - - + +--- - - + +--- - - +
| MIAA| ------- >| DCA| ---------- >| DCA|-------- > MJA |
| | | D | | E | | |
R + R + R + R +

Si gnedMsg Encrypt edMsg Si gnedMsg

Figure 1: Architecture of Secure Headers
4.1. ASN. 1 Syntax of Secure Header Fields

The ASN.1 syntax [ ASN1-88] of the SecureHeaderFields structure is as
fol | ows:

Secur eHeaderFields ::= SET {
canonAl gorithm Al gorithm
secHeader Fi el ds HeaderFi el ds }

i d- aa- secur eHeader Fi el dsl dentifier OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smne(16) id-aa(2) secureHeaderFieldsldentifier(55) }

Al gorithm ::= ENUVERATED ({
canonAl gori t hni npl e(0),
canonAl gorit hmRel axed(1) }

Header Fi el ds ::= SEQUENCE SI ZE (1..MAX) OF HeaderField
Header Fi el d ::= SEQUENCE {
fi el d- Nane Header Fi el dNan®e,

fi el d- Val ue Header Fi el dVal ue,
field-Status HeaderFi el dStat us DEFAULT duplicated }
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Header Fi el dNane ::= VisibleString (FROM (ALL EXCEPT (":")))
-- This description nmatches the description of
-- field name in Sections 2.2 and 3.6.8 of RFC 5322

Header Fi el dval ue ::= UTF8String
-- This description matches the description of
-- field body in Section 2.2 of RFC 5322 as
-- extended by Section 3.1 of RFC 6532.

Header Fi el dStatus ::= | NTEGER {
duplicated(0), deleted(1l), nodified(2) }

4.2. Secure Header Fields Length and Format

Thi s specification requires MJA security capabilities in order to
process well-formed headers, as specified in IM-. Notice that it
i ncl udes | ong header fields and fol ded header fields.

4.3. Canonicalization A gorithm

Duri ng a message transfer through a nessagi ng system some components
m ght nodify headers (i.e., adding or deleting space, changing or

| ower case or uppercase). This mght lead to a conparison m smatch of
header fields. This enphasizes the need of a conversion process in
order to transformdata to their canonical form This process is
naned the canonicalization process.

Two canonicalization algorithms are considered here, according to
Section 3.4 of the DKIMspecification [ RFC6376]. The "sinple"

al gorithm doesn’t allow any nodification, whereas the "rel axed"

al gorithm accepts slight nodifications |ike space replacenment or |ine
reformatting. G ven the scope of this docunment, canonicalization
mechani sns only invol ve header fields.

| mpl ement ati ons SHOULD use the "rel axed” algorithmto pronote
interoperability with non-conform ng SMIP products.

4.4, Header Field Statuses

Header field statuses are necessary to provide a confidentiality
service for message headers. 1In this specification, the
confidentiality of header fields is provided by the DCA. This point
is described in Section 4. The DCA perforns the nessage encryption
process and nmessage decryption process; these processes are described
in detail in Sections 4.6.1 and 4.6.2. Although header field
statuses are enbedded in the signature, the signature processes
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(generation and verification) ignore them The header field status
defaults to "duplicated". |If the header field is confidential, the
header field status MJST be either "deleted" or "nodified"

4.5. Signhature Process
4.5.1. Signature CGeneration Process

During the signature generation process, the sender’s MJA MJST enbed
the SecureHeaderFields structure in the signed attributes, as
described in CM5. The SecureHeaderFi el ds structure MJST include a
canoni cal i zation al gorithm

The sender’s MJA MJUST have a list of header fields to secure,
statuses, and a canonicalization algorithm as defined by the
security policy.

Header fields (names and val ues) enbedded in signed attributes MJST
be the sanme as those included in the initial nessage.

If different headers share the sane nane, all instances MJST be
included in the SecureHeaderFi el ds structure.

If nmultiple signatures are used, as explained in the CM5 and Multiple
Si gner [ RFC4853] specifications, the SecureHeaderFields structure
MUST be the sanme in each Signerlnfos object.

If a header field is present and its value is enpty, HeaderFi el dval ue
MJUST have a zero-length fiel d-Val ue.

Consi deri ng secure header nmechani sns, the signature generation
process MUST performthe foll ow ng steps:

1) Select the relevant header fields to secure. This subset of
headers is defined according the security policy.

2) Apply the canonicalization algorithmfor each sel ected header
field.

3) Complete the following fields in the SecureHeaderFi el ds
structure according to the initial nessage: HeaderFi el dName,
Header Fi el dVal ue, and Header Fi el dSt at us.

4) Conplete the algorithmfield according to the canonicalization
al gorithm confi gured.

5) Enbed the SecureHeaderFields structure in the signed attributes
of the Signerlnfos object.
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6) Conpute the signature generation process as described in
Section 5.5 of CM5 [ RFC5652].

4.5.2. Signature Verification Process

During the signature verification process, the receiver’'s MJA
conpares header fields enbedded in the SecureHeaderFields structure
with those present in the nessage. For this purpose, it uses the
canoni calization algorithmidentified in the signed attributes. If a
m smat ch appears during the conparison process, the receiver’'s MJA
MUST invalidate the signature. The MJA MJST di splay information on
the validity of each header field. It MJST al so display the val ues
enbedded in the signature.

The receiver’s MJA MUST know the |ist of nmandatory header fields in
order to verify their presence in the nessage. |If a header field
defined in a message is in the secure header list, it MJST be
included in the SecureHeaderFields structure. Oherw se, the
receiver’'s MJA MUST warn the user that a non-secure header is
present.

Consi deri ng secure header mechani sms, the signature verification
process MJST performthe foll ow ng steps:

1) Execute the signature verification process as described Section
5.6 of CM5 [RFC5652]. If the signature appears to be invalid,
the process ends. O herw se, the process continues.

2) Read the type of canonicalization algorithmspecified in the
Secur eHeader Fi el ds structure.

3) For each field present in the signature, find the natching
header in the nessage. |If there is no matching header, the
verification process MIST warn the user, specifying the m ssing
header name. The signature is tagged as invalid. Note that
any header fields encrypted as per Section 4.6 (i.e., status of
"del eted" or "nodified") have been are already restored by the
DCA when the signature verification process is perfornmed by the

MUA.

4) Compute the canonicalization algorithmfor each header field
value in the nessage. |If the "sinple" algorithmis used, the
steps described in Section 3.4.1 of DKIM|[RFC6376] are
performed. |f the relaxed algorithmis used, the steps

described in Section 3.4.2 of DKIM[RFC6376] are perforned.
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5) For each field, conpare the value stored in the
Secur eHeader Fi el ds structure with the val ue returned by the
canoni calization algorithm |f the values don't match, the
verification process MIUST warn the user. This warning MJST
mention msmatching fields. The signature is tagged as

invalid. |If all the conparisons succeed, the verification
process MJST also notify the user (i.e., using an appropriate
i con).

6) Verify that no secure header has been added to the nessage
header, given the initial fields. |If an extra header field has
been added, the verification process MIST warn the user. This
war ni ng MUST nention extra fields. The signature is tagged as
invalid. This step is only performed if the sender and the
reci pi ent share the sanme security policy.

7) Verify that each nandatory header in the security policy and
present in the nessage is al so enbedded in the
Secur eHeader Fi el ds structure. |If such headers are m ssing, the
verification process MUST warn the user and indicate the nanes
of the mi ssing headers.

The MJA MJST display the properties of each secure header field
(nane, value, and status) and the canonicalization algorithmused.

4.6. Encryption and Decryption Processes

Encrypti on and decryption operations are not performed by MJAs. This
is minly justified by limtations of existing email delivery
protocols, for exanple, IMAP. The solution devel oped here relies on
concepts explained in Section 4 of the Donain Security specification
[ RFC3183]. A fundanmental conponent of the architecture is the Donmain
Confidentiality Authority (DCA). Its purpose is to encrypt and
decrypt messages instead of that being performed by senders and

recei vers (respectively).

4.6.1. Encryption Process

Al'l the computations presented in this section MJST be perforned only
if the followi ng conditions are verified:

- The content to be encrypted MJST consist of a signed nessage
(application/pkcs7-minme with SignedData, or multipart/signed)
as shown in Section 3.4 of the S/MME specification [ RFC5751].

- A SecureHeaderFields structure MJST be included in the
signedAttrs field of the Signerlnfo object of the signature.
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Al'l the nechani sns descri bed bel ow MJST start at the begi nning of the
encryption process, as explained in CM5. They are performed by the
sender’s DCA. For extraction of the field status, the follow ng
steps MUST be performed for each field included in the

Secur eHeader Fi el ds structure:

1. If the status is "duplicated", the field is left at its
exi sting val ue.

2. If the status is "deleted", the header field (nanme and val ue)
is renoved fromthe nmessage. Mandatory header fields specified
in [ RFC5322] MUST be kept.

3. If the status is "nodified", the header value is replaced by a
new val ue, as configured in the DCA

4.6.2. Decryption Process

Al the conputations presented in this section MJUST be perfornmed only
if the follow ng conditions are verified:

- The decrypted content MJST consist of a signature object or a
mul tipart object, where one part is a detached signature, as
shown in Section 3.4 of the S/M ME specification [ RFC5751].

- A SecureHeaderFields structure MJST be included in the
Si gnerInfo object of the signature.

Al'l the nechani sms descri bed bel ow MUST start at the end of the
decryption process, as explained in CM5. They are executed by the
receiver’'s DCA. The follow ng steps MJST be perfornmed for each field
i ncluded in the SecureHeaderFi el ds structure:

1. If the status is "duplicated", the field is left at its
exi sting val ue.

2. If the status is "deleted", the DCA MUST wite a header field
(nanme and value) in the nessage. This header MJUST be conpli ant
with the informati on enbedded in the signature.

3. If the status is "nodified", the DCA MJST rewite a header

field in the nessage. This header MJST be conpliant with the
Secur eHeader Fi el ds structure.
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5. Case of Triple Wapping

Secure Headers nechani sns MAY be used with triple wapping, as

descri bed in Enhanced Security Services (ESS) [RFC2634]. In this
case, a SecureHeaderFields structure MAY be present in the inner
signature, the outer signature, or both. |In the |ast case, the two

Secur eHeader Fi el ds structures MAY differ. One MAY consider the
encapsul ation of a header field in the inner signature in order to
satisfy confidentiality needs. On the contrary, an outer signature
encapsul ati on MAY help for delivery purposes. The sender’s MJA and
receiver’s MJA nust have a security policy for triple wapping. This
security policy MJST be conposed of two parts -- one for the inner
signature and the other for the outer signature.

6. Security Gateways

Sone security gateways sign or verify nessages that pass through
them Conpliant gateways MJUST apply the process described in Section
4.5.

For nonconpliant gateways, the presence of a SecureHeaderFi el ds
structure does not change their behavior

In sone case, gateways MJST generate a new signature or insert
signerinfos into the signedData bl ock. The format of signatures
generated by gateways is outside the scope of this docunent.

7. Security Considerations

Thi s specification describes an extension of the SIMME standard. It
provi des nessage header integrity, non-repudiation, and
confidentiality. The signature and encryption processes are

conpl ementary. However, according to the security policy, only the

signature mechanismis applicable. 1In this case, the signature
process is inplemented between MJAs. The encryption process requires
si gned nmessages with the Secure Headers extension. |If required, the

encryption process is inplenented by DCAs.

This specification doesn’t address end-to-end confidentiality for
nmessage header fields. Messages sent and received by MJAs coul d be
transmtted as plaintext. 1In order to avoid interception, the use of
TLS is recomended between MJAs and DCAs (uplink and downli nk).

Anot her sol ution mght be the use of S/M M between MJAs and DCAs in
t he same domain.

For the header field confidentiality mechanismto be effective, al

DCAs supporting confidentiality must support Secure Headers
processing. Qherwise, there is a risk that headers are not obscured
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9.

9.

upon encryption or not restored upon decryption. 1In the forner case,
confidentiality of the header fields is conpronmised. In the latter
case, the integrity of the headers will appear to be conprom sed.

| ANA Consi der ati ons

| ANA has registered val ue 65, nod-sM neSecureHeadersVl, in the "SM
Security for SIMME Mdule Identifier (1.2.840.113549.1.9.16.0)"
registry.

| ANA has al so regi stered val ue 55,

i d- aa- secur eHeader Fi el dsldentifier, in the "SM Security for SIM M
Attributes (1.2.840.113549.1.9.16.2)" registry. This value will be
used to identify an authenticated attribute carried within a CVM5
wrapper [RFC5652]. This attribute OD appears in Section 4.1 and
again in the reference definition in Appendix A
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Appendi x A,  Formal Syntax of Secure Header

Note: The ASN. 1 nodul e contained herein uses the 1988 version of
ASN. 1 notation [ASN1-88] for the purposes of alignnent with the

exi sting S/M Me specifications. The SecureHeaderFields structure is
defined as foll ows:

nod- SM neSecur eHeader sV1
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm ne(16) nodul es(0) secure-headers-v1(65) }

DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

i d-aa
FROM Secur eM neMessageV3dot 1
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
nmsg-v3dot 1(21) };

-- id-aa is the arc with all new authenticated and
-- unauthenticated attributes produced by the S/M M
-- Working Goup

i d- aa- secur eHeader Fi el dsl dentifier OBIJECT I DENTIFIER ::= {
i d-aa secure-headers(55) }

Secur eHeader Fi el ds ::= SET {
canonAl gorithm Al gorithm
secHeader Fi el ds HeaderFi el ds }

Al gorithm ::= ENUMERATED {
canonAl gori t hnSi npl e(0),
canonAl gorit hnmRel axed(1) }

Header Fiel ds ::= SEQUENCE SIZE (1.. MAX) OF HeaderField

Header Fi el d :: = SEQUENCE {
fi el d- Nane Header Fi el dNan®e,
fi el d- Val ue Header Fi el dVal ue,
field-Status HeaderFi el dStatus DEFAULT duplicated }

Header Fi el dName ::= VisibleString (FROM (ALL EXCEPT (":")))

-- This description matches with the description of
-- field nane in the Sections 2.2 and 3.6.8 of RFC 5322
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Header Fi el dval ue ::= UTF8String
-- This description matches with the description of
-- field body in the Section 2.2 of RFC 5322 as
-- extended by Section 3.1 of RFC 6532.

Header Fi el dStatus ::= | NTEGER {
duplicated(0), deleted(1l), nodified(2) }

END
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Appendi x B. Exanpl e of Secure Header Fields

In the foll owi ng exanpl e, the header fields subject,

x-Xxi nf-primary-precedence, and x-xinf-correspondance-type are secured
and integrated in a SecureHeaderFields structure. This exanple
shoul d produce a valid signature.

Extract fromthe nmessage header fields:

From John Doe <jdoe@xanpl e.conp
To: Mary Smith <mary@xanpl e. conp
subject: This is a test of Ext.

x-Xi nf-primary-precedence: priority
x-Xxi nf-correspondance-type: officia

The SecureHeaderFi el ds structure extracted fromthe signature:
2286 150: SEQUENCE {

2289 11: OBJECT IDENTIFIER '1 2 840 113549 1 9 16 2 80’
2302 134:  SET {

2305 131: SET {
2308 4: ENUMERATED 1
2314 123: SEQUENCE {
2316  40: SEQUENCE {
2318 25: Vi sibleString ’'x-xinf-prinmary-precedence
2345 8: UTF8String 'priority’
2355 1 | NTEGER 0

: }
2358  41: SEQUENCE {
2360 26: Vi si bl eString ’'x-xinf-correspondance-type
2388 8: UTF8String 'of ficial
2398 1 | NTEGER 0

: }
2401 36: SEQUENCE {
2403 7: Vi sibleString ’subject’
2412 22: UTF8String 'This is a test of Ext.’
2436 1: | NTEGER 0O

' }

}
}
}
}

The exanple is displayed as an output of Peter Gutmann’s "dunpasnl"”
program

O D used in this exanple is nonofficial
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