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1

Bi

| ntroducti on

Thi s docunent describes a fine-grained source address validation
mechani smfor | Pv4 and | Pv6 packets. This mechani sm creates bindings
bet ween | P addresses assigned to network interfaces by DHCP and

sui tabl e bi nding anchors (Section 4.3.5). As discussed in Section 3
and [ RFC7039], a "binding anchor" is an attribute that is inmutable
or difficult to change that may be used to identify the systeman IP
address has been assigned to; common exanples include a Media Access
Control (MAC) address found on an Ethernet switch port or W-Fi
security association. The bindings are used to identify and filter
packets originated by these interfaces using forged source IP
addresses. In this way, this nechani smcan prevent hosts from using
| P addresses assigned to any other attachnment point in or not
associated with the network. This behavior is referred to as
"spoofing"” and is key to amplification attacks, in which a set of
systens send nessages to another set of systens claimng to be froma
third set of systens, and sending the replies to systens that don't
expect them \Wereas BCP 38 [ RFC2827] protects a network froma

nei ghboring network by providing prefix granularity source |P address
validity, this mechanismprotects a network, including a Local Area
Network, fromitself by providing address granularity source IP
validity when DHCP/ DHCPv6 is used to assign |Pv4/IPv6 addresses.

Both provide a certain |level of traceability, in that packet drops

i ndicate the presence of a systemthat is produci ng packets with
spoofed | P addresses.

SAVI - DHCP snoops DHCP address assignnents to set up bindi ngs between
| P addresses assi gned by DHCP and correspondi ng bi ndi ng anchors. It
i ncl udes the DHCPv4 and DHCPv6 Snooping Process (Section 6) and the
Dat a Snooping Process (Section 7), as well as a nunber of other
technical details. The Data Snooping Process is a data-triggered
procedure that snoops the |IP header of data packets to set up
bindings. It is designed to avoid a permanent bl ockage of valid
addresses in the case that DHCP snooping is insufficient to set up
all the valid bindings.

This mechanismis designed for the stateful DHCP scenario [ RFC2131]

[ RFC3315]. Stateless DHCP [ RFC3736] is out of scope for this
docunent, as it has nothing to do with I P address allocation. An
alternative SAVI nethod woul d have be used in those cases. For hosts
using Statel ess Address Autoconfiguration (SLAAC) to allocate
addresses, First-Cone, First-Served Source Address Validation

| mprovenent (FCFS SAVI) [ RFC6620] shoul d be enabled. SAVI-DHCP is
primarily designed for pure DHCP scenarios in which only addresses
assigned through DHCP are all owed. However, it does not bl ock |ink-
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Bi

| ocal addresses, as they are not assigned using DHCP. It is
RECOVMENDED t hat the administration deploy a SAVI solution for |ink-
| ocal addresses, e.g., FCFS SAVI [RFC6620].

Thi s mechani sm wor ks for networks that use DHCPv4 only, DHCPv6 only,
or both DHCPv4 and DHCPv6. However, the DHCP address assi gnnment
nmechani smin I Pv4/1Pv6 transition scenarios, e.g., [RFCr341], are
beyond the scope of this docunent.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Ter m nol ogy

Bi ndi ng anchor: A "binding anchor” is defined to be a physical and/or
i nk-l1ayer property of an attached device, as in [RFC7039]. A list
of sanpl e bindi ng anchors can be found in Section 3.2 of that
docunent. To the degree possible, a binding anchor associates an IP
address with sonethi ng unspoofable that identifies a single-client
systemor one of its interfaces. See Section 4.3.5 for nore detail

Attribute: A configurable property of each binding anchor (port, MAC
address, or other information) that indicates the actions to be
performed on packets received fromthe attached network device.

DHCP address: An | P address assigned via DHCP

SAVI - DHCP: The nane of this SAVI function for DHCP-assi gned
addr esses.

SAVI device: A network device on which SAVI-DHCP i s enabl ed.
Non- SAVI device: A network device on which SAVI-DHCP i s not enabl ed.

DHCP Cient-to-Server nessage: A nessage that is sent froma DHCP
client to a DHCP server or DHCP servers and is one of the follow ng

types:
o DHCPv4 Discover: DHCPDI SCOVER [ RFC2131].

o DHCPv4 Request: DHCPREQUEST generated during SELECTI NG state
[ RFC2131].

o DHCPv4 Renew. DHCPREQUEST generated duri ng RENEW NG st ate
[ RFC2131] .
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o DHCPv4
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Rebi nd: DHCPREQUEST gener at ed during REBI NDI NG state

[ RFC2131] .

o DHCPv4

Reboot : DHCPREQUEST generated during | N T- REBOOT state

[ RFC2131] .

0 Note:

DHCPv4 Request/ Renew Rebi nd/ Reboot nessages can be

identified based on Table 4 of [RFC2131].

o DHCPv4

o DHCPv4

o DHCPv4

o DHCPv4

Decl i ne: DHCPDECLI NE [ RFC2131].
Rel ease: DHCPRELEASE [ RFC2131].
I nform DHCPI NFORM [ RFC2131] .

DHCPLEASEQUERY: A nessage sent to inquire about the | ease

that m ght exist for an | Pv4 address [ RFC4388].

o DHCPv6

o DHCPv6

o DHCPv6

o DHCPv6

o DHCPv6

o DHCPv6

o DHCPv6

o DHCPv6

o DHCPv6

Request: REQUEST [ RFC3315].

Solicit: SOLICIT [ RFC3315].

Confirm CONFI RM [ RFC3315] .

Decl i ne: DECLI NE [ RFC3315].

Rel ease: RELEASE [ RFC3315].

Rebi nd: REBI ND [ RFC3315] .

Renew. RENEW [ RFC3315].

I nf or mat i on- Request : | NFORMATI ON- REQUEST [ RFC3315] .

LEASEQUERY: A nessage sent to inquire about the |ease that

m ght exist for an | Pv6 address [RFC5007].

DHCP Server-to-Cient nmessage: A nessage that is sent froma DHCP

server to

a DHCP client and is one of the follow ng types:

0o DHCPv4 ACK: DHCPACK [ RFC2131].

o DHCPv4

o DHCPv4

o DHCPv4

NAK: DHCPNAK [ RFC2131] .
Offer: DHCPOFFER [ RFC2131] .

DHCPLEASEACTI VE: A response to a DHCPLEASEQUERY request

containing lease informati on [ RFC4388].

Bi, et al.
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0 DHCPv4 DHCPLEASEUNKNOMN: A response to a DHCPLEASEQUERY request
i ndicating that the server does not nmanage the address [ RFC4388].

0 DHCPv4 DHCPLEASEUNASSI GNED: A response to a DHCPLEASEQUERY request
i ndicating that the server manages the address and there is no
current | ease [ RFC4388].

o DHCPv6 Reply: REPLY [ RFC3315].
o DHCPv6 Advertise: ADVERTI SE [ RFC3315].
o DHCPv6 Reconfigure: RECONFI GURE [ RFC3315].

o0 DHCPv6 LEASEQUERY- REPLY: A response to a LEASEQUERY request
[ RFC5007] .

Lease tine: The lease time in | Pv4 [RFC2131] or the valid lifetinme in
| Pv6 [ RFC3315].

Binding entry: A rule that associates an | P address with a binding
anchor.

Binding State Table (BST): The data structure that contains the
bi ndi ng entries.

Binding entry limt: The maxi mum nunber of binding entries that may
be associated with a binding anchor. Limting the nunmber of binding
entries per binding anchor prevents a malicious or mal functioning
node from overl oadi ng the binding table on a SAVI devi ce.

Direct attachnent: ldeally, a SAVI device is an access device that
hosts are attached to directly. |In such a case, the hosts are direct
attachnments (i.e., they attach directly) to the SAVI device.

Indirect attachnment: A SAVI device MAY be an aggregation device that
ot her access devices are attached to and that hosts in turn attach
to. In such a case, the hosts are indirect attachnents (i.e., they
attach indirectly) to the SAVI devi ce.

Unprotected link: Unprotected links are |inks that connect to hosts
or networks of hosts that receive their DHCP traffic by another path
and are therefore outside the SAVI perineter.

Unprot ected device: An unprotected device is a device associated with

an unprotected Iink. One exanple might be the gateway router of a
net wor k.

Bi, et al. St andards Track [ Page 7]
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4.

4.

Protected link: If DHCP nmessages for a given attached device al ways
use a given link, the link is considered to be "protected" by the
SAVI device and is therefore within the SAVI perineter.

Protected device: A protected device is a device associated with a
protected |ink. One exanple mght be a desktop switch in the
network, or a host.

Cut vertex: A cut vertex is any vertex whose renmpval increases the
nunber of connected conmponents in a (network) graph. This is a
concept in graph theory. This termis used in Section 6.1 to
accurately specify the required depl oynent |ocation of SAVI devices
when they only performthe DHCP Snoopi ng Process.

Identity Association (1A): "A collection of addresses assigned to a
client" [RFC3315].

Det ecti on nessage: A Neighbor Solicitation or ARP nessage intended by
the Data Snoopi ng Process to detect a duplicate address.

DHCP_DEFAULT_LEASE: Default lifetime for a DHCPv6 address when the
binding is triggered by a DHCPv6 Confirm nessage but a DHCPv6
Leasequery exchange [ RFC5007] cannot be performed by the SAVI device
to fetch the |ease

Depl oynment Scenario and Configuration
1. Elenents and Scenario

The essential elenents in a SAVI-DHCP depl oynent scenario include at

| east one DHCP server (which may or nay not be assigned an address
usi ng DHCP and therefore may or nmay not be protected), zero or nore
protected DHCP clients, and one or nore SAVI devices. It may also

i ncl ude DHCP rel ays, when the DHCP server is not co-located with a
set of clients, and zero or nore protected non-SAVI devices. CQutside
the perineter, via unprotected links, there may be many unprotected
devi ces.

Bi, et al. St andards Track [ Page 8]
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Bi
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| Unprotected

| Devi ce

Fomm e o - Fomm e o - +
Fomm oo + +---- - L ------ + Fomm e m e +
| DHCP +o---- + Non-SAVI  +----+Bogus DHCP
| Server A | Device 1 | | Server
S + S S + N +

Protection T + trusted link
Peri net er | SAVI R +
| Device C |
S + |
| | -
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| Coe e | . o |
| . | . | . e + | .
O T S e ST R SFOUpNE S PR SEpup
| Non-SAVI |. |dient] . |DHCP | . |Cient| . |DHCP |
| Device 2 |. |A | . |Relay | . |B | . |Server B
Fomm oo - +, F------ + . F------ + . F------ + Fomm e m oo - +

Figure 1. SAVI-DHCP Scenario

Figure 1 shows a deploynent scenario that contains these el enents.
Note that a physical device can instantiate nultiple elenments, e.qg.
a switch can be both a SAVI device and a DHCP relay, or in a cloud-
conputing environnent, a physical host may contain a virtual swtch
pl us sone nunmber of virtual hosts. In such cases, the links are

| ogi cal links rather than physical |inks.

Net wor ks are not usually isolated. As a result, traffic from other
networks, including transit traffic as specified in [ RFC6620] (e.qg.
traffic fromanother SAVI switch or a router) may enter a SAVI - DHCP
network through the unprotected links. Since SAVI solutions are
limted to validating traffic generated froma |ocal |ink, SAVI-DHCP
does not set up bindings for addresses assigned in other networks and
cannot validate them Traffic fromunprotected |inks should be
checked by an unprotected device or mechani snms described in

et al. St andards Track [ Page 9]
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4. 2.

[ RFC2827]. The generation and depl oynent of such a nechanismis
beyond the scope of this docunent.

Traffic fromprotected links is, however, locally generated and
shoul d have its source addresses validated by SAVI-DHCP i f possible.
In the event that there is an intervening protected non-SAVI device
bet ween the host and the SAVI device, however, use of the physica
attachment point alone as a binding anchor is insufficiently secure,
as several devices on a port or other point of attachnment can spoof
each other. Hence, additional information such as a MAC address
SHOULD be used to di sanbi guate them

SAVI Bi ndi ng Type Attributes

As illustrated in Figure 1, a system attached to a SAVI device can be
a DHCP client, a DHCP rel ay/server, a SAVI device, or a non-SAV
device. Different actions are performed on traffic originated from
different elements. To distinguish anong their requirenents, severa
properties are associated with their point of attachnent on the SAV
devi ce.

VWhen a bindi ng association is uninstantiated, e.g., when no host is
attached to the SAVI device using a given port or other binding
anchor, the binding port attributes take default val ues unless
overridden by configuration. By default, a SAVI switch does not
filter DHCP nessages, nor does it attenpt to validate source
addresses, which is to say that the binding attributes are ignored
until SAVI-DHCP is itself enabled. This is because a SAVI switch
that depends on DHCP cannot tell, a priori, which ports have valid
DHCP servers attached, or which have routers or other equiprent that
woul d validly appear to use an arbitrary set of source addresses.
When SAVI has been enabled, the attributes take effect.

4.2.1. Trust Attribute

Bi

The "Trust Attribute" is a Boolean value. |f TRUE, it indicates that
the packets fromthe correspondi ng attached device need not have
their source addresses validated. Exanples of a trusted attachnent
woul d be a port to another SAVI device, or to an | P router, as shown
in Figure 1. 1In both cases, traffic using many source | P addresses
will be seen. By default, the Trust attribute is FALSE, indicating
that any device found on that port will seek an address using DHCP
and be limted to using such addresses.

SAVI devices will not set up bindings for points of attachment with
the Trust attribute set TRUE, no packets, including DHCP nessages,
fromdevices with this attribute on their attachments will be
val i dated. However, DHCP Server-to-Client nessages will be snooped
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on attachnent points with the Trust attribute set TRUE in the sane
way as if they had the DHCP-Trust attribute set (see Section 4.2.2).

4.2.2. DHCP-Trust Attribute

The "DHCP-Trust Attribute" is simlarly a Boolean attribute. It

i ndi cates whet her the attached device is permitted to initiate DHCP
Server-to-Client nessages. 1In Figure 1, the points of attachnent of
the DHCP server and the DHCP relay woul d have this attribute set
TRUE, and attachnment points that have Trust set TRUE are inplicitly
treated as if DHCP-Trust is TRUE.

If the DHCP-Trust attribute is TRUE, SAVI devices will forward DHCP
Server-to-Client nessages fromthe points of attachnent with this
attribute. |If the DHCP Server-to-Cient nessages can trigger the
state transitions, the binding setup processes specified in Sections
6 and 7 will handle them By default, the DHCP-Trust attribute is
FALSE, indicating that the attached systemis not a DHCP server.

A DHCPv6 inplementor can refer to [ DHCPv6- SH ELD] for nore details.
4.2.3. DHCP-Snhooping Attribute

The " DHCP-Snooping Attribute"” is sinmlarly a Boolean attribute. It
i ndi cates whet her bindings will be set up based on DHCP snoopi ng.

If this attribute is TRUE, DHCP Cient-to-Server nessages to points
of attachnment with this attribute will trigger creation of bindings
based on the DHCP Snoopi ng Process described in Section 6. If it is
FALSE, either the Trust attribute nust be TRUE (so that bindings
becore irrel evant) or another SAVI nechani sm such as FCFS SAVI nust
be used on the point of attachnent.

The DHCP- Snooping attribute is configured on the DHCP client’s point
of attachnent. This attribute can be also used on the attachnents to
prot ected non-SAVI devices that are used by DHCP clients. In

Figure 1, the attachnent fromdCient Ato SAVI Device A the
attachment fromdient B to SAVI Device B, and the attachment from
Non- SAVI Device 2 to SAVI Device A can be configured with this
attribute.

4.2.4. Data-Snooping Attribute
The "Data- Snooping Attribute" is a Boolean attribute. It indicates

whet her data packets fromthe correspondi ng poi nt of attachment may
trigger the binding setup procedure.

Bi, et al. St andards Track [ Page 11]
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4. 2.

Bi

Dat a packets from points of attachnent with this attribute may
trigger the setup of bindings. SAVI devices will set up bindings on
points of attachment with this attribute based on the data-triggered
process described in Section 7.

| f the DHCP-Snooping attribute is configured on a point of
attachment, the bindings on this attachnment are set up based on DHCP
nessage snoopi ng. However, in sonme scenarios, a DHCP client nmay use
a DHCP address without the DHCP address assi gnnent procedure being
performed on its current attachnent. For such attached devices, the
Dat a Snoopi ng Process, which is described in Section 7, is necessary.
This attribute is configured on such attachnents. The usage of this
attribute is further discussed in Section 7.

Si nce some networks require DHCP depl oynment and others avoid it,
there is no obvious universal default value for the Data-Snooping
attribute. Hence, the Data-Snooping attribute should default to
FALSE, and a nechani sm shoul d be inplenmented to conveniently set it
to TRUE on all points of attachnent for which the Trust attribute is
FALSE.

5. Validating Attribute
The "Validating Attribute" is a Boolean attribute. It indicates
whet her packets fromthe correspondi ng attachnent will have their IP

sour ce addresses validated based on binding entries on the
attachnent.

If it is TRUE, packets coming fromattachments with this attribute
wi || be validated based on binding entries on the attachnment as
specified in Section 8. If it is FALSE, they will not. Since the
binding table is used in common with other SAVI algorithns, it nerely
signifies whether the check will be done, not whether it will be done
for SAVI-DHCP ori gi nat ed bi ndi ngs.

This attribute is by default the inverse of the Trust attribute;
source addresses on untrusted |inks are validated by default. [t MNAY
be set FALSE by the administration.

The expected use case is when SAVI is used to monitor but not bl ock
forged transm ssions. The network manager, in that case, nmay set the
DHCP- Snoopi ng and/ or Dat a- Snooping attribute TRUE but the Validating
attri bute FALSE
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4. 2.

4. 3.

4. 3.

Bi

6. Table of Miutual Excl usions

Different types of attributes may indicate nutually exclusive actions
on a packet. Miutually exclusive attributes MJST NOT be set TRUE on
the sane attachment. The conpatibility of different attributes is
listed in Figure 2. Note that although Trust and DHCP- Trust are
conpatible, there is no need to configure DHCP-Trust to TRUE on an
attachment with Trust attribute TRUE

Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| | | | DHCP- | Data- | |
| | Trust | DHCP- Trust| Snoopi ng | Snooping | Validating
R R R R R R +
| | | | mutually | nutually | mutually
| Trust | - | conpati bl e] exclusive| exclusive| exclusive
Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| |
| DHCP- Trust | conpat i bl e| - | conpati bl e| conpati bl e| conpati bl e|
R R R R R R +
| DHCP- | rutual ly | . | | . | . |
| Snoopi ng | exclusive | conpati bl e| - | conpati bl e|] conpati bl e
Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| Dat a- | mutual ly | | |
| Snoopi ng | exclusive |conpati bl e| conmpati bl e| - | conpatibl e
R R R R R R +
| |mutually | o o o |
| Val i dati ng| excl usi ve | conpati bl e|] conpati bl e| conpati bl e| -
Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +

Figure 2: Table of Mitual Exclusions
Peri met er
1. SAVI-DHCP Perineter Overview

SAVI devices forma perineter separating trusted and untrusted

regi ons of a network, as FCFS SAVI does (Section 2.5 of [RFC6620]).
The perinmeter is primarily designed for scalability. It has two

i mplications.

0 SAVI devices only need to establish bindings for directly attached
clients, or clients indirectly attached through a non- SAVI
protected device, rather than all of the clients in the network.

o Each SAVI device only needs to validate the source addresses in

traffic fromclients attached to it, w thout checking all the
traffic passing by.
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4. 3.

Bi

Consi der the exanple in Figure 1. The protection perineter is fornmed
by SAVI Devices A, B, and C. In this case, SAVI Device B does not
create a binding for Client A However, because SAVI Device A
filters spoofed traffic fromdCient A SAVI Device B can avoid

recei ving spoofed traffic fromdCient A

The perinmeter in SAVI-DHCP is not only a perineter for data packets
but also a perineter for DHCP nessages. DHCP server response
nmessages i nconming across the perineter will be dropped (Section 8).
The pl acenent of the DHCP relay and DHCP server, which are not

i nvol ved in [ RFC6620], is related to the construction of the
perinmeter. The requirenent on the placenent and configuration of the
DHCP rel ay and DHCP server is discussed in Section 4.3.3.

2. SAVI-DHCP Perimeter Configuration CGuideline

A perineter separating trusted and untrusted regi ons of the network
is formed as foll ows:

(1) Configure the Validating and DHCP- Snoopi ng attri butes TRUE on
the direct attachnents of all DHCP clients.

(2) Configure the Validating and DHCP- Snoopi ng attri butes TRUE on
the indirect attachnents of all DHCP clients (i.e., DHCP clients
on protected |links).

(3) Configure the Trust attribute TRUE on the attachments to other
SAVI devi ces.

(4) If a non-SAVI device, or a nunber of connected non-SAVI devi ces,
are attached only to SAVI devices, set the Trust attribute TRUE
on their attachnents.

(5) Configure the DHCP-Trust attribute TRUE on the direct
attachments to trusted DHCP rel ays and servers.

In this way, the points of attachnents with the Validating attribute
TRUE (and generally together with attachments of unprotected devices)
on SAVI devices can forma perineter separating DHCP clients and
trusted devices. Data packet checks are only performed on the
perinmeter. The perineter is also a perimeter for DHCP nessages. The
DHCP- Trust attribute is only TRUE on |links inside the perineter.

Only DHCP Server-to-Cient nmessages originated within the perineter
are trusted
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4. 3.

4. 3.

Bi

3. On the Placenent of the DHCP Server and Rel ay

As a result of the configuration guidelines, SAVI devices only trust
DHCP Server-to-Cient nessages originated inside the perineter.

Thus, the trusted DHCP rel ays and DHCP servers nmust be placed wthin
the perineter. DHCP Server-to-Cient nessages will be filtered on
the perineter. Server-to-Relay nessages will not be filtered, as
they are within the perineter. 1In this way, DHCP Server-to-dient
nmessages from bogus DHCP servers are filtered on the perineter,
havi ng entered through untrusted points of attachnment. The SAVI
devices are protected fromforged DHCP nmessages.

DHCP Server-to-Cient nessages arriving at the perinmeter from outside
the perimeter are not trusted. There is no distinction between a
DHCP server owned and operated by the correct admnistration but

out side the SAVI perinmeter and a bogus DHCP server. For example, in
Figure 1, DHCP Server Ais valid, but it is attached to Non- SAVI
Device 1. A bogus DHCP server is also attached to Non-SAVI Device 1
Wil e one could inmagine a scenario in which the valid one had a
statistically configured port nunber and MAC address, and therefore a
bi ndi ng, by default SAVI-DHCP cannot distingui sh whether a nmessage
received fromthe port of Non-SAVI Device 1 is from DHCP Server A or
the bogus DHCP server. |If DHCP Server A is contained in the
perimeter, Non-SAVI Device 1 will also be contained in the perineter.
Thus, DHCP Server A cannot be contained within the perineter apart
from manual configuration of the binding anchor

Anot her consideration on the placenent is that if the DHCP server/
relay is not inside the perineter, the SAVI devices may not be able
to set up bindings correctly because the SAVI devices nmay not be on
the path between the clients and the server/relay, or the DHCP
nessages are encapsul ated (e.g., Relay-reply and Rel ay-forward).

4. An Alternative Depl oynent

In common depl oynent practice, the traffic fromthe unprotected
network is treated as trustworthy, which is to say that it is not
filtered. 1In such a case, the Trust attribute can be set TRUE on the
unprotected link. |f non-SAVI devices, or a nunber of connected non-
SAVI devices, are only attached to SAVI devi ces and unprotected
devices, their attachment to SAVI devices can have the Trust
attribute set TRUE. Then an unclosed perineter will be forned, as
illustrated in Figure 3.
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4. 3.

Bi

Prot ecti on

I - - I
| | | Perimeter |
I I I I
| Unprotected | | Unprotected |
| Link | | Link
I I I I
I I I I
| Fomm oo - -+ Fomm oo - -+ S +
| | SAVI +- - - - +Non- SAVI +- - - - +SAVI |
| | Device | | Device | | Device |
| Fomm o -+ Fomm e + Fomm o -+ |
I I I I
\ + + /
I I
I I
Fomm e m oo - + Fomm e m oo - +
| DHCP | | DHCP |
|Cient | |Cient |
Fommm e a - + Fommm e a - +

Figure 3: Alternative Perineter Configuration
5. Considerations regarding Binding Anchors

The strength of this binding-based nechani sm depends on the strength
of the binding anchor. The sanple binding anchors in [ RFC7039] have
the property in which they associate an IP address with a direct
physi cal or secure virtual interface such as a switch port, a
subscri ber association, or a security association. |In addition
especially in the case where a protected non-SAVI device such as a
desktop switch or a hub is between the client and SAVI devices, they
MAY be extended to al so include a MAC address or other |ink-Iayer
attribute. In short, a binding anchor is intended to associate an IP
address with sonethi ng unspoofable that identifies a single-client
systemor one of its interfaces; this may be a physical or virtua
interface or that plus disanbiguating link-layer informtion.

I f the binding anchor is spoofable, such as a plain MAC address, or
non- excl usi ve, such as a switch port extended using a non- SAVI
device, an attacker can use a forged binding anchor to evade
validation. Indeed, using a binding anchor that can be easily
spoofed can | ead to worse outcones than allow ng spoofed IP traffic.
Thus, a SAVI device MJST use a non-spoofable and exclusive binding
anchor.
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Bi

Q her Device Configuration

In addition to a possible binding anchor configuration specified in
Section 4.2, an inplementation has the foll owi ng configuration
requi renents:

(1) Address configuration. For DHCPv4: the SAVI device MJST have an
| Pv4 address. For DHCPv6: the client of a SAVI device MJUST have
a |link-local address; when the DHCPv6 server is not on the sane
link as the SAVI device, the SAVI device MJST al so have an | Pv6
address of at |east the same scope as the DHCPv6 Server.

(2) DHCP server address configuration: a SAVI device MJIST store the
list of the DHCP server addresses that it could contact during a
| easequery process.

(3) A SAVI device may al so require security parameters, such as
preconfigured keys to establish a secure connection for the
| easequery process [ RFC4388] [ RFC5007] connection

Bi nding State Tabl e (BST)

The Binding State Table, which may be inplenented centrally in the
switch or distributed anong its ports, is used to contain the

bi ndi ngs between the | P addresses assigned to the attachnments and the
correspondi ng bi nding anchors of the attachnents. Note that in this
description, there is a binding entry for each IPv4d or | Pv6 address
associ ated with each binding anchor, and there may be several of each
such address, especially if the port is extended using a protected
non- SAVI device. Each binding entry has six fields:

o Binding Anchor (listed as "Anchor" in subsequent figures): the
bi ndi ng anchor, i.e., one or nore physical and/or |ink-Iayer
properties of the attachment.

o |P Address (listed as "Address" in subsequent figures): the |IPv4d
or | Pv6 address assigned to the attachnent by DHCP

o0 State: the state of the binding. Possible values of this field
are listed in Sections 6.2 and 7. 3.

o Lifetinme: the remaining seconds of the binding. Internally, this
MAY be stored as the tinestanp value at which the lifetine
expires.

o Transaction ID (TID): the Transaction ID [RFC2131] [ RFC3315] of
the correspondi ng DHCP transaction. The TID field is used to
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6. 1.

Bi

associ ate DHCP Server-to-Cient nmessages with corresponding
bi nding entries.

o Timeouts: the nunmber of timeouts that expired in the current state
(only used in the Data Snoopi ng Process; see Section 7).

The 1A is not present in the BST for three reasons:
0 The | ease of each address in one | Ais assigned separately.

o Wien the binding is set up based on data snooping, the | A cannot
be recovered fromthe | easequery protocol

o DHCPv4 does not define an | A

An exanpl e of such a table is shown in Figure 4.

R Fomm e m e SR SR Fomm oo Fomm e m e +
| Anchor | Address | State | Lifetine | TID | Tinmeouts

Fomm e S Fom e Fom e Fomm e S +
| Port_1 | IP_1 | BOUND | 65535 | TID1 | 0 |
S Fomm oo - S S Fomm e m oo - Fomm oo - +
| Port_1 | IP_2 | BOUND | 10000 | TID2 | 0 |
R Fomm e m e SR SR Fomm oo Fomm e m e +
| Port_2 | IP_3 | INIT_BIND | 1 | TID3 | 0 |
Fomm e S Fom e Fom e Fomm e S +

Figure 4: Exanple Binding State Table
DHCP Snoopi ng Process

This section specifies the process of setting up bindings based on
DHCP snooping. This process is illustrated using a state machine.

Rati onal e

The rational e of the DHCP Snhooping Process is that if a DHCP client
is legitimately using a DHCP-assi gned address, the DHCP address

assi gnment procedure that assigns the |IP address to the client rnust
have been performed via the client’s point of attachnent. This
assunpti on works when the SAVI device is always on the path(s) from
the DHCP client to the DHCP server(s)/relay(s). Wthout considering
the novenent of DHCP clients, the SAVI device shoul d be the cut
vertex whose renoval will separate the DHCP client and the remaining
networ k contai ning the DHCP server(s)/relay(s). For nost of the

net wor ks whose topol ogies are sinmple, it is possible to deploy this
SAVI function at proper devices to neet this requirement.
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6. 3.

6. 3.

6. 3.

Bi

However, if there are multiple paths froma DHCP client to the DHCP
server and the SAVI device is only on one of them there is an
obvious failure case: the SAVI device may not be able to snoop the
DHCP procedure. Host novenent nmay al so make this requirenent
difficult to meet. For exanple, when a DHCP client nobves from one
attachment to another attachnent in the sane network, it may fail to
reinitialize its interface or send a Confirm nmessage because of

i nconpl ete protocol inplenmentation. Thus, there can be scenarios in
whi ch only performng this DHCP Snooping Process is insufficient to
set up bindings for all the valid DHCP addresses. These exceptions
and the solutions are discussed in Section 7.

Bi ndi ng States Description

The foll owing binding states are present in this process and the
correspondi ng state nmachi ne:

NO BI ND: No bi ndi ng has been set up

INIT_BIND: A potential binding has been set up

BOUND: The bi ndi ng has been set up

Event s

This section describes events in this process and the correspondi ng
state machine transitions. The DHCP nessage categories (e.g., DHCPv4
Di scover) defined in Section 3 are used extensively in the
definitions of events and el sewhere in the state machi ne definition
If an event will trigger the creation of a new binding entry, the
binding entry limt on the binding anchor MUST NOT be exceeded.

1. Tinmer Expiration Event

EVE_ENTRY_EXPIRE: The lifetinme of a binding entry expires.

2. Control Message Arriving Events

EVE_DHCP_REQUEST: A DHCPv4 Request or a DHCPv6 Request nessage is
recei ved.

EVE _DHCP_CONFI RM A DHCPv6 Confirm nessage is received.
EVE_DHCP_REBQOOT: A DHCPv4 Reboot message i s received.

EVE_DHCP_REBI ND: A DHCPv4 Rebind or a DHCPv6 Rebi nd nessage is
recei ved.
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EVE _DHCP_RENEW A DHCPv4 Renew or a DHCPv6 Renew nessage i s received.

EVE_DHCP_SCLICI T_RC: A DHCPv6 Solicitation nessage with the Rapid
Conmit option is received.

EVE DHCP_REPLY: A DHCPv4 ACK or a DHCPv6 Reply nessage is received.

EVE_DHCP_DECLI NE: A DHCPv4 Decline or a DHCPv6 Decline nessage is
received.

EVE_DHCP_RELEASE: A DHCPv4 Rel ease or a DHCPv6 Rel ease nessage is
received.

EVE_DHCP_LEASEQUERY: A successful DHCPv6 LEASEQUERY- REPLY (refer to
Section 4.3.3 of [RFC5007]) is received.

Note: the events listed here do not cover all the DHCP nessages in
Section 3. The nessages that do not really determ ne address usage
(DHCPv4 Di scover, DHCPv4 Inform DHCPv6 Solicit wi thout Rapid Commt,
DHCPv6 | nf ormati on- Request, DHCPv4 Offer, DHCPv6 Advertise, and
DHCPv6 Reconfigure) and that are not necessary to snoop (DHCPv4
Negati ve Acknow edgment (NAK); refer to Section 6.4.2.3) are not

i ncluded. Note also that DHCPv4 DHCPLEASEQUERY is not used in the
DHCP Snoopi ng Process to avoid confusion with Section 7. Also, since
t he LEASEQUERY shoul d have been originated by the SAVI device itself,
the destination check should verify that the nessage is directed to
this SAVI device, and it should not be forwarded once it has been
processed here.

Moreover, only if a DHCP nessage can pass the follow ng checks, the
correspondi ng event is regarded as a valid event:

0o Attribute check: the DHCP Server-to-Cient nessages and
LEASEQUERY- REPLY shoul d be from attachnents with the DHCP- Trust
attribute; the DHCP Cient-to-Server nmessages should be from
attachments with the DHCP- Snooping attribute.

o Destination check: the DHCP Server-to-Cient nmessages should be
destined to attachments with the DHCP- Snooping attribute. This
check is perforned to ensure the binding is set up on the SAVI
device that is nearest to the destination client.

o Binding anchor check: the DHCP Client-to-Server nessages that may

trigger nodification or renopval of an existing binding entry nust
have a mat chi ng bi nding anchor with the corresponding entry.
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o TID check: the DHCP Server-to-Client/dient-to-Server nessages
that may cause nodification of existing binding entries nust have
a matched TIDwith the corresponding entry. Note that this check
is not perfornmed on LEASEQUERY and LEASEQUERY- REPLY nessages as
they are exchanged between the SAVI devices and the DHCP servers.
Besi des, this check is not performed on DHCP Renew Rebi nd
nmessages.

o Binding linmtation check: the DHCP nessages nust not cause new
bi ndi ng setup on an attachnent whose binding entry limtation has
been reached (refer to Section 11.5).

0o Address check: the source address of the DHCP nessages shoul d pass
the check specified in Section 8. 2.

On receiving a DHCP nessage without triggering a valid event, the
state will not change, and the actions will not be performed. Note
that if a nmessage does not trigger a valid event but it can pass the
checks in Section 8.2, it MJST be forwarded.

6.4. The State Machine of DHCP Snhoopi ng Process

This section specifies state transitions and their corresponding
actions.

6.4.1. Initial State: NO_BIND

6.4.1.1. Event: EVE DHCP_REQUEST - A DHCPv4 Request or a DHCPv6 Request
nmessage i s received

The SAVI device MJUST forward the nessage.

The SAVI device will generate an entry in the BST. The Binding
Anchor field is set to the binding anchor of the attachnent from
whi ch the nmessage is received. The State field is set to I NI T_BIND
The Lifetinme field is set to be MAX DHCP_RESPONSE TIME. The TID
field is set to the TID of the nessage. |f the nessage is DHCPv4
Request, the Address field can be set to the address to request,
i.e., the 'requested IP address’. An exanple of the entry is
illustrated in Figure 5.
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Fomm e e Fomm o - . o e e a o +o-m o - R +
| Anchor | Address| State | Lifetine | TID | Tinmeouts

- R R o e e e e o +--- - - S +
| Port_1 | | I NI T_BI ND| MAX_DHCP_RESPONSE _TIME | TID | 0 |
Fomm e Fomm - SR o e e e e e +--m - - TSR +

Figure 5: Binding Entry in BST on Initialization Triggered by
Request/ Rapi d Commi t/ Reboot Messages

Resulting state: INIT_BIND - A potential binding has been set up.

6.4.1.2. Event: EVE DHCP_REBOOT - A DHCPv4 Reboot nessage is received

The SAVI device MJST forward the nessage.

The SAVI device will generate an entry in the BST. The Binding
Anchor field is set to the binding anchor of the attachnent from
which the nmessage is received. The State field is set to I N T_BIND
The Lifetine field is set to be MAX DHCP_RESPONSE TIME. The TID
field is set to the TID of the nessage. |f the nessage i s DHCPv4

Reboot, the Address field can be set to the address to request, i.e.,
the "requested I P address’. An exanple of the entry is illustrated
in Figure 5.

Resulting state: INIT_BIND - A potential binding has been set up.

6.4.1.3. Event: EVE DHCP_SOLICIT_RC - A DHCPv6 Solicitation nmessage

with the Rapid Commit option is received
The SAVI device MJUST forward the nessage.

The SAVI device will generate an entry in the BST. The Binding
Anchor field is set to the binding anchor of the attachnent from
which the message is received. The State field is set to I NI T_BIND
The Lifetine field is set to be MAX DHCP_RESPONSE TIME. The TID
field is set to the TID of the nessage. An exanple of the entry is
illustrated in Figure 5.

Resulting state: INIT_BIND - A potential binding has been set up.

6.4.1.4. Event: EVE_DHCP_CONFIRM - A DHCPv6 Confirm nmessage is received

Bi

The SAVI device MJUST forward the nessage.

The SAVI device will generate corresponding entries in the BST for
each address in each ldentity Association (I A) option of the Confirm
message. The Binding Anchor field is set to the binding anchor of
the attachment fromwhich the nmessage is received. The State field

et al. St andards Track [ Page 22]



RFC 7513 SAVI DHCP May 2015

is set to INNT_BIND. The Lifetine field is set to be
MAX_DHCP_RESPONSE TIME. The TID field is set to the TID of the
nmessage. The Address field is set to the address(es) to confirm An

exanple of the entries is illustrated in Figure 6.

Fomm oo R, R o e e e e e e a oo +---- - Fomm e m e +
| Anchor | Address| State | Lifetine | TID | Tinmeouts

S S . S TR T oeenn Focemeaaaa +
| Port_1 | Addr1 |IN T_BI ND] MAX DHCP_RESPONSE TIME | TID | 0
Fomm e m oo - S S Tt Fo-m - - Fomm oo - +
| Port_1 | Addr2 |IN T_BI ND] MAX _DHCP_RESPONSE_TIME | TID | 0 |
Fomm oo R, R o e e e e e e a oo +---- - Fomm e m e +

Figure 6: Binding Entry in BST on Confirm Triggered Initialization
Resulting state: INIT_BIND - A potential binding has been set up.
6.4.1.5. Events That Cannot Happen in the NO BIND State
o EVE ENTRY_EXPIRE: The lifetime of a binding entry expires

o EVE DHCP_REBI ND: A DHCPv4 Rebind or a DHCPv6 Rebind nessage is
recei ved

o EVE DHCP_RENEW A DHCPv4 Renew or a DHCPv6 Renew nessage is
recei ved

o EVE DHCP_REPLY: A DHCPv4 ACK or a DHCPv6 Reply nessage is received

o EVE DHCP_DECLI NE: A DHCPv4 Decline or a DHCPv6 Decline nessage is
recei ved

o EVE_DHCP_RELEASE: A DHCPv4 Rel ease or a DHCPv6 Rel ease nessage is
recei ved

o EVE DHCP_LEASEQUERY: A successful DHCPv6 LEASEQUERY- REPLY i s
recei ved

These cannot happen because they are each sonething that happens
AFTER a bi ndi ng has been created.
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6.4.2. Initial State: INIT_BIND

6.4.2.1. Event: EVE DHCP_REPLY - A DHCPv4 ACK or a DHCPv6 Reply nessage

Bi

is received
The nessage MJST be forwarded to the corresponding client.

If the nmessage is DHCPv4 ACK, the Address field of the corresponding
entry (i.e., the binding entry whose TIDis the sane as the message)
is set to the address in the nessage (i.e., 'yiaddr’ in DHCPv4 ACK).
The Lifetine field is set to the sumof the lease time in the ACK
nmessage and MAX DHCP_RESPONSE TIME. The State field is changed to
BOUND.

If the message is DHCPv6 Reply, note the follow ng cases:

1. If the status code is not "Success", no nodification of
corresponding entries will be made. Corresponding entries wll
expire automatically if no "Success" Reply is received during the
lifetime. The entries are not renoved i medi ately because the
client nmay be able to use the addresses whenever a "Success"
Reply is received ("If the client receives any Reply messages
that do not indicate a NotOnLink status, the client can use the
addresses in the I A and ignore any nessages that indicate a
Not OnLi nk status" [ RFC3315]).

2. If the status code is "Success", the SAVI device checks the I A
options in the Reply message.

A. |If there are I A options in the Reply nmessage, the SAVI device
checks each I A option. When the first assigned address is
found, the Address field of the binding entry with a natched
TIDis set to the address. The Lifetine field is set to the
sum of the lease tine in the Reply nessage and
MAX_DHCP_RESPONSE TIME. The State field is changed to BOUND.
If there is nore than one address assigned in the nessage,
new binding entries are set up for the renai ni ng address
assigned in the | A options. An exanple of the entries is
illustrated in Figure 8. SAVI devices do not specially
process | A options with a NoAddrsAvail status because there
shoul d be no address contained in such | A options.

B. QOherwise, the DHCP Reply nmessage is in response to a Confirm
nessage. The state of the binding entries with a matched TID
is changed to BOUND. Because [RFC3315] does not require the
| ease tinme of addresses to be contained in the Reply message,
the SAVI device SHOULD send a LEASEQUERY [ RFC5007] nessage
qguerying by IP address to the All _DHCP Servers mnul ticast
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Bi,

address [RFC3315] or a list of configured DHCP server
addresses. The LEASEQUERY nessage is generated for each IP
address if multiple addresses are confirmed. The lifetine of
corresponding entries is set to 2*MAX LEASEQUERY DELAY. |If
there is no response nessage after MAX _LEASEQUERY_DELAY, send
the LEASEQUERY nessage again. An exanple of the entries is
illustrated in Figure 7. |If the SAVI device does not send

t he LEASEQUERY nessage, a preconfigured lifetine
DHCP_DEFAULT _LEASE MJST be set on the corresponding entry.
(Note: it is RECOWENDED to use Tl configured on DHCP servers
as the DHCP_DEFAULT_LEASE.)

Not e: the SAVI devices do not check if the assigned addresses are
dupli cat ed because in SAVI-DHCP scenarios, the DHCP servers are the
only source of valid addresses. However, the DHCP servers shoul d be
configured to make sure no duplicated addresses are assigned.

Fomm oo R, R, o e e e e e e oo oo - +---- - Fomm e m e +
| Anchor | Address| State | Lifetine | TID| Tinmeouts |
Fomm e Fommm o - Fommm o - o m e e e a e e oo +o-m - - S +
| Port_1 | Addrl | BOUND | 2* MAX LEASEQUERY DELAY | TID | 0 |
Fomm e m oo - S S o e e e a oo Fo-m - - Fomm oo - +
| Port_1 | Addr2 | BOUND | 2*MAX LEASEQUERY _DELAY | TID | 0 |
Fomm oo R, R, o e e e e e e oo oo - +---- - Fomm e m e +

Figure 7. FromIN T BIND to BOUND on DHCP Reply in Response to

Confirm

Transition

Fomm oo R, R, o e e e e e e oo oo - +---- - Fomm e m e +
| Anchor | Address| State | Lifetine | TID| Tinmeouts |
Fomm e Fommm o - Fommm o - o m e e e a e e oo +o-m - - S +
| Port_1 | Addrl | BOUND | Lease tine+ | TID | 0 |
| | | | MAX_DHCP_RESPONSE_TI ME | | |
Fomm e Fomm - Fomm - o e e e e e e a oo - +--m - - TSR +
| Port_1 | Addr2 | BOUND | Lease time+ | TID | 0 |
| | | | MAX_DHCP_RESPONSE_TI ME | | |
Fomm e Fommm o - Fommm o - o m e e e a e e oo +o-m - - S +

Figure 8 FromINT_BIND to BOUND on DHCP Reply in Response to
Request

Resulting state: BOUND - The bindi ng has been set up.
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6.4.2.2. Event: EVE ENTRY EXPIRE - The lifetine of a binding entry

expires
The entry MJST be deleted fromthe BST.

Resulting state: An entry that has been deleted fromthe BST may be
considered to be in the "NOBIND' state - No bindi ng has been set up

6.4.2.3. Events That Are Ignored in I NI T_BIND

Bi

If no DHCP Server-to-Cient nessages that assign addresses or confirm
addresses are received, corresponding entries will expire
automatically. Thus, other DHCP Server-to-Cient nessages (e.g.
DHCPv4 NAK) are not specially processed.

As a result, the follow ng events, should they occur, are ignored
until either a DHCPv4 ACK or a DHCPv6 Reply nessage is received or
the lifetime of the binding entry expires.

o EVE DHCP_REQUEST: A DHCPv4 Request or a DHCPv6 Request nessage is
recei ved

o EVE DHCP_CONFIRM A DHCPv6 Confirm nessage is received
o EVE DHCP_REBOOT: A DHCPv4 Reboot nessage is received

o EVE_DHCP_REBIND: A DHCPv4 Rebind or a DHCPv6 Rebi nd nessage is
recei ved

o EVE DHCP_RENEW A DHCPv4 Renew or a DHCPv6 Renew nmessage is
recei ved

o EVE_DHCP_SCLICIT_RC. A DHCPv6 Solicitation nessage with the Rapid
Conmit option is received

o EVE DHCP_DECLI NE: A DHCPv4 Decline or a DHCPv6 Decline nessage is
recei ved

o EVE_DHCP_RELEASE: A DHCPv4 Rel ease or a DHCPv6 Rel ease nessage is
recei ved

o EVE DHCP_LEASEQUERY: A successful DHCPv6 LEASEQUERY- REPLY i s
recei ved

In each case, the nessage MUST be forwarded.

Resulting state: INIT_BIND - A potential binding has been set up.
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6.4.3. Initial State: BOUND

6.4.3.1. Event: EVE ENTRY_EXPIRE - The lifetinme of a binding entry
expires

The entry MJST be del eted fromthe BST.

Resulting state: An entry that has been deleted fromthe BST may be
considered to be in the "NOBIND' state - No bindi ng has been set up

6.4.3.2. Event: EVE DHCP_DECLINE - A DHCPv4 Decline or a DHCPv6 Decline
nessage i s received

The nessage MJST be forwarded.

First, the SAVI device gets all the addresses ("Requested |P address"
in DHCPv4 Decline, "ciaddr" in DHCPv4 Rel ease, and addresses in al
the I A options of DHCPv6 Decline/ Rel ease) to decline/release in the
nessage. Then, the corresponding entries MJST be renoved.

Resulting state in each relevant BST entry: An entry that has been
del eted fromthe BST may be considered to be in the "NO BIND' state -
No bi ndi ng has been set up.

6.4.3.3. Event: EVE DHCP_RELEASE - A DHCPv4 Rel ease or a DHCPv6 Rel ease
nessage i s received

The nessage MJST be forwarded.

First, the SAVI device gets all the addresses ("Requested |P address"
in DHCPv4 Decline, "ciaddr" in DHCPv4 Rel ease, and addresses in al
the I A options of DHCPv6 Decline/ Rel ease) to decline/release in the
nmessage. Then, the corresponding entries MJST be renoved.

Resulting state in each relevant BST entry: An entry that has been
del eted fromthe BST may be considered to be in the "NO BIND' state -
No bi ndi ng has been set up.

6.4.3.4. Event: EVE DHCP_REBIND - A DHCPv4 Rebind or a DHCPv6 Rebind
nmessage i s received

The nmessage MJST be forwarded.

In such a case, a new TIDwill be used by the client. The TIDfield
of the corresponding entries MJST be set to the new TID. Note that
the TID check will not be perforned on such nmessages.

Resulting state: BOUND: The bindi ng has been set up
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6.4.3.5. Event: EVE DHCP_RENEW - A DHCPv4 Renew or a DHCPv6 Renew
nessage i s received

The nessage MJST be forwarded.

In such a case, a new TIDwi Il be used by the client. The TID field
of the corresponding entries MJST be set to the new TID. Note that
the TID check will not be perforned on such nessages.

Resulting state: BOUND: The binding has been set up.

6.4.3.6. Event: EVE DHCP_REPLY - A DHCPv4 ACK or a DHCPv6 Reply nessage
is received

The nessage MJST be forwarded.

The DHCP Reply messages received in current states should be in
response to DHCP Renew Rebi nd.

If the message is DHCPv4 ACK, the SAVI device updates the binding
entry with a matched TID, with the Lifetinme field set to be the sum
of the new | ease time and MAX DHCP_RESPONSE TI ME, |eaving the entry
in the BOUND state.

If the nmessage is DHCPv6 Reply, the SAVI device checks each I A
Address option in each | A option. For each:

1. If the A entry in the REPLY nessage has the status "NoBindi ng",
there is no address in the option, and no operation on an address
i s perfornmed.

2. If the valid lifetine of an | A Address option is 0, the binding
entry with a matched TID and address is renoved, leaving it
effectively in the NO BIND state.

3. Oherwise, set the Lifetinme field of the binding entry with the
mat ched TID and address to be the sumof the new valid lifetime
and MAX DHCP_RESPONSE TI Mg, |eaving the entry in the BOUND state.

Resulting state: NO BIND or BOUND, as specified.
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6.4.3.7. Event: EVE DHCP_LEASEQUERY - A successful DHCPv6

LEASEQUERY_REPLY i s received
The nessage MJST be forwarded.

The nessage should be in response to the LEASEQUERY nessage sent in
Section 6.4.2. The related binding entry can be deterni ned based on
the address in the | A Address option in the LEASEQUERY- REPLY nessage.
The Lifetime field of the corresponding binding entry is set to the
sum of the lease tine in the LEASEQUERY- REPLY nessage and
MAX_DHCP_RESPONSE_TI ME

Resulting state: BOUND: The bindi ng has been set up

6.4.3.8. Events Not Processed in the State BOUND

Bi

The following events are ignored if received while the indicated
entry is in the BOUND state. Any required action will be the result
of the next nessage in the client/server exchange.

o EVE DHCP_REQUEST: A DHCPv4 Request or a DHCPv6 Request nessage is
recei ved

o EVE DHCP_CONFIRM A DHCPv6 Confirm nessage is received
o EVE_DHCP_REBOOT: A DHCPv4 Reboot message is received

o EVE DHCP_SOLICIT_RC: A DHCPv6 Solicitation nessage with the Rapid
Conmit option is received
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6.4.4. Table of State Machine

The main state transits are listed as follows. Note that not all the
details are specified in the table and the diagram

State Event Action Next State
NOBIND  RYRJCHRE Generate entry  INIT_BIND
INNFT_BIND RPL Record | ease tine BOUND
(send | easequery if no | ease)
INIT_BIND EVE_ENTRY_EXPI RE Renpve entry NO_BI ND
BOUND RLS/ DCL Renove entry NO_BI ND
BOUND EVE _ENTRY_EXPI RE Renpve entry NO_BI ND
BOUND RPL Set new lifetine BOUND
BOUND LQR Record | ease tine BOUND

Figure 9: State Transition Table

EVE_DHCP_REQUEST
EVE_DHCP_SOLI CI T_RC
EVE_DHCP_CONFI RM
EVE_DHCP_REBOOT
RPL: EVE_DHCP_REPLY

RLS: EVE_DHCP_RELEASE
EVE_DHCP_DECLI NE
LQR EVE_DHCP_LEASEQUERY

R333

2
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B +
|
[ + NO_BI ND | <-------- \
|- >| | |
| | R + | EVE_DHCP_RELEASE
EVE_DHCP_REQUEST | | | EVE_DHCP_DECLI NE
EVE_DHCP_CONFI RM | | EVE_ENTRY_EXPI RE | EVE_ENTRY_EXPI RE
EVE DHCP_SOLICI T_RC| |
EVE_DHCP_REBOOT | | |
|| |
| |
v |
B + e +
EVE _DHCP_REPLY | |
| INNT_BIND ---------ommmmm oo - - >| BOUND | <-\
| | | |
T + Fom e e oo - +
|

EVE_DHCP_REPLY
EVE_DHCP_LEASEQUERY

Figure 10: Diagram of Transit
7. Data Snoopi ng Process
7.1. Scenario

The rational e of the DHCP Snhooping Process specified in Section 6 is
that if a DHCP client’s use of a DHCP address is legitinate, the
correspondi ng DHCP address assi gnnent procedure nust have been
finished during the attachment of the DHCP client. This is the case
when the SAVI device is continuously on the path(s) fromthe DHCP
client to the DHCP server(s)/relay(s). However, there are two cases
in which this does not work:

o Miltiple paths: there is nore than one feasible |ink-layer path
fromthe client to the DHCP server/relay, and the SAVI device is
not on every one of them The client may get its address through
one of the paths that does not pass through the SAVI device, but
packets fromthe client can travel on paths that pass through the
SAVI device, such as when the path through the |ink-Iayer network
changes. Because the SAVI device could not snoop the DHCP packet
exchange procedure, the DHCP Snoopi ng Process cannot set up the
correspondi ng bi ndi ng.
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7.2.

Bi

o Dynanic path: there is only one feasible |ink-layer path fromthe
client to the DHCP server/relay, but the path is dynamc due to
t opol ogy change (for exanple, sone |ink becomes broken due to
failure or sone planned change) or |ink-layer path change. This
situation al so covers the local-link movement of clients w thout
the address confirmreconfiguration process. For exanple, a host
changes its attached switch port in a very short tine. |In such
cases, the DHCP Snooping Process will not set up the correspondi ng
bi ndi ng.

The Data Snoopi ng Process can avoid the pernmanent bl ocki ng of
legitimate traffic in case one of these two exceptions occurs. This
process is performed on attachments with the Data- Snooping attribute.
Dat a packets wi thout a matching binding entry may trigger this
process to set up bindings.

Snoopi ng data traffic introduces a considerable burden on the
processor and ASI C-to-Processor bandw dth of SAVI devices. Because
of the overhead of this process, the inplenentation of this process
is OPTIONAL. This function SHOULD be enabl ed unl ess the

i mpl ementation is known to be used in the scenarios w thout the above
exceptions. For exanple, if the inplenentation is to be used in
networks with tree topol ogy and w t hout host |ocal-1ink nmovenent,
there is no need to inplenent this process in such scenarios.

This process is not intended to set up a bindi ng whenever a data

packet without a matched binding entry is received. |nstead,
unmat ched data packets trigger this process probabilistically, and
general ly a nunmber of unmatched packets will be discarded before the

binding is set up. The paraneter(s) of this probabilistic process
SHOULD be configurable, defaulting to a situation where data snoopi ng
i s di sabl ed.

Rati onal e

Thi s process makes use of NS/ ARP and DHCP Leasequery to set up

bi ndings. |If an address is not used by another client in the
network, and the address has been assigned in the network, the
address can be bound with the binding anchor of the attachment from
whi ch the unmat ched packet is received.

The Data Snooping Process provides an alternative path for binding
entries to reach the BOUND state in the exceptional cases expl ai ned
in Section 7.1 when there are no DHCP nessages that can be snooped by
the SAVI devi ce.
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7. 3.

7. 4.

Bi

In sone of the exceptional cases (especially the dynam c topol ogy
case), by the tinme the binding has reached the BOUND state, the DHCP
nmessages may be passing through the SAVI device. |In this case, the
events driven by DHCP nessages that are expected in the BOUND state
in the DHCP Snoopi ng Process may occur, and the binding can be
handl ed by the DHCP Snoopi ng Process state nmachine.

In any event, the | ease expiry tinmeout event will occur even if no
others do. This will cause the binding to be deleted and the state
to logically return to NOBIND state. Either the DHCP or the Data

Snoopi ng Process will be reinvoked if the lease is still in place
| f DHCP nessages are still not passing through the SAVI device, there
will be a brief disconnection during which data packets passing

through the SAVI device will be dropped. The probabilistic
initiation of the Data Snooping Process can then take over again and
return the binding state to BOUND i n due course.

The security issues concerning this process are discussed in
Section 11.1.

Addi tional Binding States Description

In addition to NO BIND and BOUND from Section 6.2, three new states
used in this process are listed here. The INIT_BIND state i s not
used, as it is entered by observing a DHCP nessage.

DETECTI ON: The address in the entry is undergoing | ocal duplication
det ection.

RECOVERY: The SAVI device is querying the assignment and | ease tine
of the address in the entry through DHCP Leasequery.

VERI FY: The SAVI device is verifying that the device connected to the
attachment point has a hardware address that matches the one returned
in the DHCP Leasequery.

Because the nmechani sns used for the operations carried out while the
binding is in these three states operate over unreliable protocols,
each operation is carried out twice with a timeout that is triggered
if no response is received.

Event s

To handl e the Data Snoopi ng Process, six extra events, described
here, are needed in addition to those used by the DHCP Shoopi ng
Process (see Section 6.3). |If an event will trigger the creation of
a new binding entry, the binding entry limt on the binding anchor
MJUST NOT be exceeded.
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EVE_DATA UNMATCH:. A data packet without a matched binding is
received.

EVE_DATA CONFLI CT: An ARP Reply / Nei ghbor Advertisenent (NA) nessage
agai nst an address in the DETECTION state is received froma host

ot her than the one for which the entry was added (i.e., a host
attached at a point other than the one on which the triggering data
packet was received).

EVE_DATA_LEASEQUERY:

o |Pv4: A DHCPLEASEACTI VE nessage with the I P Address Lease Tine
option is received. Note that the DHCPLEASEUNKNOMN and
DHCPLEASEUNASSI GNED replies are ignored.

o |IPv6: A successful LEASEQUERY-REPLY is received.

EVE DATA VERIFY: An ARP Reply / NA nessage has been received in the
VERI FY state fromthe device connected to the attachnent point on
whi ch the data packet was received.

The triggering packet should pass the followi ng checks to trigger a
val id event:

o Attribute check: the data packet should be fromattachments with
the Dat a- Snooping attribute; the DHCPLEASEACTI VE/ LEASEQUERY- REPLY
nmessages shoul d be fromattachnments w th the DHCP- Snoopi ng
attribute.

o Binding limtation check: the data nessages nust not cause new
bi ndi ng setup on an attachnent whose binding entry linmtation has
been reached (refer to Section 11.5).

0 Address check: For EVE DATA LEASEQUERY, the source address of the
DHCPLEASEQUERY nessages must pass the check specified in
Section 8.2. For EVE_DATA _CONFLI CT and EVE_DATA VERI FY, the
source address and target address of the ARP or NA nessages mnust
pass the check specified in Section 8. 2.

o Interval check: the interval between two successive
EVE_DATA UNMATCH events triggered by an attachment MJST be no
smal | er than DATA SNOOPI NG | NTERVAL

o TID check: the DHCPLEASEACTI VE/ LEASEQUERY- REPLY nessages nust have
a matched TID with the corresponding entry.

o Prefix check: the source address of the data packet should be of a
valid local prefix, as specified in Section 7 of [RFC7039].
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EVE DATA EXPIRE: A tinmer expires indicating that a response to a
har dwar e address verification nmessage sent in the VERI FY state has
not been received within the specified DETECTI ON_TI MEQUT peri od.

EVE_ENTRY_EXPIRE: A tinmer expires after the Lifetime indicated in the
rel evant BST entry has el apsed. This is identical to the usage in
t he DHCP Snoopi ng Process.

7.5. Message Sender Functions

The Data Snooping Process involves sending three different messages
to other network devices. Each nessage may be sent up to two tines
since they are sent over unreliable transports and are sent in
different states. The functions defined in this section specify the
nessages to be sent in the three cases. In each case, the nmessage to
be sent depends on whether the triggering data packet is an |IPv4 or
an | Pv6 packet.

7.5.1. Duplicate Detection Message Sender

Send a nessage to check if the source address in the data packet that
triggered the Data Snoopi ng Process has a local conflict (that is, it
uses an address that is being used by another node):

| Pv4 address: Broadcast an Address Resol ution Protocol (ARP) Request
[ RFC826] or an ARP Probe [ RFC5227] for the address to the |oca
network. An ARP Response will be expected fromthe device on
the attachment point on which the triggering data packet was
received. An ARP Reply received on any other port indicates a
dupl i cat e address.

| Pv6 address: Send a Duplicate Address Detection (DAD) nessage
(Nei ghbor Solicitation nessage) to the solicited-node multicast
address [RFC4861] targeting the address. ldeally, only the
host on that point of attachnent responds with a Nei ghbor
Advertisenment. A Neighbor Advertisement received on any ot her
port indicates a duplicate address.

As both the ARP and DAD processes are unreliable (the packet either
to or fromthe other systemmay be lost in transit; see [RFC6620]),
if there is no response after the DETECTI ON_TI MECQUT, an
EVE_ENTRY_EXPI RE i s generat ed.
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7.5.2. Leasequery Message Sender

Send a DHCPLEASEQUERY nessage to the DHCP server(s) to determine if
it has given out a |lease for the source address in the triggering
data packet. A list of authorized DHCP servers is kept by the SAV
device. The list should be either preconfigured with the | Pv4 and/or
| Pv6 addresses or dynamically di scovered: For networks using |Pv4,
this can be done by sendi ng DHCPv4 Di scover nessages and parsing the
returned DHCPv4 O fer messages; for networks using | Pv6, discovery
can be done by sending DHCPv6 SOLICI T nessages and parsing the
returned ADVERTI SE nmessages. The sane TID should be used for al
LEASEQUERY nessages sent in response to a triggering data nessage on
an attachnent point. The TIDis generated if the TID field in the
BST entry is enpty and recorded in the TID field of the BST entry
when the first message is sent. Subsequent nmessages use the TID from
the BST entry.

(1) 1Pv4 address: Send a DHCPLEASEQUERY [ RFC4388] nessage querying
by I P address to each DHCPv4 server in the list of authorized
servers with an | P Address Lease Tinme option (option 51). |If
the server has a valid |l ease for the address, the requested
information will be returned in a DHCPLEASEACTI VE nessage.

(2) 1Pv6 address: Send a LEASEQUERY [ RFC5007] nessage querying by IP
address to each DHCPv6 server in the list of authorized servers
using the server address as the |ink-address in the LEASEQUERY
nmessage. |If the server has a valid | ease for the address, the
requested information will be returned in a LEASEQUERY- REPLY
message marked as successful (i.e., w thout an
OPTI ON_STATUS CODE in the reply). The I A Address option(s)
returned contains any | Pv6 addresses bound to the sane |ink
together with the |ease validity tinme.

As DHCP Leasequeries are an unreliable process (the packet either to
or fromthe server may be lost in transit), if there is no response
after the MAX LEASEQUERY DELAY, an EVE _DATA EXPI RE i s gener at ed.
Note that nultiple response nessages may be received if the list of
aut hori zed servers contains nore than one address of the appropriate
type and, in the case of DHCPv6, the responses nmay contain additiona
addresses for which | eases have been all ocat ed.

7.5.3. Address Verification Message Sender
Send a nessage to verify that the link-1ayer address in the attached

device that sent the triggering data packet matches the |ink-Iayer
address contained in the | easequery response:
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7.6.

7.6.

Bi

| Pv4 address: Send an ARP Request with the Target Protocol Address
set to the IP address in the BST entry. The ARP Request is
only sent to the attachnent that triggered the binding. If the
attached device has the I P address bound to the interface
attached to the SAVI device, an ARP Reply shoul d be received
contai ning the hardware address of the interface on the
attached device that can be conpared with the | easequery val ue.

| Pv6 address: Send a Neighbor Solicitation (NS) nessage with the
target address set to the IP address in the BST entry. The NS
is only sent to the attachnent that triggered the binding. |If
the attached device has the | P address bound to the interface
attached to the SAVI device, an NA should be received
indicating that the attached device has the |IP address
configured on the interface.

As both the ARP and NS/ NA processes are unreliable (the packet either
to or fromthe other systemmay be lost in transit; see [RFC6620]),
if there is no response after the DETECTI ON_TI MEQUT, an
EVE_DATA EXPI RE i s generat ed.

Initial State: NO BI ND

1. Event: EVE DATA UNVATCH. A data packet w thout a matched binding
is received

Make a probabilistic deternination as to whether to act on this
event. The probability may be configured or cal cul ated based on the
state of the SAVI device. This probability should be | ow enough to
mtigate the damage from DoS attacks agai nst this process.

Create a new entry in the BST. Set the Binding Anchor field to the
correspondi ng bi ndi ng anchor of the attachment. Set the Address
field to the source address of the packet.

Address conflicts MJST be detected and prevented.

If local address detection is perfornmed:
Set the State field to DETECTION. Set the Lifetinme of the
created entry to DETECTI ON_TI MEQUT. Set the Timeouts field to
0. Start the detection of any |ocal address conflicts by
sendi ng a Duplicate Address Detection Message (Section 7.5.1).
Transition to DETECTI ON state.
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If |ocal address detection is not perforned:
Set the State field to RECOVERY. Set the Lifetime of the
created entry to LEASEQUERY DELAY. Set the Tineouts field to
0. Start the recovery of any DHCP | ease associated with the
source | P address by sending one or nore LEASEQUERY nessages
(Section 7.5.2). Transition to RECOVERY state.

The packet that triggers this event SHOULD be di scarded.

An exanpl e of the BST entry during duplicate address detection is
illustrated in Figure 11.

Fomm e e Fomm o - . o e e a o +o-m o - R +
| Anchor | Address| State | Lifetine | TID| Tinmeouts |
- R R o e e e e o +--- - - S +
| Port_1 | Addrl | DETECTI ON] DETECTI ON_TI MEQUT | | 0 |
Fomm e Fomm - SR o e e e e e +--m - - TSR +

Figure 11: Binding Entry in BST on Data-Triggered Initialization
Resulting state: DETECTION - The address in the entry is undergoing
| ocal duplication detection - or RECOVERY - The DHCP | ease(s)
associated with the address is being queried.

7.6.2. Events Not Cbserved in NO BIND for Data Snooping

EVE_DATA _CONFLI CT: An ARP Reply / NA message is received froman
unexpect ed system

EVE_DATA LEASEQUERY: A valid DHCPLEASEACTI VE or LEASEQUERY- REPLY i s
recei ved.

EVE_DATA VERI FY: A valid ARP Reply or NA nmessage is received fromthe
attached devi ce.

Al EVE DHCP_* events defined in Section 6.3.2 are treated as
described in the DHCP Snoopi ng Process (Section 6.4.1) and nmay result
in that process being triggered.

EVE_ENTRY_EXPI RE: Expiration of the DECTECTI ON_TI MEQUT

EVE_DATA EXPI RE: Expiration of the DECTECTI ON_TI MEQUT
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7.7. Initial State: DETECTI ON
7.7.1. Event: EVE_ENTRY_EXPI RE

VWhen this event occurs, no address conflict has been detected during
the previous DETECTI ON_TI MEQUT peri od.

If the Timeouts field in the BST entry is O:
Set the Lifetime of the BST entry to DETECTI ON_TI MEQUT. Set
the Tinmeouts field to 1. Restart the detection of any | ocal
address conflicts by sending a second Duplicate Address
Det ecti on Message (Section 7.5.1). Remain in DETECTION state.

If the Tineouts field in the BST entry is 1:

Assune that there is no |local address conflict. Set the State
field to RECOVERY. Set the Lifetine of the BST entry to
LEASEQUERY _DELAY. Set the Tineouts field to 0. Start the
recovery of any DHCP | ease associated with the source IP
address by sendi ng one or nore LEASEQUERY nessages

(Section 7.5.2). Transition to RECOVERY state.

An exanple of the entry is illustrated in Figure 12.

Fomm e e Fomm o - R o e e e e +o-m o - R +
| Anchor | Address| State | Lifetine | TID| Tinmeouts |
- R S o e e e e a o +--- - - S +
| Port_1 | Addrl | RECOVERY | MAX_LEASEQUERY_DELAY | TID | 0 |
B - E Fom e oo - - o e e o - - +- - - - Fom e oo - - +

Figure 12: Binding Entry in BST on Leasequery
Resulting state: DETECTION - If a second |local conflict period is
required - or RECOVERY - The SAVI device is querying the assignnent
and | ease tine of the address in the entry through DHCP Leasequery.

7.7.2. Event: EVE DATA CONFLICT: ARP Reply / NA Message Received from
Unexpect ed System

Renove the entry.
Resulting state: NO BIND - No binding has been set up.
7.7.3. Events Not Observed in DETECTI ON
EVE_DATA UNMATCH: A data packet w thout a matched binding is received

Al EVE DHCP_* events defined in Section 6.3.2
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EVE DHCP_REBI ND: A DHCPv4 Rebi nd or a DHCPv6 Rebi nd nessage is
recei ved

7. 8. Initial State: RECOVERY

7.8.1. Event: EVE DATA LEASEQUERY: A valid DHCPLEASEACTI VE or
successful LEASEQUERY- REPLY is received

Set the State in the BST entry to VERI FY. Depending on the type of
triggering source | P address, process the received DHCP Leasequery
response:

| Pv4 address: Update the Lifetine field in the BST entry to the sum
of the value encoded in the | P Address Lease Tine option of the
DHCPLEASEACTI VE nessage and MAX_DHCP_RESPONSE TIME. Record the
val ue of the "chaddr" field (hardware address) in the nessage
for checking against the hardware address received during
verification in the next state. Set the Tinmeouts field to O.
Start the verification process by sending an Address
Verification Message (see Section 7.5.3). Transition to VERI FY
state. Start an additional verification timer with a duration
of DETECTI ON_TI MEQUT. When this expires, an EVE DATA EXPI RE
event will be generated.

| Pv6 address: Update the Lifetine field in the BST entry to the sum
of the valid lifetine extracted fromthe OPTI ON_CLI ENT_DATA
option in the LEASEQUERY- REPLY nessage and
MAX DHCP_RESPONSE TIME. Set the Timeouts field to 0. Start
the verification process by sending an Address Verification
Message (see Section 7.5.3). Transition to VERI FY state.
Start an additional verification tinmer with a duration of
DETECTI ON_TI MEQUT. When this expires, an EVE _DATA EXPI RE event
wi Il be generated.

If nultiple addresses are received in the LEASEQUERY- REPLY, new
BST entries MJUST be created for the additional addresses using
the sanme binding anchor. The entries are created with state
set to VERIFY and the other fields set as described in this
section for the triggering source |P address. Also, start the
verification process and start verification timers for each
addi ti onal address.

Resulting state: VERIFY - Awaiting verification or otherw se of the
associ ation of the |IP address with the connected interface.
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7.8.

7. 8.

2. Event: EVE_ENTRY_EXPI RE

Dependi ng on the value of the Timeouts field in the BST entry, either
send repeat LEASEQUERY nessages or discard the binding:

If the Timeouts field in the BST entry is O:
No responses to the LEASEQUERY nessage(s) sent have been
received during the first LEASEQUERY_DELAY period. Set the
Lifetime of the BST entry to LEASEQUERY_DELAY. Set the
Timeouts field to 1. Restart the recovery of any DHCP | ease
associated with the source | P address by sending one or nore
LEASEQUERY nessages (Section 7.5.2). Renmmin in RECOVERY state

If the Tineouts field in the BST entry is 1
No responses to the LEASEQUERY nessages sent during two
LEASEQUERY_DELAY periods were received. Assunme that no |eases
exi st and hence that the source |IP address is bogus. Delete
the BST entry. Transition to NO BIND state.

Resulting state: RECOVERY - If repeat |easequeries are sent - or

NO BIND - If no successful responses to LEASEQUERY nessages have been
recei ved.

3. Events Not Observed i n RECOVERY

EVE_DATA UNMATCH:. A data packet without a matched binding is received

EVE_DATA CONFLI CT: An ARP Reply / NA message is received from an
unexpect ed system

EVE DATA VERIFY: A valid ARP Reply or NA nessage is received fromthe
attached device

All EVE DHCP_* events defined in Section 6.3.2

EVE_DATA EXPI RE: Expiration of the DECTECTI ON_TI MEQUT

7.9. Initial State: VERIFY

7.9.1. Event: EVE_DATA LEASEQUERY: A valid DHCPLEASEACTI VE or

Bi

successful LEASEQUERY- REPLY is received

| f LEASEQUERY nessages were sent to nore than one DHCP server during
RECOVERY st ate, additional successful |easequery responses may be
received relating to the source | P address. The conflict resolution
mechani sns specified in Section 6.8 of [ RFC4388] and Section 4.3.4 of
[ RFC5007] can be used to determ ne the nessage from which val ues are
used to update the BST Lifetine entry and the hardware address
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obtai ned from DHCP, as described in Section 7.8.1. 1In the case of
DHCPv6 queries, the LEASEQUERY- REPLY mmy contain additional addresses
as described in Section 7.8.1. If so, additional BST entries MJST be
created or ones previously created updated as described in that
section.

Resulting state: VERIFY (no change).

7.9.2. Event: EVE_DATA VERIFY: A valid ARP Reply or NA is received from
the device attached via the binding anchor

Dependi ng on the type of triggering source | P address, this event may
i ndicate that the device attached via the binding anchor in the BST
entry is configured by DHCP using the | P address:

| Pv4 address: Check that the value of the sender hardware address in
the ARP Reply matches the saved "chaddr” field (hardware
address) fromthe previously recei ved DHCPLEASEACTI VE nessage.
If not, ignore this event; a subsequent retry may provide
verification. |f the hardware addresses match, the binding
entry has been verified.

| Pv6 address: Sinple receipt of a valid NA fromthe triggering
source | P address at the binding anchor port provides
verification for the binding entry.

If the binding entry has been verified, set the state in the BST
entry to BOUND. C ear the TID field. Cancel the verification tinmer.

Resulting state: VERIFY (no change) - |If the |Pv4d DHCPLEASEQUERY
"chaddr" address does not match the ARP Reply hardware address.
QO herwi se, the resulting state i s BOUND.

7.9.3. Event: EVE _ENTRY_EXPI RE

The DHCP | ease |lifetime has expired before the entry could be
verified. Renove the entry. Transition to NO BIND state.

Resulting state: NO BIND - No binding has been set up
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7.9.4. Event: EVE_DATA EXPI RE

7.9.

Dependi ng on the value of the Timeouts field in the BST entry, either
send a repeat validation nmessage or discard the binding:

If the Timeouts field in the BST entry is O:
No response to the verification nessage sent has been received
during the first DETECTI ON_TI MEQUT period. Set the Tineouts
field to 1. Restart the verification process by sending an
Address Verification Message (see Section 7.5.3). Start a
verification timer with a duration of DETECTI ON_TI MEQUT. When
this expires, an EVE DATA EXPI RE event will be generated.
Rermain in VERI FY state.

If the Tineouts field in the BST entry is 1:
No responses to the verification messages sent during two
DETECTI ON_TI MEQUT periods were received. Assunme that the
configuration of the triggering source |IP address cannot be
verified and hence that the source IP address is bogus. Delete
the BST entry. Transition to NO BIND state.

Resulting state: VERIFY - Additional verification nmessage sent - or
NO BIND - No bi nding has been set up.

5. Events Not Observed in VER FY
EVE_DATA_UNMATCH: A data packet without a matched binding is received

EVE_DATA CONFLI CT: An ARP Reply / NA message is received from an
unexpect ed system

Al'l EVE_DHCP_* events defined in Section 6.3.2

7.10. Initial State: BOUND

Bi,

Upon entry to the BOUND state, control of the systemcontinues as if
a DHCP nessage assigning the address has been observed, as in
Section 6.4.3. The BST entry has been restored.

Note that the TID field contains no value after the binding state
changes to BOUND. The TID field is recovered from snoopi ng DHCP
Renew Rebi nd nessages if these are observed as described in the DHCP
Snoopi ng Process. Because TID is used to associate binding entries
wi th nessages from DHCP servers, it must be recovered or else a
nunber of state transitions of this nmechanismw ||l not be executed
normal | y.
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7.11. Table of State Machine

The main state transitions are listed as foll ows.

DETECTI ON
DETECTI ON
DETECTI ON
RECOVERY
RECOVERY
RECOVERY
VERI FY
VERI FY
VERI FY
VERI FY
VERI FY
BOUND

BOUND

Bi, et al.

EVE_DATA UNVATCH
EVE_ENTRY_EXPI RE 1
EVE_ENTRY_EXPI RE 2
EVE_DATA CONFLI CT
EVE_ENTRY_EXPI RE 1
EVE_ENTRY_EXPI RE 2
EVE_DATA LEASEQUERY
EVE_ENTRY_EXPI RE
EVE_DATA LEASEQUERY
EVE_DATA VERI FY
EVE_DATA EXPI RE 1
EVE_DATA EXPI RE 2

EVE_ENTRY_EXPI RE

SAVI DHCP May 2015
Action Next State
Start duplicate detect DETECTI ON
Repeat duplicate detect DETECTI ON
Start | easequery RECOVERY
Remove entry NO_BI ND
Repeat | easequery RECOVERY
No | ease found; renove entry NO_BI ND
Set |lease tine; start verify VERI FY
Lease expiry; remove entry NO_BI ND
Resol ve | ease conflict(s) VERI FY
Fi ni sh validation BOUND or NO Bl ND
Repeat verify VERI FY
Verify failed; rempve entry NO_BI ND
Lease expiry; renmpove entry NO_BI ND
Record TID BOUND

RENEW REBI ND

Figure 13: State Transition Table
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b + EVE_ENTRY_EXPI| RE

[ + | <o mm e T \

|  NOBIND | EVE_DATA EXPI RE |

EVE_DATA UNVATCH | /----- >| | <----\ (2nd VRF_DELAY) |
o +

|

EVE_ENTRY_EXPI RE |

(2nd LQ DELAY) |

EVE_ENTRY_EXPI RE |
(1st DAD DELAY)

|

| EVE_ENTRY_EXPI RE
|  (1st LQ DELAY) |
| REEEREPE L
\

[------ \
| | EVE_DATA CONFLI CT ---\ | | |
| v v | v ||
| R R + EVE_ENTRY_EXPI RE R LT +
| | | (2nd DAD_DELAY) | | | |
\----4+ DETECTION ----------cmmmmmmmme oo - >| RECOVERY +--/ |
| | | | |
R + (To NO_BI ND) R +
A | |
| EVE_DATA LEASEQUERY | |
[=mmmmmees Vo | |
| | | EVE_ENTRY_EXPI RE |
EVE_DHCP_RENEW v | v |
EVE_DHCP_REBI ND| R + R +
| | | | +- -/
\----+ BOUND | <---mmmmmm - + VERI FY
| | EVE _DATA VERI FY]| | <-\
B - + B - +
| |
I /

EVE_DATA_LEASEQUERY
EVE_DATA EXPI RE
(1st VRF_DELAY)

Figure 14: Diagram of Transit

LQ DELAY: MAX_LEASEQUERY_DELAY
VRF_DELAY: DETECTI ON_TI MEQUT

8. Filtering Specification

This section specifies howto use bindings to filter out packets with
spoof ed source addresses.

Filtering policies are different for data packets and contro
packets. DHCP, ARP, and Nei ghbor Discovery Protocol (NDP) [RFC4861]
nmessages are classified as control packets. All other packets are
classified as data packets.
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8. 1.

8. 2.

Bi

Data Packet Filtering

Dat a packets fromattachnments with the Validating attri bute TRUE MUST
have their source addresses validated. There is one exception to
this rule.

A packet whose source |IP address is a link-1ocal address cannot be
checked agai nst DHCP assignnents, as it is not assigned using DHCP
Note: as explained in Section 1, a SAVI solution for link-1oca
addresses, e.g., FCFS SAVI [RFC6620], can be enabled to check packets
with a link-1ocal source address.

If the source I P address of a packet is not a link-1ocal address, but
there is not a matching entry in the BST with BOUND state, this
packet MUST be discarded. However, the packet nay trigger the Data
Snoopi ng Process (Section 7) if the Data-Snooping attribute is set on
the attachnent.

Dat a packets froman attachnent with the Validating attribute set
FALSE wi Il be forwarded without having their source addresses
val i dat ed

The SAVI device MAY | og packets that fail source address validation
Control Packet Filtering
For attachnments with the Validating attribute:

DHCPv4 Cient-to-Server messages in which the source |IP address is
neither all zeros nor bound with the correspondi ng bindi ng anchor in
the BST MJUST be discarded.

DHCPv6 Cient-to-Server messages in which the source |IP address is
neither a link-1ocal address nor bound with the correspondi ng bindi ng
anchor in the BST MJST be di scarded.

NDP messages in which the source |IP address is neither a |link-loca
address nor bound with the correspondi ng bi ndi ng anchor MJST be
di scar ded.

NA messages in which the target address is neither a link-1oca
address nor bound with the correspondi ng bi nding anchor MJST be
di scar ded.

ARP nmessages in which the protocol is IP and the sender protoco

address is neither all zeros nor bound with the correspondi ng bi ndi ng
anchor MUST be di scar ded.
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9.

ARP Reply messages in which the target protocol address is not bound
with the correspondi ng bi nding anchor MJUST be di scarded.

For attachments with other attri butes:

DHCP Server-to-Cient nmessages not fromattachnments with the DHCP-
Trust attribute or Trust attribute MJUST be di scarded.

For attachnments with no attri bute:

DHCP Server-to-Cient nmessages from such attachnments MJST be
di scar ded.

The SAVI device MAY record any nessages that are di scarded.

State Restoration

If a SAVI device reboots, the information kept in volatile nenory
will be lost. This section specifies the restoration of attribute
configuration and the BST.

1. Attribute Configuration Restoration

The loss of attribute configuration will not break the network: no
action will be perfornmed on traffic fromattachments with no
attribute. However, the loss of attribute configuration nmakes this
SAVI function unable to work.

To avoid the | oss of binding anchor attribute configuration, the
configuration MIST be able to be stored in non-volatile storage.
After the reboot of the SAVI device, if the configuration of binding
anchor attributes is found in non-volatile storage, the configuration
MUST be used.

9.2. Binding State Restoration

Bi,

The | oss of binding state will cause the SAVI devices to discard
legitimate traffic. Sinply using the Data Shooping Process to
recover a |arge nunber of bindings is a heavy overhead and may cause
consi derabl e del ay. Thus, recovering bindings fromnon-volatile
storage, as specified bel ow, is RECOMVENDED.

Bi nding entries MAY be saved into non-volatile storage whenever a new
bi nding entry changes to BOUND state. If a binding with BOUND state
is renoved, the saved entry MJST be renoved correspondingly. The
time when each binding entry is established is al so saved.
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10.

11.

11.

Bi,

If the BST is stored in non-volatile storage, the SAVI device SHOULD
restore binding state fromthe non-volatile storage i mediately after
reboot. Using the time when each binding entry was saved, the SAVI
devi ce shoul d check whether the entry has becone obsol ete by
conparing the saved lifetime and the difference between the current
time and tine when the binding entry was established. Cbsolete
entries that woul d have expired before the reboot MJST be renpved.

Const ant s
The foll owi ng constants are reconmended for use in this context:

o MAX DHCP_RESPONSE TI ME (120s): Maximum Solicit tinmeout val ue
(SO._MAX_RT from [ RFC3315])

o MAX LEASEQUERY_DELAY (10s): Maxi mum LEASEQUERY ti meout val ue
(LQ_MAX_RT from [ RFC5007])

o DETECTION_TI MEQUT (0.5s): Maxi mum duration of a hardware address
verification step in the VERIFY state (TENT_LT from [ RFC6620])

0 DATA SNOOPI NG | NTERVAL: M nimuminterval between two successive
EVE_DATA UNMATCH events triggered by an attachnent.
Recomended interval : 60s and configurable

0 OFFLI NK DELAY: Period after a client is |ast detected before the
bi ndi ng anchor is being renoved. Recomended del ay: 30s

Security Consi derations
1. Security Problens with the Data Snoopi ng Process

There are two security problenms with the Data Snoopi ng Process
(Section 7):

(1) The Data Snooping Process is costly, but an attacker can trigger
it sinply through sending a nunber of data packets. To avoid
Deni al - of - Servi ce attacks agai nst the SAVI device itself, the
Dat a Snooping Process MJST be rate limted. A constant
DATA _SNOOPI NG | NTERVAL is used to control the frequency. Two
Dat a Snoopi ng Processes on one attachment MJST be separated by a
mnimuminterval tinme of DATA SNOOPI NG | NTERVAL. If this value
i s changed, the value needs to be | arge enough to mnimze DoS
attacks.

(2) The Data Snooping Process may set up incorrect bindings if the

clients do not reply to the detection probes (Section 7.6.1).
An attack will pass the duplicate detection if the client
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11.

11

Bi

assigned the target address does not reply to the detection
probes. The DHCP Leasequery procedure performed by the SAVI
device just tells whether or not the address is assigned in the
network. However, the SAVI device cannot deterni ne whether the
address is just assigned to the triggering attachment fromthe
DHCPLEASEQUERY Repl y.

2. Securing Leasequery Qperations

In [ RFC4388] and [ RFC5007], the specific case of DHCP Leasequeries
originated by "access concentrators” is addressed extensively. SAV
devices are very simlar to access concentrators in that they snoop
on DHCP traffic and seek to validate source addresses based on the
results. Accordingly, the recomendations for securing |easequery
operations for access concentrators in Section 7 of [RFC4388] and
Section 5 of [RFC5007] MJST be foll owed when | easequeries are nade
from SAVI devices. [RFC5007] RECOMMENDS t hat conmuni cati ons between
the querier and the DHCP server are protected with IPsec. It is

poi nted out that there are relatively few devices involved in a given
adnmi ni strative domain (SAVI devices, DHCP rel ays, and DHCP servers)
so that manual configuration of keying material would not be overly
bur densone.

.3. dient Departure |ssues

After a binding is set up, the corresponding client may |eave its

attachrment point. It may depart tenporarily due to signal fade or
permanently by noving to a new attachment point or |eaving the
network. In the signal fade case, since the client may return

shortly, the binding should be kept nonmentarily, lest legitimte
traffic fromthe client be blocked. However, if the client |eaves
per manent |y, keeping the binding can be a security issue. |If the

bi ndi ng anchor is a property of the attachnment point rather than the
client, e.g., the switch port but not incorporating the MAC address,
an attacker using the sanme bindi ng anchor can send packets using IP
addresses assigned to the client. Even if the binding anchor is a
property of the client, retaining binding state for a departed client
for along tine is a waste of resources.

VWhenever a direct client departs fromthe network, a |ink-down event
associ ated with the binding anchor will be triggered. SAVI-DHCP
noni tors such events and perforns the foll owi ng nmechani sm

(1) Wienever a client with the Validating attribute |eaves, a tinmer

of duration OFFLI NK_DELAY is set on the correspondi ng binding
entries.
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11.

Bi

(2) If a DAD Neighbor Solicitation / Gatuitous ARP request is
received that targets the address during OFFLI NK_DELAY, the
entry MAY be renoved

(3) If the client returns on-link during OFFLI NK_DELAY, cancel the
tinmer.

In this way, the bindings of a departing client are kept for

OFFLI NK_DELAY. In cases of link flapping, the client will not be
bl ocked. If the client |eaves permanently, the bindings will be
removed after OFFLI NK_DELAY.

SAVI - DHCP does not handl e the departure of indirect clients because
it will not be notified of such events. Switches supporting indirect
attachment (e.g., through a separate non-SAVI sw tch) SHOULD use

i nformation specific to the client such as its MAC address as part of
the bi ndi ng anchor.

4. Conpatibility with Detecting Network Attachment (DNA)

DNA [ RFC4436] [ RFC6059] is designed to decrease the handover |atency
after reattachment to the sane network. DNA mainly relies on
perform ng a reachability test by sending unicast Nei ghbor
Solicitation / Router Solicitation / ARP Request nessages to

det erm ne whether a previously configured address is still valid.

Al t hough DNA provides optimzation for clients, there is insufficient
information for this nechanismto nigrate the previous binding or
establish a new binding. |If a binding is set up only by snooping the
reachability test nessage, the binding nay be invalid. For exanple,
an attacker can performthe reachability test with an address bound
to another client. |If a binding is migrated to the attacker, the
attacker can successfully obtain the binding fromthe victim

Because this nechani smwouldn’t set up a binding based on snoopi ng
the DNA procedure, it cannot achieve perfect conpatibility with DNA
However, it only means the reconfiguration of the interface is slowed
but not prevented. Details are discussed as follows.

In Sinple DNAv6 [ RFC6059], the probe is sent with the source address

set to a link-local address, and such nmessages will not be discarded
by the policy specified in Section 8.2. If aclient is reattached to
a previous network, the detection will be conpleted, and the address
will be regarded as valid by the client. However, the candidate
address is not contained in the probe. Thus, the binding cannot be
recovered through snooping the probe. As the client will perform
DHCP exchange at the sane tine, the binding will be recovered from

the DHCP Snoopi ng Process. The DHCP Request nessages will not be
filtered out in this case because they have link-local source
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11.

11.

Bi

addresses. Before the DHCP procedure is conpl eted, packets will be
filtered out by the SAVI device. In other words, if this SAVI
function is enabled, Sinple DNAv6 will not help reduce the handover
latency. |If the Data-Snhooping attribute is configured on the new

attachment of the client, the data-triggered procedure may reduce
| at ency.

In DNAv4 [ RFC4436], the ARP Probe will be discarded because an
unbound address is used as the sender protocol address. As a result,

the client will regard the address under detection as valid.

However, the data traffic will be filtered. The DHCP Request nessage
sent by the client will not be discarded because the source IP
address field should be all zeros as required by [ RFC2131]. Thus, if
the address is still valid, the binding will be recovered fromthe

DHCP Snoopi ng Process.

5. Binding Number Limtation

A binding entry will consune certain high-speed nenory resources. In
general, a SAVI device can afford only a quite linited nunber of
bi nding entries. In order to prevent an attacker from overl oadi ng

the resources of the SAVI device, a binding entry limt is set on
each attachnment. The binding entry limt is the nmaxi mum nunber of
bi ndi ngs supported on each attachnent with the Validating attribute.

No new bi ndi ng shoul d be set up after the Iimt has been reached. |If
a DHCP Reply assigns nore addresses than the renmaining binding entry
guota of each client, the nmessage will be discarded and no bi ndi ng
will be set up.

6. Privacy Considerations

A SAVI device MIST del ete binding anchor information as soon as
possible (i.e., as soon as the state for a given address is back to
NO BI ND), except where there is an identified reason why that
information is likely to be involved in the detection, prevention, or
traci ng of actual source-address spoofing. Information about hosts
that never spoof (probably the majority of hosts) SHOULD NOT be

| ogged.

7. Fragmented DHCP Messages
Thi s specification does not preclude reassenbly of fragmented DHCP
nessages, but it also does not require it. |If DHCP fragmentation

proves to be an issue, the issue will need to be specified and
addressed. (This topic is beyond the scope of this docunent.)
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