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A JSON Wb Key (JWK) is a JavaScript Object Notation (JSON) data
structure that represents a cryptographic key. This specification

al so defines a JWK Set JSON data structure that represents a set of
JWKs. Cryptographic algorithms and identifiers for use with this
specification are described in the separate JSON Wb Al gorithns (JWA)
specification and | ANA registries established by that specification
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1. Introduction

A JSON Wb Key (JWK) is a JavaScript Object Notation (JSON) [ RFC7159]
data structure that represents a cryptographic key. This
specification also defines a JW Set JSON data structure that
represents a set of JWKs. Cryptographic algorithns and identifiers
for use with this specification are described in the separate JSON
Web Al gorithms (JWA) [JWA] specification and | ANA registries
establ i shed by that specification

Goal s for this specification do not include representing new ki nds of
certificate chains, representing new kinds of certified keys, or
replacing X. 509 certificates.

JWKs and JWK Sets are used in the JSON Wb Signature [JW5] and JSON
Web Encryption [JWE] specifications.

Nanes defined by this specification are short because a core goal is
for the resulting representations to be conpact.

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenent Levels" [RFC2119].
The interpretation should only be applied when the terns appear in
all capital letters.

BASE64URL( OCTETS) denotes the base64url encodi ng of OCTETS, per
Section 2 of [JWF].
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UTF8( STRING denotes the octets of the UTF-8 [ RFC3629] representation
of STRING where STRING is a sequence of zero or nore Unicode
[ UNI CODE] characters.

ASCI | (STRING denotes the octets of the ASCII [RFC20] representation
of STRING where STRING is a sequence of zero or nore ASCII
characters.

The concatenation of two values A and B is denoted as A || B.
2. Term nol ogy

The terns "JSON Wb Signature (JW5)", "Base64url Encoding",
"Col | i sion-Resi stant Nane", "Header Paraneter", and "JOSE Header" are
defined by the JW5 specification [JW].

The terms "JSON Wb Encryption (JWE)", "Additional Authenticated Data
(AAD)", "JWE Aut hentication Tag", "JWE Ci phertext", "JWE Conpact
Serialization", "JWE Encrypted Key", "JWE Initialization Vector", and
"JWE Protected Header" are defined by the JWE specification [JWE].

The terms "Ci phertext”, "Digital Signature", "Message Authentication
Code (MAC)", and "Plaintext” are defined by the "Internet Security
d ossary, Version 2" [RFC4949].

These ternms are defined by this specification:

JSON Wb Key (JVK)
A JSON object that represents a cryptographic key. The menbers of
the object represent properties of the key, including its val ue.

JVWK Set

A JSON obj ect that represents a set of JWKs. The JSON object MJIST
have a "keys" menber, which is an array of JWKs.
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3. Exanple JWK

This section provides an exanple of a JWK. The foll owi ng exanple JW
declares that the key is an Elliptic Curve [DSS] key, it is used with
the P-256 Elliptic Curve, and its x and y coordinates are the
base64url - encoded val ues shown. A key identifier is also provided
for the key.

{Il kt yIl : n ECI,
"crv":"P-256",
"x":"f830Q03D2xF1Bg8vub9t LelgHW V76e8Tus9uPHvRVEU",
"y":"x_FEzRU9MB6HLN t ue659LNpXWspCy Sti kY] KI W 5a0",
"kid":"Public key used in JW5 spec Appendix A 3 exanpl e"

}
Addi ti onal exampl e JWK val ues can be found in Appendi x A

4. JSON Wb Key (JWK) For mat

A JW is a JSON object that represents a cryptographic key. The
menbers of the object represent properties of the key, including its
value. This JSON object MAY contain whitespace and/or |ine breaks
before or after any JSON val ues or structural characters, in
accordance with Section 2 of RFC 7159 [RFC7159]. This docunent
defines the key paraneters that are not algorithmspecific and, thus,
comon to nany keys.

In addition to the conmon paraneters, each JW will have nenbers that
are key type specific. These nenbers represent the paraneters of the
key. Section 6 of the JSON Wb Al gorithns (JWA) [JWA] specification
defines nmultiple kinds of cryptographic keys and their associ ated
menbers.

The nenber names within a JWK MJUST be uni que; JWK parsers MJIST either
reject JWKs with duplicate menber nanes or use a JSON parser that
returns only the lexically last duplicate nmenber name, as specified
in Section 15.12 (The JSON bject) of ECMAScript 5.1 [ECVAScript].

Addi ti onal nenbers can be present in the JW if not understood by

i mpl enent ati ons encountering them they MJST be ignored. Menber
nanes used for representing key paraneters for different keys types
need not be distinct. Any new nenber nane shoul d either be
registered in the | ANA "JSON Wb Key Paraneters" registry established
by Section 8.1 or be a value that contains a Collision-Resistant

Name.
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4.1. "kty" (Key Type) Paraneter

The "kty" (key type) paranmeter identifies the cryptographic algorithm
famly used with the key, such as "RSA" or "EC'. "kty" values should
either be registered in the | ANA "JSON Wb Key Types" registry
established by [JWA] or be a value that contains a Collision-

Resi stant Nanme. The "kty" value is a case-sensitive string. This
menber MUST be present in a JW

A list of defined "kty" values can be found in the | ANA "JSON Wb Key
Types"” registry established by [JWA]; the initial contents of this
registry are the values defined in Section 6.1 of [JWA].

The key type definitions include specification of the nenbers to be
used for those key types. Menbers used with specific "kty" val ues
can be found in the | ANA "JSON Wb Key Paraneters" registry
establ i shed by Section 8. 1.

4.2. "use" (Public Key Use) Paraneter

The "use" (public key use) parameter identifies the intended use of

the public key. The "use" paraneter is enployed to indicate whether
a public key is used for encrypting data or verifying the signature
on data

Val ues defined by this specification are:

o "sig" (signature)
o "enc" (encryption)

O her val ues MAY be used. The "use" value is a case-sensitive
string. Use of the "use" nenber is OPTIONAL, unless the application
requires its presence.

VWen a key is used to wap another key and a public key use
designation for the first key is desired, the "enc" (encryption) key
use value is used, since key wapping is a kind of encryption. The
"enc" value is also to be used for public keys used for key agreenent
operations.

Addi tional "use" (public key use) values can be registered in the

| ANA "JSON Wb Key Use" registry established by Section 8. 2.

Regi stering any extension values used is highly reconmended when this
specification is used in open environments, in which nultiple

organi zati ons need to have a conmon understandi ng of any extensions
used. However, unregistered extension values can be used in closed
environnents, in which the producing and consum ng organi zati on wil |l
al ways be the sane.
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4.3. "key _ops" (Key Operations) Paraneter

The "key_ops" (key operations) paraneter identifies the operation(s)
for which the key is intended to be used. The "key_ops" parameter is
i ntended for use cases in which public, private, or symetric keys
may be present.

Its value is an array of key operation values. Values defined by
this specification are:

"sign" (conpute digital signature or MAQ

"verify" (verify digital signature or MAC

"encrypt" (encrypt content)

"decrypt" (decrypt content and validate decryption, if applicable)
"wr apKey" (encrypt Kkey)

"unw apKey" (decrypt key and validate decryption, if applicable)
"deriveKey" (derive key)

"deriveBits" (derive bits not to be used as a key)

OO0OO0OO0OO0OO0OO0O0O

(Note that the "key ops" values intentionally match the "KeyUsage"
val ues defined in the Web Cryptography API
[ VBC. CR- \ebCr ypt 0API - 20141211] specification.)

O her val ues MAY be used. The key operation values are case-
sensitive strings. Duplicate key operation values MJST NOT be
present in the array. Use of the "key ops" nenber is OPTI ONAL
unl ess the application requires its presence.

Mul tiple unrel ated key operati ons SHOULD NOT be specified for a key
because of the potential vulnerabilities associated with using the
same key with nultiple algorithnms. Thus, the conbinations "sign"
with "verify", "encrypt" with "decrypt"”, and "w apKey" with

"unw apKey" are permitted, but other comnbinations SHOULD NOT be used.

Addi tional "key_ops" (key operations) values can be registered in the
| ANA "JSON Web Key Operations" registry established by Section 8.3.
The sane considerations about registering extension values apply to
the "key ops" nmenber as do for the "use" nenber

The "use" and "key_ops" JWK menbers SHOULD NOT be used together
however, if both are used, the information they convey MJST be
consistent. Applications should specify which of these nenbers they
use, if either is to be used by the application
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4.4. "alg" (Algorithm Paraneter

The "al g" (algorithn) paraneter identifies the algorithmintended for
use with the key. The values used should either be registered in the
| ANA "JSON Wb Signature and Encryption Al gorithns" registry
established by [JWA] or be a value that contains a Collision-

Resi stant Nanme. The "alg" value is a case-sensitive ASCII string.
Use of this nenber is OPTI ONAL.

4.5. "kid" (Key ID) Paraneter

The "kid" (key ID) paraneter is used to nmatch a specific key. This
is used, for instance, to choose anbng a set of keys within a JW Set
during key rollover. The structure of the "kid" value is

unspeci fied. Wen "kid" values are used within a JWK Set, different
keys within the JWK Set SHOULD use distinct "kid" values. (One
exanple in which different keys m ght use the sane "kid" value is if
they have different "kty" (key type) values but are considered to be
equi valent alternatives by the application using them) The "kid"
value is a case-sensitive string. Use of this nenber is OPTI ONAL
When used with JW5 or JWE, the "kid" value is used to match a JW5 or
JVE "ki d" Header Paraneter val ue.

4.6. "x5u" (X.509 URL) Paraneter

The "x5u" (X. 509 URL) paraneter is a URI [RFC3986] that refers to a
resource for an X 509 public key certificate or certificate chain

[ RFC5280]. The identified resource MUST provide a representation of
the certificate or certificate chain that conforns to RFC 5280

[ RFC5280] in PEM encoded form with each certificate delimted as
specified in Section 6.1 of RFC 4945 [ RFC4945]. The key in the first
certificate MUST match the public key represented by other nenbers of
the JWK. The protocol used to acquire the resource MJST provide
integrity protection; an HTTP CGET request to retrieve the certificate
MJST use TLS [ RFC2818] [ RFC5246]; the identity of the server MJST be
val i dated, as per Section 6 of RFC 6125 [RFC6125]. Use of this
menber is OPTI ONAL.

VWiile there is no requirenment that optional JWK nmenbers providi ng key
usage, algorithm or other information be present when the "x5u"
menber is used, doing so may inprove interoperability for
applications that do not handle PKIX certificates [RFC5280]. |If

ot her nmenbers are present, the contents of those nenbers MJST be
semantically consistent with the related fields in the first
certificate. For instance, if the "use" nmenber is present, then it
MJST correspond to the usage that is specified in the certificate,
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when it includes this information. Similarly, if the "alg" nenber is
present, it MJST correspond to the algorithmspecified in the
certificate.

4.7. "x5c" (X. 509 Certificate Chain) Paraneter

The "x5c" (X.509 certificate chain) paraneter contains a chain of one
or nore PKI X certificates [RFC5280]. The certificate chain is
represented as a JSON array of certificate value strings. Each
string in the array is a base64-encoded (Section 4 of [RFC4648] --
not base64url -encoded) DER [ITU. X690. 1994] PKI X certificate val ue.
The PKI X certificate containing the key value MJST be the first
certificate. This MAY be followed by additional certificates, with
each subsequent certificate being the one used to certify the
previous one. The key in the first certificate MJST match the public
key represented by other menbers of the JWK  Use of this menber is
OPTI ONAL.

As with the "x5u" nenber, optional JWK nenbers providing key usage,
algorithm or other information MAY al so be present when the "x5c"
menber is used. |If other nenbers are present, the contents of those
menbers MJST be semantically consistent with the related fields in
the first certificate. See the |ast paragraph of Section 4.6 for
addi ti onal gui dance on this.

4.8. "x5t" (X. 509 Certificate SHA-1 Thunbprint) Paraneter

The "x5t" (X.509 certificate SHA-1 thunbprint) paraneter is a
base64url -encoded SHA-1 thunbprint (a.k.a. digest) of the DER
encodi ng of an X. 509 certificate [ RFC5280]. Note that certificate
thunbprints are al so sonetimes known as certificate fingerprints.
The key in the certificate MUST match the public key represented by
ot her menmbers of the JWK  Use of this nenber is OPTI ONAL

As with the "x5u" nmenber, optional JVWK nenbers providing key usage,
algorithm or other information MAY al so be present when the "x5t"
nmenber is used. |f other nenbers are present, the contents of those
nmenbers MJST be senmantically consistent with the related fields in
the referenced certificate. See the |ast paragraph of Section 4.6
for additional guidance on this.
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4.9. "x5t#S256" (X. 509 Certificate SHA-256 Thunbprint) Paraneter

The "x5t#S256" (X.509 certificate SHA-256 thunbprint) paraneter is a
base64url - encoded SHA-256 thumbprint (a.k.a. digest) of the DER
encodi ng of an X 509 certificate [ RFC5280]. Note that certificate
thunbprints are al so sonetimes known as certificate fingerprints.
The key in the certificate MUST nmatch the public key represented by
ot her menmbers of the JWK  Use of this nenber is OPTI ONAL

As with the "x5u" nmenber, optional JVWK nenbers providing key usage,
algorithm or other information MAY al so be present when the

"x5t #5256" menber is used. |If other nmenbers are present, the
contents of those menbers MJST be senantically consistent with the
related fields in the referenced certificate. See the |ast paragraph
of Section 4.6 for additional guidance on this.

5. JW Set Format

A JWK Set is a JSON object that represents a set of JWKs. The JSON
obj ect MUST have a "keys" menber, with its value being an array of
JWKs. This JSON obj ect MAY contain whitespace and/or |ine breaks.

The nmenber names within a JWK Set MJST be uni que; JVWK Set parsers
MUST either reject JWK Sets with duplicate nmenber nanes or use a JSON
parser that returns only the lexically last duplicate nenber nane, as
specified in Section 15.12 ("The JSON Object") of ECMAScript 5.1

[ ECMASCri pt] .

Addi ti onal nenbers can be present in the JW Set; if not understood
by i nmpl enmentati ons encountering them they MJST be ignored.
Paranmeters for representing additional properties of JW Sets shoul d
either be registered in the | ANA "JSON Wb Key Set Paraneters”

regi stry established by Section 8.4 or be a value that contains a
Col l'i si on- Resi st ant Narre.

| mpl enent ati ons SHOULD ignore JWKs within a JWK Set that use "kty"
(key type) values that are not understood by them that are mi ssing
requi red nmenbers, or for which values are out of the supported
ranges.

5.1. "keys" Paraneter

The val ue of the "keys" paranmeter is an array of JW values. By
default, the order of the JW values within the array does not inply
an order of preference anong them although applications of JWK Sets
can choose to assign a neaning to the order for their purposes, if
desired.
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6.

String Conparison Rul es

The string conparison rules for this specification are the sanme as
those defined in Section 5.3 of [JWF].

Encrypted JWK and Encrypted JWK Set Formats

Access to JWKs containing non-public key material by parties w thout
legitimate access to the non-public informati on MJUST be prevented.
Thi s can be acconplished by encrypting the JWK when potentially
observabl e by such parties to prevent the disclosure of private or
symmetric key values. The use of an Encrypted JWK, which is a JVE
with the UTF-8 encoding of a JWK as its plaintext value, is
recormended for this purpose. The processing of Encrypted JWKs is
identical to the processing of other JWEs. A "cty" (content type)
Header Parameter val ue of "jwk+json" MJST be used to indicate that
the content of the JWE is a JWK, unless the application knows that
the encrypted content is a JWK by anot her neans or convention, in
whi ch case the "cty" value would typically be omtted

JWK Sets containing non-public key material will also need to be
encrypted under these circunmstances. The use of an Encrypted JWK
Set, which is a JWE with the UTF-8 encoding of a JW Set as its

pl ai ntext value, is recommrended for this purpose. The processing of
Encrypted JWK Sets is identical to the processing of other JWEs. A
"cty" (content type) Header Paraneter value of "jwk-set+json" MJST be
used to indicate that the content of the JWE is a JW Set, unless the
application knows that the encrypted content is a JWK Set by anot her
means or convention, in which case the "cty" value would typically be
omtted.

See Appendix C for an exanple encrypted JWK.
| ANA Consi derations

The following registration procedure is used for all the registries
establ i shed by this specification

The registration procedure for values is Specification Required

[ RFC5226] after a three-week review period on the
jose-reg-review@etf.org mailing list, on the advice of one or nore
Desi gnat ed Experts. However, to allow for the allocation of val ues
prior to publication, the Designated Experts nmay approve registration
once they are satisfied that such a specification will be published.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register JW paraneter:
exanpl e").
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Wthin the review period, the Designated Experts will either approve
or deny the registration request, comrunicating this decision to the
review list and | ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful.
Regi stration requests that are undetermned for a period | onger than
21 days can be brought to the IESGs attention (using the
iesg@etf.org mailing list) for resolution

Criteria that should be applied by the Designated Experts include

det erm ni ng whet her the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability or
useful only for a single application, and whether the registration
description is clear

| ANA nmust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
list.

It is suggested that nultiple Designated Experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly informed review of

regi stration decisions. |In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other

Experts.

8.1. JSON Wb Key Paraneters Registry

This section establishes the | ANA "JSON Wb Key Paraneters"” registry
for JWK paraneter nanmes. The registry records the paraneter nane,
the key type(s) that the paraneter is used with, and a reference to
the specification that defines it. It also records whether the

par amet er conveys public or private information. This section

regi sters the paraneter nanes defined in Section 4. The same JWK

par anmeter name may be registered multiple tines, provided that
duplicate paraneter registrations are only for key-type-specific JWK
paranmeters; in this case, the nmeaning of the duplicate paraneter nane
i s di sanbi guated by the "kty" value of the JW containing it.

8.1.1. Registration Tenplate

Par amet er Nane:
The nane requested (e.g., "kid"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conpelling reason to do so. This nane is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unl ess the Designated Experts state that
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8.

1

there is a conpelling reason to allow an exception. However,

mat chi ng nanmes nay be regi stered, provided that the acconpanying
sets of "kty" values that the paranmeter name is used with are

di sjoint; for the purposes of matching "kty" values, "*" matches
al | val ues.

Par armet er Descri ption:
Brief description of the parameter (e.g., "Key ID").

Used with "kty" Val ue(s):
The key type paraneter value(s) that the paraneter nane is to be
used with, or the value "*" if the paraneter value is used with
all key types. Values nmay not match other registered "kty" val ues
in a case-insensitive manner when the regi stered paraneter nanme is
the sane (including when the paranmeter nanme matches in a case-
i nsensitive manner) unl ess the Designhated Experts state that there
is a conpelling reason to allow an excepti on.

Paranmeter Information C ass:
Regi st ers whet her the paraneter conveys public or private
information. |Its value nust be either Public or Private.

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g., postal
address, emmil address, honme page URI) may al so be incl uded.

Speci fication Docunent(s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copies of
the docunents. An indication of the relevant sections nay al so be
i ncluded but is not required.

2. Initial Registry Contents

o Paraneter Nane: "kty"

o Paraneter Description: Key Type

o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

o Change Controller: |ESG

o Specification Docunment(s): Section 4.1 of RFC 7517
o Paraneter Name: "use"

o Paraneter Description: Public Key Use

o Used with "kty" Value(s): *

o Paraneter Information O ass: Public

o Change Controller: |IESG

o Specification Docunent(s): Section 4.2 of RFC 7517
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o Paraneter Nanme: "key_ ops"

o Paraneter Description: Key Operations

o Used with "kty" Value(s): *

o Paraneter Information O ass: Public

o Change Controller: |IESG

o Specification Docunent(s): Section 4.3 of RFC 7517
o Paraneter Nane: "al g"

o Paraneter Description: Al gorithm

o Used with "kty" Value(s): *

o Paraneter Information C ass: Public

o Change Controller: |IESG

o Specification Docunent(s): Section 4.4 of RFC 7517
o Paraneter Nane: "kid"

o Paraneter Description: Key ID

o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

o Change Controller: |IESG

o Specification Docunent(s): Section 4.5 of RFC 7517
o Paraneter Nanme: "x5u"

o Paraneter Description: X 509 URL

o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

o Change Controller: |IESG

o Specification Docunment(s): Section 4.6 of RFC 7517
o Paranmeter Name: "x5c"

o Paraneter Description: X 509 Certificate Chain

o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

o Change Controller: |ESG

o Specification Docunment(s): Section 4.7 of RFC 7517
o Paraneter Name: "x5t"

o Paraneter Description: X 509 Certificate SHA-1 Thunbpri nt
o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

o Change Controller: |ESG

o Specification Docunment(s): Section 4.8 of RFC 7517
o Paraneter Nane: "x5t#S256"

0o Paraneter Description: X 509 Certificate SHA-256 Thunbpri nt
o Used with "kty" Value(s): *

o Paraneter Information O ass: Public

o Change Controller: |IESG

o Specification Docunent(s): Section 4.9 of RFC 7517
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8. 2.

JSON Wb Key Use Registry

This section establishes the | ANA "JSON Wb Key Use" registry for JWK
"use" (public key use) nenber values. The registry records the
public key use value and a reference to the specification that
defines it. This section registers the paranmeter nanes defined in
Section 4.2.

8.2.1.

Regi strati on Tenpl ate

Use Menber Val ue:

The nane requested (e.g., "sig"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conpelling reason to do so. This nane is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception.

Use Description:

Brief description of the use (e.g., "Digital Signature or MAC').

Change Controller:

For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g., postal
address, emmil address, honme page URI) may al so be incl uded.

Speci fication Docunent(s):

8.2.2.

O O0OO0OOo

(el elelNe]

Jones

Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copies of
the docunents. An indication of the relevant sections nay al so be
i ncluded but is not required.

Initial Registry Contents

Use Menber Val ue: "sig"

Use Description: Digital Signature or MAC

Change Controller: |ESG

Speci fication Docunment(s): Section 4.2 of RFC 7517

Use Member Val ue: "enc"

Use Description: Encryption

Change Controller: |ESG

Speci fication Docunment(s): Section 4.2 of RFC 7517

St andards Track [ Page 15]



RFC 7517 JSON Wb Key (JVK) May 2015

8.3. JSON Wb Key Operations Registry

This section establishes the | ANA "JSON Wb Key Operations" registry
for values of JWK "key ops" array elenents. The registry records the
key operation value and a reference to the specification that defines
it. This section registers the paraneter nanes defined in

Section 4.3.

8.3.1. Registration Tenplate

Key Operation Val ue:
The nane requested (e.g., "sign"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conpelling reason to do so. This nane is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception.

Key Operation Description:
Brief description of the key operation (e.g., "Conpute digital
signature or NMAC').

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g., postal
address, emmil address, home page URI) may al so be incl uded.

Speci fication Docunent(s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copies of
the docunents. An indication of the relevant sections nay al so be
i ncluded but is not required.

8.3.2. Initial Registry Contents

o Key Operation Value: "sign"

o Key Operation Description: Compute digital signature or MAC
o Change Controller: |ESG

o Specification Document(s): Section 4.3 of RFC 7517

o Key Operation Value: "verify"

0 Key Operation Description: Verify digital signature or MAC
o Change Controller: |IESG

o Specification Docunment(s): Section 4.3 of RFC 7517
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[e}Ne] O O0OO0OOo o O [e}Ne] (e} elelNe]

[elNe]

OO0OO0OO0OO0OO0OO0OO0O

8. 4.

Key Operation Value: "encrypt"

Key Operation Description: Encrypt content

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Qperation Value: "decrypt"

Key Operation Description: Decrypt content and validate
decryption, if applicable

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Qperation Val ue: "w apKey"

Key Operation Description: Encrypt key

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Operation Val ue: "unw apKey"

Key Operation Description: Decrypt key and validate decryption, if
appl i cabl e

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Operation Val ue: "deriveKey"

Key Qperation Description: Derive key

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Operation Value: "deriveBits"

Key Operation Description: Derive bits not to be used as a key
Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

JSON Wb Key Set Paraneters Registry

This section establishes the | ANA "JSON Wb Key Set Paraneters"
registry for JWK Set paraneter names. The registry records the
paraneter nanme and a reference to the specification that defines it.
This section registers the paraneter names defined in Section 5.

8.4.1.

Regi strati on Tenpl ate

Par anet er Nane:

Jones

The nane requested (e.g., "keys"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conpelling reason to do so. This nane is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception
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Par amet er Descri ption:
Brief description of the paraneter (e.g., "Array of JWK val ues").

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g., posta
address, emmil address, hone page URI) nmay al so be included.

Speci fication Document (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copies of
the docunents. An indication of the relevant sections nmay al so be
i ncluded but is not required.

8.4.2. Initial Registry Contents

8.

8.

5.

5.

Par amet er Nane: "keys"

Par amet er Description: Array of JWK Val ues

Change Controller: |ESG

Speci fication Docunment(s): Section 5.1 of RFC 7517

(el elelNe]

Medi a Type Regi stration
1. Registry Contents

This section registers the "application/jwk+json" and "application/

j Wk-set +j son" nedi a types [ RFC2046] in the "Media Types" registry

[ 1 ANA. Medi aTypes] in the manner described in RFC 6838 [ RFC6838],

whi ch can be used to indicate that the content is a JW or a JW Set,
respectively.

Type Name: application

Subt ype Nane: jwk+json

Requi red Paraneters: n/a

Optional Parameters: n/a

Encodi ng considerations: 8bit; application/jwk+json values are

represented as a JSON object; UTF-8 encodi ng SHOULD be enpl oyed

for the JSON object.

0 Security Considerations: See the Security Considerations section
of RFC 7517.

0 Interoperability Considerations: n/a

o Published Specification: RFC 7517

o Applications that use this nedia type: OpenlD Connect, Sal esforce,
CGoogl e, Android, Wndows Azure, WBC WebCrypto API, nunerous others

o Fragnent identifier considerations: n/a

O O0OO0OO0O0o
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o Additional Information:

Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

Person & emmil address to contact for further information:
M chael B. Jones, nbj @n crosoft.com

I nt ended Usage: COVMON

Restrictions on Usage: none

Aut hor: M chael B. Jones, nbj @n crosoft.com

Change Controller: |ESG

Provi sional registration? No

o

O O0OO0OO0O0o

Type Name: application

Subt ype Name: jwk-set+j son

Requi red Paraneters: n/a

Optional Paraneters: n/a

Encodi ng considerations: 8bit; application/jwk-set+ son values are

represented as a JSON bject; UTF-8 encodi ng SHOULD be enpl oyed

for the JSON object.

0 Security Considerations: See the Security Considerations section
of RFC 7517.

0 Interoperability Considerations: n/a

o Published Specification: RFC 7517

o Applications that use this nedia type: OpenlD Connect, Sal esforce,
CGoogl e, Android, Wndows Azure, WBC WebCrypto API, nurerous others

o Fragnent identifier considerations: n/a

o Additional Information

O O0OO0OO0O0o

Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

0 Person & emnil address to contact for further information
M chael B. Jones, nbj @n crosoft.com

o Intended Usage: COVVON

0 Restrictions on Usage: none

o Author: Mchael B. Jones, nbj@ricrosoft.com

o Change Controller: |ESG

o Provisional registration? No

9. Security Considerations

Al of the security issues that are pertinent to any cryptographic
application nust be addressed by JW5/ JWE/ JWK agents. Anmpng these
i ssues are protecting the user’s asynmetric private and symretric
secret keys and enpl oyi ng counterneasures to various attacks.
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9.1. Key Provenance and Trust

One shoul d place no nore trust in the data cryptographically secured
by a key than in the nethod by which it was obtained and in the
trustworthiness of the entity asserting an association with the key.
Any data associated with a key that is obtained in an untrusted
manner shoul d be treated with skepticism See Section 10.3 of [JW§]
for security considerations on key origin authentication

In al nost all cases, applications nake deci si ons about whether to
trust a key based on attributes bound to the key, such as nanes,
roles, and the key origin, rather than based on the key itself. Wen
an application is deciding whether to trust a key, there are severa
ways that it can bind attributes to a JWK  Two exanpl e nmechani sns
are PKI X [ RFC5280] and JSON Wb Token (JWI) [JWI].

For instance, the creator of a JWK can include a PKIX certificate in
the JWK's "x5c¢" nenber. |If the application validates the certificate
and verifies that the JWK corresponds to the subject public key in
the certificate, then the JWK can be associated with the attributes
in the certificate, such as the subject nane, subject alternative
nanes, extended key usages, and its signature chain.

As anot her exanple, a JWI can be used to associate attributes with a
JWK by referencing the JWK as a claimin the JW. The JW can be
included directly as a claimvalue or the JWI can include a TLS-
secured URI fromwhich to retrieve the JW value. Either way, an
application that gets a JWK via a JW claimcan associate it with the
JWI” s cryptographic properties and use these and possibly additiona
clains in deciding whether to trust the key.

The security considerations in Section 12.3 of XM. DSIG 2.0

[ WBC. NOTE- xmi dsi g- core2-20130411] about the strength of a digita
si gnat ure dependi ng upon all the links in the security chain also
apply to this specification.

The TLS Requirenents in Section 8 of [JW5] also apply to this
speci fication, except that the "x5u" JW nmenber is the only feature
defined by this specification using TLS.

9.2. Preventing Disclosure of Non-public Key Information
Private and symmetric keys MJST be protected fromdi sclosure to
uni ntended parties. One recommended neans of doing so is to encrypt

JWKs or JWK Sets containing themby using the JWK or JWK Set val ue as
the plaintext of a JWE. O course, this requires that there be a
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secure way to obtain the key used to encrypt the non-public key
information to the intended party and a secure way for that party to
obtain the correspondi ng decryption key.

The security considerations in RFC 3447 [ RFC3447] and RFC 6030
[ RFC6030] about protecting private and symetric keys, key usage, and
i nfornmation | eakage also apply to this specification

9.3. RSA Private Key Representations and Blinding

The RSA Key blinding operation [Kocher], which is a defense agai nst

sone timng attacks, requires all of the RSA key values "n", "e", and
"d". However, sone RSA private key representations do not include
the public exponent "e", but only include the nodulus "n" and the
private exponent "d". This is true, for instance, of the Java

RSAPr i vat eKeySpec API, which does not include the public exponent "e
as a paraneter. So as to enable RSA key blinding, such
representations should be avoided. For Java, the

RSAPr i vat eCrt KeySpec APl can be used instead. Section 8.2.2(i) of

t he "Handbook of Applied Cryptography" [HAC] di scusses how to conpute
the remaining RSA private key paraneters, if needed, using only "n",

e", and "d".
9.4. Key Entropy and Random Val ues

See Section 10.1 of [JWS] for security considerations on key entropy
and random val ues.
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Appendi x A.  Exanple JSON Wb Key Sets

A. 1. Exanple Public Keys

The foll owi ng exanpl e JWK Set contains two public keys represented as
JWKs: one using an Elliptic Curve algorithmand a second one using an
RSA algorithm The first specifies that the key is to be used for
encryption. The second specifies that the key is to be used with the
"RS256" algorithm Both provide a key ID for key matchi ng purposes.
In both cases, integers are represented using the base64url encodi ng
of their big-endian representations. (Line breaks within values are
for display purposes only.)

{"keys":

{"kty":"EC",
"crv":"P-256",
"x": " MKBCTNI cKUSDI i 11ySs3526i DZ8AI To7Tu6KPAqv7D4",
"y":"4Et | 6SRW2Yi LUr N5vf vVHUhp7x8PxI t MAW bbMAl FyM' |

"use":"enc",
n ki dll : n 1Il} ,
{"kty":"RSA",

n": "Ovx7agoebGcQSuuPi LIXZpt NOnndr QrbXEps2ai AFbWAM 8LhW
4cbbf AAt VT86zwWUulRK7aPFFxuhDR1L6t Soc_ BJECPebWKRXj BZCi FV4n3oknj hMs
tn64t Z_2W 5JsGY4Hc5n9y BXAr wl 931 gt 7_RN5wW6Cf 0h4Qy QBv- 65YG QRO_FDW2
QvzqY368QQM cAt aSqzs8KJIZgnYb9c7d0zgdAZHzu6gM RL5haj r n1n91CbhQpbl
SDO8gNLyr dkt - bFTWhAI 4vMQFh6WeZuOf MAI Fd2Nc Rwr 3XPks| NHaQ G xBni | gb
wWOLs1j F44- csFCur - kEgUBawapJzKngDKgw',

"e": " AQAB",

"al g": " RS256",

"kid":"2011-04-29"}

A. 2. Exanmple Private Keys

The foll owi ng exanpl e JWK Set contains two keys represented as JVWKs
contai ning both public and private key values: one using an Elliptic
Curve algorithmand a second one using an RSA algorithm This
exanpl e extends the exanple in the previous section, adding private
key values. (Line breaks within values are for display purposes
only.)
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{"keys":
[

{"kty":"EC",
"crv":"Pp-256",
"x":"MKBCTN cKUSDi i 11ySs3526i DZ8Ai To7Tu6KPAqv7D4",
"y":"4Et | 6SRWRYI LUr Novf vVHUhp7x8PxI t mAW bbMadl FyM',
“d": " 870MB6gf uTI4H: UnWv YMyJpr 5eUZNP4Bk43bVdj 3eAE",

"use":"enc",
n ki dll : n 1Il} ,
{"kty":"RSA",

"n":"0vx7agoebCGcQSuuPi LIXZpt NOnndr Qb XEps2ai AFbWhAMZ8LhWWk 4
cbbf AAt VT86zwulRK7aPFFxuhDR1L6t Soc_BJECPebWKRXj BZCi FV4n3oknj hivst
n64t Z_2W 5J3sGY4Hc5n9yBXAr wi 931 gt 7_RN5w6Cf 0h4Qy Qbv- 65YG QRO_FDVW2Q
vzqY368QQM cAt aSqzs8KJIZgnYb9c7d0zgdAZHzu6gM RL5haj r n1n91ChQpbl S
DO8gNLyr dkt - bFTWhAI 4v MFh6WeZuOf MAl Fd2NcRwr 3XPks| NHaQ G _xBni | gbw
OLs1j F44- csFCur - kEgUdawapJzKngDKgw' ,

"e": " AQAB",

"d": " X4cTtedY_gndFYPsXB8r dXi x5vwsglFLNSE3EaG6RIoVH HLLKD9
M7 dx5007GJRKknchnr Rve Uk C7hT5f JLMOWHFAKNLWY2vv 7BE6NgXSz Uvx TO_YSf qi |
Wp3RTzl BaCxWh4doFk5N208Gy _nHNKr 0 ADI kJ46pRUohs XywbRe AdYaMamFs 9t v8d
_cPVY3i 07a3t BMN6 TNwrDdSawdv47Ui O 3Sk5Zi G7xoj PLu4sbglU2j x4l BTNBz
nbJSzFHK66] T8bgkuqsk0G skDJk19Z4qw wbsnn4j 2WBi i 3RL- Us2] GvkY8f kFz
nmelzOHbl kf zOY6ngnOYt qc0X4j f cKoAC3Q"',

"p":"83i -7 vMaXoMXCskv73TKr 8637Fi O7Z27zv80j 6pbWJQyLP@BQxt PV
NWD20R- 60eTDD2uj nM 5PogM nBRf mNhWADL j j MiCM QpSXi cFHj 7XCQuVI YQyqV
W VWEh6dN36GVZYk93N8Bc9v Y41xy8BIRzz OGVQz XvNEvNn7C0nVbf s",

"q":"3df OR9cuYq- 0S- mkFLzgl t gVEf FzB2q3hWehMu@oCuqnb3vobLyum
gj VZQOoLdl r dwgTnCdpYzBcOf Wbr 370AFXj i Wt _NCGEI ovoni zhKpo9VvVWS78TzFgx
kl dr ecRezsZ- 1kYd_s1qgDbxt kDEgf Al TA®LUNADun4vl cbéyel xk",

"dp": " AsPXkc6Ya9y80IWD | Lj 4xuppuOl zi _H7VTkS8xj 5SdX3coEO0i m
Ywx| i 2eniTAue0UCa5dpgFGyBJ4c8t QR2VF402XRugKDTP8ak YhFo5t AA77Qe_Nnt u
YZc3C3nBl 24&R2GvR5s SDxUy AN2zq8Lf n9EUTs6r Y3Oh8Yei KkTi Bj 0",

"dqg": " s9l AHIf ggBsoFR8Cac2R E2gw282r T2kGOAhvI | | ETElef r A6huUU
vM BcMpn8l qeWbvzznYY5SSQF7pMIC_agl 3nG31 bp1BUb0JU r aRNqUf LhcQb_d9
GF4Dh7e74WRsobRonuj TYNLxCaP6TO61j vW X- L18t xXw494Q cgk",

"qi """ GyM p6Jr XySi z1t oFgKbW/- JdI 3j] Q4ypu9r bM3r QI Bf nt OFoYzg
Ul ZEVFEc OgwenRN81z oDAaa- BkOKWNGDj JHZDdDnFhWBANT?I | - puxk_mHZGI11r x
yRBO65XL Se3SPRf KwZl 6y U24ZxvQKFYI t dl dUKGz 61 a6z TKhAVRU',

"al g": " RS256",

"kid":"2011-04-29"}
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A. 3. Exanple Synmetric Keys

The foll owi ng exanpl e JWK Set contains two symretric keys represented
as JWKs: one designated as being for use with the AES Key Wap

al gorithm and a second one that is an HVAC key. (Line breaks within
val ues are for display purposes only.)

{"keys":
[
{"kty":"oct",
“al g": " AL28KW ,
"k": " GawgguFy G WKav 7AX4VKUg" },
{"kty":"oct",
"k": " AyMLSysPpbyDf gZI d3unj 1gzKCbwwWMkoqQ Est JQLr _T- 1gS0gZH75
akt MN3Yj 0i PS4hcgUuTwj AzZr 1Z9CAow",
"kid":"HVAC key used in JW5 spec Appendi x A. 1 exanple"}
]

}
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Appendi x B. Exanple Use of "x5c" (X 509 Certificate Chain) Paraneter

The following is an example of a JWK with a RSA signing key
represented both as an RSA public key and as an X. 509 certificate
using the "x5c" paranmeter (with |line breaks within values for display
pur poses only):

{"kty":"RSA",
n use": "Si gll,
"kid":"1b94c",

"n":"vrj O z9Ccdgx5nQudyhdoR17V- | ubWMeOZOwWX_j j OhgAsz2J_pqYWD8
PLbK_Pdi VGKPr gznmDI sLI 7s A25VEnHULuCLNwBuUi COL1_- 7dYbsr 4i JmX0Q
u2j 8DsWTlazpJC NGB4Ty5KKt huCaPod7i | 7wOLK9or SMBEWWZDCx TWj4a

YWAchc8t - end9qOvW VMDC2BXks Rngh6X5bUYLY6AyHKv]j - nUy 1wgzj YQDwWH
MIpl CoLt U- 0- 8SNnZ1t mRoGEQuJkBLdh5gFENabWhUSmLZgZPdws- go- neMry

Vf Jb6j IVARpl 2SUt Cn Y& C32qvbWj Z_j BPD5eungsl o1vQ'

"e":" AQAB",

"x5c":
["M | DQ CCA qgAwW BAgl GATz/ FuLi MAOGCSqGSI b3DQEBBQUAMA xCzAJB
gNVBAYTAI VTMQBEWCQYDVQQ Ewd DTz EPMAO GAL UEBX MGRGVUd mvVy MRMVGg YD
VQKEXNQaWsn! El kZWs0aXR51 ENv cnAuMRcwFQYDVQQDEWSCemi hbi BDYWL
wYnmVsbDAe FwOxMz AyM Ey Mzl 5MTIVaFwOx ODAAMIQy M | 5MI'VaMd xCz AJBg
NVBAYTAl VTMBWCQYDVQQ Ewd DTz EPMAO GAL UEBX MGRGVU d mvy MRmnvGg YDV
QRKEXNQaVvbNn! El kZWs0aXR51 ENv cnAuNMRcwWFQYDVQQDEWSCeml hbi BDYWLw
Ymvs bDCCASI wDQYJ KoZI hvc NAQEBBQADg g EPADCCAQuCggEBAL64zn8/ QnH
YMeZOLncoXaEdelfi Lmlj Hf mQsF/ 4491 YALMi f 6anft PDy2yvz3Yl Ri j 66
s5gyLCyO7ANuUVRIX1Nbgi zcAbl | gj t df / uBWG7K+l i Zht ELt o/ A7TFck9W6
SQvzRvCOE8uUSI r Ybgnj 6He4i OBNCyvaKO0j | QRMMEQws ULquGrgHI XPLf npn
fajrir VTAwt gV5LEZ41 el +WLGC8ugvhyr 4/ p1M cl MA2EA8BzE6ZQqC7VPq
PvEj Z2dbZkaBhPbi ZAS3Ye YBRDWYLp1QOZt VAmT3cEvqqgPpnj L1XyWoy VVk
aZdkl LQp2Bt gt 9qr 21ma2f 4wTw+Xr p6r CKNo O CAWEAATANBgk ghki GOWOBA
QUFAAOCAQEAN8zd f SI ¢l 003r YDPBBO7aXNswh4ECNI KGOCETTUxmXI 9KUL
+9g9d qCz5i W.OgWsnr cKe YOvXPGRJ 1r 9AGBNTgNgHg2G03X09266X5CpCel
zFo+Onablzxt p3PehFdf QI610CDLEaS9VIRqp17hCyybEpOGVwe8f nk+f bEL
2Bo3UPG psHzUoaGpDf t mMAssZkhpBIJKVMIyf / RuP2Smmal zmmwAJi Sl Yhzo
4t pzd5r FXhj Rbg4zVWC+2qok+2+qDMLi J684gPHM Y8aLW dgQrxkunGnrq
gawR+N5VDt dPTEQOXT | Bc2¢cJEUy MTY5MPY ACWKAG6SAS4x Svd XK3I Vi ONA=="

}

Appendi x C. Exanple Encrypted RSA Private Key
Thi s exanple encrypts an RSA private key to the recipient using
" PBES2- HS256+A128KW for key encryption and "Al28CBC+HS256" f or
content encryption.

NOTE: Unl ess otherw se indicated, all line breaks are included solely
for readability.
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C.1. Plaintext RSA Private Key

The following RSA key is the plaintext for the authenticated
encryption operation, formatted as a JWK (with |ine breaks within
val ues for display purposes only):

"kty":"RSA",
"kid":"juliet@apulet.lit",
"use":"enc",

“n": "t 6QBPWS 1dkJj 9hTP8hNYFI vadMrDf | VOmAepQIhJ66w7ny oK1gPNgFMSQRY
O125Cp- TEkodhW 0i uj j HYx7BcVOI | S4AwsACCGgPr cAd6Zc SRO- | gom QFc NP
8Sj g086MwgQU_LYyw AGZ21WSdS_PERyGFi Nnj 3QQ G8Yns5j Ct LCRWMLHLO
Pb1f EV45AURI uUf Ve Py SBWNnDy Gxvj YGDSM AgWs9z1 Q2Zi | gT- GgUm pg0X
OCOCc20r gLe2ynLH pHci CKVAbY5- L32-1 SeZO Cs6UL5_aXr k9Ga8c PUaX1
_18sLGuSi Vdt 3C_Fn2PZ3Z8i 744FPFGCcGLgs2We- Q'

"e":" AQAB",

“d": " CRt bl QrhQzZt yszf gKdg4u_N- R_n¥ZGJ_9k7JQ j n1Dnf TuUMISNpr TeaSTyW S
NkuaAwnCEbI QWy 11 GbWWV25NY3ybc | hUJt fri 7bAXYEReVAC 3hdl PKXy9U
vgPYCGROKI XTQRgns- dVJ7j ahl | 7Lyckr pTnr MBdWWBo4_PMaenNnPi QgCOxnu
Toxut RZJf JvEAOx4ka3GORQI9Cs CZ2v s UDns XOF UENOy MjADC6p1M3h33t su
r YI5k9qMSp@OX_| JAXmkzAh_t W ZOnk2K4yxHIt S3Lgly X8 CLEWreRDkK2a
hec@&5- oLKQ 5VEpWHKN] G _gJSdSggqcN96X52esAQ",

"p": " 2r nSOVAhKSNBs S4Cgc QHFbs 08 XboFDgKunBsc4h3CGRxr Tmdl 1ZK9uw Pl Hf
QPOFKXXVr x- WE- ZEbr qi vH_2i CLUS7WAI 6 XvARt 1Kkl aUxPPSYB9yk31s0(8
UK96E3_Or ADAYt AJs- M3IxCLf Nggh56HDNETTGhH3r CT5T3yJws",

"g":"1u_Ri FDP7LBYh3NAGXLT9OpSKYPOUQZyi aZwBt OCBNJgQxaj 10RW sZuOc6l
edi s4S7B_coSKBOKj 9PaPaBzg- | ySRvvcQuPamQué6ri Mhj Vt G6TI VBCLCYK
rYl 52zi gKOE_ynm2Qnkws UX7eYTB7LbAHRK9Ggoc DE5SBOf 8081 4s",

“dp": " KkM'WgBUef VWwZ2_Dbj 1pPQqyHSH j 90L5x_MozgYAIMcLMZt bUt wKqvVDg3
t bE03ZI cohbDt t 6Sbf MAzZggabpQxNxuBpoOXf _a HgMXK | hqi gl 4y _kqgSlw
Y521 Wi Un5r gRr J-yYolh41KR- vz2pYhEAeYr ht t W xVgLCRVi D6c",

"dg": " Avf SO- gRxvnObwJoMSnFx YcKIWAUE] QFI uMS wG t QBW f Z1Er 7t 1xDkbN9
GBIy qpDoYaNO6H7 CFt r kxhJ1l BQaj 6nkF5KKS3TQ Q6qCzk Ckmx | e3KRbBYy
mXxkb5qwUp X5ELDS5x Fec6Fei af WY63TrmEAu_| RFCOJ3xDea- ot ",

"gi """l SQ - WOCpy UReMVEr P1RsBLK 7wWiNt Ovs 5EQpPgmuMyqWb 7NBUc z Sc EoPwirlgq
abu9V0- Py4d@®7_bapoKRulR90bvuFnU63SHWEFgl ZQvJDMeAvnj 4sm FpOo
Yu_neot gQOhzbl 5gry7aj dYy9- 2| Nx_76aBZoOUu9HCI- Usf SOl 8"

}

The octets representing the plaintext used in this exanmple (using
JSON array notation) are:

[123, 34, 107, 116, 121, 34, 58, 34, 82, 83, 65, 34, 44, 34, 107,
105, 100, 34, 58, 34, 106, 117, 108, 105, 101, 116, 64, 99, 97, 112,
117, 108, 101, 116, 46, 108, 105, 116, 34, 44, 34, 117, 115, 101, 34,
58, 34, 101, 110, 99, 34, 44, 34, 110, 34, 58, 34, 116, 54, 81, 56,
80, 87, 83, 105, 49, 100, 107, 74, 106, 57, 104, 84, 80, 56, 104, 78,
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89,
101,
103,
45,
86,
103,
109,
111,
83,
81,
72,
85,
106,
90,
79,
106,
45,
114,
76,
51,
115,
66,
79,
45,
49,
83,
73,
98,
69,
85,
115,
107,
77,
84,
52,
115,
68,
53,
109,
52,
69,
45,
105,
101,
86,
98,
52,
117,

Jones

70, 108, 118, 97, 100, 77, 55, 68, 102, 108, 87, 57, 109, 87,
112, 79, 74, 104, 74, 54, 54, 119, 55, 110, 121, 111, 75, 49,
80, 78, 113, 70, 77, 83, 81, 82, 121, 79, 49, 50, 53, 71, 112,

84, 69, 107, 111, 100, 104, 87, 114, 48, 105, 117, 106, 106, 72,

120, 55, 66, 99, 86, 48, 108, 108, 83, 52, 119, 53, 65, 67, 71
80, 114, 99, 65, 100, 54, 90, 99, 83, 82, 48, 45, 73, 113, 111
45, 81, 70, 99, 78, 80, 56, 83, 106, 103, 48, 56, 54, 77, 119,
113, 81, 85, 95, 76, 89, 121, 119, 108, 65, 71, 90, 50, 49, 87,

100, 83, 95, 80, 69, 82, 121, 71, 70, 105, 78, 110, 106, 51, 81

108, 79, 56, 89, 110, 115, 53, 106, 67, 116, 76, 67, 82, 119, 76,

76, 48, 80, 98, 49, 102, 69, 118, 52, 53, 65, 117, 82, 73, 117,

102, 86, 99, 80, 121, 83, 66, 87, 89, 110, 68, 121, 71, 120, 118,
89, 71, 68, 83, 77, 45, 65, 113, 87, 83, 57, 122, 73, 81, 50,

105, 108, 103, 84, 45, 71, 113, 85, 109, 105, 112, 103, 48, 88,

67, 48, 67, 99, 50, 48, 114, 103, 76, 101, 50, 121, 109, 76, 72,
112, 72, 99, 105, 67, 75, 86, 65, 98, 89, 53, 45, 76, 51, 50,

108, 83, 101, 90, 79, 45, 79, 115, 54, 85, 49, 53, 95, 97, 88,
107, 57, 71, 119, 56, 99, 80, 85, 97, 88, 49, 95, 73, 56, 115,

71, 117, 83, 105, 86, 100, 116, 51, 67, 95, 70, 110, 50, 80, 90,

90, 56, 105, 55, 52, 52, 70, 80, 70, 71, 71, 99, 71, 49, 113,

50, 87, 122, 45, 81, 34, 44, 34, 101, 34, 58, 34, 65, 81, 65,
34, 44, 34, 100, 34, 58, 34, 71, 82, 116, 98, 73, 81, 109, 104,
90, 116, 121, 115, 122, 102, 103, 75, 100, 103, 52, 117, 95, 78,
82, 95, 109, 90, 71, 85, 95, 57, 107, 55, 74, 81, 95, 106, 110,
68, 110, 102, 84, 11v, 77, 100, 83, 78, 112, 114, 84, 101, 97,
84, 121, 87, 102, 83, 78, 107, 117, 97, 65, 119, 110, 79, 69, 98,
81, 86, 121, 49, 73, 81, 98, 87, 86, 86, 50, 53, 78, 89, 51, 121
99, 95, 73, 104, 85, 74, 116, 102, 114, 105, 55, 98, 65, 88, 89,
82, 101, 87, 97, 67, 108, 51, 104, 100, 108, 80, 75, 88, 121, 57,
118, 113, 80, 89, 71, 82, 48, 107, 73, 88, 84, 81, 82, 113, 110,

45, 100, 86, 74, 55, 106, 97, 104, 108, 73, 55, 76, 121, 99,

114, 112, 84, 109, 114, 77, 56, 100, 87, 66, 111, 52, 95, 80,
97, 101, 110, 78, 110, 80, 105, 81, 103, 79, 48, 120, 110, 117,
111, 120, 117, 116, 82, 90, 74, 102, 74, 118, 71, 52, 79, 120,
107, 97, 51, 71, 79, 82, 81, 100, 57, 67, 115, 67, 90, 50, 118,

85, 68, 109, 115, 88, 79, 102, 85, 69, 78, 79, 121, 77, 113, 65,
67, 54, 112, 49, 77, 51, 104, 51, 51, 116, 115, 117, 114, 89, 49,
107, 57, 113, 77, 83, 112, 71, 57, 79, 88, 95, 73, 74, 65, 88,

120, 122, 65, 104, 95, 116, 87, 105, 90, 79, 119, 107, 50, 75,
121, 120, 72, 57, 116, 83, 51, 76, 113, 49, 121, 88, 56, 67, 49,
87, 109, 101, 82, 68, 107, 75, 50, 97, 104, 101, 99, 71, 56, 583,
111, 76, 75, 81, 116, 53, 86, 69, 112, 87, 72, 75, 109, 106, 79,

95, 103, 74, 83, 100, 83, 103, 113, 99, 78, 57, 54, 88, 53, 50,

115, 65, 81, 34, 44, 34, 112, 34, 58, 34, 50, 114, 110, 83, 79,
52, 104, 75, 83, 78, 56, 115, 83, 52, 67, 103, 99, 81, 72, 70,
115, 48, 56, 88, 98, 111, 70, 68, 113, 75, 117, 109, 51, 115, 99,
104, 51, 71, 82, 120, 114, 84, 109, 81, 100, 108, 49, 90, 75, 57,

119, 45, 80, 73, 72, 102, 81, 80, 48, 70, 107, 120, 88, 86, 114,
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120,
67,
107,
48,
65,
54,
51,
105,
79,
116,
115,
99,
45,
54,
67,
109,
98,
56,
77,
49,
95,
116,
73,
103,
102,
73,
110,
75,
116,
44,
118,
87,
116,
107,
78,
97,
113,
121,
68,
84,
101,
83,
49,
112,
122,
86,
82,
87,
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45, 87, 69, 45, 90, 69, 98, 114, 113, 105, 118, 72, 95, 50, 105,
76, 85, 83, 55, 119, 65, 108, 54, 88, 118, 65, 82, 116, 49, 75,

73, 97, 85, 120, 80, 80, 83, 89, 66, 57, 121, 107, 51, 49, 115,
81, 56, 85, 75, 57, 54, 69, 51, 95, 79, 114, 65, 68, 65, 89, 116,
74, 115, 45, 77, 51, 74, 120, 67, 76, 102, 78, 103, 113, 104, 53,
72, 68, 110, 69, 84, 84, 81, 104, 72, 51, 114, 67, 84, 53, 84,
121, 74, 119, 115, 34, 44, 34, 113, 34, 58, 34, 49, 117, 95, 82,

70, 68, 80, 55, 76, 66, 89, 104, 51, 78, 52, 71, 88, 76, 84, 57,
112, 83, 75, 89, 80, 48, 117, 81, 90, 121, 105, 97, 90, 119, 66,

79, 67, 66, 78, 74, 103, 81, 120, 97, 106, 49, 48, 82, 87, 106,

90, 117, 48, 99, 54, 73, 101, 100, 105, 115, 52, 83, 55, 66, 95,
111, 83, 75, 66, 48, 75, 106, 57, 80, 97, 80, 97, 66, 122, 103,
73, 121, 83, 82, 118, 118, 99, 81, 117, 80, 97, 109, 81, 117, 54,
114, 105, 77, 104, 106, 86, 116, 71, 54, 84, 108, 86, 56, 67, 76,
89, 75, 114, 89, 108, 53, 50, 122, 105, 113, 75, 48, 69, 95, 121

50, 81, 110, 107, 119, 115, 85, 88, 55, 101, 89, 84, 66, 55, 76,
65, 72, 82, 75, 57, 71, 113, 111, 99, 68, 69, 53, 66, 48, 102,
48, 56, 73, 52, 115, 34, 44, 34, 100, 112, 34, 58, 34, 75, 107,
84, 87, 113, 66, 85, 101, 102, 86, 119, 90, 50, 95, 68, 98, 106,
112, 80, 81, 113, 121, 72, 83, 72, 106, 106, 57, 48, 76, 53, 120,
77, 79, 122, 113, 89, 65, 74, 77, 99, 76, 77, 90, 116, 98, 85,

119, 75, 113, 118, 86, 68, 113, 51, 116, 98, 69, 111, 51, 90,
99, 111, 104, 98, 68, 116, 116, 54, 83, 98, 102, 109, 87, 122,

103, 97, 98, 112, 81, 120, 78, 120, 117, 66, 112, 111, 79, 79,

95, 97, 95, 72, 103, 77, 88, 75, 95, 108, 104, 113, 105, 103,
52, 121, 95, 107, 113, 83, 49, 119, 89, 53, 50, 73, 119, 106, 85,

53, 114, 1083, 82, 114, 74, 45, 121, 89, 111, 49, 104, 52, 49,
82, 45, 118, 122, 50, 112, 89, 104, 69, 65, 101, 89, 114, 104,

116, 87, 116, 120, 86, 113, 76, 67, 82, 86, 105, 68, 54, 99, 34,
34, 100, 113, 34, 58, 34, 65, 118, 102, 83, 48, 45, 103, 82, 120,

110, 48, 98, 119, 74, 111, 77, 83, 110, 70, 120, 89, 99, 75, 49,
110, 117, 69, 106, 81, 70, 108, 117, 77, 71, 102, 119, 71, 105,

81, 66, 87, 116, 102, 90, 49, 69, 114, 55, 116, 49, 120, 68,

98, 78, 57, 71, 81, 84, 66, 57, 121, 113, 112, 68, 111, 89, 97,
48, 54, 72, 55, 67, 70, 116, 114, 107, 120, 104, 74, 73, 66, 81
106, 54, 110, 107, 70, 53, 75, 75, 83, 51, 84, 81, 116, 81, 53,

67, 122, 107, 79, 107, 109, 120, 73, 101, 51, 75, 82, 98, 66,

109, 88, 120, 107, 98, 53, 113, 119, 85, 112, 88, 53, 69, 76,
53, 120, 70, 99, 54, 70, 101, 105, 97, 102, 87, 89, 89, 54, 51
109, 109, 69, 65, 117, 95, 108, 82, 70, 67, 79, 74, 51, 120, 68,

97, 45, 111, 116, 115, 34, 44, 34, 113, 105, 34, 58, 34, 108,
81, 105, 45, 119, 57, 67, 112, 121, 85, 82, 101, 77, 69, 114, 80,
82, 115, 66, 76, 107, 55, 119, 78, 116, 79, 118, 115, 53, 69, 81

80, 113, 109, 11v, 77, 118, 113, 87, 53, 55, 78, 66, 85, 99,

83, 99, 69, 111, 80, 119, 109, 85, 113, 113, 97, 98, 117, 57,
48, 45, 80, 121, 52, 100, 81, 53, 55, 95, 98, 97, 112, 111, 75,
117, 49, 82, 57, 48, 98, 118, 117, 70, 110, 85, 54, 51, 83, 72,
69, 70, 103, 108, 90, 81, 118, 74, 68, 77, 101, 65, 118, 109,
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106, 52, 115, 109, 45, 70, 112, 48, 111, 89, 117, 95, 110, 101, 111
116, 103, 81, 48, 104, 122, 98, 73, 53, 103, 114, 121, 55, 97, 106,
100, 89, 121, 57, 45, 50, 108, 78, 120, 95, 55, 54, 97, 66, 90, 111
79, 85, 117, 57, 72, 67, 74, 45, 85, 115, 102, 83, 79, 73, 56, 34,
125]

C. 2. JOSE Header
The foll owi ng exanpl e JWE Protected Header declares that:

o the Content Encryption Key is encrypted to the recipient using the
PSE2- HS256+A128KW al gorithmto produce the JWE Encrypted Key,

o the Salt Input ("p2s") value is [217, 96, 147, 112, 150, 117, 70,
247, 127, 8, 155, 137, 174, 42, 80, 215],

o the Iteration Count ("p2c") value is 4096,

o authenticated encryption is performed on the plaintext using the
AES 128 CBC HVAC SHA 256 al gorithmto produce the ciphertext and
the Authentication Tag, and

o the content type is application/jwk+json.

{
"al g": " PBES2- HS256+A128KW ,
"p2s":"2WCTcJZ1Rvd_CluJri pQLw',
"p2c": 4096,
"enc":" A128CBC- HS256",
"cty":"jwk+j son"

}

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Prot ected
Header)) gives this value (with Iline breaks for display purposes

only):
eyJhbCci G JQQKVTM 11 Uzl INi t BMTI 4S1ci LCIwivhM O | yVONUYOpaWJ2ZF9DSn

VKem WUTF31 i wi cDJj | j oOMDK2LCII brM G IJBMIT 4Q0JDLUNTM W21 i wi Y3R5I j oi
andr K2pzb24i f Q

C.3. Content Encryption Key (CEK)

CGenerate a 256-bit random Content Encryption Key (CEK). 1In this
exanpl e, the value (using JSON array notation) is:

[111, 27, 25, 52, 66, 29, 20, 78, 92, 176, 56, 240, 65, 208, 82, 112,

161, 131, 36, 55, 202, 236, 185, 172, 129, 23, 153, 194, 195, 48,
253, 182]
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C. 4. Key Derivation

Derive a key froma shared passphrase using the PBKDF2 al gorithmw th
HVAC SHA- 256 and the specified Salt and Iteration Count val ues and a
128-bit requested output key size to produce the PBKDF2 Derived Key.
Thi s exanpl e uses the foll owi ng passphrase:

Thus fromny lips, by yours, nmy sin is purged.
The octets representing the passphrase are:
[84, 104, 117, 115, 32, 102, 114, 111, 109, 32, 109, 121, 32, 108,
105, 112, 115, 44, 32, 98, 121, 32, 121, 111, 117, 114, 115, 44, 32,
109, 121, 32, 115, 105, 110, 32, 105, 115, 32, 112, 117, 114, 103,
101, 100, 46]
The Salt value (UTF8(AIg) || Ox00 || Salt Input) is:
[80, 66, 69, 83, 50, 45, 72, 83, 50, 53, 54, 43, 65, 49, 50, 56, 75,
87, 0, 217, 96, 147, 112, 150, 117, 70, 247, 127, 8, 155, 137, 174,
42, 80, 215].
The resulting PBKDF2 Derived Key val ue is:

[110, 171, 169, 92, 129, 92, 109, 117, 233, 242, 116, 233, 170, 14,
24, 75]

C.5. Key Encryption

Encrypt the CEK with the "Al128KW al gorithm using the PBKDF2 Derived
Key. The resulting JVWE Encrypted Key val ue is:

[78, 186, 151, 59, 11, 141, 81, 240, 213, 245, 83, 211, 53, 188, 134,
188, 66, 125, 36, 200, 222, 124, 5, 103, 249, 52, 117, 184, 140, 81
246, 158, 161, 177, 20, 33, 245, 57, 59, 4]

Encodi ng this JWE Encrypted Key as BASE64URL(JVE Encrypted Key) gives
this val ue:

Tr gXOMwNUf DVOVPTNby GvEJ9JM ef AVn- TR1ul xR9p6hsRCGhITk7BA
C.6. Initialization Vector

Cenerate a random 128-bit JWE Initialization Vector. |In this
exanpl e, the value is:

[97, 239, 99, 214, 171, 54, 216, 57, 145, 72, 7, 93, 34, 31, 149,
156]
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Encoding this JWE Initialization Vector as BASE64URL(JVE
Initialization Vector) gives this val ue:

Ye9j 1gs22DRSAddI h- VnA
C.7. Additional Authenticated Data

Let the Additional Authenticated Data encrypti on paraneter be
ASCI | (BASE64URL( UTF8( JVWE Protected Header))). This value is:

[123, 34, 97, 108, 103, 34, 58, 34, 80, 66, 69, 83, 50, 45, 72, 83,
50, 53, 54, 43, 65, 49, 50, 56, 75, 87, 34, 44, 34, 112, 50, 115, 34,
58, 34, 50, 87, 67, 84, 99, 74, 90, 49, 82, 118, 100, 95, 67, 74,
117, 74, 114, 105, 112, 81, 49, 119, 34, 44, 34, 112, 50, 99, 34, 58,
52, 48, 57, 54, 44, 34, 101, 110, 99, 34, 58, 34, 65, 49, 50, 56, 67,
66, 67, 45, 72, 83, 50, 53, 54, 34, 44, 34, 99, 116, 121, 34, 58, 34,
106, 119, 107, 43, 106, 115, 111, 110, 34, 125]

C.8. Content Encryption

Perform aut henti cated encryption on the plaintext with the

AES 128 CBC HVAC SHA 256 al gorithmusing the CEK as the encryption
key, the JWE Initialization Vector, and the Additional Authenticated
Dat a val ue above. The resulting ciphertext is:

[3, 8, 65, 242, 92, 107, 148, 168, 197, 159, 77, 139, 25, 97, 42,
131, 110, 199, 225, 56, 61, 127, 38, 64, 108, 91, 247, 167, 150, 98,
112, 122, 99, 235, 132, 50, 28, 46, 56, 170, 169, 89, 220, 145, 38,
157, 148, 224, 66, 140, 8, 169, 146, 117, 222, 54, 242, 28, 31, 11,
129, 227, 226, 169, 66, 117, 133, 254, 140, 216, 115, 203, 131, 60,
60, 47, 233, 132, 121, 13, 35, 188, 53, 19, 172, 77, 59, 54, 211

158, 172, 25, 60, 111, O, 80, 201, 158, 160, 210, 68, 55, 12, 67,
136, 130, 87, 216, 197, 95, 62, 20, 155, 205, 5, 140, 27, 168, 221
65, 114, 78, 157, 254, 46, 206, 182, 52, 135, 87, 239, 3, 34, 186,
126, 220, 151, 17, 33, 237, 57, 96, 172, 183, 58, 45, 248, 103, 241,
142, 136, 7, 53, 16, 173, 181, 7, 93, 92, 252, 1, 53, 212, 242, 8§,
255, 11, 239, 181, 24, 148, 136, 111, 24, 161, 244, 23, 106, 69, 157,
215, 243, 189, 240, 166, 169, 249, 72, 38, 201, 99, 223, 173, 229, 9,
222, 82, 79, 157, 176, 248, 85, 239, 121, 163, 1, 31, 48, 98, 206,
61, 249, 104, 216, 201, 227, 105, 48, 194, 193, 10, 36, 160, 159,
241, 166, 84, 54, 188, 211, 243, 242, 40, 46, 45, 193, 193, 160, 169,
101, 201, 1, 73, 47, 105, 142, 88, 28, 42, 132, 26, 61, 58, 63, 142,
243, 77, 26, 179, 153, 166, 46, 203, 208, 49, 55, 229, 34, 178, 4,
109, 180, 204, 204, 115, 1, 103, 193, 5, 91, 215, 214, 195, 1, 110,
208, 53, 144, 36, 105, 12, 54, 25, 129, 101, 15, 183, 150, 250, 147,
115, 227, 58, 250, 5, 128, 232, 63, 15, 14, 19, 141, 124, 253, 142,
137, 189, 135, 26, 44, 240, 27, 88, 132, 105, 127, 6, 71, 37, 41,
124, 187, 165, 140, 34, 200, 123, 80, 228, 24, 231, 176, 132, 171
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138, 145, 152, 116, 224, 50, 141, 51, 147, 91, 186, 7, 246, 106, 217,
148, 244, 227, 244, 45, 220, 121, 165, 224, 148, 181, 17, 181, 128,
197, 101, 237, 11, 169, 229, 149, 199, 78, 56, 15, 14, 190, 91, 216,
222, 247, 213, 74, 40, 8, 96, 20, 168, 119, 96, 26, 24, 52, 37, 82,
127, 57, 176, 147, 118, 59, 7, 224, 33, 117, 72, 155, 29, 82, 26,
215, 189, 140, 119, 28, 152, 118, 93, 222, 194, 192, 148, 115, 83,
253, 216, 212, 108, 88, 83, 175, 172, 220, 97, 79, 110, 42, 223, 170,
161, 34, 164, 144, 193, 76, 122, 92, 160, 41, 178, 175, 6, 35, 96,
113, 96, 158, 90, 129, 101, 26, 45, 70, 180, 189, 230, 15, 5, 247,
150, 209, 94, 171, 26, 13, 142, 212, 129, 1, 176, 5, 0, 112, 2083,
174, 185, 119, 76, 233, 189, 54, 172, 189, 245, 223, 253, 205, 12,
88, 9, 126, 157, 225, 90, 40, 229, 191, 63, 30, 160, 224, 69, 3, 140,
109, 70, 89, 37, 213, 245, 194, 210, 180, 188, 63, 210, 139, 221, 2,
144, 200, 20, 177, 216, 29, 227, 242, 106, 12, 135, 142, 139, 144,
82, 225, 162, 171, 176, 108, 99, 6, 43, 193, 161, 116, 234, 216, 1,
242, 21, 124, 162, 98, 205, 124, 193, 38, 12, 242, 90, 101, 76, 204,
184, 124, 58, 180, 16, 240, 26, 76, 195, 250, 212, 191, 185, 191, 97,
198, 186, 73, 225, 75, 14, 90, 123, 121, 172, 101, 50, 160, 221, 141,
253, 205, 126, 77, 9, 87, 198, 110, 104, 182, 141, 120, 51, 25, 232,
3, 32, 80, 6, 156, 8, 18, 4, 135, 221, 142, 25, 135, 2, 129, 132,
115, 227, 74, 141, 28, 119, 11, 141, 117, 134, 198, 62, 150, 254, 97,
75, 197, 251, 99, 89, 204, 224, 226, 67, 83, 175, 89, 0, 81, 29, 38,
207, 89, 140, 255, 197, 177, 164, 128, 62, 116, 224, 180, 109, 169,
28, 2, 59, 176, 130, 252, 44, 178, 81, 24, 181, 176, 75, 44, 61, 91
12, 37, 21, 255, 83, 130, 197, 16, 231, 60, 217, 56, 131, 118, 168,
202, 58, 52, 84, 124, 162, 185, 174, 162, 226, 242, 112, 68, 246,
202, 16, 208, 52, 154, 58, 129, 80, 102, 33, 171, 6, 186, 177, 14,
195, 88, 136, 6, 0, 155, 28, 100, 162, 207, 162, 222, 117, 248, 170,
208, 114, 87, 31, 57, 176, 33, 57, 83, 253, 12, 168, 110, 194, 59,
22, 86, 48, 227, 196, 22, 176, 218, 122, 149, 21, 249, 195, 178, 174,
250, 20, 34, 120, 60, 139, 201, 99, 40, 18, 177, 17, 54, 54, 6, 3,
222, 128, 160, 88, 11, 27, 0, 81, 192, 36, 41, 169, 146, 8, 47, 64,
136, 28, 64, 209, 67, 135, 202, 20, 234, 182, 91, 204, 146, 195, 187,
o0, 72, 77, 11, 111, 152, 204, 252, 177, 212, 89, 33, 50, 132, 184,
44, 183, 186, 19, 250, 69, 176, 201, 102, 140, 14, 143, 212, 212,
160, 123, 208, 185, 27, 155, 68, 77, 133, 198, 2, 126, 155, 215, 22,
91, 30, 217, 176, 172, 244, 156, 174, 143, 75, 90, 21, 102, 1, 160,
59, 253, 188, 88, 57, 185, 197, 83, 24, 22, 180, 174, 47, 207, 52, 1,
141, 146, 119, 233, 68, 228, 224, 228, 193, 248, 155, 202, 90, 7,
213, 88, 33, 108, 107, 14, 86, 8, 120, 250, 58, 142, 35, 164, 238,
221, 219, 35, 123, 88, 199, 192, 143, 104, 83, 17, 166, 243, 247, 11,
166, 67, 68, 204, 132, 23, 110, 103, 228, 14, 55, 122, 88, 57, 180,
178, 237, 52, 130, 214, 245, 102, 123, 67, 73, 175, 1, 127, 112, 148,
94, 132, 164, 197, 153, 217, 87, 25, 89, 93, 63, 22, 66, 166, 90,
251, 101, 10, 145, 66, 17, 124, 36, 255, 165, 226, 97, 16, 86, 112,
154, 88, 105, 253, 56, 209, 229, 122, 103, 51, 24, 228, 190, 3, 236,
48, 182, 121, 176, 140, 128, 117, 87, 251, 224, 37, 23, 248, 21, 218,
85, 251, 136, 84, 147, 143, 144, 46, 155, 183, 251, 89, 86, 23, 26,
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237,
208,
249,
235,
184,
6, 63
150,
31, 5
157,
192,
128,
195,
249,
210,
0, 10
175,
162,
200,
4, 85
149,
176,
185,
204,
219,
174,
118,
127,
175,
159,
195,
215,
163,
86, 5
56, 1
149,
114,
24, 1
253,
183,
170,

The r

[ 208,
236]
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100, 167, 32, 130, 173, 237, 89, 55, 110, 70, 142, 127, 65, 230,
109, 69, 19, 253, 84, 130, 130, 193, 92, 58, 108, 150, 42, 136,
234, 86, 241, 182, 19, 117, 246, 26, 181, 92, 101, 155, 44, 103,
173, 30, 140, 90, 29, 183, 190, 77, 53, 206, 127, 5, 87, 8, 187,
92, 4, 157, 22, 18, 105, 251, 39, 88, 182, 181, 103, 148, 233,

, 70, 188, 7, 101, 216, 127, 77, 31, 12, 233, 7, 147, 106, 30,
77, 145, 13, 205, 48, 56, 245, 220, 89, 252, 127, 51, 180, 36,
5, 18, 214, 230, 254, 217, 197, 65, 247, 27, 215, 117, 247, 108,
121, 11, 63, 150, 195, 83, 6, 134, 242, 41, 24, 105, 204, 5, 63,
14, 159, 113, 72, 140, 128, 51, 215, 80, 215, 39, 149, 94, 79,
34, 5, 129, 82, 83, 121, 187, 37, 146, 27, 32, 177, 167, 71, 9,
30, 199, 196, 205, 252, 207, 69, 8, 120, 27, 190, 51, 43, 75,
234, 167, 116, 206, 203, 199, 43, 108, 87, 48, 155, 140, 228,
85, 25, 161, 96, 67, 8, 205, 64, 39, 75, 88, 44, 238, 227, 16,
0, 93, 129, 18, 4, 149, 50, 68, 72, 99, 35, 111, 254, 27, 102,
108, 233, 87, 181, 44, 169, 18, 139, 79, 208, 14, 202, 192, 5,
222, 231, 149, 24, 211, 49, 120, 101, 39, 206, 87, 147, 204,
251, 104, 115, 5, 127, 117, 195, 79, 151, 18, 224, 52, 0, 245,

, 255, 103, 217, 0, 116, 198, 80, 91, 167, 192, 154, 199, 197,
237, 51, 2, 131, 30, 226, 95, 105, 48, 68, 135, 208, 144, 120,
145, 157, 8, 171, 80, 94, 61, 92, 92, 220, 157, 13, 138, 51, 23,
124, 31, 77, 1, 87, 241, 43, 239, 55, 122, 86, 210, 48, 208,
112, 144, 80, 147, 106, 219, 47, 253, 31, 134, 176, 16, 135,

95, 17, 129, 83, 236, 125, 136, 112, 86, 228, 252, 71, 129, 218,
156, 236, 12, 27, 159, 11, 138, 252, 253, 207, 31, 115, 214,
239, 203, 16, 211, 205, 99, 22, 51, 163, 107, 162, 246, 199, 67,
34, 108, 197, 53, 117, 58, 199, 3, 190, 74, 70, 190, 65, 235,
97, 157, 215, 252, 189, 245, 100, 229, 248, 46, 90, 126, 237, 4,
128, 58, 7, 156, 236, 69, 191, 85, 240, 179, 224, 249, 152, 49,
223, 60, 78, 186, 157, 155, 217, 58, 105, 116, 164, 217, 111
150, 218, 252, 84, 86, 248, 140, 240, 226, 61, 106, 208, 95, 60,
6, 0, 235, 253, 162, 96, 62, 234, 251, 249, 35, 21, 7, 211, 233,
0, 33, 203, 67, 248, 60, 190, 123, 48, 167, 226, 90, 191, 71

83, 165, 17, 85, 76, 238, 140, 211, 168, 53, 223, 194, 4, 97,
156, 120, 137, 76, 33, 229, 243, 194, 208, 198, 202, 139, 28,
46, 224, 92, 254, 83, 100, 134, 158, 92, 70, 78, 61, 62, 138,
73, 216, 66, 198, 70, 254, 47, 59, 193, 53, 6, 139, 19, 153,

28, 199, 122, 160, 27, 67, 234, 209, 227, 139, 4, 50, 7, 178,
89, 252, 32, 128, 137, 55, 52, 29, 89, 12, 111, 42, 181, 51

132, 132, 207, 170, 228, 254, 178, 213, 0, 136, 175, 8]

esulting Authentication Tag val ue is:

113, 102, 132, 236, 236, 67, 223, 39, 53, 98, 99, 32, 121, 17,
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Encodi ng this JWE Ci phertext as BASE64URL(JWE Ci phertext) gives this
value (with line breaks for display purposes only):

AWhB8I xr | Kj Fn02LGWEqQg27HATQ9f yZAbFv3p5Zi cHpj 64QyHC44qql Z3JEmZTgQo
w qZJ13j byHB8LgePi qUJ1hf 6M2HPLgzwBL- mEeQj vDUTr EO7Nt Cer Bk8bwBQy Z6g
Ok@BDEQ gl f YxV8- FIJvNBYWbgN1Bck6d_i 70t j SHV- 8Dl r p- 3JcRI e05YKy3Q0 34Z_
GO AclEK21Bllc_ AE11PI 1 _wvt Ri U GBYof QXakWil O98Kap- UgmyWpPf r eUJ3I JP
nbD4Ve950wEf MALOPf | 02Vhj aTDCwWQokoJ xpl Q2vNPz8i guLcHBoKI | yQFIL2nOVB
wghBo9Q - B00as5misvQMIf I | r | Ebb Tz HVBZ8 EFVBf VWwwviu0DWRI GKMNhnBZQ- 3
| vqTc- M6- gWAGDBPDhONf P2G b2HG zwGli EaX8GRy Upf Lul j CLI e1Dk GCOewhKuKkZ
h04DKNVBNbugf 2at mMJ9OPOLdx5peCUt RGLgMWI 7Qup5ZXHTj gPDr 5b2N731UooCGAU
gHdgGng0JVJI_OhCTdj sHACF1SJIsdUnr XvYx3HIh2Xd7OWIRzU_3Y1Gx YUB- s3GFPbi

rf qqEi pJDBTHpcoCmyr wYj YHFgnl qBZRot Rr S95g8F95bRXqsaDY7 UgQoaBQBwWY 665
dOzpvTasvf Xf _cOMMI - neFaKOW Px6g4EUD] GLGASXVIcL St Lw 0ovdApDI FLHYHe
PyagyH ouQUUG g7BsYwYr waF06t gB8hV8onmLNf MEnDPJaZUz MuHW6t BDW&KzD-1 S
ub9hxr pJ4UsOmt 5r GUyoN2N_c1- TQ Xxmbot 014McnoAy BBpw EgSH3Y4ZhwKBhH
Pj SoOcdwuNdYbGPpb- YUvF- 2NZz ODi QLOvWBRHSbPWYz_xbGkgD504LRt qRWCO7CC
_COyYURi 1sEssPVsMIRX_UALFEQc82Ti Ddgj KG RUf KK5r gLi 8nBE9s0QDSaCoFQZ

Gr Br qxDsNYi AYAmxxkos-i 3nX4qt By Vx85sCE5U_0MG7 COx ZWMOPEFr DaepUV- cOy
rvoUl ng8i 81 j KBKXETY2BgPegKBYCx s AUc Ak KanSCCIAI BxAOUCHy hTqt | vivks O7 AE
hNC2- YzPyx1FkhMoS4ALLe6E_pFsM nj A6P1NSge9C5Ght ETYXGAN6b1xZbHt mm PSc
r o9LWhAVImAa A7 _bx YOonFUxgW Kdvzz QBj ZJ36UTk40TB- JvKWjf VWCFsawsWCHj 600
4j pO7d2y N7WM Aj 2hTEabz 9wumQDTVhBduZ- QON3pYChSy 7TSCLvVmeONIr wk_cJRe
hKTFmdl XGVI dPxZCpl r 7ZQqRGhF8JIP- | 4nEQVNCaVWGN9ONH entz GOS- A- wwt nimyj |

B1V_vgJRf 4FdpV- 4hUk4- QLpu3- 11 WFxr t ZKcggqg3t WiduRo5_ QebQoUUT_VSCgsFc
OmnyWKoj 561 bxt hN19hq1lXGWLG r r REMM23vk01zn8FVw 7uFWENRYSaf snW.alz5
TpBj 9GvAdl 2HINHWz pBSNgHpZNK @BNVDj 13Fn8f zQ0JB83Et bm t nFQF cb13X3bJ15
Cz- WWIMGhvI pGGnIMBT_ADp9x SI yAMBdQLly eVXk- Al g\VWBU N5uyW5Gy Cxp0cJwx 7HXM
38z0Ul eBu- Myt L- eqndM7Lxyt sVzChj OTSVRThYEM zUANS1gs7uMQAGRAgRI El TIE
SGM b_4bzZg9s6VellLKKkSi 0_QDsr ABaLe55UY0zF4ZSf OV5SPMyPt ocwW_dc NPl x LgNA
D1BFX_Z9kAdMZQW6f Arrsf FI eOz Aove4l 9pMESHOJIB4sJGICKt QXj 1cXNydDYozF7! 8
HOOBV_Er 7zd6Vt | WOMKkWKkFCTat sv_R- GsBCH218RgVPsf YhwWuT8R4Har pzsDBuf C4
r8_c8f c92278sQ081j Fj G abL2x0ON_I nz FNXU6xWO- Ska- QeuvYZ3X_L31ZOX4LI p-
7Q5f gDOHNOxFv 1 Xws - DSnDHD3zx Qup2b2TppdKTZb9eW2vx UWwi MBO 9at Bf PKMZAO
v9omA- 6vv51 xUHO- | WM HLQ _g8vnswp- Jav0c4t 6URVUzuj NOoNd_CBGGVnH JTCH

88LQxsqLHHI udFz- U2SGnl xGTj 0-i hi t 2ELGRv4vOBEL1Bos Tnf 0cx3qgG0Pq0eCOLBD
| Hsr dZ_CCAi TcOHVKMoyglMsgEhRM q5P6y1QCI r wg

Encodi ng this JWE Authentication Tag as BASE64URL(JWE Aut henti cation
Tag) gives this val ue:

Jones

OHFMOzsQP8NNWIj | HKR7A
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C.9. Conplete Representation

Assenbl e the final representation: The JWE Conpact Serialization of
this result, as defined in Section 7.1 of [JWE, is the string

BASE64URL( UTF8(JWE Protected Header)) || .’ || BASE64URL(JVE
Encrypted Key) || '.’ || BASE64URL(JVE Initialization Vector) || .’
| | BASE64URL(JWVE Ciphertext) || .’ || BASE64URL(JWE Aut hentication
Tag) .
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The final result in this exanple (with line breaks for display
pur poses only) is:

Jones

eyJhbCGci O JQOKVTM 11 Uzl INi t BMIl 4S1ci LCIwivhM QG | yVONUYOpaM/J2ZF9DSn
VKerm wUTF31 i wi cDJj | j oOMDK2LCII bM G IJBMIT 4Q0JDLUNTM W21 i wi Y3R5I j oi

andr K2pzh24i f Q

Tr gXOMNUFf DVOVPTNby GvEJ9JM ef AVn- TRLul xROp6hsRCh9Tk 7BA.

Ye9j 1gs22DRSAddI h- VnA.

AwhBS8I xr | Kj Fn02LGW\EqQg27HATg9f yZAbFv3p5Zi cHpj 64QyHC44qql Z3JEmMZTgQo
w qZJ13j byHB8LgePi qUJ1hf 6M2HPLgzwBL- mEej vDUTr EO7Nt Cer Bk8bwBQy Z6g
Ok@BDEQ gl f YxV8- FIJvNBYWbgN1Bck6d_i 70t j SHV- 8Dl r p- 3JcRI e05YKy3QO 34Z_
GO Acl1EK21Bllc_AE11PI | _wvt R Ui GBYof QXakWi1l_098Kap- UgnmyWpf reUJ3I JP
nbD4Ve950wEf MALOPf | 02Vvhj aTDOWQokoJ xpl QRvNPz8i guLcHBoKI | yQFIL2mOWB
wghBo9Q - B00as5misvQMIf I | r | Ebb Tz HVBZ8 EFVOf VWwvu 0 DWRI GKMNhnBZQ- 3
| vgTc- M6- gWA6D8PDhONf P20 b2HG zwGli EaX8CGRy Upf Lul j CLI e1Dk GOewhKuKkZ
h04DKNVBENbugf 2at mMJ9OPOLdx5peClUt RGLgMWI 7Qup5ZXHTj gPDr 5b2N731UooCGAU
gHdgGhg0JVJI_hCTdj sHACF1SJIsdUnhr XvYx3HIh2Xd7OnWRzU_3Y1CGxYU6- s3GFPb

rf qqEi pJDBTHpcoCmyr wyj YHFgnl qBZRot Rr S95g8F95bRXqgsaDY7 UgQoaBQBwWY 665
dOzpvTasvf Xf _cOMMI - neFaKOW Px6g4EUD] GLGASXVIcLSt Lw 0ovdApDI FLHYHe
PyagyH ouQUUG g7BsYwYr waF06t gB8hV8onLNf MEnDPJaZUz MuHwW6t BDWGKzD-1 S
ub9hxr pJ4UsOMt 5r GUyoN2N_c1- TQ Xxnbot 014MknoAy B@Bpw EgSH3Y4ZhwKBhH
Pj SoO0cdwuNdYbGPpb- YUvF- 2NZz ODi QLOvWBRHSbPWYz_xbGkgD504LRt qRWCO7CC
_CyyURi 1sEssPVsMIRX_UALFEQc82Ti Ddgj K RUf KK5r gLi 8nBE9s 0QDSaCoFQZi

G Br qxDsNYi AYAnmxxkos-i 3nX4qt ByVx85sCE5U_0MG7 COx ZWMOPEFr DaepUV- cOy
rvoUl ng8i 8l | KBKXETY2BgPegKBYCxsAUc Ak KanmSCCOAI BxAOUOHyhTqt | vivks O7 AE
hNC2- YzPyx1FkhMoS4ALLe6E_pFsM nj A6P1NSge9C5Ght ETYXGAN6b1xXZbHt mm PSc
r o9LWhAVMAaA7_bxYOonFUxgW K4vzz QBj ZJ36UTk40TB- JvKWYf VWCFsawsWCHj 6o
4j pOrd2yN7WM Aj 2hTEabz9wunt O TVhBduZ- QON3pYChSy 7TSC1vVneONIr w-_cJRe
hKTFndl XGVI dPxZCpl r 7ZQqRGhF8JIP- | 4mEQVNCaWGN9ONH entz GOS- A- wwt nimwyj |

B1V_vgJRf 4FdpV- 4hUk4- QLpu3- 11 WFxr t ZKcggq3t WiduRo5_ QebQoUUT_VSCgsFc
OmnyWKoj 561 bxt hN19hq1lXGWLGE rr REMM23vk01zn8FVw 7uFwWENRYSaf snW.alz5
TpBj 9GvAdl 2HINHWz pB5NgHpZNK QBNVDj 13Fn8f zQ0JB83Et bm t nFQF ch13X3bJ 15
Cz- WL MGhvI pGGnIVBT_ADp9x Sl yAMBdQLy eVXKk- Al gVBUI N5uy WGy Cxp0Oc Jwx 7Hx M
38z0Ul eBu- Myt L- egndM7Lxyt sVzChj OTSVRThYEM zUANS1gs7uMQAGRAgRI El TJIE
SGM b_4bZg9s6VellLKkSi 0_QDsr ABaLe55UY0zF4ZSf OV5PMyPt ocwW_dcNPI x LgNA
D1BFX_Z9kAdMZQW6f Ansf FI e0z Aove4l 9pMESHOJIB4sJGICKt QX 1c XNydDYozF7I 8
HOOBV_Er 7zd6Vt | WOMKwWkFCTat sv_R- GsBCH218RgVPsf YhwWuT8R4Har pzsDBuf C4
r8 c8fc9z278sQ081j Fj G a6L2x0N_| ne FNXUBxwO- Ska- QeuvYZ3X L31ZOX4Ll p-
7Q5f gDOHNOXFv 1 Xws - DSnDHD3zx Qup2b2TppdKTZb9eW2vx UVvi MBO 9at Bf PKMZAO
vIonmA- 6vv5I1 xUHO- | WM HLQ g8vnswp- Jav0c4t 6URVUzuj NOCoNd_CBGGVnH JTCH

88LQxsqLHH udFz- U2SGnl xGTj 0-i hi t 2ELGRv4vOBEL1Bos Tnf 0cx3qgG0Pq0eCLBD
| Hsr dZ_CCAI TcOHVKMoyglMsgERM q5P6y1QCI r wg.

OHFMhOzs@8NNWj | HKR7A
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