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[ OASI S. sam -core-2.0-0s] is an XM.-based franmework that all ows
identity and security infornmation to be shared across security

donmai ns. The SAM. specification, while primarily targeted at
provi di ng cross donmain Wb browser single sign-on (SSO,

was al so

designed to be nodul ar and extensible to facilitate use in other

cont exts.

The Assertion, an XM. security token, is a fundanenta
SAM. that is often adopted for use in other protocols and

construct of

specifications. (Sonme exanples include [OASIS. WS- SAM_TokenPr ofi | e]
and [ OASI S.W5-Fed].) An Assertion is generally issued by an ldentity

Provi der and consuned by a Service Provider that

relies onits

content to identify the Assertion’s subject for security-rel ated

pur poses.

The QAuth 2.0 Authorization Framework [ RFC6749] provides a nethod for
maki ng aut henticated HTTP requests to a resource using an access

token. Access tokens are issued to third-party clients by an

aut hori zation server (AS) with the (sonetinmes inplicit) approval of
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the resource owner. In QAuth, an authorization grant is an abstract
termused to describe internmediate credentials that represent the
resource owner authorization. An authorization grant is used by the
client to obtain an access token. Several authorization grant types
are defined to support a wi de range of client types and user
experiences. QAuth also allows for the definition of new extension
grant types to support additional clients or to provide a bridge

bet ween QAuth and other trust frameworks. Finally, QAuth allows the
definition of additional authentication mechanisms to be used by
clients when interacting with the authorization server.

"Assertion Framework for QAuth 2.0 Cient Authentication and

Aut hori zation Grants" [RFC7521] is an abstract extension to QAuth 2.0
that provides a general framework for the use of assertions as client
credential s and/or authorization grants with QAuth 2.0. This
specification profiles the QAuth Assertion Framework [ RFC7521] to
define an extension grant type that uses a SAML 2.0 Bearer Assertion
to request an QAuth 2.0 access token as well as for use as client
credentials. The fornmat and processing rules for the SAM. Assertion
defined in this specification are intentionally simlar, though not
identical, to those in the Web Browser SSO profile defined in the
SAML Profiles [OASI S.sanl -profil es-2.0-0s] specification. This
specification is reusing, to the extent reasonable, concepts and
patterns fromthat well-established profile.

Thi s docunent defines how a SAML Assertion can be used to request an
access token when a client wishes to utilize an existing trust

rel ati onshi p, expressed through the semantics of the SAML Assertion,
wi thout a direct user approval step at the authorization server. It
al so defines how a SAML Assertion can be used as a client

aut henti cation nechanism The use of an Assertion for client

aut hentication is orthogonal to and separable from using an Assertion
as an authorization grant. They can be used either in conbination or
separately. Cient assertion authentication is nothing nore than an
alternative way for a client to authenticate to the token endpoint,
and it nust be used in conjunction with sone grant type to forma
conpl ete and neani ngful protocol request. Assertion authorization
grants nay be used with or without client authentication or
identification. Wether or not client authentication is needed in
conjunction with an assertion authorization grant, as well as the
supported types of client authentication, are policy decisions at the
di scretion of the authorization server.

The process by which the client obtains the SAML Assertion, prior to

exchanging it with the authorization server or using it for client
aut hentication, is out of scope.
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1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Unl ess ot herwi se noted, all the protocol paranmeter nanmes and val ues
are case sensitive

1.2. Term nol ogy

Al terns are as defined in the foll ow ng specifications: "The QAuth
2.0 Authorization Framework" [RFC6749], the OQAuth Assertion Franmework
[ RFC7521], and "Assertions and Protocols for the OASIS Security
Assertion Markup Language (SAM.) V2.0" [OASI S. sam -core-2.0-0s].

2. HITP Parameter Bindings for Transporting Assertions

The QAuth Assertion Framework [ RFC7521] defines generic HITP
paranmeters for transporting assertions during interactions with a
token endpoint. This section defines specific paranmeters and
treatnments of those paraneters for use with SAML 2.0 Bearer
Assertions.

2.1. Using SAM. Assertions as Authorization Grants

To use a SAML Bearer Assertion as an authorization grant, the client
uses an access token request as defined in Section 4 of the OQAuth
Assertion Franmework [RFC7521] with the follow ng specific paraneter
val ues and encodi ngs.

The val ue of the "grant type" paraneter is
"urn:ietf:paranms: oaut h: grant-type: san 2- bearer".

The val ue of the "assertion"” parameter contains a single SAML 2.0
Assertion. It MJST NOT contain nore than one SAML 2.0 Assertion
The SAML Assertion XM. data MJST be encoded using base64url, where
the encoding adheres to the definition in Section 5 of RFC 4648

[ RFC4648] and where the padding bits are set to zero. To avoid the
need for subsequent encodi ng steps (by "application/x-ww-form

url encoded” [WBC. REC- ht ml 401-19991224], for exanple), the base64url -
encoded data MJST NOT be |ine wapped and pad characters ("=") MJST
NOT be incl uded.

The "scope" paraneter nmay be used, as defined in the QAuth Assertion
Framewor k [ RFC7521], to indicate the requested scope.
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2.

2.

Aut hentication of the client is optional, as described in

Section 3.2.1 of QAuth 2.0 [RFC6749] and consequently, the

"“client _id" is only needed when a formof client authentication that
relies on the paraneter is used.

The foll owi ng exanpl e denpnstrates an access token request with an
Assertion as an authorization grant (with extra Iine breaks for
di spl ay purposes only):

POST /token. oauth2 HTTP/ 1.1
Host: as. exanple.com
Cont ent - Type: application/ x-ww-form url encoded

grant _t ype=ur n%3Ai et f ¥8Apar ans¥%BAoaut h%BAgr ant - t ype¥8Asani 2- bearer &
asserti on=PHNnbWwO . ..[onitted for brevity]...ZT4

Usi ng SAML Assertions for Client Authentication

To use a SAM. Bearer Assertion for client authentication, the client
uses the follow ng paraneter val ues and encodi ngs.

The value of the "client_assertion_type" paraneter is
"urn:ietf:params: oaut h:client-assertion-type: sam 2-bearer™”.

The value of the "client_assertion" paraneter MJST contain a single
SAML 2.0 Assertion. The SAM.L Assertion XML data MJST be encoded
usi ng base64url, where the encodi ng adheres to the definition in
Section 5 of RFC 4648 [ RFC4648] and where the padding bits are set to
zero. To avoid the need for subsequent encodi ng steps (by
"application/x-ww-formurl encoded” [WBC. REC-htm 401-19991224], for
exanpl e), the baseb4url -encoded data SHOULD NOT be |ine w apped and
pad characters ("=") SHOULD NOT be i ncl uded.

The foll owi ng exanpl e denpbnstrates a client authenticating using an
Assertion during the presentation of an authorization code grant in
an access token request (with extra |ine breaks for display purposes

only):

POST /token.oauth2 HTTP/ 1.1
Host: as. exanple.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut horization_code&
code=n0esc3NRze7LTCu7i YzS6a5acc3f Oogp4&
client_assertion_type=urn%BAi et f ¥%8Apar ans¥3Aoaut h
9%BAcl i ent -assertion-type¥BAsam 2-bearer &
client_asserti on=PHNhbW ..[onmitted for brevity]...ZT
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3. Assertion Format and Processing Requirenents

In order to issue an access token response as described in QAuth 2.0
[ RFC6749] or to rely on an Assertion for client authentication, the
aut horization server MJST validate the Assertion according to the
criteria below. Application of additional restrictions and policy
are at the discretion of the authorization server.

1. The Assertion’s <lssuer> el ement MJST contain a uni que
identifier for the entity that issued the Assertion. |In the
absence of an application profile specifying otherw se,
conpliant applications MJIST conpare |ssuer val ues using the
Sinple String Conparison nethod defined in Section 6.2.1 of RFC
3986 [ RFC3986] .

2. The Assertion MJST contain a <Conditions> elenment with an
<Audi enceRestriction> el enent with an <Audi ence> el ement t hat
identifies the authorization server as an intended audi ence.
Section 2.5.1.4 of "Assertions and Protocols for the QASI S
Security Assertion Markup Language (SAM.) V2.0"
[ QASI S. sami - core-2.0-0s] defines the <Audi enceRestriction> and
<Audi ence> el enents and, in addition to the URl references
di scussed there, the token endpoint URL of the authorization
server MAY be used as a URI that identifies the authorization
server as an intended audi ence. The authorization server MJST
reject any Assertion that does not contain its own identity as
the intended audience. In the absence of an application profile
speci fyi ng ot herw se, conpliant applications MIST conmpare the
Audi ence val ues using the Sinple String Conparison method
defined in Section 6.2.1 of RFC 3986 [RFC3986]. As noted in
Section 5, the precise strings to be used as the Audience for a
gi ven aut horization server nmust be configured out of band by the
aut hori zati on server and the issuer of the Assertion

3. The Assertion MJST contain a <Subject> el enent identifying the
principal that is the subject of the Assertion. Additiona
i nfornmation identifying the subject/principal MY be included in
an <AttributeStatenent>.

A.  For the authorization grant, the Subject typically
identifies an authorized accessor for which the access token
is being requested (i.e., the resource owner or an
aut hori zed del egate), but in some cases, it may be a
pseudonynous identifier or other value denoting an anonynous
user.

B. For client authentication, the Subject MJIST be the
"client _id" of the QAuth client.
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4, The Assertion MJUST have an expiry that limts the tinme w ndow
during which it can be used. The expiry can be expressed either
as the NotOnOrAfter attribute of the <Conditions> el ement or as
the Not OnOr After attribute of a suitable
<Subj ect Confi rmati onDat a> el enent .

5. The <Subject> el enent MUST contain at |east one
<Subj ect Confirmati on> el enent that has a Method attribute with a
val ue of "urn:oasis:names:tc: SAM.: 2. 0:cmbearer”. |f the

Assertion does not have a suitable NotOnOrAfter attribute on the
<Condi ti ons> el ement, the <SubjectConfirmation> el enent MJST
contain a <SubjectConfirmati onData> el enment. Wen present, the
<Subj ect Confi rmati onDat a> el enent MJST have a Reci pi ent
attribute with a value indicating the token endpoint URL of the
aut horization server (or an acceptable alias). The

aut horization server MJST verify that the value of the Recipient
attribute matches the token endpoint URL (or an acceptable
alias) to which the Assertion was delivered. The

<Subj ect Confi rmati onDat a> el enent MJST have a Not OnOr Aft er
attribute that linmts the wi ndow during which the Assertion can
be confirmed. The <Subject Confirmati onData> el ement MAY al so
contain an Address attribute limting the client address from
whi ch the Assertion can be delivered. Verification of the
Address is at the discretion of the authorization server.

6. The aut horization server MJUST reject the entire Assertion if the
Not OnOr After instant on the <Conditions> el enent has passed
(subject to allowable clock skew between systens). The
aut horization server MJST reject the <SubjectConfirmtion> (but
MAY still use the rest of the Assertion) if the NotOnOrAfter
i nstant on the <Subj ect Confirmati onDat a> has passed (subject to
al  owabl e cl ock skew). Note that the authorization server nay
reject Assertions with a NotOnOrAfter instant that is
unreasonably far in the future. The authorization server MAY
ensure that Bearer Assertions are not replayed, by naintaining
the set of used ID values for the length of tinme for which the
Assertion would be considered valid based on the applicable
Not OnOr Af t er i nstant.

7. If the Assertion issuer directly authenticated the subject, the
Assertion SHOULD contain a single <AuthnStatenent> representing
that authentication event. |If the Assertion was issued with the

intention that the client act autononously on behal f of the
subj ect, an <Aut hnStatenment> SHOULD NOT be included and the
client presenting the Assertion SHOULD be identified in the
<Nanel D> or similar elenent in the <SubjectConfirmation>

el ement, or by other avail able nmeans like "SAML V2.0 Condition
for Delegation Restriction" [OASIS. sanl -del eg-cs].
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8. Q her statenments, in particular <AttributeStatenent> el enents,
MAY be included in the Assertion.

9. The Assertion MJST be digitally signed or have a Message
Aut henti cati on Code (MAC) applied by the issuer. The
aut hori zation server MJST reject Assertions with an invalid
signature or NAC.

10. Encrypted el enents MAY appear in place of their plaintext
counterparts as defined in [OASI S. sanl -core-2. 0-0s].

11. The authorization server MJST reject an Assertion that is not
valid in all other respects per [QASIS. sam -core-2.0-0s], such
as (but not limted to) all content within the Conditions
el enent including the NotOnOrAfter and NotBefore attributes,
unknown condition types, etc.

3.1. Authorization Grant Processing

Assertion authorization grants may be used with or w thout client
aut hentication or identification. Wether or not client

aut hentication is needed in conjunction with an Assertion

aut horization grant, as well as the supported types of client

aut hentication, are policy decisions at the discretion of the

aut hori zation server. However, if client credentials are present in
the request, the authorization server MJST validate them

If the Assertion is not valid (including if its subject confirmation
requi rements cannot be net), the authorization server constructs an
error response as defined in QAuth 2.0 [RFC6749]. The value of the
"error" paraneter MJST be the "invalid grant"” error code. The

aut hori zati on server MAY include additional information regarding the
reasons the Assertion was considered invalid using the
"error_description" or "error_uri" paraneters.

For exanpl e:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error":"invalid grant"”,
“error_description":"Audi ence validation fail ed"

}
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3.2. Cdient Authentication Processing

If the client Assertion is not valid (including if its subject
confirmation requirenents cannot be net), the authorization server
constructs an error response as defined in QAuth 2.0 [RFC6749]. The
val ue of the "error" paraneter MJST be the "invalid client" error
code. The authorization server MAY include additional information
regardi ng the reasons the Assertion was considered invalid using the
“error_description" or "error_uri" paraneters.

4. Authorization Gant Exanple

The following exanples illustrate what a conform ng Assertion and an
access token request would | ook like.

The exampl e shows an assertion issued and signed by the SAML Identity
Provider identified as "https://sanl -idp. exanpl e.comi'. The subject
of the Assertion is identified by email address as
"brian@xanpl e. conf’, who authenticated to the Identity Provider by
neans of a digital signature where the key was validated as part of
an X. 509 Public Key Infrastructure. The intended audi ence of the
Assertion is "https://sanm -sp.exanple.net”, which is an identifier
for a SAML Service Provider with which the authorization server
identifies itself. The Assertion is sent as part of an access token
request to the authorization server’s token endpoi nt at
"https://authz. exanpl e. net/t oken. oaut h2"
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Bel ow i s an exanple SAML 2.0 Assertion (whitespace formatting is for
di spl ay purposes only):

<Assertion |ssuel nstant="2010-10-01T20: 07: 34. 619Z7"
| D="ef 1xsbZxPV20qj d7HTLRLI Bl Bb7"
Ver si on="2. 0"
xm ns="urn: oasi s: nanes: tc: SAML.: 2. 0: assertion">
<l ssuer>https://sam -i dp. exanpl e. conx/ | ssuer >
<ds: Sighature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
[...omtted for brevity...]
</ ds: Si gnat ur e>
<Subj ect >
<Narel D
For mat =" ur n: oasi s: names: tc: SAM.: 1. 1: nanei d-f or nat : enai | Addr ess" >
bri an@xanpl e. com
</ Nanel D>
<Subj ect Confi rmati on
Met hod="ur n: oasi s: nanmes: tc: SAM.: 2. 0: cm bearer ">
<Subj ect Confi rmati onDat a
Not OnOr Af t er ="2010- 10- 01T20: 12: 34. 6192"
Reci pi ent ="https://aut hz. exanpl e. net/t oken. oaut h2"/ >
</ Subj ect Confirmati on>
</ Subj ect >
<Condi ti ons>
<Audi enceRestricti on>
<Audi ence>htt ps://sam - sp. exanpl e. net </ Audi ence>
</ Audi enceRestriction>
</ Condi ti ons>
<Aut hnSt at enent Aut hnl nst ant =" 2010- 10- 01T20: 07: 34. 371Z2" >
<Aut hnCont ext >
<Aut hnCont ext Cl assRef >
urn: oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: X509
</ Aut hnCont ext Cl assRef >
</ Aut hnCont ext >
</ Aut hnSt at enent >
</ Assertion>

Figure 1: Exanmple SAML 2.0 Assertion
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To present the Assertion shown in the previous exanple as part of an
access token request, for exanple, the client m ght nake the

foll owing HTTPS request (with extra line breaks for display purposes
only):

POST /token.oauth2 HTTP/ 1.1
Host: aut hz. exanpl e. net
Cont ent - Type: application/ x-wwform url encoded

grant _type=ur n%BAi et f ¥8Apar ans¥BAoaut h¥8Agr ant -t ype¥8Asam 2-
bear er &asserti on=PEFzc2Vydd vbi BJc3N1ZU uc3Rhbn(@I j | wMIEt MDU
[...omtted for brevity...]aGTdG-0ZWLl bnQ PCO9Bc3N cnRpb24-

Figure 2. Exanpl e Request
5. Interoperability Considerations

Agreenent between systementities regarding identifiers, keys, and
endpoints is required in order to achieve interoperable depl oynents
of this profile. Specific itens that require agreenent are as

foll ows: values for the Issuer and Audi ence identifiers, the location
of the token endpoint, the key used to apply and verify the digita
signature over the Assertion, one-time use restrictions on
Assertions, maxi mum Assertion lifetime allowed, and the specific

Subj ect and attribute requirenents of the Assertion. The exchange of
such information is explicitly out of scope for this specification
and typical deployment of it will be done al ongsi de existing SAML Wb
SSO depl oynents that have al ready established a neans of exchangi ng
such information. "Metadata for the QASIS Security Assertion Markup
Language (SAM.) V2.0" [QASIS.sam - net adat a- 2. 0-os] specifies one
conmon net hod of exchanging SAM.-rel ated i nfornmati on about system
entities.

The RSA- SHA256 al gorithm from [RFC6931], is a mandatory-to-inpl ement
XML signature algorithmfor this profile.

6. Security Considerations

The security considerations described within the follow ng
specifications are all applicable to this document: "Assertion
Framework for QAuth 2.0 Client Authentication and Authorization
Grants" [RFC7521], "The QAuth 2.0 Authorization Franmework" [RFC6749],
and "Security and Privacy Considerations for the OASIS Security
Assertion Markup Language (SAM.) V2.0"

[ OASI S. sam - sec- consi der-2. 0-0s] .
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The specification does not nandate replay protection for the SAM.
Assertion usage for either the authorization grant or for client
authentication. It is an optional feature, which inplenmentations may
enpl oy at their own discretion

7. Privacy Considerations

A SAML Assertion may contain privacy-sensitive information and, to
prevent disclosure of such information to unintended parties, should
only be transmitted over encrypted channels, such as Transport Layer
Security (TLS). In cases where it is desirable to prevent disclosure
of certain information to the client, the Subject and/or individua
attributes of a SAML Assertion should be encrypted to the

aut hori zati on server.

Depl oyments shoul d determ ne the m ni mum anount of information
necessary to conplete the exchange and include only that informtion
in an Assertion (typically by limting what information is included
in an <AttributeStatement> or by omtting it altogether). In sone
cases, the Subject can be a value representing an anonynous or
pseudonynous user, as described in Section 6.3.1 of the QAuth
Assertion Franmework [RFC7521].

8. | ANA Consi derations

8.1. Sub- Nanespace Registration of
urn:ietf:parans: oauth: grant-type: sam 2- bearer

This section registers the value "grant-type: sam 2-bearer” in the

| ANA "QAuth URI" registry established by "An | ETF URN Sub- Nanespace
for QAuth" [ RFC6755].

o URN: wurn:ietf:paramnms: oauth: grant-type: sam 2-bearer

o Common Nane: SAML 2.0 Bearer Assertion Grant Type Profile for
QAuth 2.0

o Change Controller: |IESG

o Specification Document: RFC 7522
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8.2. Sub- Nanespace Regi stration of
urn:ietf:parans:oauth:client-assertion-type: sam 2-bearer

This section registers the value "client-assertion-type: sam 2-bearer"”
inthe ANA "OQAuth URI" registry established by "An | ETF URN Sub-
Nanmespace for QAuth" [ RFC6755].

o URN wurn:ietf:paranms:oauth:client-assertion-type:sani 2-bearer

0o Common Name: SAML 2.0 Bearer Assertion Profile for QAuth 2.0
Client Authentication

o Change Controller: |ESG

o Specification Docunment: RFC 7522
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