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Abst ract

The Network File System (NFS) version 4 protocol is a distributed
file system protocol that owes its heritage to NFS protocol version 2
(RFC 1094) and version 3 (RFC 1813). Unlike earlier versions, the
NFS version 4 protocol supports traditional file access while

i ntegrating support for file | ocking and the MOUNT protocol. In

addi tion, support for strong security (and its negotiation), COVPOUND
operations, client caching, and internationalization has been added.
O course, attention has been applied to nmaki ng NFS version 4 operate
well in an Internet environment.

RFC 7530 formal |y obsol etes RFC 3530. This docunent, together with
RFC 7530, replaces RFC 3530 as the definition of the NFS version 4
pr ot ocol

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7531
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Haynes & Noveck St andards Track [ Page 2]



RFC 7531 NFSv4 XDR March 2015

Tabl e of Contents

1. IntroduCti ON . ... 3

2. XDR Description of NFSVA. 0 ... ... 3

3. Security Considerati ONS . ...... ... e 39

4. Normative ReferencCes .. ... ... .. e 39

ACKNOW edgmENt S ... . e e 39

AUt hor S’ Addr 8SSES . . o o 39
1. Introduction

Thi s docunent contains the External Data Representation (XDR)
[ RFC4506] description of the NFSv4.0 protocol [RFC7530].

2. XDR Description of NFSv4.0
The XDR description is provided in this docunment in a way that makes
it sinple for the reader to extract it into a formthat is ready to
conpile. The reader can feed this docunent in the follow ng shel
script to produce the nachi ne-readabl e XDR description of NFSv4.O:

#!/ bi n/ sh
grep "N *//[/" | sed 's?™ *[[] ?? | sed 's?* *[[]$??

That is, if the above script is stored in a file called "extract.sh",
and this docunment is in a file called "spec.txt", then the reader
can do:

sh extract.sh < spec.txt > nfs4_prot.x

The effect of the script is to renpove | eading white space from each
line, plus a sentinel sequence of "///".

The XDR description, with the sentinel sequence, follows:
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1=

/1l * This file was nachine generated for [RFC7530].

I *

/1l * Last updated Tue Mar 10 11:51:21 PDT 2015.

[ *

/11

1=

/1] * Copyright (c) 2015 I ETF Trust and the persons identified
/1l * as authors of the code. All rights reserved.

1=

/1l * Redistribution and use in source and binary forms, wth
/1] * or without nodification, are permitted provided that the
/1] * following conditions are net:

1 *

/1]l * - Redistributions of source code nust retain the above
[ copyright notice, this list of conditions and the

[ * fol |l owi ng discl ai mer.

1 *

/1l * - Redistributions in binary form must reproduce the above
[ * copyright notice, this list of conditions and the

[l * foll owi ng disclaimer in the docunentati on and/or ot her
[ materials provided with the distribution.

1 *

/1l * - Neither the name of Internet Society, |ETF or |ETF
[ * Trust, nor the nanes of specific contributors, may be
[ * used to endorse or pronote products derived fromthis
[l * software wi thout specific prior witten pernission.
1=

1 * THI S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS
1 * AND CONTRI BUTORS "AS |'S" AND ANY EXPRESS OR | MPLI ED
1= WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

[ * | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
o FOR A PARTI CULAR PURPCSE ARE DI SCLAIMED. | N NO
1= EVENT SHALL THE COPYRI GHT OMER OR CONTRI BUTORS BE
1 * LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
1 * EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
1= NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR
1 * SERVI CES; LCSS OF USE, DATA, OR PROFITS; OR BUSI NESS
o | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF
1= LI ABI LI TY, WHETHER | N CONTRACT, STRICT LI ABILITY,

1 * OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
1 * IN ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN I F
1= ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE.

1 *

Iy
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1=

/1l * This code was derived from RFC 7531.

1 *

/11

1=

I * nfs4 prot.x

1=

1 *

Iy

1=

/1l * Basic typedefs for RFC 1832 data type definitions
1 *

1=

[l * typedef int int32_t;

/1l * typedef unsigned int uint32_t;

/1l * typedef hyper int64_t;

/1l * typedef unsigned hyper uint64_t;

1 *

/11

1=

1l * Sizes

1 *

/1l const NFS4_FHSI ZE = 128

/1l const NFS4_VERI FI ER_SI ZE = §;

/1l const NFS4_OTHER Sl ZE = 12

/1] const NFS4 OPAQUE LIMT = 1024;

Iy

/11 const NFS4_| NT64_MAX = OXT7fffffffffffffff;
/1] const NFS4_UI NT64_MAX = OxfEfffffffffffffe;
/1] const NFS4_I| NT32_MAX = OX7fffffff;

/1] const NFS4_Ul NT32_MAX = Oxffffffff;

[

Iy

1=

/1l * File types

1 *

/1] enumnfs ftyped {

/11 NFAREG = 1, /* Regular File */

/11 NFADIR = 2, /[* Directory */

[ NF4BLK = 3, * Special File - block device */
/11 NF4CHR = 4, * Special File - character device */
/11 NFALNK = 5, /* Synmbolic Link */

/11 NF4SOCK = 6, /* Special File - socket */

Haynes & Noveck St andards Track [ Page 5]



RFC 7531

111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111

NF4FI FO = 7,
NF4AATTRDI R
= 8,
NFANAMEDATTR
=9

b
/*

* Error status
*/

enum nfsstat4 {

NFS4 K
NFS4ERR_PERM
NFSAERR_NOCENT
NFS4ERR | O
NFS4ERR _NXI O
NFS4ERR_ACCESS
NFS4ERR_EXI ST
NFS4ERR_XDEV

/* Unused/ reserved
NFS4ERR_NOTDI R
NFS4ERR | SDI R
NFS4ERR | NVAL
NFS4ERR _FBI G
NFS4ERR_NGSPC
NFS4ERR_ROFS
NFSA4ERR_MLI NK
NFS4ERR _NAMETOOLONG
NFS4ERR_NOTEMPTY
NFS4ERR_DQUOT
NFSA4ERR_STALE
NFS4ERR_BADHANDLE
NFS4ERR_BAD COXXI E
NFS4ERR_NOTSUPP
NFS4ERR_TOOSMAL L
NFS4ERR _SERVERFAULT
NFS4ERR_BADTYPE
NFS4ERR_DELAY
NFS4ERR_SANMVE
NFS4ERR _DENI ED
NFS4ERR_EXPI RED
NFS4ERR_LOCKED
NFSA4ERR_GRACE
NFS4ERR_FHEXPI RED

NFS4AERR_SHARE_DENI ED

NFS4ERR_WRONGSEC
NFSAERR_CLI D_I NUSE
NFSAERR_RESOURCE

Haynes & Noveck
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/* Speci al
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File - fifo */

[* Attribute Directory */

/*

= 0, /* everything is okay */
= 1, /* caller not privileged */
= 2, * no such file/directory */
= b5, * hard 1/O error */
= 6, * no such device */
= 13, /* access denied */
= 17, /* file already exists */
= 18, [* different file systens */
19 */
= 20, /* should be a directory */
= 21, /* should not be directory */
= 22, /* invalid argunent */
= 27, /* file exceeds server max */
= 28, /* no space on file system */
= 30, /* read-only file system */
= 31, /* too many hard |inks */
= 63, /* name exceeds server nmax */
= 66, /* directory not enpty */
= 69, /* hard quota limt reached */
= 70, /* file no | onger exists */
= 10001,/* I1llegal filehandle */
= 10003,/* READDIR cookie is stale */
= 10004, /* operation not supported */
= 10005,/* response limt exceeded */
= 10006, /* undefined server error */
= 10007,/* type invalid for CREATE */
= 10008,/* file "busy" - retry */
= 10009,/* nverify says attrs same */
= 10010,/* | ock unavail abl e */
= 10011,/* |l ock | ease expired */
= 10012,/* 1/ O failed due to | ock */
= 10013,/* in grace period */
= 10014,/* fil ehandl e expired */
= 10015,/* share reserve denied */
= 10016,/* wong security flavor */
= 10017,/* clientid in use */
= 10018, /* resource exhaustion */
St andards Track [ Page 6]
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/1] NFS4ERR_MOVED 10019,/* file systemrel ocated */

/1] NFS4ERR _NOFI LEHANDLE 10020,/* current FH is not set */
/11l NFS4ERR_M NOR_VERS M SMATCH = 10021,/* minor vers not supp */
/1] NFSAERR STALE CLI ENTID = 10022,/* server has rebooted */
/1] NFSAERR _STALE STATEI D 10023,/ * server has rebooted */
/1l  NFS4ERR OLD STATEI D 10024,/* state is out of sync */
/1l NFS4ERR BAD STATEI D 10025,/* incorrect stateid */

/11 NFS4ERR _BAD SEQ D
/11 NFSAERR_NOT_SAME

/11 NFS4ERR_LOCK_RANGE
/11 NFS4ERR_SYM.I NK

/1] NFS4ERR_RESTOREFH
/11 NFS4ERR_LEASE_MOVED
/11 NFS4ERR_ATTRNOTSUPP
/11 NFS4ERR_NO GRACE

/11 NFS4ERR_RECLAI M_BAD
/11 NFS4ERR_RECLAI M_CONFLI
/1] NFS4ERR_BADXDR

/11 NFS4ERR_LOCKS_ HELD
/11 NFS4ERR_OPENMODE

10026, /* request is out of seq. */
10027,/* verify - attrs not same */
10028, /* 1 ock range not supported */
10029, /* should be file/directory */
10030, /* no saved filehandl e */
10031,/* sone file system noved */
10032, /* reconmended attr not sup */
10033, /* reclai moutside of grace */
10034,/* reclaimerror at server */
= 10035,/* conflict on reclaim */
10036, /* XDR decode fail ed */
10037,/* file locks held at CLOSE */
10038,/* conflict in OPEN and |1/0O */

/1l NFS4ERR_BADOMER 10039, /* owner translation bad */
/1l NFS4ERR _BADCHAR 10040, /* UTF-8 char not supported */
/1l NFSAERR_BADNANME 10041, /* name not supported */

/1] NFS4ERR_BAD RANGE
/11 NFS4ERR_LOCK_NOTSUPP

10042,/* lock range not supported */
10043,/* no atom ¢ up/downgr ade */

LI T 1 I 1 I A O I B I O 1 Qi

/1] NFS4ERR OP_I LLEGAL 10044,/ * undefi ned operation */
/1l NFS4ERR_DEADLOCK 10045,/* file | ocking deadl ock */
/1] NFS4ERR _FI LE_OPEN 10046,/ * open file bl ocks op. */
1] NFSAERR_ADM N_REVOKED 10047,/* | ock-owner state revoked */
/1]  NFS4ERR CB_PATH DOMN 10048 /* cal |l back path down */
1y,

[

[l r*

/1l * Basic data types

[ *

/11 typedef opaque attrlistd<>;

/1] typedef uint32_t bi t map4<>

/1] typedef uint64 t changei d4;

/1] typedef uint64_t clientid4;

/1] typedef uint32_t count 4;

/1] typedef uint64_t | engt h4;

/1] typedef uint32_t node4;

/1] typedef uint64 t nfs_cooki e4;

/1l typedef opaque nfs_fh4<NFS4_ FHSI ZE>;

/1] typedef uint32_t nfs_| ease4;

/1] typedef uint64_t of f set 4;

/1] typedef uint32_t gop4;

/1l typedef opaque sec_oid4<>;
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typedef uint32_t seqi d4;
typedef opaque utf8string<>;
typedef utf8string utf8str_cis;
typedef utf8string utf8str_cs;
typedef utf8string ut f 8str_m xed;
typedef utf8str_cs conponent 4;
typedef opaque |inktext4<>;
typedef utf8string asci i _REQUI RED4;
typedef conponent4 pat hname4<>;
typedef uint64_t nfs_| ocki d4;
typedef opaque verifier4[ NFS4_VER Fl ER_SI ZE] ;

/*
* Ti meval
*/
struct nfstime4d {
int64_t seconds;
uint32_t nseconds;
H

enum ti me_howd {
SET_TO_SERVER TI ME4
SET_TO_CLI ENT_TI ME4

b

union settimed switch (tine_howd set it) {
case SET_TO CLI ENT_TI ME4:

nfstine4 time;
def aul t:
voi d;
s
/*
* File attribute definitions
*/
/*
* FSID structure for major/ m nor
*/
struct fsid4 {
ui nt 64 _t naj or ;
ui nt 64 _t nm nor ;
}

Haynes & Noveck St andards Track
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1=

/1l * File systemlocations attribute for relocation/mgration
1 *

/1] struct fs_locationd {

Iy utf8str _cis server <>;

/11 pat hnane4 r oot pat h;

1y,

111

/1] struct fs_locationsd {

[ pat hname4 fs_root;

Iy fs_location4d | ocati ons<>;

1y,

111

111

1=

/1l * Various Access Control Entry definitions
1 *

111

1=

/1] * Mask that indicates which Access Control Entries
/1l * are supported. Values for the fattr4_acl support attribute.
1 *

/1l const ACL4_SUPPORT_ALLOW ACL = 0x00000001;

/1] const ACL4_SUPPORT_DENY_ACL = 0x00000002;

/11l const ACL4_ SUPPORT_AUDI T_ACL = 0x00000004;

/1l const ACL4 SUPPORT_ALARM ACL = 0x00000008;

Iy

/11

/1] typedef uint32_t acet ype4;

/11

/11

1=

/1l * acetyped4 val ues; others can be added as needed.
1 *

/1l const ACE4_ACCESS ALLONED ACE TYPE = 0x00000000;
/1l const ACE4_ACCESS DEN ED ACE_TYPE = 0x00000001;
/1] const ACE4_SYSTEM AUDI T_ACE TYPE = 0x00000002;
/11 const ACE4_SYSTEM ALARM ACE TYPE = 0x00000003;
Iy

/11

/11

1=

/11 * ACE flag

1 *

/1] typedef uint32_t acef | ag4;

/11
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* ACE flag val ues

*/

const ACE4_FI LE_| NHERI T_ACE = 0x00000001;
const ACE4_Dl RECTORY_| NHERI T_ACE = 0x00000002;
const ACE4_NO PROPAGATE_| NHERI T_ACE = 0x00000004;
const ACE4 | NHERI T_ONLY_ACE = 0x00000008;
const ACE4_SUCCESSFUL_ACCESS ACE_FLAG = 0x00000010;
const ACE4_FAI LED ACCESS ACE_FLAG = 0x00000020;
const ACE4_| DENTI FI ER_GROUP = 0x00000040;
/*

* ACE mask

*/

typedef uint32_t acemask4;

/*

* ACE mask val ues

*/

const ACE4_READ DATA = 0x00000001;

const ACE4_LI ST_DI RECTORY = 0x00000001;

const ACE4_WRI TE_DATA = 0x00000002;

const ACE4_ADD FI LE = 0x00000002;

const ACE4_APPEND DATA = 0x00000004;

const ACE4_ADD SUBDI RECTORY = 0x00000004;

const ACE4_READ NAMED ATTRS = 0x00000008;

const ACE4_WRI TE_NAMED_ATTRS = 0x00000010;

const ACE4_EXECUTE = 0x00000020;

const ACE4_DELETE CHI LD = 0x00000040;

const ACE4_READ ATTRI BUTES = 0x00000080;

const ACE4_W\RI TE_ATTRI BUTES = 0x00000100;

const ACE4_DELETE = 0x00010000;

const ACE4 _READ ACL = 0x00020000;

const ACE4_WRI TE_ACL = 0x00040000;

const ACE4_WRI TE_OMER = 0x00080000;

const ACE4_SYNCHRON ZE = 0x00100000;

St andards Track
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/ *

* ACE4 _GENERI C READ - defined as a conbination of
* ACE4 _READ ACL |

* ACE4_READ DATA |

* ACE4_READ ATTRI BUTES |

* ACE4_SYNCHRONI ZE

*/

const ACE4_GENERI C_READ = 0x00120081,

/
ACE4 _GENERI C WRI TE - defined as a conbi nati on of
ACE4_READ ACL |
ACE4 W\RI TE_DATA |
ACE4_W\RI TE_ATTRI BUTES |
ACE4_W\RI TE_ACL |
ACE4_APPEND DATA |
* ACE4_SYNCHRONI ZE
*/
const ACE4_GENERI C WRI TE = 0x00160106;

E B A

/ *
* ACE4_GENERI C EXECUTE - defined as a conbination of
* ACE4_READ_ACL
* ACE4_READ_ATTRI BUTES
* ACE4_EXECUTE
* ACE4_SYNCHRONI ZE
*/

const ACEA_CENERI C_EXECUTE = 0x001200A0;

/-k
* Access Control Entry definition
*/
struct nfsaced {
acetype4d type;
acefl ag4 flag;
acemask4 access_nask;
utf8str_m xed who;
3
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/*
* Field definitions for the fattr4 _node attribute
*/

const MODE4_SUI D

const MODE4_SA D

const MODE4_SVTX

const MODE4_RUSR
const MODE4_WJSR
const MODE4_ XUSR
const MODE4 RGRP
const MODE4_WGERP
const MODE4_XGRP
const MODE4_ROTH
const MODE4_WOTH
const MODE4_ XOTH

0x800; /* set user id on execution */
0x400; /* set group id on execution */
0x200; /* save text even after use */
0x100; /* read perm ssion: owner */
0x080; /* wite perm ssion: owner */
0x040; /* execute perm ssion: owner */
0x020; /* read perm ssion: group */
0x010; /* wite perm ssion: group */
0x008; /* execute perm ssion: group */
0x004; /* read perm ssion: other */
0x002; /* wite perm ssion: other */
0x001; /* execute perm ssion: other */

/*

* Special data/attribute associated with

* file types NF4BLK and NF4CHR

*/
struct specdatad {

uint32_t specdatal; /* mmjor device nunber */
uint32_ t specdata2; /* mnor device nunber */

} H
/ *

* Values for fattr4 fh_expire_type

*/

const FH4_PERSI STENT = 0x00000000;

const FH4_NOCEXPI RE W TH OPEN = 0x00000001;

const FH4_VOLATI LE_ANY = 0x00000002;

const FH4_VOL_M GRATI ON = 0x00000004;

const FH4_VOL_RENAME = 0x00000008;
typedef bitnmap4 fattr4_supported_attrs;
typedef nfs_ftyped fattr4_type;
typedef uint32_t fattr4_fh_expire_type;
typedef changei d4 fattr4_change;
typedef uint64_t fattr4_size;
t ypedef bool fattr4_link _support;
typedef bool fattr4_symink_support;
typedef bool fattr4_named_attr;
typedef fsid4 fattr4_fsid;
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/1] typedef
/11 typedef
/1] typedef
/11

/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/11 typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/11 typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef

Haynes & Noveck

bool
nfs_| eased
nf sst at 4

nf sace4
uint32_t
bool

bool

bool

bool

bool

ui nt 64 _t
ui nt 64 _t
nfs_fh4
ui nt 64_t
uint64_t
fs_locations4
bool

bool

ui nt 64 _t
ui nt 32_t
uint32_t
ui nt 64 _t
ui nt 64 _t

asci i _REQUI RED4

node4

ui nt 64_t
bool
uint32_t
ut f 8str_m xed
ut f 8str_m xed
ui nt 64 _t
ui nt 64_t
uint64_t
specdat a4
ui nt 64 _t
ui nt 64 _t
ui nt 64 _t
ui nt 64_t
bool

nf sti ne4
setti ne4
nfsti me4
nf sti ne4
nf sti me4
nf sti ne4
nf sti ne4
setti ne4

NFSv4 XDR
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fattr4_uni que_handl es;
fattr4 | ease tine;
fattr4_rdattr_error

fattr4_acl <>;

fattr4_acl support;
fattr4_archive

fattr4 _cansetti ne;
fattr4_case_insensitive;
fattr4_case_preserving;
fattr4_chown_restricted,;
fattrd fileid;

fattr4 files_avail
fattr4 _fil ehandl e;
fattr4 files_free;
fattr4 files total;
fattr4 fs | ocations;
fattr4_hidden;
fattr4_honpbgeneous;
fattrd4_maxfil esize;
fattr4_maxlink;
fattr4_maxnane;
fattr4_maxread
fattr4_maxwite;
fattr4_m metype
fattr4_node;
fattr4_nounted_on_fileid;
fattr4 _no_trunc;
fattr4_num i nks;
fattr4_owner;
fattr4_owner _group
fattr4 _quota_avail hard;
fattr4_quota_avail _soft;
fattr4_quota_used;
fattr4_rawdev;
fattr4_space_avail
fattr4_space_free;
fattr4 _space_total;
fattr4_space_used;
fattr4_system
fattr4_tinme_access;
fattr4_tinme_access_set;
fattr4_time_backup
fattr4 time_create;
fattr4_time_delta;
fattr4 time_net adat a;
fattr4_time_nodify;
fattrd4_tinme_nodi fy_ set;
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/*
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* Mandatory attributes

*/
const
const
const
const
const
const
const
const
const
const
const
const
const

/*

FATTR4_SUPPORTED ATTRS
FATTR4_TYPE
FATTRA_FH_EXPI RE_TYPE
FATTRA_CHANGE

FATTRA_SI ZE

FATTR4_LI NK_SUPPORT
FATTR4_SYMLI NK_SUPPORT
FATTR4_NAVED ATTR
FATTR4_FSI D

FATTRA_UNI QUE_HANDLES
FATTRA_LEASE_TI ME
FATTR4_RDATTR_ERROR
FATTRA_FI LEHANDLE

* Recomrended attri butes

*/
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const

FATTR4_ACL
FATTR4_ACLSUPPORT
FATTRA_ARCHI VE
FATTR4_CANSETTI ME
FATTR4_CASE_| NSENSI TI VE
FATTR4_CASE_PRESERVI NG
FATTR4_CHOAN_RESTRI CTED
FATTRA_FI LEI D

FATTRA_FI LES_AVAI L
FATTR4_FI LES_FREE
FATTR4_FI LES_TOTAL
FATTR4_FS_LOCATI ONS
FATTR4_HI DDEN
FATTR4_HOMOGENEOUS
FATTRA_MAXFI LESI ZE
FATTRA_MAXLI NK
FATTRA4_MAXNANE
FATTR4_MAXREAD
FATTRA_MAXWRI TE
FATTRA_M METYPE
FATTR4_MODE

FATTR4_NO TRUNC
FATTRA_NUMLI NKS
FATTR4_OMNER
FATTR4_OMNER_GROUP
FATTR4_QUOTA_AVAI L_HARD

PRPRPOO~NOUODAWNEO
© P O e

12;
13;
14,
15;
16;
17;
18;
20;
21;

23;
24;
25;
26;
27;
28;
29;
30;
31;
32;
33;
34;
35;
36;
37;
38;

St andards Track
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const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const

/*

NFSv4 XDR

FATTR4_QUOTA_AVAI L_SOFT
FATTR4_QUOTA_USED
FATTRA_RAVDEV
FATTR4_SPACE_AVAI L
FATTR4_SPACE_FREE
FATTR4_SPACE_TOTAL
FATTRA_SPACE_USED
FATTR4_SYSTEM
FATTR4_TI ME_ACCESS
FATTR4_TI ME_ACCESS_SET
FATTRA4_TI ME_BACKUP
FATTR4_TI ME_CREATE
FATTR4_TI ME_DELTA
FATTR4_TI ME_METADATA
FATTR4_TI ME_MODI FY
FATTR4_TI ME_MODI FY_SET

FATTR4_MOUNTED_ON FI LEI D

* File attri bute contai ner

*/

struct fattr4 {
bi t map4 attrmask;

b

/*

attrlist4

* Change info for the client

*/

struct change_info4 {

b

bool atom c;
changei d4 bef or e;
changei d4 after;

struct clientaddr4 {

/* see struct rpcb in RFC 1833 */
network id
/* universa

string r_netid<>;
string r_addr<>;

attr_vals;

/*

w
L

40;

42;
43;
44;
45;
46;
47;
48;
49;
50;
51,
52;
53;
54;
55;

St andards Track

March 2015
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/11

1=

/1l * Callback programinfo as provided by the client
1 *

/1] struct cb_client4 {

/11 unsi gned int cb_program

/11 cl i ent addr 4 cb_l ocati on;

1y,

Iy

/11

1=

/1l * Stateid

1 *

/1] struct stateid4 {

/11 ui nt 32_t seqi d;

[ opaque ot her [ NFS4_OTHER _SI ZF] ;
1y,

/11

1=

/1l * dient ID

1 *

/1] struct nfs_client_id4 {

/11 verifier4d verifier;

/11 opaque i d<NFS4_OPAQUE LI M T>;
1y,

[

Iy

/1] struct open_owner4 {

/11 clientid4 clientid,;

/11 opaque owner <NFS4_ OPAQUE LI M T>;
1y,

[

Iy

/1] struct |ock_owner4 {

/11 clientid4 clientid,;

/11 opaque owner <NFS4_ OPAQUE LI M T>;
1y,

[

Iy

/1] enum nfs_| ock_typed {

/11 READ LT =1,

/11 WRI TE_LT = 2,

/11 READW LT = 3, /* bl ocking read */
/11 WRI TEW LT =4 /* blocking wite */
1y,

/11

Haynes & Noveck St andards Track [ Page 16]
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/11

/1l const ACCESS4 READ = 0x00000001;
/1] const ACCESS4_LOCKUP = 0x00000002;
/1l const ACCESS4_MODI FY = 0x00000004;
/1l const ACCESS4_EXTEND = 0x00000008;
/1l const ACCESS4_DELETE = 0x00000010;
/1l const ACCESS4 EXECUTE = 0x00000020;
[

/1] struct ACCESS4args {

[ /* CURRENT_FH. object */

Iy uint32_t access;
1y,

/11

/1] struct ACCESS4resok {

/11 ui nt 32_t support ed;
Iy uint32_t access;
1y,

/11

/1] union ACCESS4res switch (nfsstat4 status) {
/1l case NFS4_CK:

Iy ACCESS4r esok resok4;
/1] default:

/11 voi d;

1y,

/11

/1] struct CLOSE4args {

/11 /* CURRENT_FH. object */
[ seqi d4 seqi d;
/11 statei d4 open_statei d;
1y,

/11

/1] union CLOSE4res switch (nfsstat4 status) {
/1l case NFS4_CK:

[ statei d4 open_statei d;
/1] default:

111 voi d;

11}

111

/1] struct COW T4args {

111 /* CURRENT _FH. file */
111 of fset4 of f set;
111 count 4 count ;
11}

111

/1] struct COW T4resok {

111 verifier4d witeverf;
1y,

111
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/1] union COW T4res switch (nfsstat4 status) {
/1l case NFS4_CK:

111 COW T4r esok resok4;
/1] default:

111 voi d;

111}

111

/1] union createtyped4 switch (nfs ftyped4 type) {
/1] case NF4LNK:

Iy i nkt ext4 |inkdat a;

/1l case NF4BLK:

/1l case NF4CHR:

/11 specdat a4 devdat a;

/1l case NF4SOCK:

/1l case NF4FI FO

/1l case NF4D R

/11 voi d;

/1] default:

/11 void; /* server should return NFS4ERR BADTYPE */
1y,

Iy

/1] struct CREATE4dargs {

/11 /* CURRENT_FH:. directory for creation */

/11 createtyped obj type;

/11 conponent 4 obj nane;

[ fattr4 Createattrs;

1y,

/11

/1] struct CREATE4resok {

/11 change_i nfo4 ci nfo;

/11 bi t map4 attrset; /* attributes set */
1y,

Iy

/1] union CREATE4res switch (nfsstat4 status) {
1] case NFS4_CK:

111 CREATE4r esok resok4;
/11 default:

111 voi d;

11}

111

/1] struct DELEGPURGE4args ({

111 clientid4 clientid;
11}

111

/1] struct DELEGPURGE4res {

111 nf sst at 4 st at us;
1y,

111
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/1] struct DELEGRETURMNargs {

/11 /* CURRENT_FH. del egated file */
/11 statei d4 del eg_stateid
1y,

/11

/1] struct DELEGRETURMNres {

/11 nfsstat4 st at us;

1y,

Iy

/1] struct GETATTR4args {

/11 /* CURRENT_FH. directory or file */
/11 bi t map4 attr_request;
1y,

[

/1] struct GETATTR4resok {

[ fattr4 obj _attributes;
1y,

/11

/1] union CETATTR4res switch (nfsstat4 status) {
/1] case NFS4_ K

111 CETATTR4r esok resok4;

/1] default:

Iy voi d;

1y,

/11

/1] struct GETFH4resok {

Iy nfs_fh4 obj ect ;

1y,

/11

/1] union CGETFH4res switch (nfsstat4 status) {
/1l case NFS4_CK

[ GETFH4r esok resok4;

/1] default:

[ voi d;

1y,

/11

/1] struct LINKdargs {

/11 /* SAVED FH. source object */
/11 /* CURRENT_FH:. target directory */
[ conponent 4 newnane;
1y,

/11

/1] struct LINK4resok {

/11 change_i nfo4 ci nfo;

1y,

/11
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union LINK4res switch (nfsstat4 status) {

case NFS4_ XK
LI NK4r esok resok4;

* LOCK/ LOCKT/ LOCKU: Record | ock nanagenent

NFSv4 XDR

March 2015

LOCK, transition from open_owner to new | ock_owner

open_seqi d;
open_stateid;
| ock_seqid;
| ock_owner;

LOCK, existing | ock _owner continues to request file | ocks

| ock_stateid;
| ock_seqi d;

defaul t:
voi d;
b
/*
* For
*/
struct open_to_| ock_owner4 {
seqi d4
st at ei d4
seqi d4
| ock_owner 4
3
/*
* For
*/
struct exist_|ock_owner4 {
statei d4
seqi d4
b
uni on | ocker4 switch (boo
case TRUE:
open_t o_| ock_owner 4
case FALSE:
exi st _| ock_owner4
b
/*
*/
struct LOCK4args {

/* CURRENT_FH: file */
nfs | ock type4 | ocktype;

bool

of fset4
| engt h4
| ocker 4

reclaim
of f set;
| engt h;
| ocker;

St andards Track

new_| ock_owner) {
open_owner ;

| ock_owner;
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/1] struct LOCK4denied {

[ of f set4 of f set ;

/11 | engt h4 | engt h;

[ nfs_ |l ock_type4 | ocktype;

Iy | ock_owner4 owner ;

1y,

/11

/1] struct LOCK4resok {

/11 statei d4 | ock_stateid;
1y,

/11

/1] union LOCK4res switch (nfsstat4 status) {
/1l case NFS4_CK:

[ LOCK4r esok resok4;
/1l case NFS4ERR_DENI ED:

Iy LOCK4deni ed deni ed;
/1l default:

/11 voi d;

1y,

[

/1] struct LOCKT4args {

/11 /* CURRENT_FH. file */
/11 nfs_| ock_type4 | ocktype;
/11 of fset4 of f set;
/11 | engt h4 | engt h;
/11 | ock_owner 4 owner ;
1y,

/11

/1] union LOCKT4res switch (nfsstat4 status) ({
/1l case NFS4ERR DENI ED:

/11 LOCK4deni ed deni ed;
/1l case NFS4_CK:

Iy voi d;

/1] default:

Iy voi d;

1y,

/11

/1] struct LOCKWargs {

Iy /* CURRENT_FH. file */
[ nfs_ |l ock_type4 | ocktype;
/11 seqi d4 seqi d;
/11 statei d4 | ock_stateid;
/11 of fset4 of f set;
/11 | engt h4 | engt h;
1y,

/11
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/1] union LOCKUWres switch (nfsstat4 status) {
/1l case NFS4_CK:

/11 statei d4 | ock_stateid;

/1] default:

Iy voi d;

1y,

/11

/1] struct LOOKUP4args {

/11 /* CURRENT_FH: directory */

[ conponent 4 obj narme;

1y,

/11

/1] struct LOOKUP4res {

/11 /* CURRENT_FH. object */

/11 nfsstat4 st at us;

1y,

/11

/1] struct LOOKUPP4res {

/11 /* CURRENT_FH. directory */

/11 nfsstat4 st at us;

1y,

/11

/1] struct NVERI FY4args {

/11 /* CURRENT_FH:. object */

/11 fattr4 obj attributes;
1y,

Iy

/1] struct NVERI FY4res {

/11 nfsstat4 st at us;

1y,

/11

/1] const OPEN4A_SHARE ACCESS READ = 0x00000001;
/11 const OPEN4_SHARE ACCESS WRI TE = 0x00000002;
/1l const OPEN4A_SHARE ACCESS BOTH = 0x00000003;
/11

/1] const OPENA_SHARE DENY_NONE = 0x00000000;
/1] const OPEN4_SHARE DENY_ READ = 0x00000001;
/1] const OPEN4A_SHARE DENY WRI TE = 0x00000002;
/1] const OPEN4_SHARE DENY_BOTH = 0x00000003;
1=

/1l * Various definitions for OPEN

1 *

/1] enum createnoded4 {

[ UNCHECKED4 =0,

Iy GUARDEDA4 =1,

/11 EXCLUSI VE4 =2

1y,

/11
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/1] union createhow4 switch (createnoded4 node) {
/1l case UNCHECKED4:
/1l case GUARDED4:

111 fattr4 createattrs;
/1l case EXCLUSI VE4:

111 verifier4d createverf;
11}

111

/1] enum opentyped {

111 OPEN4A_NOCREATE = 0,

111 OPEN4_ CREATE =1

111}

111

/1] union openflag4 switch (opentyped opentype) {
/1l case OPENA_CREATE:

111 cr eat ehowd how;
/1] default:

111 voi d;

11}

111

11 [* Next definitions used for OPEN del egation */
/1] enumlimt_by4 {

/11 NFS LIM T_SI ZE =1,

/11 NFS_LI M T_BLOCKS =2

/11 /* others as needed */

1y,

Iy

/1] struct nfs_nodified [imt4 {

Iy uint32_t num bl ocks;

/11 uint32_t byt es_per bl ock;
1y,

[

/1] union nfs_space_limt4 switch (Iimt_by4 [imtby) {
[l [* limt specified as file size */

/1l case NFS_LIMT_SIZE:

/11 ui nt 64 _t filesize;

/1] [* limt specified by nunber of blocks */

/1l case NFS_LIM T_BLOCKS:

/11 nfs _nodified limt4 nod_bl ocks;
1y

111

/11 enum open_del egation_type4 {

I OPEN_DELEGATE_NONE = 0,

11 OPEN_DELEGATE_READ =1,

11 OPEN_DELEGATE WRI TE =2

11}

111
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/1] enum open_claimtyped {

11 CLAI M_NULL =0,

11 CLAI M_PREVI QUS =1,

/11 CLAI M_DELEGATE_CUR = 2,

/11 CLAI M_DELEGATE_PREV =3
1y,

/11

/1] struct open_clai mdel egate cur4d {

/11 statei d4 del egate_stateid
[ conponent 4 file;

1y,

/11

/1] union open_clainmd switch (open_claimtype4 claim {
o r=

Iy * No special rights to file.
[ * Ordinary OPEN of the specified file.

111 */

/1l case CLAI M NULL:

/11 /* CURRENT_FH. directory */

[ conponent 4 file;

I

[ * Right to the file established by an

/11 * open previous to server reboot. File

/11 * identified by filehandl e obtai ned at

/11 * that tine rather than by nane.

111 */

/1l case CLAI M PREVI QUS

[ /* CURRENT_FH:. file being reclained */
/11 open_del egati on_t ype4 del egat e_t ype;
111

e

[ * Right to file based on a del egation
/11 * granted by the server. File is
[ * gpecified by nane.

111 */

/1l case CLAI M DELEGATE_CUR

/11 /* CURRENT_FH. directory */

/11 open_cl ai m del egate_cur4 del egate_cur _info
11

I

/11 * Right to file based on a del egation
/11 * granted to a previous boot instance
/11 * of the client. File is specified by nane.

111 */

/1l case CLAI M DELEGATE_PREV:

[ /* CURRENT_FH directory */

/11 conponent 4 file_del egate_prev;
1y,
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111
1=
/1l * OPEN. Open a file,
1 *
/1] struct OPEMNdargs {
/11 seqi d4
/11 ui nt 32_t
/11 ui nt 32_t
Iy open_owner 4
[ openf | ag4
/11 open_cl ai m
1y,
111

NFSv4 XDR March 2015

potentially receiving an open del egati on

seqi d;
share_access;
share_deny;
owner ;
openhow;
claim

/1l struct open_read _del egationd {

/1]l stateid4 stateid;
/1l bool recal |l ;

/11

/11

/11

/1l nfsaced4 perni ssions;
Iy

/11

1y,

/11

/1] struct open wite _de
/1] stateid4 stateid;

[* Stateid for delegation */
[* Pre-recalled flag for
del egati ons obt ai ned
by reclaim (CLAIM PREVIQUS). */

/* Defines users who don’'t
need an ACCESS call to
open for read. */

egationd {
[* Stateid for delegation */

/11 bool recal | ; [* Pre-recalled flag for
[ del egati ons obt ai ned

/11 by reclaim

/11 (CLAI M PREVIQUS). */

/11

/1l nfs_space linmt4

/11 space_limt; /* Defines condition that
Iy the client nmust check to
/11 det er mi ne whet her the
/11 file needs to be flushed
/11 to the server on close. */
[

/1l nfsaced perm ssions; /* Defines users who don't
Iy need an ACCESS call as
/11 part of a del egated

/11 open. */

1y,

[

Haynes & Noveck
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/1! union open_del egati on4d
/1] switch (open_del egation_type4 del egation_type) {

111 case OPEN_DELEGATE_NONE:

[ voi d;

/11 case OPEN_DELEGATE_READ:

/11 open_r ead_del egati on4 read;
/11 case OPEN DELEGATE VWRI TE

/11 open_wite del egationd wite;
1y,

/11

1=

/1l * Result flags

1 *

[

{11 [* dient must confirmopen */

/1] const OPEN4A_RESULT_CONFI RM = 0x00000002

/11 |I* Type of file |ocking behavior at the server */
/11 const OPEN4_RESULT_LOCKTYPE_POSI X = 0x00000004;

/11

/1] struct OPEN4resok {

/1]l stateid4 st at ei d; /[* Stateid for open */

/1l change_i nfo4 ci nf o; /* Directory change info */
/1] uint32_t rflags; /* Result flags */

/1l bitnmap4 attrset; /[* attribute set for create */
/1l open_del egation4d delegation; /* Info on any open

[ del egation */

1y,

/11

/1] union OPENdres switch (nfsstat4 status) {
/1]l case NFS4_ K

/11 /* CURRENT_FH. opened file */
111 OPEN4r esok resok4;

/1] default:

Iy voi d;

1y,

/11

/1] struct OPENATTR4args {

/11 /* CURRENT_FH. object */

/11 bool createdir;

1y,

/11

/1] struct OPENATTR4res {

/11 /* CURRENT_FH. nanmed attr directory */
/11 nfsstat4 st at us;

1y,

/11
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struct OPEN_CONFI RM4args {
/* CURRENT_FH: opened file */

statei d4 open_statei d;
seqi d4 seqi d;
3
struct OPEN_CONFI RMAr esok {
statei d4 open_stateid;
H

uni on OPEN_CONFI RMAres switch (nfsstat4 status) {

case NF4_ XK

OPEN_CONFI RMAr esok resok4;

defaul t:
voi d;
}s

struct OPEN DOANGRADE4ar gs {
/* CURRENT_FH. opened file */

statei d4 open_stateid;
seqi d4 seqi d;
uint32_t share_access;
uint32_t shar e_deny;
b
struct OPEN _DOANGRADE4r esok {
statei d4 open_statei d;
3

uni on OPEN_DOWNGRADE4res switch (nfsstat4 status) {

case NFH4_XK:

OPEN_DOWNGRADE4r esok resok4;

defaul t:
voi d;
b

struct PUTFH4args {
nfs fh4d obj ect;
}

struct PUTFH4res ({
/* CURRENT_FH. */
nf sst at 4 st at us;

b

Haynes & Noveck St andards Track
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/1] struct PUTPUBFH4res ({

[ /* CURRENT_FH. public fh */
111 nf sst at 4 st at us;
1y,

111

/1] struct PUTROOTFH4res {

/11 /* CURRENT_FH. root fh */
111 nf sst at 4 st at us;
11}

111

/1l struct READ4args {

111 /* CURRENT_FH. file */
111 st at ei d4 st at ei d;
111 of fset4 of f set;
111 count 4 count ;
1y,

111

/1] struct READ4resok {

111 bool eof ;

/11 opaqgue dat a<>;
11}

111

/1] union READ4Ares switch (nfsstat4 status) {
/1]l case NFS4_ K

/11 READ4r esok resok4;

/1] default:

Iy voi d;

1y,

/11

/1] struct READDI Rd4args {

/11 /* CURRENT_FH. directory */
/11 nfs_cooki e4 cooki e;

/11 verifier4d cooki everf;
Iy count 4 di rcount;
/11 count 4 maxcount ;
/11 bi t map4 attr_request;
1y,

[

/1l struct entry4 {

Iy nfs _cooki e4 cooki e;

/11 conponent 4 nane;

/11 fattr4 attrs;

/11 entry4 *nextentry;
1y,

Iy
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/1] struct dirlistd {

/11 entry4 *entries;
/11 bool eof ;
11}

111

/1] struct READDI R4resok {

/11 verifier4d cooki everf;
111 dirlist4 reply;
11y,

111

111

/1] union READDI R4res switch (nfsstat4 status) {
/1l case NFS4_CK:

/11 READDI R4r esok resok4;

/1] default:

Iy voi d;

1y,

/11

/11

/1] struct READLI NK4resok {

111 i nkt ext4 link;

1y,

/11

/1] union READLI NK4res switch (nfsstat4 status) {
/1l case NFS4_CK:

/11 READLI NK4r esok resok4;
/1] default:

Iy voi d;

1y,

/11

/1] struct REMOVE4dargs {

/11 /* CURRENT _FH. directory */
/11 conponent 4 target;
1y,

/11

/1] struct REMOVE4resok {

/11 change_i nf o4 ci nfo;
1y,

Iy

/1] union REMOVE4res switch (nfsstat4 status) {
/1] case NFS4_COK:

111 REMOVE4r esok resok4;
/11 default:

111 voi d;

1y,

111
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struct RENAME4args {
/* SAVED FH. source directory */

conponent 4 ol dnane;
/* CURRENT_FH target directory */
conmponent 4 newnamne;

H

struct RENAME4resok {
change_i nf o4 sour ce_ci nfo;
change_i nf 04 target _cinfo;

3

uni on RENAME4res switch (nfsstat4 status) {
case NFS4_ XK
RENANME4r esok resok4;

defaul t:
voi d;
b
struct RENEWlargs {
clientid4 clientid;
b
struct RENEWIres {
nf sst at 4 st at us;
b

struct RESTOREFH4res {
/* CURRENT_FH: val ue of saved fh */
nfsstat4 st at us;

struct SAVEFH4res {
/* SAVED FH value of current fh */
nfsstat4 st at us;

b

struct SECI NFO4args {
/* CURRENT_FH: directory */
conmponent 4 nanme;
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/*
* From RFC 2203
*/
enum rpc_gss_svc_t {

RPC_GSS_SVC_NONE
RPC_GSS_SVC_I NTEGRI TY
RPC_GSS_SVC_PRI VACY

H

struct rpcsec_gss_info {
sec_oi d4
qop4
rpc_gss_svc_t

H

/* RPCSEC GSS has a val ue of

NFSv4 XDR

i n
WN P

oi d;
qop;
servi ce;

"6’. See RFC 2203 */

uni on secinfo4 switch (uint32_t flavor) {

case RPCSEC_GSS:

rpcsec_gss_info

defaul t:
voi d;
}s

flavor _info;

typedef secinfod4 SECI NFO4r esok<>;

uni on SECI NFO4res switch (nfsstat4 status) {

case NFS4_OK

SECI NFO4r esok resok4;

defaul t:
voi d;
b

struct SETATTR4args {
/* CURRENT_FH:

statei d4
fattr4

b

struct SETATTR4res {
nf sst at 4
bi t map4

b

target object */

st at ei d;
obj attributes;

st at us;
attrsset;

struct SETCLI ENTI D4args {

nfs_client_id4
cb client4
uint32_t

client;
cal | back;
cal | back_i dent;

St andards Track
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/11

/1] struct SETCLIENTI D4resok {

Iy clientid4 clientid,

Iy verifier4d setclientid confirm
1y,

/11

/1] union SETCLIENTID4res switch (nfsstat4 status) {
/1l case NFS4_CK:

111 SETCLI ENTI D4r esok resok4;
/1l case NFS4ERR _CLI D_| NUSE:

/11 cl i ent addr 4 cl i ent_using;
/1] default:

/11 voi d;

1y,

Iy

/1] struct SETCLI ENTI D_CONFI RMAargs {

/11 clientid4 clientid,;

/11 verifier4d setclientid confirm
1y,

[

/1] struct SETCLI ENTI D_CONFI RMAres ({

Iy nfsstat4 st at us;
1y,

/11

/1] struct VERI FYdargs {

/11 /* CURRENT_FH. object */

/11 fattr4 obj _attributes;
1y,

/11

/1] struct VERI FY4res {

/11 nfsstat4 st at us;
1y,

Iy

/1] enum stabl e_how4 {

/11 UNSTABLE4 =0,

/11 DATA_SYNC4 =1,

/11 FI LE_SYNC4 =2

1y,

Iy

/1] struct WRI TE4args {

/11 /* CURRENT_FH:. file */

/11 st at ei d4 st at ei d;

/11 of fset4 of f set;

/11 st abl e_how4 st abl e;

/11 opaque dat a<>;
1y,

/11
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count 4

st abl e_how4
verifier4d

b

uni on WRI TE4res switch (nfsstat4 status) {

case NFS4_ XK

WRI TE4r esok

defaul t:
voi d;
b

NFSv4 XDR

count ;
comm tted;
witeverf;

resok4;

struct RELEASE LOCKOWNER4ar gs {

| ock_owner 4

b

| ock_owner;

struct RELEASE LOCKOWNER4res {

nf sst at 4

b

struct |LLEGAL4res {

nf sstat 4

b
/*

* Qperation arrays

*/

enum nfs_opnumd {
OP_ACCESS
OP_CLOSE
oP_COWM T
OP_CREATE
OP_DELEGPURGE
OP_DELEGRETURN
OP_CETATTR
OP_GETFH
OP_LINK

OP_LCCK
OP_LOCKT
OP_LOCKU
OP_LOOKUP

OP_L OCKUPP
OP_NVERI FY
OP_CPEN
OP_CPENATTR
OP_OPEN_CONFI RM

Haynes & Noveck

st at us;

st at us;

©Coo~NoO U~ w
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OP_OPEN_DOWNGRADE
OP_PUTFH
OP_PUTPUBFH
OP_PUTROOTFH
OP_READ
OP_READDI R
OP_READLI NK
OP_REMOVE
OP_RENAME
OP_RENEW
OP_RESTOREFH
OP_SAVEFH
OP_SECI NFO
OP_SETATTR
OP_SETCLI ENTI D

OP_SETCLI ENTI D_CONFI RM

OP_VERI FY
OP_WRI TE

OP_RELEASE_LOCKOMNER
OP_| LLEGAL

b

uni on
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

case
case
case
case
case

nfs_argop4 switch

OP_ACCESS:
OP_CLOSE
OP_COW T:
OP_CREATE
OP_DELEGPURGE
OP_DELEGRETURN:
OP_CETATTR
OP_CETFH
OP_LI NK:
OP_LCOCK
OP_LCOCKT:
OP_LOCKU

OP_L OOKUP:
OP_L OOKUPP:
OP_NVER! FY:
OP_GOPEN
OP_CPENATTR

OP_OPEN_CONFI RM
OP_OPEN_DOWNGRADE:

OP_PUTFH:
OP_PUTPUBFH:
OP_PUTROOTFH:
OP_READ:
OP_READDI R:

Haynes & Noveck
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21,
22,
23,
24,
25,
26,
27,
28,
29,
30,
31,
32,
33,
34,
35,
36,
37,
38,
39,
10044

(nfs_opnumt argop) {
ACCESS4ar gs opaccess;
CLOSE4ar gs opcl ose;

COW T4ar gs opcommi t;
CREATE4ar gs opcreate;
DELEGPURGE4ar gs opdel egpur ge;
DELEGRETURN4ar gs opdel egreturn
CETATTR4ar gs opgetattr;

voi d;

LI NK4ar gs opli nk;

LOCK4ar gs opl ock

LOCKT4ar gs opl ockt;

LOCKWar gs opl ocku;
LOOKUP4ar gs opl ookup;

voi d;

NVERI FY4ar gs opnverify;
OPENdar gs opopen;
OPENATTR4ar gs opopenattr;
OPEN_CONFI Rvdar gs opopen_confirm

OPEN_DOWNGRADE4ar gs opopen_downgr ade;
PUTFH4ar gs opputfh

voi d;

voi d;

READ4ar gs opr ead;

READDI R4ar gs opreaddir
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/1l case
/ll case
/1l case
I/l case
I/l case
/1l case
/1l case
/ll case
/1l case
I/l case
111

/1l case
/1l case
/ll case
111

111

I/l case
111}

111

/1] union
/1l case
/1l case
I/l case
/1l case
/1l case
/1l case
/1l case
/1l case
I/l case
/1l case
/1l case
/1l case
/1l case
/1l case
I/l case
/1l case
/1l case
/1l case
/1l case
111

111

/1l case
/1l case
/1l case
/ll case
/1l case
I/l case
/1l case

OP_READLI NK:
OP_REMOVE:
OP_RENAME:
OP_RENEW
OP_RESTOREFH:
OP_SAVEFH:
OP_SECI NFO.
OP_SETATTR
OP_SETCLI ENTI D:

NFSv4 XDR

voi d;

REMOVE4ar gs opr enove
RENAME4ar gs opr enane;
RENEWar gs opr enew,

voi d;

voi d;

SECI NFO4ar gs opseci nf o;
SETATTR4args opsetattr;
SETCLI ENTI D4ar gs opsetclientid;

OP_SETCLI ENTI D_CONFI RM  SETCLI ENTI D_CONFI RM4ar gs

OP_VERI FY:
OP_WRI TE:

opsetclientid_confirm
VERI FY4ar gs opverify;
WRI TE4args opwite;

OP_RELEASE_L OCKOMNNER

OP_| LLEGAL:

nfs resopd4 switch

OP_ACCESS:
OP_CLCSE:
OP_COW T:
OP_CREATE:
OP_DELEGPURGE:
OP_DELEGRETURN:
OP_GETATTR
OP_GETFH:

OP_LI NK:
OP_LOCK:
OP_LOCKT:
OP_LOCKU:
OP_LOOKUP:
OP_LOOKUPP:
OP_NVERI FY:
OP_OPEN:
OP_OPENATTR:

OP_OPEN_CONFI RM
OP_OPEN_DOWNGRADE:

OP_PUTFH:
OP_PUTPUBFH:
OP_PUTROOTFH:
OP_READ:
OP_READDI R
OP_READLI NK:
OP_REMOVE:

Haynes & Noveck
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RELEASE_LOCKOWNER4ar gs
opr el ease_| ockowner ;
voi d;

(nfs_opnumt resop) {
ACCESS4r es opaccess;
CLOSE4r es opcl ose;

COW T4res opcommit;
CREATE4r es opcreat e;
DELEGPURGE4r es opdel egpur ge
DELEGRETURNAr es opdel egreturn
CETATTR4res opgetattr;
GETFH4r es opget f h;

LI NK4res oplink

LOCK4r es opl ock;

LOCKT4r es opl ockt ;

LOCKWr es opl ocku

LOOKUP4r es opl ookup;
LOOKUPP4r es opl ookupp;

NVERI FY4res opnverify;
OPEN4r es opopen

OPENATTR4r es opopenattr;
OPEN_CONFI RvAr es opopen_confirm

OPEN_DOWNGRADEAT es
opopen_downgr ade;
PUTFH4r es opputf h;
PUTPUBFH4r es opput pubf h;
PUTROOTFH4r es opput r oot f h;
READAr es opr ead;
READDI R4r es opreaddir
READLI NK4r es opreadl i nk
REMOVEA4r es oprenove
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/1l case OP_RENAME: RENANMVE4r es opr enane;

/1l case OP_RENEW RENEWIr es opr enew,

/1l case OP_RESTOREFH: RESTOREFH4r es opr est or ef h;
/1l case OP_SAVEFH: SAVEFHAr es opsavef h;

/1l case OP_SECI NFO SECI NFO4r es opseci nf o;

/1l case OP_SETATTR SETATTR4r es opsetattr;

/1l case OP_SETCLI ENTI D: SETCLI ENTI D4res opsetclientid;
/1l case OP_SETCLI ENTI D_CONFI RM

Iy SETCLI ENTI D_CONFI RM4r es

[ opsetclientid_confirm
/1l case OP_VERI FY: VERI FY4r es opverify;

/1l case OP_WRITE: VRl TE4res opwite;

/1l case OP_RELEASE LOCKOMNER:

[ RELEASE_L OCKOMNNER4T es

Iy opr el ease_| ockowner ;
/1l case OP_ILLEGAL: | LLEGAL4res opill egal;

1y,

/11

/1] struct COVPOUND4args {

/11 utf8str_cs tag;

111 ui nt 32_t m nor ver si on;

[ nfs_argop4 argarray<>;

1y,

/11

/1] struct COVPOUND4res {

[ nfsstat4 st at us;

/11 utf8str_cs tag;

[ nfs_resop4 resarray<>;

1y,

/11

/11

1=

/1l * Renote file service routines

1 *

/1] program NFS4_PROGRAM {

/11 versi on NFS V4 {

/11 voi d

/11 NFSPROCA_NULL(void) = 0;

Iy

[ COVPOUNDAr es

/11 NFSPROC4_ COMPOUND( COVPOUND4ar gs) = 1;
/11

/11 } =
/1] } = 100003;
Iy

4;
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/*
* NFS4 cal | back procedure definitions and program
*/
struct CB _CGETATTR4args {
nfs fh4 fh;
bi t map4 attr_request;

b

struct CB_GETATTR4resok {
fattr4 obj_attributes;
b

uni on CB GETATTR4res switch (nfsstat4 status) {
case NFHA4_XK:

CE_GETATTR4r esok resok4;
defaul t:
voi d;
b
struct CB RECALL4args {
st at ei d4 st at ei d;
bool truncat e;
nfs fh4 fh;
b
struct CB RECALL4res {
nf sst at 4 st at us;
b
/*

* CB | LLEGAL: Response for illegal operation nunbers
*/
struct CB | LLEGAL4res {

nfsstat4 st at us;
b
/*
* Various definitions for CB_COVPOUND
*/
enum nfs_cb_opnumt {
OP_CB_CETATTR = 3,
OP_CB_RECALL = 4,
OP_CB_| LLEGAL = 10044
H
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/1] union nfs_cb_argop4 switch (unsigned argop) {

/1l case OP_CB GETATTR: CB CGETATTR4args opchgetattr;
/1l case OP_CB_RECALL: CB_RECALL4ar gs opcbrecal | ;
/1l case OP_CB | LLEGAL: voi d;

1y,

/11

/1] union nfs_cb_resop4 switch (unsigned resop) {

/1l case OP_CB GETATTR: CB _CGETATTR4res opchgetattr;
/1l case OP_CB RECALL: CB_RECALL4res opchbrecal |l ;
/1l case OP_CB | LLEGAL: CB | LLEGAL4r es opchillegal;
1y,

/11

/11

/1] struct CB_COVPOUND4args {

/11 utf8str_cs tag;

Iy uint32_t m norver si on;

Iy uint32_t cal | back_i dent;

/11 nfs_cb_argop4 argarray<>;

1y,

[

/1] struct CB_COVPOUND4res ({

[ nfsstat4 st at us;

/11 utf8str_cs tag;

/11 nfs _cb _resop4 resarray<>;

1y,

[

Iy

/11

1=

/1l * Program nunber is in the transient range, since the client
/1] * will assign the exact transient program nunber and provide
/1l * that to the server via the SETCLI ENTI D operati on.

1 *

/1] program NFS4_CALLBACK {

/11 versi on NFS_CB {

111 voi d

/11 CB NULL(void) = 0;

[ CB_COVPOUNDAr es

Iy CB_COVPOUND( CB_COVPOUND4ar gs) = 1;
111 } =1

/1] } = 0x40000000;

Haynes & Noveck St andards Track [ Page 38]



RFC 7531 NFSv4 XDR March 2015

3. Security Considerations
See the Security Considerations section of [RFC7530].
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