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1.

1.

I nt roduction

A BGP [ RFC4271] speaker can send Qutbound Route Filters (ORFS)

[ RFC5291] to a peer. The peer uses ORFs to filter routing updates

that it sends to the BGP speaker. Using ORF, a BGP speaker can

realize a "route pull" paradigmin which the BGP speaker, on demand,

pull's certain routes fromthe peer.

Thi s docunent defines a new ORF-type, called the Covering Prefixes

ORF (CP-ORF). A BGP speaker sends a CP-ORF to a peer in order to

pul | routes that cover a specified host address. A prefix covers a

host address if it can be used to forward traffic towards that host

address. Section 3 provides a nore conplete description of covering

prefix selection criteria.

CP-ORF is applicable in Virtual Hub-and-Spoke VPNs [ RFC7024]

[ RFC4364]. It also is applicable BG/ MPLS Ethernet VPN ( EVPN)

[ RFC7432] networks.

1. Term nol ogy

Thi s docunent uses the follow ng ternmns:

0 Address Famly ldentifier (AFl) - defined in [ RFC4760]

0 Subsequent Address Family ldentifier (SAFlI) - defined in [ RFC4760]

o0 Route Target (RT) - defined in [ RFC4364]

o0 VPN-IP Default Route - defined in [ RFC7024]

o Virtual Hub (V-hub) - defined in [ RFC7024]

o Virtual Spoke (V-spoke) - defined in [ RFC7024]

o BGP/ MPLS Ethernet VPN (EVPN) - defined in [ RFC7432]

o EVPN Instance (EVI) - defined in [ RFC7432]

o MAC - Media Access Control

o Unknown MAC Route (UVWR) - A regular EVPN MAC/ | P Adverti senment
route where the MAC Address Length is set to 48 and the MAC
address to 00: 00: 00: 00: 00: 00

o Default MAC Gateway (DM3 - An EVPN Provi der Edge (PE) that
advertises a UMR
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1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. CP-ORF Encoding
RFC 5291 augrents the BGP ROUTE- REFRESH nessage so that it can carry
ORF entries. \When the ROUTE- REFRESH nessage carries ORF entries, it
i ncludes the follow ng fields:
0 AFl [IANA AFI]
0 SAFI [ ANA. SAFI]
o Wien-to-refresh (I MVEDI ATE or DEFERRED)
o ORF Type
o Length (of ORF entries)

The ROUTE- REFRESH nessage al so contains a list of ORF entries. Each
ORF entry contains the followi ng fields:

o Action (ADD, REMOVE, or REMOVE- ALL)

o Mtch (PERM T or DENY)

The ORF entry nmay al so contain Type-specific information. Type-
specific information is present only when the Action is equal to ADD

or REMOVE. It is not present when the Action is equal to REMOVE- ALL.

When the BGP ROUTE- REFRESH nessage carries CP-ORF entries, the
foll owi ng conditions MJST be true:

o The ORF Type MJST be equal to CP-ORF (65).
o The AFl MUST be equal to IPv4, IPv6, or Layer 2 VPN (L2VPN).

o If the AFl is equal to IPv4 or I Pv6, the SAFI MJST be equal to
MPLS- | abel ed VPN addr ess.

o If the AFl is equal to L2VPN, the SAFI MJST be equal to BGP EVPN

o The Match field MJST be equal to PERMT.
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Figure 1 depicts the encoding of the CP-ORF Type-specific
i nfornmation.

o +
| Sequence (32 bits) |
oo e e e e e e oo +
| Mnlen (8 bits) |
o m e e e e e e e eea oo +
| Maxlen (8 bits)

o +
| VPN Route Target (64 bits) |
oo e e e e e e oo +
| Inmport Route Target (64 bits) |
o m e e e e e e e eea oo +
| Route Type (8 bits) |
o +

| Host Address |
| (0, 32, 48, or 128 bhits) |

Figure 1: CP-ORF Type- Specific Encoding

The CP-ORF recipient uses the following fields to select routes
mat chi ng t he CP- ORF:

0 Sequence: the relative position of a CP-ORF entry anong ot her
CP-ORF entries

o Mnlen: the minimumlength of the selected route (measured in
bits)

o Maxlen: the maxi mum |l ength of the selected route (rmeasured in
bits)

o VPN Route Target: the VPN Route Target carried by the sel ected
route

0 Route Type: the type of the selected route

0 Host Address: the address covered by the selected route

See Section 3 for details.

The CP-ORF recipient marks routes that match CP-ORF with the I nport

Rout e Target before advertising those routes to the CP-ORF
originator. See Section 3 for details.
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ROUTE- REFRESH AFI is equal to | Pv4,

val ue of
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en;

val ue of

M nl en MJUST be | ess than or
Maxl en MUST be | ess than or

M nl en MUST be | ess than or

Rout e Type MJST be 0 (i.e.

Host Address MUST contain exactly 32

ROUTE- REFRESH AFl is equal to |Pv6,

val ue of
val ue of

val ue of
en;

val ue of

M nl en MJUST be | ess than or
Maxl en MUST be | ess than or

M nl en MJUST be | ess than or

Rout e Type MJST be 0 (i.e.
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equal to 32;
equal to 32;

equal to the val ue of

RESERVED) ; and

bits.

equal to 128;
equal to 128;

equal to the val ue of

RESERVED) ; and

Host Address MUST contain exactly 128 bits.

If the ROUTE- REFRESH AFl is equal to L2VPN
MJUST be one of the follow ng values taken fromthe | ANA EVPN Registry

Et her net Aut odi scovery Route

MAC/ | P Adverti sement Route

I ncl usive Multi cast Route

Et her net Segnent

[ 1 ANA. EVPN :
o 1-
o 2 -
o 3 -
o 4 -
If the

Type is equa

Rout e,

the val ue of Route Type

ROUTE- REFRESH AFl is equal to L2VPN and the value of Route

or Ethernet Segnent,

o the value of Mnlen MJST be equal to O;

o the value of Maxlen MJST be equal to O;

o the Host Address MJST be absent (i.e.

Jeng, et al
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I f the ROUTE- REFRESH AFlI is equal to L2VPN and the val ue of Route
Type is equal to MAC/I P Advertisenent Route,

o the value of Mnlen MIST be | ess than or equal to 48;
o the value of Maxlen MJST be | ess than or equal to 48;

o the value of Mnlen MIST be | ess than or equal to the value of
Max| en; and

o the Host Address MJUST contain exactly 48 bits.
3. Processing Rul es

According to [ RFC4271], every BGP speaker naintains a single Loc-RI B
For each of its peers, the BGP speaker al so maintains an Qutbound
Filter and an Adj-RIB-Qut. The Qutbound Filter defines policy that
det erm nes which Loc-RIB entries are processed into the correspondi ng
Adj -RIB-Qut. Mechani snms such as RT-Constrain [ RFC4684] and ORF

[ RFC5291] enable a router’s peer to influence the Qutbound Filter.
Therefore, the Qutbound Filter for a given peer is constructed using
a conbination of the locally configured policy and the information
recei ved via RT-Constrain and ORF fromthe peer

Using this nodel, we can describe the operations of CP-ORF as
fol | ows:

VWhen a BGP speaker receives a ROUTE- REFRESH nessage that contains a
CP- ORF and that ROUTE- REFRESH nessage vi ol ates any of the encodi ng
rul es specified in Section 2, the BGP speaker MJST ignore the entire
ROUTE- REFRESH nessage. It SHOULD also | og the event. However, an

i mpl ement ati on MAY apply | ogging thresholds to avoid excessive
nmessaging or log file overfl ow

O herwi se, the BGP speaker processes each CP-ORF entry as indicated
by the Action field. |If the Action is equal to ADD, the BGP speaker
adds the CP-ORF entry to the Qutbound Filter associated with the peer
in the position specified by the Sequence field. |If the Action is
equal to REMOVE, the BGP speaker renoves the CP-ORF entry fromthe
Qutbound Filter. |If the Action is equal to REMOVE-ALL, the BGP
speaker renmoves all CP-ORF entries fromthe Qutbound Filter.

Whenever the BGP speaker applies an Qutbound Filter to a route
contained in its Loc-RIB, it evaluates the route in terns of the
CP-ORF entries first. 1t then evaluates the route in terns of the
remai ni ng non-CP-ORF entries. The rules for the forner are described
bel ow. The rules for the latter are outside the scope of this
docunent .
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The followi ng route types can natch a CP- ORF:

o | Pv4-VPN
o | Pve-VPN
0o L2VPN

In order for an IPv4-VPN route or |1 Pv6-VPN route to match a CP- ORF
all of the follow ng conditions MJST be true:

o the route carries an RT whose value is the sane as the CP- ORF VPN
Rout e Target;

o the route prefix length is greater than or equal to the CP-ORF
Mnlen plus 64 (i.e., the length of a VPN Route D stinguisher);

o the route prefix length is less than or equal to the CP-ORF Maxl en
plus 64 (i.e., the length of a VPN Route Distinguisher);

0o ignoring the Route Distinguisher, the leading bits of the route
prefix are identical to the leading bits of the CP-ORF Host
Address, and CP-ORF M nlen defines the nunber of bits that nust be
i dentical; and

o0 Loc-RIB does not contain a nore specific route that al so satisfies
all of the above |isted conditions.

The BGP speaker ignores Route Distinguishers when determ ni ng whet her
a prefix matches a host address. For exanple, assune that a CP-ORF
carries the followi ng information:

o Mnlen equal to 1

o Maxlen equal to 32

0 Host Address equal to 192.0.2.1

Assune al so that Loc-RIB contains routes for the follow ng | Pv4d- VPN
prefixes and that all of these routes carry an RT whose value is the
same as the CP-ORF VPN Route Target:

o 1:0.0.0.0/64.

0 2:192.0.2.0/88

0o 3:192.0.2.0/89
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Only the prefix 3:192.0.2.0/89 matches the CP-ORF. The prefix
1:0.0.0.0/ 64 does not match, because its length (64) is less than the
CP-ORF Mnlen (1) plus the length of an L3VPN Route Distinguisher
(64). If Loc-RIB did not contain the prefix 3:192.0.2.0/89,
2:192.0.2.0/88 would match the CP-ORF. However, because Loc-RIB al so
contains a nore specific covering route (3:192.0.2.0/89),
2:192.0.2.0/88 does not match. Only 3:192.0.2.0/89 satisfies all of
the above listed match criteria. Note that the natching al gorithm

i gnored Route Distinguishers.

In order for an EVPN route to match a CP-ORF, all of the follow ng
condi ti ons MJST be true:

o the EVPN route type is equal to the CP-ORF Route Type; and

o the route carries an RT whose value is equal to the CP-ORF VPN
Rout e Tar get.

In addition, if the CP-ORF Route Type is equal to MAC/IP
Advertisenment Route, the follow ng conditions also MJST be true:

o the EVPN Route MAC Address Length is greater than or equal to the
CP-ORF Mnlen plus 64 (i.e., the length of a VPN Route
Di stingui sher);

o the EVPN Route MAC Address Length is less than or equal to the CP-
ORF Maxlen plus 64 (i.e., the length of a VPN Route
Di stingui sher); and

o ignoring the Route Distinguisher, the leading bits of the EVPN
Rout e MAC Address are identical to the |eading bits of the CP-ORF
Host Address. CP-ORF M nlen defines the nunmber of bits that nust
be identical.

If a route matches the selection criteria of a CP-ORF entry and it
does not violate any subsequent rule specified by the Qutbound Filter
(e.g., rules that reflect local policy or rules that are due to

RT- Constrains), the BGP speaker places the route into the Adj-RIB-
Qut. In Adj-RIB-Qut, the BGP speaker adds the CP-ORF Inport Route
Target to the list of RTs that the route already carries. The BGP
speaker also adds a Transitive Opaque Extended Community [ RFC4360]
with the sub-type equal to CP-ORF (0x03). As a result of being
placed in Adj-RIB-Qut, the route is advertised to the peer associated
with the Adj-RIB-Cut.
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Receiving CP-ORF entries with REMOVE or REMOVE- ALL Actions may cause
a route that has previously been installed in a particular Adj-RIB-
Qut to be excluded fromthat Adj-RIB-Qut. In this case, as specified
in [RFC4271], "the previously advertised route in that Adj-Rl B-Qut
MJUST be withdrawn from servi ce by neans of an UPDATE message".

RFC 5291 states that a BGP speaker should respond to a ROUTE REFRESH
nessage as foll ows:

If the When-to-refresh indicates | MMEDI ATE, then after processing
all the ORF entries carried in the nmessage the speaker
re-advertises to the peer routes fromthe Adj-RI B-Qut associated
with the peer that have the sane AFI/SAFlI as what is carried in
the nmessage, and taking into account all the ORF entries for that
AFl / SAFI received fromthe peer. The speaker MJST re-advertise
all the routes that have been affected by the ORF entries carried
in the nessage, but MAY al so re-advertise the routes that have not
been affected by the ORF entries carried in the nessage.

When t he ROUTE- REFRESH nessage i ncludes only CP-ORF entries, the BGP
speaker MJST re-advertise routes that have been affected by these
CP-ORF entries. It is RECOWENDED not to re-advertise the routes
that have not been affected by the CP-ORF entries.
When t he ROUTE- REFRESH nessage i ncludes one or nore CP-ORF entries
and one or nore ORF entries of a different type, the behavior remains
unchanged fromthat described in RFC 5291.

4. Applicability in Virtual Hub-and- Spoke VPNs
In a Virtual Hub-and-Spoke environnent, VPN sites are attached to PE
routers. For a given VPN, a PE router acts in exactly one of the
follow ng rol es:
o as a V-hub
0 as a V-spoke
o as neither a V-hub nor a V-spoke

To illustrate CP-ORF operation in conjunction with Virtual Hub-and-
Spoke, assume the follow ng:

0 One of the sites in a particular VPN, RED-VPN, is connected to a

PE that acts as neither a V-hub nor a V-spoke for RED-VPN. W
refer to this PE as PEl.

Jeng, et al. St andards Track [ Page 10]
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o Another site in RED-VPN is connected to another PE, and that PE
acts as a V-hub for RED-VPN. W refer to this PE as V-hubl.

o Yet another site in RED-VPN is connected to another PE, and that
PE acts as a V-spoke for RED-VPN. W refer to this PE as
V- spokel.

Al'l of these PEs advertise RED-VPN routes to a Route Reflector (RR).
They mark these routes with an RT, which we will call RT-RED. In
particul ar, PEl1 advertises a RED-VPN route to a prefix that we wll
call P. P covers a host address that we will call H

For the purpose of illustration, also assune that the PEs and the RRs
use RT-Constrain [ RFC4684].

V- hubl serves the RED-VPN. Therefore, V-hubl advertises a VPN-1P
default route for the RED-VPN to the RR carrying the route target
RT- RED- FROM HUBL.

V-spokel establishes a BGP session with the RR negotiating the
CP-ORF capability as well as the Miltiprotocol Extensions capability
[ RFC4760]. Upon establishnent of the BGP session, the RR does not
advertise any routes to V-spokel. The RRw Il not advertise any
routes until it receives either a ROUTE- REFRESH nessage or a BGP
UPDATE nessage containing a Route Target Menbership Network Layering
Reachability Informati on (NLRI) [RFC4684].

I mredi ately after the BGP session is established, V-spokel sends the
RR a BGP UPDATE message containing a Route Target Menbership NLRI.
The Route Target Menbership NLRI specifies RT-RED- FROMHUBL as its
RT. In response to the BGP- UPDATE nessage, the RR advertises the VPN
| P default route for the RED-VPN to V-spokel. This route carries the
route target RT-RED- FROM HUB1. V-spokel subjects this route to its

i mport policy and accepts it because it carries the route target

RT- RED- FROM HUBL.

Now, V-spokel begins normal operation, sending all of its RED VPN
traffic through V-hubl. At some point, V-spokel determines that it
m ght benefit froma nore direct route to H (Note that criteria by
whi ch V-spokel determines that it needs a nore direct route to H are
beyond the scope of this docunent.)
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In order to discover a nore direct route, V-spokel assigns a unique
nuneric identifier to H V-spokel then sends a ROUTE- REFRESH nessage
to the RR, which contains the follow ng information:

o AFl is equal to IPv4 or IPv6, as appropriate

o SAFlI is equal to "MPLS-Iabel ed VPN address"

o Wen-to-refresh is equal to | MVEDI ATE

o Action is equal to ADD

o Mtch is equal to PERMT

0o ORF Type is equal to CP-ORF

o CP-ORF Sequence is equal to the identifier associated with H

o0 CP-ORF Mnlen is equal to 1

0o CP-ORF Maxlen is equal to 32 or 128, as appropriate

o CP-ORF VPN Route Target is equal to RT-RED

0 CP-ORF Inmport Route Target is equal to RT-RED- FROM HUBL

0 CP-ORF Route Type is equal to O (i.e., undefined)

o0 CP-ORF Host Address is equal to H

Upon recei pt of the ROUTE- REFRESH nessage, the RR MJST ensure that it
carries all routes belonging to the RED-VPN. In at |east one special
case, where all of the RR clients are V-spokes and none of the RR
clients are V-hubs, the RRwill lack some or all of the required
RED- VPN routes. So, the RR sends a BGP UPDATE nessage containing a
Route Target Menbership NLRI for VPNNRED to all of its peers. This
causes the peers to advertise VPN-RED routes to the RRif they have
not done so al ready.

Next, the RR adds the received CP-ORF to the Qutbound Filter

associ ated with V-spokel. Using the procedures in Section 3, the RR
det erm nes whether any of the routes inits Loc-RIB satisfy the

sel ection criteria of the newy updated Qutbound Filter. |[If any
routes satisfy the match criteria, they are added to the Adj-RIB-CQut
associ ated with V-spokel. In Adj-RIB-Qut, the RR adds

RT- RED- FROM HUBL1 to the list of RTs that the route already carries.
The RR al so adds a Transitive Opaque Extended Conmunity [ RFC4360]
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with the sub-type equal to CP-ORF. Finally, RR advertises the newy
added routes to V-spokel. |In this exanple, the RR advertises P to
V-spokel with a next-hop of PEL.

V- spokel subjects the advertised routes to its inmport policy and
accepts them because they carry the route target RT-RED- FROW HUBL.

V-spokel may repeat this process whenever it discovers another flow
that m ght benefit froma nore direct route to its destination.

4.1. Milticast Considerations
When applying Multicast VPN [ RFC6513] [ RFC6514] procedures, routes
bearing a Transitive Opaque Extended Community [ RFC4360] with the
sub-type equal to CP-ORF MJST NOT be used to determ ne Eligible
Upstream Mul ti cast Hops (UVH).

5. Applicability in BGP/ MPLS Et hernet VPN (EVPN)
In an EVPN environnment, Custoner Edge (CE) devices are attached to PE

routers. A CE can be a host, a router, or a switch. For a given
EVI, a PE router acts in exactly one of the follow ng roles:

o as a DMG
0 as a Spoke
o as neither a DM nor a Spoke

To illustrate CP-ORF operation in the EVPN environnment, assune the
fol | owi ng:

0 A CE device in a particular EVI, RED-EVI, is connected to a PE
that acts as neither a DM nor a Spoke for RED-EVI. W refer to
this PE as PEL.

o Another CE device in RED-EVI is connected to another PE, and that
PE acts as a DMG for RED-EVI. W refer to this PE as DMGL.

o Yet another CE device in RED-EVI is connected to another PE, and
that PE acts as a Spoke for RED-EVI. W refer to this PE as
Spokel.

Al of these PEs advertise RED-EVI routes to a RR  They mark these

routes with an RT, which we will call RT-RED. In particular, PE1l
advertises a RED-EVI route to a MAC Address that we will call M
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The RED-EVI VPN Routing and Forwarding tables (VRFs) on all of these
PEs are provisioned to inport EVPN routes that carry RT-RED
Since DM3l acts as a DMG for RED-EVI, DMGL advertises a UMR for the
RED-EVI to the RR, carrying the route target RT-RED. The UMR i s
characterized as foll ows:

o EVPN Route Type is equal to MAC/I P Adverti senent Route

o MAC address length is equal to O

o |P address length is equal to O

Spokel establishes a BGP session with the RR negotiating the CP-ORF
capability as well as the Miltiprotocol Extensions capability

[ RFC4760]. Upon establishnent of the BGP session, the RR does not
advertise any routes to Spokel. The RRw Il not advertise any routes
until it receives a ROUTE- REFRESH nessage.

I mredi ately after the BGP session is established, Spokel sends the RR
a ROUTE REFRESH message containing the follow ng information:

o AFI is equal to L2VPN

o SAFl is equal to BGP EVPN

o Wen-to-refresh is equal to | MVEDI ATE
o Action is equal to ADD

o Mtch is equal to PERMT

The ROUTE REFRESH nessage al so contains four ORF entries. The first
ORF entry contains the foll ow ng informtion:

0o ORF Type is equal to CP-ORF

o CP-ORF Sequence is equal to 1

0 CP-ORF Mnlen is equal to O

0o CP-ORF Maxlen is equal to O

o CP-ORF VPN Route Target is equal to RT-RED

o CP-ORF Inport Route Target is equal to RT-RED

0 CP-ORF Route Type is equal to 1 (Ethernet Autodi scovery Route)
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The second ORF entry contains the follow ng infornmation:
0o ORF Type is equal to CP-ORF

o CP-ORF Sequence is equal to 2

o0 CP-ORF Mnlen is equal to O

0o CP-ORF Maxlen is equal to O

o CP-ORF VPN Route Target is equal to RT-RED

0 CP-ORF Inmport Route Target is equal to RT-RED

0 CP-ORF Route Type is equal to 2 (MAC/IP Advertisenent Route)
The third ORF entry contains the follow ng information:
0o ORF Type is equal to CP-ORF

o CP-ORF Sequence is equal to 3

o0 CP-ORF Mnlen is equal to O

0o CP-ORF Maxlen is equal to O

o CP-ORF VPN Route Target is equal to RT-RED

o CP-ORF Inport Route Target is equal to RT-RED

0 CP-ORF Route Type is equal to 3 (Inclusive Milticast Route)
The fourth ORF entry contains the follow ng information:
0o ORF Type is equal to CP-ORF

o CP-ORF Sequence is equal to 4

o0 CP-ORF Mnlen is equal to O

o0 CP-ORF Maxlen is equal to O

o CP-ORF VPN Route Target is equal to RT-RED

0o CP-ORF Inmport Route Target is equal to RT-RED

o0 CP-ORF Route Type is equal to 4 (Ethernet Segnent)
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In response to the ROUTE REFRESH nessage, the RR advertises the
followi ng to V-spokel:

o Al Ethernet Autodiscovery Routes bel onging to RED EVI

o A UWR advertised by DMGL and bel ongi ng to RED EVI

o Al Inclusive Milticast Routes bel onging to RED EVI

o Al Ethernet Segment Routes bel onging to RED EVI

Al of these routes carry the route target RT-RED. Spokel subjects
these routes to its inport policy and accepts them because they carry
the route target RT-RED.

Now, Spokel begins normal operation, sending all of its RED VPN
traffic through DMGL. At some point, Spokel determines that it m ght
benefit froma nore direct route to M (Note that criteria by which
Spokel determines that it needs a nore direct route to Mare beyond
the scope of this document.)

In order to discover a nore direct route, Spokel assigns a unique
nuneric identifier to M V-spokel then sends a ROUTE- REFRESH nessage
to the RR, containing the follow ng infornmation:

o AFI is equal to L2VPN

o SAFl is equal to BGP EVPN

o Wien-to-refresh is equal to | MVEDI ATE

o Action is equal to ADD

o Mtch is equal to PERMT

0o ORF Type is equal to CP-ORF

0 CP-ORF Sequence is equal to the identifier associated with M

0 CP-ORF Mnlen is equal to 1

0o CP-ORF Maxlen is equal to 48

o CP-ORF VPN Route Target is equal to RT-RED

o CP-ORF Inport Route Target is equal to RT-RED
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0 CP-ORF Route Type is equal to 2 (i.e., MAC/IP Advertisenent Route)
0 CP-ORF Host Address is equal to M

Next, the RR adds the received CP-ORF to the Qutbound Filter

associ ated with Spokel. Using the procedures in Section 3, the RR
det erm nes whether any of the routes inits Loc-RIB satisfy the

sel ection criteria of the newy updated Qutbound Filter. |[If any
routes satisfy the match criteria, they are added to the Adj-RIB-CQut
associ ated with Spokel. The RR adds a Transitive Qpaque Extended
Conmmunity [RFC4360] with the sub-type equal to CP-ORF. Note that as
these routes are added to the Adj-RIB-Qut, the RR does not change the
list of RTs that the route already carries. Finally, RR advertises
the newy added routes to V-spokel. 1In this exanple, the RR
advertises Mto V-spokel with a next-hop of PEl

Spokel subjects the advertised routes to its inport policy and
accepts them because they carry the route target RT-RED

Spokel nay repeat this process whenever it discovers another flow
that m ght benefit froma nore direct route to its destination

Note that, in general, an EVI may have nore than one DM5 in which
case each spoke would receive a UVMR from each of them The spoke
should followits local route selection procedures to select one of
them as the "best" and use the sel ected one.

6. Cean-up

Each CP- ORF consumes nenory and conpute resources on the device that
supports it. Therefore, in order to obtain optinal performance, BGP
speakers periodically evaluate all CP-ORFs that they have originated
and renmove unneeded CP-ORFs. The criteria by which a BGP speaker
identifies unneeded CP-ORF entries is a matter of |ocal policy and is
beyond the scope of this document.

7. |1 ANA Consi derations

This meno uses code points fromthe First Come First Served [ RFC5226]
range of the follow ng registries:

o e m e e e e e e e e e e e e e e e e e e e e e oo oo Fom e e e oo oo - +
| Registry | Code Poi nt |
o o oo oo +
| BGP Qutbound Route Filtering (ORF) Types | CP-ORF (65)

| Transitive Opaque Extended Comunity Sub-Types | CP-ORF (0x03)

o e e e e e e e e e e e e e e e e e e e e e e mm— o Fom e e e oo - +
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| ANA has updated the above-nentioned registry entries so that they
reference this neno.

8. Security Considerations

Each CP- ORF consumes nenory and conpute resources on the device that
supports it. Therefore, a device supporting CP-ORF takes the
followi ng steps to protect itself from oversubscription

(0]

VWhen negotiating the ORF capability, advertise willingness to
receive the CP-ORF only to known, trusted Internal BGP (i BGP)
peers. See Section 5 of RFC 5291 for negotiation details.

Enforce a per-peer limt on the nunber of CP-ORFs that can be
installed at any given time. |Ignore all requests to add CP- ORFs
beyond that limt

Security considerations for BGP are presented in [ RFC4271] while
further security analysis of BG is found in [ RFC6952].
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