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Abstract

Thi s docunent defines the "acct’ Uniform Resource lIdentifier (URI)
schene as a way to identify a user’s account at a service provider
irrespective of the particular protocols that can be used to interact
with the account.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7565.

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. | nt roducti on

Exi sting Uni form Resource ldentifier (URI) schenes that enable
interaction with, or that identify resources associated with, a
user’s account at a service provider are tied to particular services
or application protocols. Two exanples are the 'mailto’ schene
(which enables interaction with a user’s email account) and the
"http’ scheme (which enables retrieval of web files controlled by a
user or interaction with interfaces providing informtion about a
user). However, there exists no URl schene that generically
identifies a user’s account at a service provider wthout specifying
a particular protocol to use when interacting with the account. This
specification fills that gap

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

3. Rationale

During formalization of the WebFi nger protocol [RFC7033], much

di scussion occurred regardi ng the appropriate URI schene to include
when specifying a user’s account as a web |ink [RFC5988]. Although
both the "mailto’ [RFC6068] and 'http' [RFC7230] schenes were
proposed, not all service providers offer email services or web

i nterfaces on behal f of user accounts (e.g., a nicroblogging or

i nstant nessagi ng provider mght not offer email services, or an
enterprise mght not offer HTTP interfaces to information about its
enpl oyees). Therefore, the participants in the discussion recognized
that it would be helpful to define a URI schene that could be used to
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generically identify a user’s account at a service provider
irrespective of the particular application protocols used to interact
with the account. The result was the "acct’ URI schene defined in
this docunent.

(Note that a user is not necessarily a human; it could be an

aut omat ed application such as a bot, a role-based alias, etc.
However, an 'acct’ URl is always used to identify sonething that has
an account at a service, not the service itself.)

4. Definition

The syntax of the "acct’ URI scheme is defined under Section 7 of
this docunment. Although "acct’ URIs take the form "user @ost", the
schene is designed for the purpose of identification instead of
interaction (regarding this distinction, see Section 1.2.2 of

[ RFC3986]). The "Internet resource" identified by an "acct’ URl is a
user’s account hosted at a service provider, where the service
provider is typically associated with a DNS domai n nane. Thus, a
particular "acct’ URI is forned by setting the "user" portion to the
user’s account name at the service provider and by setting the "host"
portion to the DNS domai n nane of the service provider

Consi der the case of a user with an account nane of "foobar" on a

m cr obl oggi ng service "status.exanple.net". It is taken as
convention that the string "foobar @tatus. exanpl e. net" desi gnates
that account. This is expressed as a URI using the 'acct’ schene as
"acct : f oobar @t at us. exanpl e. net".

A common scenario is for a user to register with a service provider
using an identifier (such as an email address) that is associated
with some other service provider. For exanple, a user with the enai
address "juliet @apul et.exanple" mght register with a comrerce

websi te whose donmain name is "shoppingsite.exanple". |In order to use
her email address as the |local part of the "acct’ URI, the at-sign
character (U+0040) needs to be percent-encoded as described in

[ RFC3986]. Thus, the resulting 'acct’ URI would be
"acct:juliet%l0capul et. exanpl e@hoppi ngsi te. exanpl e".

It is not assunmed that an entity will necessarily be able to interact
with a user’s account using any particular application protocol, such
as enmail; to enable such interaction, an entity would need to use the

appropriate URl schene for such a protocol, such as the 'nailto’
schene. Wile it might be true that the "acct’ URI minus the schene
nane (e.g., "user@xanple.com' derived from "acct: user @xanpl e. coni)
can be reached via email or sone other application protocol, that
fact would be purely contingent and dependent upon the depl oynent
practices of the provider.
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Because an 'acct’ URI enables abstract identification only and not
interaction, this specification provides no nethod for dereferencing
an "acct’ URl on its own, e.g., as the value of the "href’ attribute
of an HTML anchor element. For exanple, there is no behavior
specified in this docunent for an "acct’ UR used as foll ows:

<a href="acct: bob@xanpl e. coni >fi nd out nore</a>

Any protocol that uses 'acct’ URIs is responsible for specifying how
an "acct’ URI is enployed in the context of that protocol (in
particular, howit is dereferenced or resolved; see [RFC3986]). As a
concrete exanple, an "Account Information" application of the

WebFi nger protocol [RFC7033] mght take an "acct’ URI, resolve the
host portion to find a WbFi nger server, and then pass the "acct’ UR
as a paraneter in a WbFinger HTTP request for nmetadata (i.e., web

i nks [ RFC5988]) about the resource. For exanple:

GET /. wel | - known/ webf i nger ?r esour ce=acct %8Abob%it0exanpl e. com HTTP/ 1. 1

The service retrieves the netadata associated with the account
identified by that URI and then provides that nmetadata to the
requesting entity in an HITP response.

If an application needs to conpare two 'acct’ URIs (e.g., for

pur poses of authentication and authorization), it MJST do so using
case normalization and percent-encodi ng nornalization as specified in
Sections 6.2.2.1 and 6.2.2.2 of [RFC3986].

5. Security Considerations

Because the "acct’ URlI schene does not directly enable interaction
with a user’s account at a service provider, direct security concerns
are m nim zed.

However, an 'acct’ URlI does provide proof of existence of the
account; this inplies that harvesting published "acct’ URI's could
prove useful to spammers and sinilar attackers -- for exanple, if
they can use an 'acct’ URI to |everage nore information about the
account (e.g., via WbFinger) or if they can interact with protocol -
specific URIs (such as "mailto’ URIs) whose user @ost portion is the
same as that of the "acct’ URI.

In addition, protocols that make use of 'acct’ URIs are responsible
for defining security considerations related to such usage, e.g., the
ri sks involved in dereferencing an "acct’ URI, the authentication and
aut horizati on nmethods that could be used to control access to
personal data associated with a user’s account at a service, and

nmet hods for ensuring the confidentiality of such information.
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The use of percent-encoding allows a wi der range of characters in

account nanmes but introduces some additional risks. Inplenmenters are
advi sed to disall ow percent-encoded characters or sequences that
woul d (1) result in space, null, control, or other characters that

are otherw se forbidden, (2) allow unauthorized access to private
data, or (3) lead to other security vulnerabilities.

6. Internationalization Considerations
As specified in [ RFC3986], the 'acct’ URH scheme all ows any character
fromthe Unicode repertoire [Unicode] encoded as UTF-8 [ RFC3629] and
then percent-encoded into valid ASCII [RFC20]. Before applying any
per cent - encodi ng, an application MIST ensure the followi ng about the
string that is used as input to the URI-construction process:

o The userpart consists only of Unicode code points that conformto
the PRECIS IdentifierC ass specified in [ RFC7564].

o The host consists only of Unicode code points that conformto the
rules specified in [ RFC5892].

o Internationalized domain nane (IDN) | abels are encoded as A-1abels
[ RFC5890] .

7. |1 ANA Consi derations
In accordance with the guidelines and registration procedures for new
URI schenes [RFC4395], this section provides the informtion needed
to register the "acct’ URl schene.
URI Schene Name: acct

Status: permanent

URI Schenme Syntax: The 'acct’ URI syntax is defined here in
Augnent ed Backus- Naur Form (ABNF) [ RFC5234], borrowi ng the 'host’,

"pct-encoded’, 'sub-delins’, and 'unreserved’ rules from
[ RFC3986] :
acct URI "acct" ":" userpart "@ host

unreserved / sub-delins
0*( unreserved / pct-encoded / sub-delins )

user part

Note that additional rules regarding the strings that are used as
input to construction of "acct’ URIs further limt the characters
that can be percent-encoded; see the Encodi ng Considerations as
wel | as Section 6 of this docunent.
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8.

8.

URI Schene Semantics: The ’acct’ URI schene identifies accounts
hosted at service providers. It is used only for identification
not interaction. A protocol that enploys the 'acct’ URl schene is
responsi bl e for specifying how an "acct’ URl is dereferenced in
the context of that protocol. There is no media type associated
with the "acct’ URl schene.

Encodi ng Consi derations: See Section 6 of this docunent.

Applications/Protocols That Use This URI Schene Nane: At the time of
this witing, only the WDbFi nger protocol uses the "acct’ UR
schene. However, use is not restricted to the WbFi nger protocol
and the schene nmight be considered for use in other protocols.

Interoperability Considerations: There are no known interoperability
concerns related to use of the 'acct’ URH schene.

Security Considerations: See Section 5 of this docunent.
Contact: Peter Saint-Andre, peter@ndyet.com

Aut hor/ Change Controller: This scheme is registered under the | ETF
tree. As such, the | ETF mai ntai ns change contr ol

Ref erences: None.
Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997
<http://ww. rfc-editor.org/info/rfc2119>

[ RFC3629] VYergeau, F., "UTF-8, a transformation format of
| SO 10646", STD 63, RFC 3629, DO 10.17487/ RFC3629
Novenber 2003, <http://ww.rfc-editor.org/info/rfc3629>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DA 10.17487/ RFC3986, January 2005
<http://ww. rfc-editor.org/info/rfc3986>.

[ RFC5234] Crocker, D., Ed., and P. Overell, "Augnented BNF for
Synt ax Specifications: ABNF', STD 68, RFC 5234,
DA 10.17487/ RFC5234, January 2008,
<http://ww. rfc-editor.org/info/rfc5234>.

Sai nt - Andre St andards Track [ Page 6]



RFC 7565

[ RFC5890]

[ RFC5892]

[ RFC7564]

[ Uni code]

The "acct’ URI Schene May 2015

Klensin, J., "Internationalized Dormai n Names for
Applications (IDNA): Definitions and Docurment Franmewor k",
RFC 5890, DO 10. 17487/ RFC5890, August 2010,
<http://ww.rfc-editor.org/info/rfc5890>.

Faltstrom P., Ed., "The Unicode Code Points and
Internationalized Donmain Nanes for Applications (IDNA)",
RFC 5892, DO 10.17487/ RFC5892, August 2010,
<http://ww. rfc-editor.org/infol/rfc5892>.

Sai nt-Andre, P. and M Bl anchet, "PRECI S Franmework:
Preparation, Enforcenent, and Conparison of
Internationalized Strings in Application Protocols",
RFC 7564, DO 10.17487/ RFC7564, May 2015,
<http://ww. rfc-editor.org/infolrfc7564>.

The Uni code Consortium "The Uni code Standard",
<htt p://ww. uni code. or g/ versi ons/ | at est/ >.

8.2. Informative References

[ RFC20]

[ RFC4395]

[ RFC5988]

[ RFC6068]

[ RFC7033]

[ RFC7230]

Sai nt - Andr e

Cerf, V., "ASCI| format for network interchange", STD 80,
RFC 20, DO 10.17487/ RFC0020, Cctober 1969,
<http://www. rfc-editor.org/infol/rfc20>.

Hansen, T., Hardie, T., and L. Masinter, "Cuidelines and
Regi strati on Procedures for New URI Schenes", BCP 35,
RFC 4395, DA 10. 17487/ RFC4395, February 2006,
<http://ww.rfc-editor.org/info/rfc4395>.

Notti ngham M, "Web Linking", RFC 5988,
DO 10.17487/ RFC5988, Cctober 2010,
<http://ww.rfc-editor.org/infol/rfc5988>.

Duerst, M, Masinter, L., and J. Zawinski, "The "milto’
URI Schene", RFC 6068, DA 10.17487/ RFC6068, Cctober 2010,
<http://ww.rfc-editor.org/info/rfc6068>.

Jones, P., Salgueiro, G, Jones, M, and J. Snarr,
"WebFi nger", RFC 7033, DO 10.17487/ RFC7033,
Sept ember 2013, <http://www rfc-editor.org/info/rfc7033>.

Fielding, R, Ed., and J. Reschke, Ed., "Hypertext
Transfer Protocol (HTTP/1.1): Message Syntax and Routing",
RFC 7230, DA 10.17487/ RFC7230, June 2014,

<http://ww. rfc-editor.org/info/rfc7230>.

St andards Track [ Page 7]



RFC 7565 The "acct’ URI Schene May 2015

Acknowl edgenent s

The 'acct’ URI schene was originally proposed during work on the
WebFi nger protocol; special thanks are due to Bl ai ne Cook, Brad
Fitzpatrick, and Eran Hammrer-Lahav for their early work on the
concept (which in turn was partially inspired by work on Extensible
Resource ldentifiers at OASIS). The schene was first fornmally
specified in [RFC7033]; the authors of that specification (Pau
Jones, Gonzal o Sal gueiro, and Joseph Smarr) are gratefully

acknow edged. Thanks are al so due to Stephane Bortzneyer, Melvin
Carval ho, Martin Duerst, G aham Kl yne, Barry Lei ba, Subramani an
Moonesany, Evan Prodronou, James Snell, and various participants in
the | ETF APPSAWG for their feedback. Meral Shirazipour conpleted a
Gen- ART review. Dave Cridland conpleted an AppsDir review and is
gratefully acknow edged for providing proposed text that was

i ncorporated into Sections 3 and 5. |ESG coments from Ri chard
Barnes, Adrian Farrel, Stephen Farrell, Barry Leiba, Pete Resnick,
and Sean Turner also led to inprovenents in the specification

Aut hor’ s Addr ess
Pet er Sai nt-Andre

EMai | : peter @ndyet.com
URI : https://andyet. com

Sai nt - Andre St andards Track [ Page 8]






