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Thi s docunent registers an E. 164 Nunber Mappi ng (ENUM service for
"acct’ URIs (Uniform Resource ldentifiers).
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St andard; see Section 2 of RFC 5741.
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and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7566

Copyri ght Notice
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Provisions Relating to | ETF Documents
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1. Introduction

ENUM (E. 164 Nunber Mapping, [RFC6116]) is a systemthat uses DNS
(Domai n Nanme Service, [RFCL034]) to translate tel ephone nunbers, such
as ' +44 1632 960123, into URIs (Uniform Resource ldentifiers,

[ RFC3986]), such as 'acct:user @xanple.com. ENUMexists primarily
to facilitate the interconnection of systens that rely on tel ephone
nunbers with those that use URIs to identify resources.

[ RFC7565] defines the "acct’ URI scheme as a way to identify a user’s
account at a service provider.

Thi s docunent registers an Enunservice for advertising "acct’ UR
i nformati on associated with an E. 164 nunber

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. Use Cases

3.1. Reverse Phone Lookup
In this exanple, an address book application could i ssue ENUM queri es
| ooking for "acct’ URIs corresponding to phone nunbers. This could

be used to display the account identifier as well as an icon based on
the host (domain) portion of that URI

Goi x & Li Experi ment al [ Page 2]



RFC 7566 Enunservi ce "acct’ URl Registration June 2015

Simlarly, an endpoint could trigger this resolution process during
i nbound and/ or outbound calls to discover an account associated with
the renpte party.

In general, the provision of an ENUMrecord to nmap a phone numnber
into an account may be useful for businesses or professional workers
to identify thenmselves publicly (in a way simlar to vCard ENUM
records).

3.2. Routing of Mbile Social Conmunications

The Open Mbile Alliance (OVA) devel ops nobil e service enabler

speci fications, which support the creation of interoperable
end-to-end nobil e services i ndependent of the underlying wrel ess

pl atforms, such as GSM (d obal System for Mbile comunications),
UMIS (Uni versal Mobile Tel econmuni cati ons Systen), and LTE (Long Term
Evol ution) mobile networks. The OMVA Social Network Web ( SNeW
Enabl er Rel ease [ OVA- SNeW has introduced a nunber of socia
networ ki ng functionalities for nobile subscribers identified by their
VBl SDN (Mobi | e Subscri ber Integrated Services Digital Network number
a nunber uniquely identifying a subscription in a nobile network),
amongst which is the ability to follow each other’s social activities
across service providers.

Such functionality requires the global resolution of the MSISDN to
the correspondi ng account and provider, in a way anal ogous to

Mul tinedia Messaging Service (MVS) routing, to identify the target
endpoint for the rel ated nessages. Although alternative solutions
exi st (e.g., based on nobile network operations and/or proprietary

| ookup techni ques), ENUM provi des a gl obally accessi bl e mechani smfor
enabling resolution fromnetwork entities on behalf of an endpoint,
or froman endpoint itself.

For exanple, a user of a service provider could request to follow the
social activities of user '+44 1632 960123’. The home SNeW Server of
the former user could performan ENUM query to identify the 'acct’

URI corresponding to that phone nunber. Based on the resulting URI
the server could then identify the SNeW Server of the target user and
route the original user’s request to the appropriate endpoint.

A simlar mechanismcan apply to other types of social networking-

rel ated messages or other comruni cations targeted to a nobile
subscri ber.
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4. | ANA Registration

As defined in [RFC6117], the following is a tenplate covering
i nformati on needed for the registration of the Enunservice specified
in this docunent:

<record>
<cl ass>Appl i cati on-Based, Ancillary</cl ass>
<type>acct </ type>
<uri scheme>acct </ uri scheme>
<functi onal spec>
<par agr aph>
This Enunservice indicates that the resource
can be identified by the associated 'acct’ UR
<xref target="RFC7565'/>.
</ par agr aph>
</ functi onal spec>
<security>
For DNS considerations in avoiding | oops when
searching for "acct" NAPTRs, see
<xref type="rfc" data="7566"/>, Section 6.
For security considerations, see
<xref type="rfc" data="7566"/>, Section 7.
</security>
<usage>COVMON</ usage>
<regi strationdocs>
<xref type="rfc" data="7566"/>
</regi strationdocs>
<request er s>
<xref type="person" data="Laurent_ Walter_ Goi x"/>
</ request ers>
</record>

<peopl e>
<person id="Laurent_ Wl ter_Coix">
<nane>Laur ent - WAl t er Coi x</ name>
<or g>Econocom Gsi ati s I ngenierie</org>
<uri>mailto: | aurent. goi x@conocom osi ati s.conx/uri >
<updat ed>2014- 06- 18</ updat ed>
</ per son>
</ peopl e>

Note that the registry nmaintained by 1ANA is definitive. For the

nost recent version of the registration, please see the online
registry <http://ww.iana. org/assi gnnent s/ enum servi ces>.
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5. Exanpl es

The following is an exanple of the use of the Enunservice registered
by this document in a Naming Authority Pointer (NAPTR) resource
record for phone number +44 1632 960123.

$ORIGN 3.2.1.0.6.9.2.3.6.1.4.4.el64. ar pa.
N NAPTR 10 100 "u" "E2U+acct" "!~. *$lacct:441632960123@ oo. com "
N NAPTR 10 101 "u" "E2U+acct" "!~.*$lacct:john. doe@xanpl e. com "

Note that in the first record, the revealed information is limted to
the domain of the service provider serving that user, as the userpart
of the "acct’ URI sinply replicates the phone numnber.

6. DNS Consi derations

There may not be any "E2U+acct" NAPTRs returned in response to the
original ENUM query on the requested tel ephone nunmber, but other
term nal ENUM NAPTRs that include tel: URLs [ RFC3966] (e.g.
"voice:tel", "pstn:tel", "sms:tel", or "mms:tel" -- see [ RFC6118])
may be present.

The application that made that ENUM query may choose to resubmt ENUM
queries for any E. 164 nunbers included in those returned ternina
NAPTRs. Doing so nay cause a query loop (e.g., the ENUM records
returned from subsequent queries may refer to the tel ephone nunmber

al ready considered). |If applications choose to perform subsequent
ENUM queri es using tel ephone nunbers retrieved fromearlier queries,
these applications MIST be aware of the potential for query |oops and
MJUST be prepared to abort the set of queries if such a loop is

det ect ed.

This issue is simlar to the referential |oop issue caused by
processi ng non-term nal NAPTR queries, as nmentioned in Section 5.2.1
of [RFC6116], and a simlar technique to mtigate this issue can be
used; an application searching for records with "acct" Enunservice
may consider that subnmitting a chain of nore than 5 ENUM queri es

wi t hout finding such a record indicates that a referential |oop has
been entered, and the chain of queries SHOULD be abandoned.
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7.

Security Considerations

DNS, as used by ENUM is a global, distributed database. Should

i mpl enenters of this specification use el64.arpa or any ot her
publicly available domain as the tree for maintaining Public Swtched
Tel ephone Network (PSTN) Enunservice data, this information would be
vi si bl e to anyone anonynously.

Carriers, service providers, and other users may choose not to
publish such information in the public el64.arpa tree. They may
instead sinply publish this in an internal ENUMinfrastructure that
is only able to be queried by trusted elenents of their network, thus
l[imting threats.

For security considerations that apply to all Enunservices, please
refer to [RFC6116], Section 7.

It is inmportant to note that the ENUMrecord itself does not need to
contai n any personal information but only contains a pointer to an
account identifier. This identifier may be queried to di scover
pointers to personal information (e.g., social-network infornmation)
endpoi nts, and an authorization mechanismmay be in place in that
context with any |level of granularity; these topics are out of scope
for this docunent.

Technically, ENUM records thensel ves could contain pointers to the
same endpoints. However, the visibility of ENUM records cannot be
control |l ed based on the requesting entity. |In that context, the
si mpl e mappi ng of the phone nunber to the account identifier
notw t hst andi ng the discl osure of the association itself, stil
enabl es the reuse of nore advanced access polici es.

Revealing an "acct’ URl by itself is unlikely to introduce many
privacy concerns, although, depending on the structure of the URI, it
m ght reveal the full name or enployer of the target. The use of
anonynmous URIs mitigates this risk.

Unlike a traditional telephone nunber, the endpoint identified by an
"acct’ URI mmy require that requesting entities provide cryptographic
credentials for authentication and authorization before nessages are
exchanged. ENUM can actually provide far greater protection from
unwant ed requesting entities than does the existing PSTN, despite the
public availability of ENUM records.
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9.

9.

More serious security concerns are associated with potential attacks
agai nst an underlying system (for exanple, a social-network system
using the "acct’ URI. For this reason, the underlying system shoul d
have a nunmber of security requirenments that call for authentication,
integrity, and confidentiality properties, and simlar measures to
prevent such attacks. This is out of scope for this docunent.

| ANA Consi der ati ons

Per this docunent, |ANA has registered the Enunservice with Type
"acct" according to the definitions in this docunent, [RFC6116], and
[ RFC6117] .

Details of the registration are given in Section 4.
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