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Abst r act

Thi s specification defines nechanisns for dynamically registering
QAuth 2.0 clients with authorization servers. Registration requests
send a set of desired client metadata values to the authorization
server. The resulting registration responses return a client
identifier to use at the authorization server and the client netadata
val ues registered for the client. The client can then use this
registration information to comunicate with the authorization server
using the QAuth 2.0 protocol. This specification also defines a set
of comon client netadata fields and values for clients to use during
regi stration.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7591
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1. Introduction

In order for an QAuth 2.0 [RFC6749] client to utilize an QAuth 2.0
aut horization server, the client needs specific information to
interact with the server, including an QAuth 2.0 client identifier to
use at that server. This specification describes how an QAuth 2.0
client can be dynamically registered with an authorization server to
obtain this information.

As part of the registration process, this specification also defines
a mechanismfor the client to present the authorization server with a
set of metadata, such as a set of valid redirection URIs. This

net adata can either be comunicated in a self-asserted fashion or as
a set of netadata called a software statement, which is digitally
signed or protected with a Message Authentication Code (MAC); in the
case of a software statenment, the issuer is vouching for the validity
of the data about the client.

Traditionally, registration of a client with an authorization server
is performed nanually. The nechanisns defined in this specification
can be used either for a client to dynamically register itself with
aut horization servers or for a client devel oper to programmatically
register the client with authorization servers. Miltiple
applications using QAuth 2.0 have previously devel oped nechani sns for
acconpl i shing such registrations. This specification generalizes the
regi strati on nechani sns defined by "Openl D Connect Dynamic dient
Regi stration 1.0" [Openl D. Registration] and used by "User Managed
Access (UMA) Profile of QAuth 2.0" [UMA-Core] in a way that is
conpatible with both, while being applicable to a wi der set of QAuth
2.0 use cases.

1.1. Notational Conventions
The key words ' MUST', 'MUST NOT', 'REQUI RED , ’'SHALL', ’'SHALL NOT',
"SHOULD , ' SHOULD NOT', ' RECOMMVENDED , 'MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in [RFC2119].

Unl ess ot herwi se noted, all the protocol parameter names and val ues
are case sensitive

1.2. Term nol ogy
Thi s specification uses the terns "access token", "authorization
code", "authorization endpoint", "authorization grant”,

"aut horization server", "client", "client identifier", "client
secret", "grant type", "protected resource", "redirection UR",
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"refresh token", "resource owner", "resource server", "response
type", and "token endpoint" defined by QAuth 2.0 [ RFC6749] and uses
the term"d aim defined by JSON Wb Token (JWI) [RFC7519].

This specification defines the follow ng termns:

Client Software

Software inplenmenting an QAuth 2.0 client.

Cient Instance

A depl oyed instance of a piece of client software.

Client Devel oper

In

The person or organi zation that builds a client software package
and prepares it for distribution. At the time the client is
built, the developer is often not aware of who the depl oyi ng
service provider organizations will be. Cient devel opers wll
need to use dynam c registrati on when they are unable to predict
aspects of the software, such as the deploynent URLs, at conpile
time. For instance, this can occur when the software API
publ i sher and the depl oyi ng organi zati on are not the sane.

ent Regi strati on Endpoi nt

QAuth 2.0 endpoint through which a client can be registered at an
aut hori zation server. The neans by which the URL for this
endpoint is obtained are out of scope for this specification

tial Access Token

QAuth 2.0 access token optionally issued by an authorization
server to a developer or client and used to authorize calls to the
client registration endpoint. The type and format of this token
are likely service specific and are out of scope for this
specification. The means by which the authorization server issues
this token as well as the neans by which the registrati on endpoint
validates this token are out of scope for this specification. Use
of an initial access token is required when the authorization
server linmts the parties that can register a client.

Depl oynment Organi zation

An adm ni strative security domai n under which a software API

(service) is deployed and protected by an QAuth 2.0 framework. In
sonme QAuth scenarios, the deploynent organization and the software
APl publisher are the sane. In these cases, the deploying

organi zation will often have a close relationship with client
software devel opers. In many other cases, the definer of the

service may be an independent third-party publisher or a standards
organi zation. Wen working to a published specification for an
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APl , the client software devel oper is unable to have a prior
relationship with the potentially many depl oyment organizations
depl oyi ng the software APl (service).

Sof tware APl Depl oynent
A depl oyed i nstance of a software APl that is protected by QAuth
2.0 (a protected resource) in a particular depl oynment organization
domai n. For any particular software APl, there may be one or nore
depl oynments. A software APl depl oynent typically has an
associ ated QAuth 2.0 authorization server as well as a client
regi stration endpoint. The neans by which endpoints are obtained
are out of scope for this specification

Sof t ware APl Publ i sher
The organi zation that defines a particul ar web-accessi bl e APl that
may be deployed in one or nore depl oynment environnents. A
publ i sher may be any standards body, conmmercial, public, private,
or open source organization that is responsible for publishing and
di stributing software and APl specifications that may be protected
via QAuth 2.0. In sone cases, a software APl publisher and a
client devel oper may be the sane organization. At the tinme of
publication of a web-accessible APlI, the software publisher often
does not have a prior relationship with the depl oying
or gani zati ons.

Sof t war e St at enent
A digitally signed or MACed JSON Wb Token (JWI) [RFC7519] that
asserts metadata val ues about the client software. |In sone cases,
a software statenment will be issued directly by the client
devel oper. In other cases, a software statement will be issued by
a third-party organization for use by the client developer. In
both cases, the trust relationship the authorization server has
with the issuer of the software statenent is intended to be used
as an input to the evaluation of whether the registration request
is accepted. A software statenment can be presented to an
aut horization server as part of a client registration request.
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1.3. Protocol Flow
Fomeme - (A)- Initial Access Token (OPTI ONAL)

+----(B)- Software Statenent (OPTI ONAL)

Fom e + oo +
| |--(CO)- dient Registration Request -->| dient

| Cdient or | | Registration

| Devel oper |<-(D)- dient Information Response ---| Endpoi nt

| or Client Error Response R +
Fom oo +

Figure 1: Abstract Dynamic Cient Registration Flow

The abstract QAuth 2.0 client dynamic registration flowillustrated
in Figure 1 describes the interaction between the client or devel oper
and the endpoint defined in this specification. This figure does not
denonstrate error conditions. This flow includes the follow ng

st eps:

(A Optionally, the client or developer is issued an initial access
token giving access to the client registration endpoint. The
nmet hod by which the initial access token is issued to the
client or developer is out of scope for this specification

(B) Optionally, the client or devel oper is issued a software
statenment for use with the client registration endpoint. The
net hod by which the software statenent is issued to the client
or devel oper is out of scope for this specification

(O The client or developer calls the client registration endpoint
with the client’s desired registration netadata, optionally
including the initial access token from (A) if one is required
by the authorization server.

(D) The aut horization server registers the client and returns:

* the client’s registered netadata,
* aclient identifier that is unique at the server, and

* a set of client credentials such as a client secret, if
applicable for this client.

Exampl es of different configurations and usages are included in
Appendi x A.
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2.

Client Metadata

Regi stered clients have a set of metadata val ues associated with
their client identifier at an authorization server, such as the list
of valid redirection URIs or a display nane.

These client nmetadata values are used in two ways:
0 as input values to registration requests, and
0 as output values in registration responses.

The following client nmetadata fields are defined by this
specification. The inplenmentation and use of all client netadata
fields is OPTIONAL, unless stated otherwise. All data nenber types
(strings, arrays, nunbers) are defined in ternms of their JSON

[ RFC7159] representations.

redirect _uris
Array of redirection URI strings for use in redirect-based fl ows
such as the authorization code and inplicit flows. As required by
Section 2 of QAuth 2.0 [ RFC6749], clients using flows with
redirection MJST register their redirection URl val ues.
Aut hori zation servers that support dynam c registration for
redi rect-based fl ows MJST inpl enent support for this netadata
val ue.

t oken_endpoi nt _aut h_met hod
String indicator of the requested authentication nethod for the
token endpoint. Values defined by this specification are:

* "none": The client is a public client as defined in QAuth 2.0,
Section 2.1, and does not have a client secret.

* "client_secret_post": The client uses the HITP POST paraneters
as defined in QAuth 2.0, Section 2.3.1.

* "client_secret_basic": The client uses HITP Basic as defined in
QAuth 2.0, Section 2.3.1.

Addi ti onal values can be defined via the | ANA "QAut h Token
Endpoi nt Aut hentication Methods" registry established in

Section 4.2. Absolute URI's can also be used as values for this
paraneter wi thout being registered. |If unspecified or omtted,
the default is "client_secret_basic", denoting the HTTP Basic

aut hentication scheme as specified in Section 2.3.1 of QAuth 2.0.
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grant _types
Array of QAuth 2.0 grant type strings that the client can use at
the token endpoint. These grant types are defined as follows:

* Mauthorization_code": The authorization code grant type defined
in QAuth 2.0, Section 4.1

* "inmplicit": The inmplicit grant type defined in QAuth 2.0,
Section 4.2.

* "password": The resource owner password credentials grant type
defined in QAuth 2.0, Section 4.3.

* "client_credentials": The client credentials grant type defined
in QAuth 2.0, Section 4.4.

* "refresh_token": The refresh token grant type defined in QAuth
2.0, Section 6.

* "urn:ietf:parans:oauth:grant-type:jw-bearer": The JW Bearer
Token Grant Type defined in QAuth JWI Bearer Token Profiles
[ RFC7523] .

* "urn:ietf:parans:oauth:grant-type: sam 2-bearer”: The SAM. 2.0
Bearer Assertion Grant defined in QAuth SAML 2 Bearer Token
Profiles [RFC7522].

If the token endpoint is used in the grant type, the value of this
par ameter MJUST be the same as the value of the "grant_type"

par anet er passed to the token endpoint defined in the grant type
definition. Authorization servers MAY allow for other values as
defined in the grant type extension process described in OAuth
2.0, Section 4.5. |If omtted, the default behavior is that the
client will use only the "authorization_code" G ant Type.

response_types
Array of the QAuth 2.0 response type strings that the client can
use at the authorization endpoint. These response types are
defined as foll ows:

* "code": The authorization code response type defined in OQAuth
2.0, Section 4.1.

* "token": The inplicit response type defined in QAuth 2.0,
Section 4.2.
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If the authorization endpoint is used by the grant type, the val ue
of this parameter MJST be the same as the val ue of the
"response_type" paraneter passed to the authorization endpoint
defined in the grant type definition. Authorization servers MAY
all ow for other values as defined in the grant type extension
process is described in QAuth 2.0, Section 4.5. |If omtted, the
default is that the client will use only the "code" response type.

client_nane

Human-r eadabl e string name of the client to be presented to the
end-user during authorization. |If omtted, the authorization
server MAY display the raw "client_id" value to the end-user
instead. It is RECOWENDED that clients always send this field.
The value of this field MAY be internationalized, as described in

Section 2. 2.

client uri
URL string of a web page providing informati on about the client.
If present, the server SHOULD display this URL to the end-user in
a clickable fashion. It is RECOMWENDED that clients al ways send
this field. The value of this field MJUST point to a valid web
page. The value of this field MAY be internationalized, as
described in Section 2.2.

| ogo_uri
URL string that references a logo for the client. |[If present, the
server SHOULD display this inmage to the end-user during approval.
The value of this field MIUST point to a valid imge file. The
value of this field MAY be internationalized, as described in
Section 2.2.

scope
String containing a space-separated |ist of scope values (as
described in Section 3.3 of QAuth 2.0 [ RFC6749]) that the client
can use when requesting access tokens. The semantics of values in
this list are service specific. |If omtted, an authorization
server MAY register a client with a default set of scopes.

contacts
Array of strings representing ways to contact people responsible
for this client, typically email addresses. The authorization
server MAY make these contact addresses available to end-users for
support requests for the client. See Section 6 for information on
Privacy Consi derations.
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tos_uri

po

URL string that points to a human-readable terns of service
document for the client that describes a contractual relationship
bet ween the end-user and the client that the end-user accepts when
authorizing the client. The authorization server SHOULD di spl ay
this URL to the end-user if it is provided. The value of this
field MUST point to a valid web page. The value of this field MAY
be internationalized, as described in Section 2. 2.

icy_uri

URL string that points to a human-readabl e privacy policy docunent
that describes how t he depl oynent organi zation coll ects, uses,
retains, and di scl oses personal data. The authorization server
SHOULD display this URL to the end-user if it is provided. The
value of this field MJST point to a valid web page. The value of
this field MAY be internationalized, as described in Section 2.2.

jwks_uri

URL string referencing the client’s JSON Wb Key (JVK) Set

[ RFC7517] docunent, which contains the client’s public keys. The
value of this field MJUST point to a valid JW Set docunment. These
keys can be used by higher-1level protocols that use signing or
encryption. For instance, these keys m ght be used by sone
applications for validating signed requests nmade to the token
endpoi nt when using JW's for client authentication [ RFC7523]. Use
of this paraneter is preferred over the "jwks" paraneter, as it
allows for easier key rotation. The "jwks_uri" and "jwks"

par amet ers MJST NOT both be present in the same request or
response.

j Wks

Client’s JSON Wb Key Set [RFC7517] docunent val ue, which contains
the client’s public keys. The value of this field MIUST be a JSON
object containing a valid JW Set. These keys can be used by

hi gher-1evel protocols that use signing or encryption. This
paranmeter is intended to be used by clients that cannot use the
"jwks_uri" paraneter, such as native clients that cannot host
public URLs. The "jwks_ uri" and "jwks" paraneters MJST NOT both
be present in the sanme request or response.

software_id

A unique identifier string (e.g., a Universally Unique Identifier
(UUI D)) assigned by the client devel oper or software publisher
used by registration endpoints to identify the client software to
be dynamically registered. Unlike "client_id", which is issued by
the authorization server and SHOULD vary between instances, the
"software_id" SHOULD remain the sanme for all instances of the
client software. The "software_id" SHOULD remai n the sane across
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nmul tipl e updates or versions of the same piece of software. The
value of this field is not intended to be human readable and is
usual |y opaque to the client and authorization server.

sof tware_versi on
A version identifier string for the client software identified by

"software_id". The value of the "software_version" SHOULD change
on any update to the client software identified by the sane
"software_id". The value of this field is intended to be conpared

using string equality matching and no ot her conpari son senmantics
are defined by this specification. The value of this field is

out side the scope of this specification, but it is not intended to
be hunman readable and is usually opaque to the client and

aut hori zation server. The definition of what constitutes an
update to client software that would trigger a change to this
value is specific to the software itself and is outside the scope
of this specification

Ext ensi ons and profiles of this specification can expand this |ist
wi th netadata nanes and descriptions registered in accordance with
the | ANA Considerations in Section 4 of this docunent. The

aut horization server MJST ignore any client netadata sent by the
client that it does not understand (for instance, by silently
renovi ng unknown netadata fromthe client’s registration record
during processing). The authorization server MAY reject any
requested client nmetadata val ues by replacing requested values with
suitable defaults as described in Section 3.2.1 or by returning an
error response as described in Section 3.2.2.

Client netadata val ues can be either comrunicated directly in the
body of a registration request, as described in Section 3.1, or
included as clains in a software statenment, as described in

Section 2.3; a nmixture of both is also possible. |f the sane client
nmet adata name is present in both |locations and the software statenent
is trusted by the authorization server, the value of a claimin the
software statenent MUST take precedence.

2.1. Relationship between Grant Types and Response Types

The "grant _types" and "response_types" val ues descri bed above are
partially orthogonal, as they refer to argunments passed to different
endpoints in the QAuth protocol. However, they are related in that
the "grant _types" available to a client influence the
"response_types" that the client is allowed to use, and vice versa.
For instance, a "grant_types" value that includes

"aut hori zation_code" inplies a "response_types" value that includes
"code", as both values are defined as part of the QAuth 2.0

aut horization code grant. As such, a server supporting these fields
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SHOULD take steps to ensure that a client cannot register itself into
an inconsistent state, for exanple, by returning an
"invalid_client_metadata" error response to an inconsistent

regi stration request.

The correl ation between the two fields is listed in the table bel ow

o m e e e e e e e e e e e e e e e e e e e e e meem oo o e e o s +
| grant_types val ue includes: | response_types

| | val ue includes:

o e m e e e e e e e e e e e e e e e e e e m e mm e ee— o o e a o +
| authorization_code | code |
| inplicit | token |
| password | (none) |
| client_credentials | (none) |
| refresh_token | (none) |
| urn:ietf:paranms: oauth: grant-type:jw -bearer | (none) |
| urn:ietf:parans:oauth: grant-type: sanl 2-bearer | (none) |
o m m e e e e e e e e e e e e e e e e e e e e e meee—oa s o e e ek +

Extensi ons and profiles of this docunent that introduce new values to
either the "grant_types" or "response_types" paraneter MJST docunent
all correspondences between these two paraneter types.

2.2. Human- Readabl e Cient Metadata

Human- r eadabl e client netadata val ues and client metadata val ues that
ref erence human-readabl e val ues MAY be represented in nmultiple

| anguages and scripts. For exanple, the values of fields such as
“client_name", "tos uri", "policy uri", "logo uri", and "client_uri"
m ght have nmultiple | ocal e-specific values in some client
registrations to facilitate use in different |ocations.

To specify the | anguages and scripts, BCP 47 [ RFC5646] | anguage tags
are added to client netadata menber nanes, delimted by a "#"
character. Since JSON [ RFC7159] nenber nanes are case sensitive, it

i s RECOWENDED t hat | anguage tag val ues used in O ai m Nanmes be
spel l ed using the character case with which they are registered in
the "I ANA Language Subtag" registry [IANA Language]. |In particular
normal |y | anguage nanmes are spelled with | owercase characters, region
nanes are spelled w th uppercase characters, and | anguages are
spel l ed with m xed-case characters. However, since BCP 47 | anguage
tag val ues are case-insensitive, inplenmentations SHOULD i nterpret the
| anguage tag val ues supplied in a case insensitive manner. Per the
recomendati ons in BCP 47, |anguage tag val ues used in netadata
menber names should only be as specific as necessary. For instance,
using "fr" mght be sufficient in many contexts, rather than "fr-CA"
or "fr-FR'.
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For exanple, a client could represent its nane in English as
“client _nanme#en": "My dient" and its name in Japanese as
"client_nane#j a- Jpan-JP":

"\ u30AF\ U30ES\ u30A4\ u30A2\ u30F3\ u30C8\ u540D" within the same

regi stration request. The authorization server MAY display any or
all of these nanes to the resource owner during the authorization
step, choosing which nane to display based on system configuration
user preferences or other factors.

I f any human-readable field is sent without a | anguage tag, parties
using it MJUST NOT nake any assunptions about the | anguage, character
set, or script of the string value, and the string value MJST be used
as is wherever it is presented in a user interface. To facilitate
interoperability, it is RECOWENDED that clients and servers use a
human-readabl e field without any | anguage tags in addition to any

| anguage-specific fields, and it is RECOMMENDED t hat any human-
readabl e fields sent w thout |anguage tags contain values suitable
for display on a wide variety of systens.

| mpl ementer’s Note: Many JSON libraries nake it possible to reference
menbers of a JSON obj ect as nenbers of an object construct in the
native progranm ng environnent of the library. However, while the
"#" character is a valid character inside of a JSON object’s nenber
nanes, it is not a valid character for use in an object nmenber nane
in many progranmm ng environnments. Therefore, inplenmentations will
need to use alternative access fornms for these clains. For instance,
in JavaScript, if one parses the JSON as follows, "var j =

JSON. parse(json);", then as a workaround the nenber
"client_nanme#en-us" can be accessed using the JavaScript syntax
"i["client_name#en-us"]".

2.3. Software Statenent

A software statenent is a JSON Wb Token (JW) [RFC7519] that asserts
nmet adat a val ues about the client software as a bundle. A set of
clainms that can be used in a software statenent are defined in
Section 2. Wen presented to the authorization server as part of a
client registration request, the software statenent MJST be digitally
si gned or MACed using JSON Wb Signature (JW5) [RFC7515] and MUST
contain an "iss" (issuer) claimdenoting the party attesting to the
clains in the software statenent. It is RECOMVENDED t hat software
statenents be digitally signed using the "RS256" signature al gorithm
al t hough particul ar applications MAY specify the use of different
algorithms. It is RECOWENDED that software statenents contain the
"software_id" claimto allow authorization servers to correl ate

di fferent instances of software using the sane software statenent.
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For exanple, a software statement could contain the follow ng clains:

{
"software_id": "4NRB1- 0XZABZI 9E6- 5SMBR",
"client_name": "Exanple Statenent-based dient",
“client _uri": "https://client.exanple.net/"

}

The foll owi ng non-nornative exanple JW includes these clainms and has
been asymretrically signed using "RS256" (with [ine breaks for
di spl ay purposes only):

eyJhbCGei O JSUzI 1N J9.
eyJzb2Z70d2FyzZVv9opZCl 61 j ROUKI xLTBYWKFCWkKk5RTYt NVNNMLI i LCJj b@
bnRf bntt ZSI 61 kVAYWLwh GUgU3Rhd GVt ZWA0LW hc2VKkl ENsaW/udCl sl niNs
aWudF91lcnki G JodHRwczovL2NsaWudC51 eG-t cGxl Lkl dC8i f Q

GHf LAQNI r QML 18BSRAES95T9) bzqa06RIBT8WA09x 901 cKaZo_nt 15ri EXHa
zdl SWvDI Zht i yNr SHQBKATvgWkH6uJgcnmoodZd PwmARI EYbQDLgPNx REL YnO
5X3AR7i adFRj Qoj Zj k5f JqJdQ Jcf xyhK- PBBAVWBA6I 2LLA771 G32xt bhxY
f HX7VhuU5Pr 0JOBuvu3Ayv4AXRhLZIY4yKSf nyjii Ki PNe-1a4SMy_d_QSWksk
USXI Q 5Sa2YRPMuDRXt t mRTf nZMLxx70DoYi 8g6czz- CPGRi 4SW S2RKHI Jf
I j ol 3zTJ0OY20e0_EJAI XbL6OyF9S5t KxDXV8JI ndSA

The software statenent is typically distributed with all instances of
a client application. The neans by which a client or devel oper
obtains a software statenment are outside the scope of this
specification. Some common mnet hods could include a client devel oper
generating a client-specific JW by registering with a software API
publisher to obtain a software statenent for a class of clients.

The criteria by which authorization servers determni ne whether to
trust and utilize the information in a software statenent are outside
the scope of this specification

In some cases, authorization servers MAY choose to accept a software
statenment value directly as a client identifier in an authorization
request, without a prior dynamc client registration having been
performed. The circunstances under which an authorization server
woul d do so, and the specific software statenment characteristics
required in this case, are outside the scope of this specification

3. dient Registration Endpoint
The client registration endpoint is an QAuth 2.0 endpoint defined in
this docunment that is designed to allow a client to be registered

with the authorization server. The client registration endpoint MJST
accept HITP POST nessages with request paraneters encoded in the
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entity body using the "application/json" format. The client
regi stration endpoint MJST be protected by a transport-layer security
mechani sm as described in Section 5.

The client registration endpoint MAY be an QAuth 2.0 [ RFC6749]
protected resource and it MAY accept an initial access token in the
formof an QAuth 2.0 access token to limt registration to only
previously authorized parties. The nethod by which the initia
access token is obtained by the client or devel oper is generally out
of band and is out of scope for this specification. The method by
which the initial access token is verified and validated by the
client registration endpoint is out of scope for this specification

To support open registration and facilitate wider interoperability,
the client registration endpoint SHOULD all ow regi stration requests
with no authorization (which is to say, with no initial access token
in the request). These requests MAY be rate-limted or otherw se
limted to prevent a denial-of-service attack on the client

regi stration endpoint.

3.1. dient Registration Request

This operation registers a client with the authorization server. The
aut horization server assigns this client a unique client identifier
optionally assigns a client secret, and associ ates the netadata
provided in the request with the issued client identifier. The
request includes any client netadata paraneters being specified for
the client during the registration. The authorization server MAY
provi sion default values for any itens omtted in the client

nmet adat a

To register, the client or devel oper sends an HTTP POST to the client
regi stration endpoint with a content type of "application/json". The
HTTP Entity Payload is a JSON [ RFC7159] docunent consisting of a JSON
object and all requested client nmetadata val ues as top-Ievel nmenbers

of that JSON object.

For exanple, if the server supports open registration (with no

initial access token), the client could send the follow ng
registration request to the client registration endpoint.
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The following is a non-normative exanple request not using an initia
access token:

POST /register HTTP/ 1.1
Cont ent - Type: application/json
Accept: application/json

Host: server. exanpl e. com

{

"redirect _uris": [
"https://client.exanple.org/callback",
"https://client.exanple.org/callback2"],

"“client_nanme": "My Exanple dient"

“client_nane#j a- Jpan-JP":

"\ uSOAF\ u30E9\ u30A4\ u30A2\ u30F3\ u30C8\ us40D"

"t oken_endpoi nt _aut h_met hod": "client_secret_basic",

"logo_uri": "https://client.exanmple.org/l ogo. png”

"fwks_uri": "https://client.exanple.org/ny public_keys.jwks",

"exanpl e_extensi on_paraneter": "exanple_val ue"

}

Alternatively, if the server supports authorized registration, the
devel oper or the client will be provisioned with an initial access
token. (The nethod by which the initial access token is obtained is
out of scope for this specification.) The devel oper or client sends
the follow ng authorized registration request to the client

regi stration endpoint. Note that the initial access token sent in
this exanple as an QAuth 2.0 Bearer Token [ RFC6750], but any OAuth
2.0 token type could be used by an authorization server.
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The following is a non-nornmative exanple request using an initia
access token and registering a JWK Set by value (with |line breaks

wi thin values for display purposes only):

POST /register HTITP/ 1.1

Cont ent - Type: application/json

Accept: application/json

Aut hori zati on: Bearer ey23f2.adfj 230. af 32-devel oper 321
Host: server.exanpl e. com

{

"redirect _uris": ["https://client.exanple.org/callback",
"https://client.exanple.org/callback2"],
“client_name": "My Exanple dient",
"client_nane#j a- Jpan-JP":
"\ u30AF\ u30E9\ u30A4\ u30A2\ u30F3\ u30C8\ u540D"

"t oken_endpoi nt _aut h_met hod": "client_secret_basic",
"policy uri": "https://client.exanple.org/policy.htm",
"jwks": {"keys": [{

"e": "AQAB",

"n": "nj 3YJwsLUFI 9BnpAbk Cs WCNVX 17EhOwWMO- _ AReZwBqf aWFcf G
Hr ZXs| V2VMCNVNUBTpb4obUaSXcRc Q- VVsf QPInBI zgt RAAYSNNBXb7PEc Yy k
| Bj vTt uPbpzl aqyi Uepz UXNDFUAQCKT | ol 3Whf | PUUgMKULBNOEUd 1f pOD70p
RMOr | p_gg_WWNUKoWLV- 3keYUJoXHINzt EDm D2MQXj 9e GQJJ8y PgGL8PAZM.e
2R7] b9TxCOCPDED7t Y_TWANFPI xpt ws9A42m dEnVi XsKQ 60s1SLboazxFKve
gXC_j pLUt 220C6GUGE3p- REw ZOr 3r 845z50wMuzi f @ M 9bQ',

"kty": "RSA"

Y

"exanpl e_ext ensi on_paraneter”: "exanpl e_val ue"

}
3.1.1. dient Registration Request Using a Software Statenent

In addition to JSON el ements, client netadata val ues MAY al so be
provided in a software statenent, as described in Section 2.3. The
aut hori zation server MAY ignore the software statenent if it does not
support this feature. |f the server supports software statenents,
client netadata val ues conveyed in the software statenent MJST take

precedence over those conveyed using plain JSON el ements.

Software statenments are included in the requesti ng JSON object using
this OPTI ONAL menber :

sof t war e_st at enent
A software statenent containing client netadata val ues about the

client software as clains. This is a string value containing the
entire signed JWI.
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In the follow ng exanple, sonme registration paraneters are conveyed
as clains in a software statenment fromthe exanple in Section 2.3,
whil e sonme val ues specific to the client instance are conveyed as
regul ar parameters (with line breaks within values for display

pur poses only):

POST /register HTTP/ 1.1
Cont ent - Type: application/json
Accept: application/json

Host: server.exanpl e. com

"redirect _uris": [
"https://client.exanple.org/callback",
"https://client.exanple.org/callback2"

1,

"software_statenent": "eyJhbGci O JSUzIl 1N J9

eyJzb220d2FyZzV9pzCl 61 ] ROUKI xLTBYWKFCWkKk5RTYt NVNNMLI i LCJj bd

bnRf bt ZSI 61 kVAYWLwb GUgU3RhdGVt ZWE0LW hc2VKI ENsaW/udCl s| miNs

aW/udF91lcnki G JodHRwczovL2NsaWudC5l eGt ¢Gxl Lkl dC8i f Q.

GHf LAQNI r QM_18BSRAE595T9j bzqa06RIBT8wWA09x 90l cKaZo_nt 15r i EXHa

zdl SWDI Zht i yNr SH@BK4TvgWH6uJgcnoodZdPwmARI EYbQDLgPNxREt YnO

5X3AR7i adFRj Q20j Zj k5f JqJdQ Jcf xyhK- PBBAWBA6I 2LLA771 G32xt bhxY

f HX7VhuUSPr 0JOBuvu3Ayv4AXRhLZIYAyKf nyj i i Ki PNe- 1 a4SMy_d_QSWksk

USXI Q 5Sa2YRPMuDRXt t nRTf nZMLxx70DoYi 8g6czz- CPGRi 4SW S2RKHI Jf

I j ol 3zTJOY20e0_EJAI XbL6OyF9S5t KxDXV8JI ndSA",

"scope": "read wite",
"exanpl e_ext ensi on_paraneter": "exanple_val ue"

}

3.2. Responses

Upon a successful registration request, the authorization server
returns a client identifier for the client. The server responds with
an HTTP 201 Created status code and a body of type "application/json"
with content as described in Section 3.2.1.

Upon an unsuccessful registration request, the authorization server
responds with an error, as described in Section 3.2.2.

3.2.1. dient Information Response
The response contains the client identifier as well as the client
secret, if the client is a confidential client. The response MAY

contain additional fields as specified by extensions to this
speci fication.
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client_id
REQUI RED. QAuth 2.0 client identifier string. It SHOULD NOT be
currently valid for any other registered client, though an
aut horization server MAY issue the same client identifier to
multiple instances of a registered client at its discretion

client_secret
OPTIONAL. QAuth 2.0 client secret string. |If issued, this MJST
be uni que for each "client_id" and SHOULD be unique for nultiple
i nstances of a client using the sane "client_id". This value is
used by confidential clients to authenticate to the token
endpoi nt, as described in QAuth 2.0 [ RFC6749], Section 2.3.1.

client id_ issued at
OPTIONAL. Time at which the client identifier was issued. The
time is represented as the nunber of seconds from
1970-01-01TOO: 00: 00Z as measured in UTC until the date/tine of
i ssuance.

client_secret_expires_at

REQUI RED if "client_secret" is issued. Tinme at which the client
secret will expire or O if it will not expire. The time is
represented as the nunber of seconds from 1970-01-01TO0O: 00: 00Z as

nmeasured in UTC until the date/time of expiration.

Additionally, the authorization server MJST return all registered
nmet adata about this client, including any fields provisioned by the
aut horization server itself. The authorization server MAY reject or
repl ace any of the client’s requested netadata val ues submtted
during the registration and substitute themw th suitabl e val ues.
The client or devel oper can check the values in the response to
deternmine if the registration is sufficient for use (e.g., the

regi stered "token_endpoi nt _auth_met hod" is supported by the client
software) and determ ne a course of action appropriate for the client
software. The response to such a situation is out of scope for this
specification but could include filing a report with the application
devel oper or authorization server provider, attenpted re-registration
with different netadata val ues, or various other nethods. For
instance, if the server also supports a registration nmanagenent
mechani sm such as that defined in [RFC7592], the client or devel oper
could attenpt to update the registration with different netadata

val ues. This process could also be aided by a service discovery
protocol, such as [Qpenl D. D scovery], which can list a server’s
capabilities, allowing a client to make a nore informed registration
request. The use of any such managenent or di scovery systemis
optional and outside the scope of this specification.
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The successful registration response uses an HTTP 201 Created status
code with a body of type "application/json" consisting of a single
JSON obj ect [RFC7159] with all paraneters as top-level nenbers of the
obj ect.

If a software statenent was used as part of the registration, its

val ue MUST be returned unnodified in the response along with other

net adata using the "software_statenment” nenber nane. Cdient netadata
el enents used fromthe software statenment MJST al so be returned
directly as top-level client nmetadata values in the registration
response (possibly with different values, since the val ues requested
and the val ues used nmay differ).

The following is a non-normative exanpl e response of a successfu
regi stration:

HTTP/ 1.1 201 Created
Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{

"client_id": "s6BhdRkqgt3",

"client_secret": "cfl1l36dc3clfc93f31185e5885805d",

"client _id issued at": 2893256800,

"client _secret_expires_at": 2893276800,

"redirect _uris": [
"https://client.exanple.org/callback",
"https://client.exanple.org/callback2"],

"grant _types": ["authorization_code", "refresh_token"],

"“client_nanme": "My Exanple dient"

“client_nane#j a- Jpan-JP":

"\ uSOAR\ U30E9\ u30A4\ u30A2\ u30F3\ u30C8\ us40D"

"t oken_endpoi nt _aut h_met hod": "client_secret_basic",

"logo_uri": "https://client.exanmple.org/l ogo. png”

"fwks_uri": "https://client.exanple.org/ny public_keys.jwks",

"exanpl e_extensi on_paraneter": "exanple_val ue"

}

3.2.2. dient Registration Error Response
When an QAuth 2.0 error condition occurs, such as the client

presenting an invalid initial access token, the authorization server
returns an error response appropriate to the QAuth 2.0 token type.
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When a registration error condition occurs, the authorization server
returns an HTTP 400 status code (unless otherw se specified) with
content type "application/json" consisting of a JSON object [RFC7159]
describing the error in the response body.

Two nenbers are defined for inclusion in the JSON object:

error
REQUI RED. Single ASCI| error code string.

error_description
OPTI ONAL. Human-readabl e ASCI | text description of the error used
for debuggi ng.

O her nmenmbers MAY al so be included and, if they are not understood,
they MUST be ignored.

Thi s specification defines the follow ng error codes:

invalid redirect _uri
The value of one or nore redirection URIs is invalid.

invalid _client _netadata
The val ue of one of the client metadata fields is invalid and the
server has rejected this request. Note that an authorization
server MAY choose to substitute a valid value for any requested
paranmeter of a client’s netadata.

i nval i d_sof t ware_st at enent
The software statenent presented is invalid.

unapproved_sof t ware_st at enent

The software statenment presented is not approved for use by this
aut hori zation server.
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The following is a non-nornmative exanple of an error response
resulting froma redirection URI that has been bl acklisted by the
aut hori zation server (with [ine breaks wi thin values for display
pur poses only):

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"error": "invalid redirect _uri"
"error_description": "The redirecti on UR
http://sketchy. exanple.comis not allowed by this server."
}

The following is a non-normative exanple of an error response
resulting froman inconsistent conbination of "response_ types" and
"grant _types" values (with line breaks within values for display
pur poses only):

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"error": "invalid_client_metadata",
"error_description": "The grant type ’'authorization_code’ nust be
regi stered along with the response type 'code’ but found only
"inplicit’ instead."
}

4. | ANA Consi derations
4.1. CQAuth Dynamic Client Registration Metadata Registry

Thi s specification establishes the "QAuth Dynamic Cient Registration
Met adat a" registry.

QAuth registration client metadata names and descriptions are
registered with a Specification Required ([ RFC5226]) after a two-week
revi ew period on the oauth-ext-review@etf.org mailing list, on the
advi ce of one or nore Designated Experts. However, to allow for the
al l ocation of names prior to publication, the Designated Experts may
approve registration once they are satisfied that such a
specification will be published, per [RFC7120].

Ri cher, et al. St andards Track [ Page 23]



RFC 7591 QAuth 2.0 Dynami c Registration July 2015

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register QAuth Dynam c
Client Registration Metadata nanme: exanple").

Wthin the review period, the Designated Experts wi |l either approve
or deny the registration request, comrunicating this decision to the
review list and 1ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to nmake the request successful.

| ANA nmust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
l'ist.

4.1.1. Registration Tenpl ate

Cient Metadata Name:
The nane requested (e.g., "exanple"). This name is case
sensitive. Nanes that match other registered nanes in a case-
i nsensitive manner SHOULD NOT be accept ed.

Client Metadata Description:
Brief description of the metadata value (e.g., "Exanple
description").

Change Controller:
For Standards Track RFCs, list "IESG'. For others, give the nane
of the responsible party. Qher details (e.g., postal address,
emai | address, hone page URI) may al so be incl uded.

Speci fication Docunent(s):
Ref erence to the docunent or docunents that specify the client
net adata definition, preferably including a URI that can be used
to retrieve a copy of the docunments. An indication of the
rel evant sections may al so be included but is not required.

4.1.2. Initial Registry Contents

The initial contents of the "QAuth Dynamic Cient Registration
Met adat a" registry are:

o Cient Metadata Name: "redirect _uris”

o Cient Metadata Description: Array of redirection URIs for use in
redirect-based fl ows

o Change Controller: |IESG

o Specification Docunent(s): RFC 7591
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o Cient Metadata Nanme: "token_endpoi nt _aut h_net hod"

o Cient Metadata Description: Requested authentication nethod for
t he token endpoi nt

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cient Metadata Nane: "grant types"

o Cient Metadata Description: Array of QAuth 2.0 grant types that
the client may use

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cient Metadata Nane: "response_types"

o Cient Metadata Description: Array of the QAuth 2.0 response types
that the client may use

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cient Metadata Nane: "client_nang"

o Cient Metadata Description: Human-readabl e name of the client to
be presented to the user

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cient Metadata Nane: "client _uri"

o Cient Metadata Description: URL of a web page providing
i nformation about the client

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cient Metadata Nane: "logo_uri"

o Cient Metadata Description: URL that references a |logo for the
client

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cdient Metadata Nanme: "scope"

o Cient Metadata Description: Space-separated list of QAuth 2.0
scope val ues

o Change Controller: |ESG

o Specification Document(s): RFC 7591
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[e}Ne]

(e} elelNe]

Client Metadata Nane: "contacts"

Client Metadata Description: Array of strings representing ways to
contact people responsible for this client, typically email

addr esses

Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Client Metadata Name: "tos_ uri"

Client Metadata Description: URL that points to a human-readabl e
terms of service docunent for the client

Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Client Metadata Name: "policy_uri"

Client Metadata Description: URL that points to a human-readabl e
policy document for the client

Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Client Metadata Nane: "jwks_uri"

Client Metadata Description: URL referencing the client’s JSON Wb
Key Set [RFC7517] docunent representing the client’s public keys
Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Client Metadata Name: "jwks"

Client Metadata Description: Cient’s JSON Wb Key Set [RFC7517]
docunent representing the client’s public keys

Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Client Metadata Nanme: "software_id"

Client Metadata Description: ldentifier for the software that
conprises a client

Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Cient Metadata Nane: "software_version"

Client Metadata Description: Version identifier for the software
that conprises a client

Change Controller: |ESG

Speci fication Docunment(s): RFC 7591

Client Metadata Name: "client id"

Client Metadata Description: Client identifier
Change Controller: |ESG

Speci ficati on Document (s): RFC 7591
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o Cient Metadata Nanme: "client_secret™

o Cient Metadata Description: Cient secret

o Change Controller: |ESG

o Specification Document(s): RFC 7591

o Cient Metadata Nanme: "client _id issued at"

o Cient Metadata Description: Tinme at which the client identifier

was i ssued
o Change Controller: |ESG
o Specification Docunment(s): RFC 7591

o Cient Metadata Nane: "client_secret_expires_at"

o Cient Metadata Description: Tinme at which the client secret will
expire

o Change Controller: |IESG

o Specification Docunment(s): RFC 7591

4.2. QAuth Token Endpoi nt Authentication Methods Registry

Thi s specification establishes the "QAuth Token Endpoi nt
Aut henti cati on Met hods" registry.

Addi ti onal values for use as "token_endpoi nt_aut h_net hod" val ues are
registered with a Specification Required ([ RFC5226]) after a two-week
revi ew period on the oauth-ext-review@etf.org mailing list, on the
advi ce of one or nore Designated Experts. However, to allow for the
al l ocation of values prior to publication, the Designated Experts may
approve registration once they are satisfied that such a
specification will be published, per [RFC7120].

Regi stration requests nmust be sent to the oauth-ext-review@etf.org
mailing list for review and comment, with an appropriate subject
(e.g., "Request to register token_endpoint_auth_nethod val ue:

exanpl e").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, comrunicating this decision to the
review list and | ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful.

I ANA nmust only accept registry updates fromthe Designated Experts

and should direct all requests for registration to the review nailing
list.
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4.2.1. Registration Tenpl ate

4.

2.

Token Endpoi nt Aut hentication Method Name:
The nane requested (e.g., "exanple"). This name is case
sensitive. Nanes that match other registered nanes in a case-
i nsensitive manner SHOULD NOT be accept ed.

Change Controller:
For Standards Track RFCs, list "IESG'. For others, give the nane
of the responsible party. Qher details (e.g., postal address,
emai | address, hone page URI) may al so be incl uded.

Speci fication Docunent(s):
Ref erence to the document or documents that specify the token
endpoi nt aut henticati on method, preferably including a UR that
can be used to retrieve a copy of the document or docunents. An
i ndi cation of the relevant sections may al so be included but is
not required.

2. Initial Registry Contents

The initial contents of the "QAuth Token Endpoi nt Aut hentication
Met hods” registry are:

o Token Endpoi nt Aut henticati on Met hod Nane: "none"
o Change Controller: |IESG
o Specification Docunent(s): RFC 7591

o Token Endpoi nt Authentication Method Name: "client_secret_post™
Change Controller: |ESG
o Specification Docunent(s): RFC 7591

o

o Token Endpoi nt Authenticati on Method Name: "client_secret _basic"
Change Controller: |ESG
o Specification Document(s): RFC 7591

o

Security Considerations

Since requests to the client registration endpoint result in the
transm ssion of clear-text credentials (in the HITP request and
response), the authorization server MIST require the use of a
transport-layer security nmechani sm when sendi ng requests to the

regi stration endpoint. The server MJST support TLS 1.2 [RFC5246] and
MAY support additional transport-layer security mechani snms neeting
its security requirenents. Wen using TLS, the client MJST performa
TLS/ SSL server certificate check, per RFC 6125 [ RFC6125].

| mpl ement ation security considerations can be found in
Recomendati ons for Secure Use of TLS and DTLS [ BCP195].
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For clients that use redirect-based grant types such as

"aut hori zation_code" and "inplicit", authorization servers MJST
require clients to register their redirection URI values. This can
help mtigate attacks where rogue actors inject and inmpersonate a
validly registered client and intercept its authorization code or
tokens through an invalid redirection URI or open redirector.
Additionally, in order to prevent hijacking of the return val ues of
the redirection, registered redirection URl values MJST be one of:

o Arenpte web site protected by TLS
(e.g., https://client.exanple.comoauth_redirect)
o A web site hosted on the local nmachine using an HITP UR
(e.g., http://local host:8080/oauth_redirect)
0 A non-HTTP application-specific URL that is available only to the
client application
(e.g., exanpl eapp://oauth_redirect)

Public clients MAY register with an authorization server using this
protocol, if the authorization server’'s policy allows them Public
clients use a "none" value for the "token_endpoi nt _auth_net hod"
netadata field and are generally used with the "inplicit" grant type.
Oten these clients will be short-lived in-browser applications
requesting access to a user’s resources and access is tied to a
user’'s active session at the authorization server. Since such
clients often do not have long-termstorage, it is possible that such
clients would need to re-register every tine the browser application
is loaded. To avoid the resulting proliferation of dead client
identifiers, an authorization server MAY decide to expire
registrations for existing clients nmeeting certain criteria after a
period of time has elapsed. Alternatively, such clients could be
regi stered on the server where the in-browser application’s code is
served from and the client’s configuration could be pushed to the
browser al ongsi de the code.

Since different QAuth 2.0 grant types have different security and
usage properties, an authorization server MAY require separate
registrations for a piece of software to support nultiple grant
types. For instance, an authorization server mght require that al
clients using the "authorization_code" grant type make use of a
client secret for the "token_endpoi nt _auth_net hod" but any clients
using the "inplicit" grant type not use any authentication at the
token endpoint. In such a situation, a server MAY disallow clients
fromregistering for both the "authorization_code" and "inplicit"
grant types simultaneously. Simlarly, the "authorization_code"
grant type is used to represent access on behal f of an end-user, but
the "client_credential s" grant type represents access on behal f of
the client itself. For security reasons, an authorization server
could require that different scopes be used for these different use
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cases, and, as a consequence, it MAY disallow these two grant types
from being registered together by the same client. In all of these
cases, the authorization server would respond with an
"invalid_client_metadata" error response.

Unl ess used as a claimin a software statenent, the authorization
server MJST treat all client nmetadata as self-asserted. For

i nstance, a rogue client mght use the nane and logo of a legitimte
client that it is trying to inpersonate. Additionally, a rogue
client might try to use the software identifier or software version
of alegitimte client to attenpt to associate itself on the

aut hori zation server with instances of the legitinate client. To
counteract this, an authorization server MJST take appropriate steps
to mtigate this risk by |Iooking at the entire registration request
and client configuration. For instance, an authorization server
could issue a warning if the domain/site of the | ogo doesn’t match
the domain/site of redirection URIs. An authorization server could
al so refuse registration requests froma known software identifier
that is requesting different redirection URIs or a different client
URI. An authorization server can al so present warni ng nessages to
end- users about dynanically registered clients in all cases,
especially if such clients have been recently registered or have not
been trusted by any users at the authorization server before.

In a situation where the authorization server is supporting open
client registration, it rmust be extrenely careful with any URL
provided by the client that will be displayed to the user (e.g.
"logo_uri", "tos_ uri", "client_uri", and "policy_uri"). For

i nstance, a rogue client could specify a registration request with a
reference to a drive-by download in the "policy uri", enticing the
user to click on it during the authorization. The authorization
server SHOULD check to see if the "logo uri", "tos_ uri",
"client_uri", and "policy_uri" have the sane host and schene as the
those defined in the array of "redirect_uris" and that all of these
URIs resolve to valid web pages. Since these UR values that are

i ntended to be displayed to the user at the authorization page, the
aut hori zation server SHOULD protect the user from nalicious content
hosted at the URLs where possible. For instance, before presenting
the URLs to the user at the authorization page, the authorization
server could downl oad the content hosted at the URLs, check the
content against a malware scanner and bl acklist filter, determne
whet her or not there is mixed secure and non-secure content at the
URL, and other possible server-side mtigations. Note that the
content in these URLs can change at any tinme and the authorization
server cannot provide conplete confidence in the safety of the URLs,
but these practices could help. To further nmitigate this kind of
threat, the authorization server can also warn the user that the URL
I i nks have been provided by a third party, should be treated with
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caution, and are not hosted by the authorization server itself. For
i nstance, instead of providing the links directly in an HTM. anchor
the authorization server can direct the user to an interstitia

war ni ng page before allowi ng the user to continue to the target URL.

Clients MAY use both the direct JSON object and the JWI-encoded
software statenent to present client netadata to the authorization
server as part of the registration request. A software statenent is
cryptographically protected and represents clains made by the issuer
of the statenent, while the JSON object represents the self-asserted
clains nade by the client or developer directly. |If the software
statenment is valid and signed by an acceptable authority (such as the
software APl publisher), the values of client nmetadata within the
software statenent MUST take precedence over those netadata val ues
presented in the plain JSON object, which could have been intercepted
and nodifi ed.

Li ke all metadata values, the software statenent is an itemthat is
sel f-asserted by the client, even though its contents have been
digitally signed or MACed by the issuer of the software statenent.
As such, presentation of the software statenment is not sufficient in
nost cases to fully identify a piece of client software. An initia
access token, in contrast, does not necessarily contain informtion
about a particular piece of client software but instead represents
aut horization to use the registration endpoint. An authorization
server MJST consider the full registration request, including the
software statenent, initial access token, and JSON client netadata
val ues, when deci di ng whether to honor a given registration request.

If an authorization server receives a registration request for a
client that is not intended to have nultiple instances registered
si mul taneously and the authorization server can infer a duplication
of registration (e.g., it uses the sanme "software_id" and

"sof tware_version" val ues as another existing client), the server
SHOULD treat the new registration as being suspect and reject the
registration. It is possible that the newclient is trying to

i npersonate the existing client in order to trick users into
authorizing it, or that the original registration is no |onger valid.
The details of managing this situation are specific to the

aut hori zati on server deployment and outside the scope of this

speci fication.

Since a client identifier is a public value that can be used to

i mpersonate a client at the authorization endpoint, an authorization
server that decides to issue the same client identifier to multiple
i nstances of a registered client needs to be very particul ar about
the circunmstances under which this occurs. For instance, the

aut horization server can limt a given client identifier to clients
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using the sanme redirect-based flow and the same redirection URIs. An
aut hori zation server SHOULD NOT issue the same client secret to

mul tiple instances of a registered client, even if they are issued
the sane client identifier, or else the client secret could be

| eaked, allowi ng malicious inpostors to inpersonate a confidentia
client.

6. Privacy Considerations

As the protocol described in this specification deals al npst
exclusively with information about software and not people, there are
very few privacy concerns for its use. The notable exception is the
"contacts" field as defined in Section 2, which contains contact

i nformati on for the devel opers or other parties responsible for the
client software. These values are intended to be displayed to end-
users and will be available to the adm nistrators of the

aut horization server. As such, the devel oper may wi sh to provide an
emai | address or other contact information expressly dedicated to the
pur pose of supporting the client instead of using their personal or
prof essi onal addresses. Alternatively, the devel oper may wish to
provide a collective email address for the client to allow for
continui ng contact and support of the client software after the

devel oper noves on and soneone el se takes over that responsibility.

In general, the netadata for a client, such as the client nane and
software identifier, are common across all instances of a piece of
client software and therefore pose no privacy issues for end-users.
Client identifiers, on the other hand, are often unique to a specific
instance of a client. For clients such as web sites that are used by
many users, there nmay not be significant privacy concerns regarding
the client identifier, but for clients such as native applications
that are installed on a single end-user’s device, the client
identifier could be uniquely tracked during QAuth 2.0 transactions
and its use tied to that single end-user. However, as the client
software still needs to be authorized by a resource owner through an
QAuth 2.0 authorization grant, this type of tracking can occur

whet her or not the client identifier is unique by correlating the

aut henticated resource owner with the requesting client identifier

Note that clients are forbidden by this specification fromcreating
their owmn client identifier. |If the client were able to do so, an

i ndi vidual client instance could be tracked across multiple coll uding
aut hori zation servers, leading to privacy and security issues.
Additionally, client identifiers are generally issued uniquely per
regi stration request, even for the same instance of software. In
this way, an application could marginally inprove privacy by
registering multiple tines and appearing to be conpletely separate

Ri cher, et al. St andards Track [ Page 32]



RFC 7591

QAuth 2.0 Dynami c Registration July 2015

applications. However, this technique does incur significant
usability cost in the formof requiring multiple authorizations per
resource owner and is therefore unlikely to be used in practice.
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Appendi x A.  Use Cases

Thi s appendi x describes different ways that this specification can be
utilized, including describing sonme of the choices that may need to
be made. Sonme of the choices are independent and can be used in
conbi nati on, whereas sone of the choices are interrelated.

A. 1. Open versus Protected Dynanmic Cient Registration
A.1.1. Open Dynamic Cient Registration

Aut hori zation servers that support open registration allow
registrations to be made with no initial access token. This allows
all client software to register with the authorization server.

A.1.2. Protected Dynamic Cient Registration

Aut hori zation servers that support protected registration require
that an initial access token be used when naking registration
requests. Wiile the nethod by which a client or devel oper receives
this initial access token and the nethod by which the authorization
server validates this initial access token are out of scope for this
specification, a conmon approach is for the devel oper to use a manua
preregistration portal at the authorization server that issues an
initial access token to the devel oper

A. 2. Registration without or with Software Statenents
A.2.1. Registration without a Software Statenent

When a software statenent is not used in the registration request,
the authorization server nust be willing to use client netadata

val ues without thembeing digitally signed or MACed (and thereby
attested to) by any authority. (Note that this choice is independent
of the Open versus Protected choice, and that an initial access token
i s another possible formof attestation.)

A 2.2. Registration with a Software Statenent

A software statenent can be used in a registration request to provide
attestation by an authority for a set of client nmetadata val ues.

This can be useful when the authorization server wants to restrict
registration to client software attested to by a set of authorities
or when it wants to know that nultiple registration requests refer to
the sane piece of client software.
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A.3. Registration by the Cient or Devel oper
A.3.1. Registration by the dient

In some use cases, client software will dynamically register itself
with an authorization server to obtain a client identifier and other
i nformati on needed to interact with the authorization server. In
this case, no client identifier for the authorization server is
packaged with the client software.

A.3.2. Registration by the Devel oper

In sone cases, the devel oper (or devel opnent software being used by
the developer) will preregister the client software with the

aut hori zation server or a set of authorization servers. |In this
case, the client identifier value(s) for the authorization server(s)
can be packaged with the client software.

A.4. Cient IDper Cient Instance or per Cient Software
A 4.1. dient ID per Cient Software |nstance

In some cases, each deployed instance of a piece of client software
will dynamcally register and obtain distinct client identifier

val ues. This can be advantageous, for instance, if the code flowis
being used, as it al so enables each client instance to have its own
client secret. This can be useful for native clients, which cannot
mai ntain the secrecy of a client secret val ue packaged with the
software, but which may be able to maintain the secrecy of a per-
instance client secret.

A 4.2. dient ID Shared among All Instances of Cient Software

In some cases, each deployed instance of a piece of client software
will share a common client identifier value. For instance, this is
often the case for in-browser clients using the inplicit flow, when
no client secret is involved. Particular authorization servers m ght
choose, for instance, to naintain a napping between software
statement values and client identifier values, and return the sane
client identifier value for all registration requests for a
particul ar piece of software. The circunstances under which an

aut hori zation server would do so, and the specific software statenent
characteristics required in this case, are beyond the scope of this
speci fication.
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A.5. Stateful or Stateless Registration
A.5.1. Stateful Cient Registration

In sonme cases, authorization servers will nmaintain state about
registered clients, typically indexing this state using the client
identifier value. This state would typically include the client

nmet adat a val ues associated with the client registration, and possibly
other state specific to the authorization server’s inplenmentation
When stateful registration is used, operations to support retrieving
and/ or updating this state may be supported. One possible set of
operations upon stateful registrations is described in [RFC7592].

A.5.2. Stateless CUient Registration

In some cases, authorization servers will be inplenented in a manner
the enables themto not maintain any |ocal state about registered
clients. One neans of doing this is to encode all the registration
state in the returned client identifier value, and possibly
encrypting the state to the authorization server to maintain the
confidentiality and integrity of the state.
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